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2 NIST SP800-56B I

PEHENL T35 KAS2 in NIST SP 800-56B D& 7L TV X LFELK

T5.

EEE I 7= KAS2

Algorithm Name I¥, KAS2 in NIST SP800_56B.

ARBR T R DRI,

=PI 2= W N-S

RBREE 2 2RO Z

M

21 CAVSEB#T 74T 4+—<v b

COETHOHFLS 77 ANV T+ —< v b T

k.

, RSB O/ & LT, £1iZ

RERDI-DDT 7 AN T x—< v b &2k

RUk & 7o KRB, S H BEEGH

T2 LT, RAFEEH I N72EKH, Key Confirmation 12# 5 MAC 7L TV X LA F& UT, R HSI NzR
FHeHW5
#1 KNEEREORY]

Wﬁﬂﬂ? [ HiET 2 ~F# e

[ TYPEL | e = 65,537 |

| TYPE2 | e 37V &L |

2 B BIBGE T

TR R BRI A 1 [ T 2 BRI
SP800_56B_5_5_1 KDFConcat_ SHA1 Concatenation based KDF with SHA-1
SP800_56B 5 5 1 KDFConcat SHA224 NIST Concatenation based KDF with SHA-224
SP800_56B_5 5 1 KDFConcat_ SHA256 SP 800-56B Concatenation based KDF with SHA-256
SP800_56B_5_ 5 1 KDFConcat_ SHA384 Concatenation based KDF with SHA-384
SP800_56B_5 5 1 KDFConcat_ SHA512 Concatenation based KDF with SHA-512
SP800 56B_ 5 5 1 KDFConcat SHA512 224 Concatenation based KDF with SHA-512/224
SP800_56B_5_ 5 1 KDFConcat_ SHA512_ 256 Concatenation based KDF with SHA-512/256
SP800_56B_5_5_1 KDFConcat_ SHA3_ 256 Concatenation based KDF with SHA3-256
SP800_56B_5_5_1_ KDFConcat_ SHA3_ 384 Concatenation based KDF with SHA3-384
SP800_56B_5 5 1 KDFConcat_ SHA3_ 512 Concatenation based KDF with SHA3-512
SP800_56B_5_ 5 1 KDFConcat_ HMAC_ _SHA1 Concatenation based KDF with HMAC-SHA-1
SP800_56B_5_ 5 1 KDFConcat. HMAC_ SHA224 Concatenation based KDF with HMAC-SHA-224
SP800_56B_5_ 5 1 KDFConcat. HMAC_ SHA256 Concatenation based KDF with HMAC-SHA-256
SP800_56B_5 5 1 KDFConcat HMAC SHA384 Concatenation based KDF with HMAC-SHA-384
SP800_56B_5_5_1_ KDFConcat_ HMAC__SHA512 Concatenation based KDF with HMAC-SHA-512
SP800_56B_5_5_1_ KDFConcat_ HMAC__SHA512_ 224 Concatenation based KDF with HMAC-SHA-512/224
SP800_56B_5_5_1_KDFConcat_ HMAC_SHA512_ 256 Concatenation based KDF with HMAC-SHA-512/256
SP800_56B_5_ 5 1 KDFConcat. HMAC_SHA3_ 256 Concatenation based KDF with HMAC-SHA3-256
SP800_56B_5_ 5 1 KDFConcat. HMAC_ SHA3_ 384 Concatenation based KDF with HMAC-SHA3-384
SP800_56B_5_5 1 KDFConcat. HMAC_ SHA3_ 512 Concatenation based KDF with HMAC-SHA3-512
SP800_56B_5_ 5 1 KDFASN1 SHA1 ASN.1 based KDF with SHA-1
SP800_56B_5 5 1 KDFASN1_ SHA224 ASN.1 based KDF with SHA-224
SP800_56B_5_5_1_ KDFASN1_SHA256 ASN.1 based KDF with SHA-256
SP800_56B_5_5_1_ KDFASN1_SHA384 ASN.1 based KDF with SHA-384
SP800_56B_5_5_1 KDFASN1_SHA512 ASN.1 based KDF with SHA-512
SP800_56B_5_5_1 KDFASN1_SHA512_224 ASN.1 based KDF with SHA-512/224
SP800_56B_5_5_1 KDFASN1 SHA512 256 ASN.1 based KDF with SHA-512/256
SP800_56B_5 5 1 KDFASN1 SHA3 256 ASN.1 based KDF with SHA3-256
SP800_56B_5_5 1 KDFASN1_SHA3 384 ASN.1 based KDF with SHA3-384
SP800_56B_5 5 1 KDFASN1_ SHA3_ 512 ASN.1 based KDF with SHA3-512
SP800_56B_5_5_1 KDFASN1_HMAC_SHA1 ASN.1 based KDF with HMAC-SHA-1
SP800_56B_5_5_1 KDFASN1_HMAC__SHA224 ASN.1 based KDF with HMAC-SHA-224
SP800_56B_5_5_1 KDFASN1_HMAC__SHA256 ASN.1 based KDF with HMAC-SHA-256
SP800_56B_5_5_1 KDFASN1_HMAC_SHA384 ASN.1 based KDF with HMAC-SHA-384
SP800_56B_5_5_1 KDFASN1 HMAC_SHA512 ASN.1 based KDF with HMAC-SHA-512
SP800_56B_5_5_1 KDFASN1_HMAC_SHA512_ 224 ASN.1 based KDF with HMAC-SHA-512/224
SP800_56B_5 5 1 KDFASN1_ HMAC SHA512_ 256 ASN.1 based KDF with HMAC-SHA-512/256
SP800_56B_5_5_1 KDFASN1_HMAC_SHA3_ 256 ASN.1 based KDF with HMAC-SHA3-256
SP800_56B_5_5_1 KDFASN1_HMAC_SHA3_ 384 ASN.1 based KDF with HMAC-SHA3-384
SP800_56B_5_5_1 KDFASN1_HMAC_SHA3_ 512 ASN.1 based KDF with HMAC-SHA3-512
ANS_X942_7_7_2_ KDFConcat__SHA1 Concatenation based KDF with SHA-1
ANS_ X942 7 7 2 KDFConcat_ SHA224 ANS Concatenation based KDF with SHA-224
ANS_ X942 7 7 2 KDFConcat_ SHA256 X9.42-2001 Concatenation based KDF with SHA-256
ANS_ X942 7 7 2 KDFConcat_ SHA384 Concatenation based KDF with SHA-384
ANS_ X942 7 7 2 KDFConcat._ SHA512 Concatenation based KDF with SHA-512
ANS X942 7 7 2 KDFASNI1_SHA1 ASN.1 based KDF with SHA-1
ANS_ X942 7 7 2 KDFASNI1_SHA224 ASN.1 based KDF with SHA-224
ANS_ X942 7 7 2 KDFASNI1_SHA256 ASN.1 based KDF with SHA-256
ANS_X942_ 7 7 2 KDFASN1_SHA384 ASN.1 based KDF with SHA-384
ANS_X942_7 7 2 KDFASN1_SHA512 ASN.1 based KDF with SHA-512
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#3 MAC 7T X L#0F

MAC 7V TV XA+ | Misg 3 MAC7 VTV XL |

HMAC SHA1

HMAC-SHA-1

HMAC_ SHA224

HMAC-SHA-224

HMAC_ SHA256

HMAC-SHA-256

HMAC SHA384

HMAC-SHA-384

HMAC_ SHA512

HMAC-SHA-512

HMAC_ SHA512 224

HMAC-SHA-512/224

HMAC__SHA512_ 256

HMAC-SHA-512/256

HMAC_SHA3_ 256

HMAC-SHA3-256

HMAC SHA3 384

HMAC-SHA3-384

HMAC_ SHA3 512

HMAC-SHA3-512

CMAC__AES128

CMAC-AES-128

CMAC__AES192

CMAC-AES-192

CMAC__AES256

CMAC-AES-256

#4 NIST SP800-56B IZRt#k T N7z KAS2 NI A=K T 7 A )L

[ FEE 27 | LS Fit ]
AlgorithmName KAS2_in_ NIST__SP800_56B P&
TargetFunction KeyAgreement S

frad ~ TargetRole TUT 2S5 % H (Party__U, Party_V) AT
#t v TypeOfPublicKeyU Party U @ A B ¥ I8 B O # 5] (65537 TYPEL, ran- | XF4]
H £ dom:TYPE2)
TypeOfPrivateKeyU Party U D7 71 N— NEOF (CRT & L:TYPE2) A
BitLengthOfModulusPartyU Party U OAHEDEn DY MR 10 i
Type0fPublicKeyV Party V O A B % 8 X O M 3] (656537 TYPEL, ran- | X745
dom:TYPE2)
TypeOfPrivateKeyV Party VO 771 ~N— NEOFM (CRT %4 L:TYPE2) T
BitLengthOfModulusPartyV Party VOAFEOEn O Y F R 10 &
KDF (FEE RGN 1) XA
BitLengthOfSaltForHMACbasedKDF HMAC R—Z® KDF 2EH73 254, salt DE v MK 10
BitLengthOf01I OtherInfo DE Y F & 10 &
ID_U Party U ® Identifier 16 &
ID_V Party V ® Identifier 16 &
KeyConfirmationSupported PR —17F 2% Key confirmation DX 1 7 Pl
(e Key Confirmation % L:NoKC,
e unilateral key confirmation from party U to party
V:Unilateral U_to_V,
e unilateral key confirmation from party V to party
U:Unilateral _V__to_ U,
« bilateral key confirmation:Bilateral)
SelectedTestMethod 57V T U X LR AR R E— L T E— D BN S Nz iAbR | 10 &
HHDFES
BitLengthOfDKM DKM OEY FE 10
Number0fDKM DKM OTHE 10 &
RatioOfInvalidData PRESLIC RIS 27 — X OHE. (ROGEIEENE: TFH/NBUR
e TargetRole = Party_ U #* Unilateral key confirmation
from party U to party V O#EiRI;
e TargetRole = Party__V #*2 Unilateral key confirmation
from party V to party U O#ERIEFIZARK.)
Number0fDKMForRGT SelectedTestMethod = 1 ®%;4, random generation test (Z 10 &
B4 T 5 DKM O
Number0fTestSubsets SelectedTestMethod = 1 DE &, RBRD R0 i DL 10 &
MACforKeyConfirmation KeyConfirmationSupported # NoKC D&, Key confir- P&l
mation 125 MAC 7L 3V X L. TSI ERE.
BitLengthOfMacKey KeyConfirmationSupported # NoKC DO %%, Key confir- | 10 i€
mation IZffi 5 MacKey Oy M. ZHLIMIENE.
BitLengthOfMacTag KeyConfirmationSupported # NoKC O 5%, Key confir- 10 &
mation IZffi5> MacTag DY v hE. ZHLIMIER.




212 YIITZAKRT7AI (*req)
#5: NIST SP800-56B (ZitiiE 7z KAS2 YV TA N7 71
BS7ILO) XLAREARERE
— SRR FE—
1% par:| 9y HNE EoRE & DM fEDRE BlR
e
~ AlgorithmName KAS2_ in_ NIST_SP800_56B A [AlgorithmName = KAS2 in_ NIST SP800_56B]

% 7 TargetFunction KeyAgreement pE2 [TargetFunction = KeyAgreement)]

;ﬁ\ z TargetRole IUT %3H 5 #%# (Party_U, Party V) pE2| [TargetRole = Party U]
TypeOfPublicKeyU Party U O ABBHEE O (65537 TYPEL, random: TYPE2) XTF [TypeOfPublicKeyU = TYPE1]
TypeOfPrivateKeyU Party U @77 4 X— EoOF)| (CRT 7% L:TYPE2) X [TypeOfPrivateKeyU = TYPE2]
BitLengthOfModulusPartyU Party U OAR#EOEn Oy MR 10 #E#EL [BitLengthOfModulusPartyU = 3072]
TypeOfPublicKeyV Party V O 2RO (65537 TYPEL, random:TYPE2) SCEEH [TypeOfPublicKeyV = TYPE1]
TypeOfPrivateKeyV Party VO 771 X— DR (CRT 7 L: TYPE2) b2l [TypeOfPrivateKeyV = TYPE2]
BitLengthOfModulusPartyV Party V ORBEDEn DY M E 10 #ERGE [BltLengthOfModulusPartyV = 3072]
KDF S BRG] 1 p& [KDF = SP800_56B_5_5_ 1 KDFConcat_SHA1]
BitLengthOfSaltForHMACbasedKDF HMAC X—2® KDF %[l § 556, salt D€y bE 10 #EE [BitLengthOfSaltForHMACbasedKDF = 0]
BitLength0f0I OtherInfo DYy F & 10 #E#E [BitLengthOfOI = 384]

ID_U Party U @ Identifier 16 #E#AL [ID_U = alb2c3d4e5]
ID_V Party V @ Identifier 16 it #Ad ID_V = 4a434154546964]
KeyConfirmationSupported #R— 19 % Key Confirmation DX A 7 X [KeyConfirmationSupported = NoKC]
(e Key Confirmation % L:NoKC,
e unilateral key confirmation from party U to party
V:Unilateral_U_to_V,
e unilateral key confirmation from party V to party
U:Unilateral V_to_U,
« bilateral key confirmation:Bilateral)
SelectedTestMethod W55 7 L ) R GG BR R — e N7 Tk — DB & 72 A BRIH 0 &G [SelectedTestMethod = 1]
Ho%FS (B 1:1, iR 2:2, Bk 3:3)
BitLengthOfDKM DKM Oty bE K Bits 10 ##Kad [BitLengthOfDKM = 320]
Number0fDKM DKM D% 10 #E &G [NumberOfDKM = 2048]
RatioOfInvalidData BERENLIZRIT 57 — X DEIE. (IROGEIXE: FEINET | [RatioOfInvalidData = 0.5]
o TargetRole = Party U 7#*D Unilateral key confirmation #id
from party U to party V OEHUk;
o TargetRole = Party_V %D Unilateral key confirmation
from party V to party U OERKHIANK.)
Number0fDKMForRGT KeyConfirmationSupported = NoKC D54, random gener- 10 £ [NumberOfDKMForRGT = 2048]
ation test IZHWTERKT S DKM OfEE. ZHnAIMNIER
NumberOfTestSubsets KeyConfirmationSupported = NoKC D&, ikBRO M5 HEE 10 #ERGE [NumberOfTestSubsets = 2]
O} S WP INEE T ]
MACforKeyConfirmation KeyConfirmationSupported # NoKC D¥;#, Key confirma- XFF [MACforKeyConfirmation = HMAC_ SHA512]
tion 125 MAC 73V XA, ZHLIMIEK.
BitLengthOfMacKey KeyConfirmationSupported # NoKC D¥%#, Key confirma- 10 #ERE [BitLengthOfMacKey = 128]
tion IZff 5 MacKey Ot v hR. ZHPSMNIEW.
BitLengthOfMacTag KeyConfirmationSupported # NoKC D¥%#, Key confirma- 10 #ERGE [BitLengthOfMacTag = 512]
tion {Zffi5> MacTag D' v bE. ZHLASMIARK.
Party U nU Party U ORHBEOE ny ny 16 #&qd nU = ¢26f ... 4dfd
AR 1 el Party U ORI e ey 16 &Kl eU = 010001
Ay R 4qu Party U D7 J 14 RX— MNgE dy dy 16 i dU = 0dof ... flcl
*1 nv Party V ORBIBEOE ny ny 16 &G nV = bede ... dd5b
eV Party V ORXFI#EE ey ey 16 R eV = 010001
| Party U COUNT 0 Bl NumberOfDKM i DREELIx 10 EFGT COUNT = 0
AR 1 0 BA_E NumberOfDKMForRGT i %45
Atk 01 OtherInfo OtherInfo 16 #&Kqd OI = alb2 ... 0e21
%2x3 SaltForHMACbasedKDF HMAC %\ 288 RO ERE, HMAC o#fe LTHWS N | salt 16 #ERG SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZNLIMIENE.
cv Party V 2VER U 72185 3 Cy 16 #¥Kqd CV = 54ae ... 1201
CcU Party U 2T 2 553 Cu 16 #ERG CU =7
DKM Party U »8 1 U7z DerivedKeyingMaterial DerivedK eyingMaterial 16 #ERGE DKM = ?
(DKM)
Result BEE ST D ) SRR XTF Result = 7
Party U nU Party U OARB#OE ny ny 16 #EKG nU = ¢26f ... 4dfd
FRBR 2 el Party U OABBHER e eu 16 HERG eU = 010001
KAS2-Party U-| du Party U D774 RX— MNgE dy du 16 HERGE dU = 0dof ... flcl
confirmation nV Party V ORBBEOE ny ny 16 &G nV = bcede ... dd5b
~y K eV Party V OAFIBEK ey ey 16 & eV = 010001
Party U COUNT 0 LAl NumberOfDKM il D% 10 #ERGE COUNT =0
AR 2 01 OtherInfo OtherInfo 16 H#E&GEL OI = alb2 ... 0e21
KAS2-Party U- | SaltForHMACbasedKDF HMAC % i\ 2 s H B8 o0 381, HMAC otz LTvwsh | salt 16 HERGE SaltForHMACbasedKDF = eb22 ... ace8
comiEEEtiom % salt. ZNLSMIENE.
AR cv Party V 2L 72155 Cy 16 #&RG CV = 1d10 ... delb
- CcU Party U 249 5 55 X Cu 16 #ERGE CU =7
KeyData Party U 288195 KeyData KeyData 16 HERG KeyData = 7
MacTagU Party U 3&t5H L7z MacTag MacTagy 16 &Kl MacTagU = ?
Party U nU Party U OABHEOE ny ny 16 #ERG nU = c26f ... 4dfd
Ak 2 eU Party U OABHHEE ey ey 16 #E&Kqd eU = 010001
KAS2-Party V- | du Party U D7 F 1 RX— MN#ER dyy du 16 #E£Gd dU = 0dof ... flcl
confirmation nVv Party V OABEOE ny ny 16 #E£G nV = bcede ... dd5b
~y R eV Party V QAR ey ey 16 & eV = 010001
Party U COUNT 0 BLE NumberOfDKM it H 4 10 #E5RG COUNT =0
SRER 2 01 OtherInfo OtherInfo 16 Kl OI = alb2 ... 0e21
KAS2-Party_ V- | SaltForHMACbasedKDF HMAC % A\ % #5 H B 0 # IR, HMAC Oofte LTHWS salt 16 #ERG SaltForHMACbasedKDF = eb22 ... aece8
confirmation % salt. ZHLAIMIEHE.
Ak cu Party U OS5 Cu 16 #ER G CU = 812a ... 0814
=B ZU Cu DERIZEH L 7z secret value Zy Zy 16 #ERG ZU = 6065 ... adl19
cv Party V HERL U 72l 5L Cy 16 #ERGE CV = Occb ... ed0d
MacDataV MacDataV MacDatay 16 HERG MacDataV = 4b43 ... 0814
MacTagV MacTagV MacTagy 16 HERGE MacTagV = 262c ... 7c6d
KeyData Party U 23813 % KeyData KeyData 16 HERG KeyData = 7
Result SRR ST, D PN S SR B XS Result = ?
Party U nU Party U O AR OE ny ny 16 #ERG nU = c26f ... 4dfd
B 3 eU Party U OB e ey 16 ¥R eU = 010001
~y & dau Party U D7 J 14 X— MN#E dy dy 16 #E K5 dU = 0dof ... flcl
nVv Party V OABBEOE ny ny 16 £ nV = bcede ... dd5b
eV Party V ORBIBIEE ey ey 16 &G eV = 010001
| Party U COUNT 0 LLF NumberOfDKM il %3k 10i%7L | COUNT =0
AR 3 0I OtherlInfo OtherInfo 16 #E# AL OI = alb2 ... 0e21
PN SaltForHMACbasedKDF HMAC % i\ % #8 H B 0 # IR, HMAC ot LTHWS salt 16 &G SaltForHMACbasedKDF = eb22 ... ace8
*6 % salt. ZHDSMIANE.
cu Party U D53 Cy 16 #¥&Kqd CU = 1d10 ... delb
ZU Cu DERIZHEH U7z secret value Zy Zy 16 #ERG ZU = 457f ... e64b
cv Party V HER U 728553 Cy 16 #ERG CV = 1d10 ... delb
MacDataU MacDataU MacDatay 16 #E£G MacDataU = 4b43 ... a317
MacDataV MacDataV MacDatay 16 &G MacDataV = 4b43 ... 0345
MacTagV MacTagV MacTagy 16 #ERG MacTagV = 5610 ... 9131
KeyData Party U 289 % KeyData KeyData 16 Kl KeyData = 7
MacTagU Party U 23558 L7z MacTag MacTagy 16 &G MacTagU =
Result B NT. D ) SRR XTF Result = ?
Party V nU Party U ORHBOE ny ny 16 # KRG nU = bael ... 56eb
AR 1 el Party U QAR ey ey 16 #EFE eU = 010001
~y R nVv Party V ORI ny ny 16 £ nV = 8a53 ... 9fdf
*1 eV Party V ORXBIBIEE ey ey 16 &G eV = 010001
dv Party V O 754 X— MEEE dy dy 16 #&Kqd dV = 3f27 ... 546d
| Party V COUNT 0 LI E NumberOfDKM i DHEHIE 10 & COUNT =0
s 1 0 B E NumberOfDKMForRGT i %4
S 01 OtherInfo OtherInfo 16 #E&Kqd OI = alb2 ... 0e21
*T%8 SaltForHMACbasedKDF HMAC % I\ % 3 H BB 038 IR, HMAC oz LTHvwsh salt 16 #&G SaltForHMACbasedKDF = eb22 ... aece8
% salt. ZNLIMIENE.
cu Party U »VERL 72155 Cu 16 &Kl CU = 54ae ... 1201
cv Party V HERT 5155 Cy 16 #ERGE cv =7

table continued on next page




continued from previous page

Be7 1) AL EEARERE
— N FE—
T.%: oy 9y HmE LoOREE OHIG EDRE B
E
DKM Party V 2819 % DerivedKeyingMaterial DerivedK eyingMaterial 16 &Kl DKM =7
(DKM)
Result GRENT. O D) SAF R B T Result = 7
Party V nU Party U OAREOE ny ny 16 #ERG nU = bael ... 56eb
kbR 2 eU Party U O AR e eu 16 K eU = 010001
KAS2-Party U-| nV Party V ORHBOE ny ny 16 G nV = 8ab3 ... 9fdf
confirmation eV Party V OABIBHER ey ey 16 #E£KG eV = 010001
~y & av Party VD751 ~X— FER dy dv 16 & dV = 3f27 ... 546d
Party V COUNT 0 BLE NumberOfDKM it D B4 10 #Kid COUNT =0
HRER 2 01 OtherlInfo OtherInfo 16 i#E#d OI = alb2 ... 0e21
KAS2-Party U- | SaltForHMACbasedKDF HMAC % i\ 2 #8 BB ORI, HMAC O#te LTHWS N | salt 16 #ERG SaltForHMACbasedKDF = eb22 ... ace8
confirmation % salt. ZNLIMIENE.
ARk cuU Party U 24 U 72155 Cu 16 LG CU = 1d10 ... del5
g cv Party V OS5 3C Cyv 16 CV = 1d10 ... del5
VAl Cvy ORI U 7z secret value Zv VA% 16 #E£G ZV = 457f ... e64b
MacDataU MacDataV MacDatay 16 &G MacDataU = 4b43 ... delb
MacTagU MacTagU MacTagy 16 HERG MacTagU = 9d6e ... ae0d
KeyData Party V 23819 % KeyData KeyData 16 #ERG KeyData = ?
Result BRRENT. D D) SAE R T Result = 7
Party V nU Party U OARBOE ny ny 16 #ERG nU = bael ... 56eb
Rk 2 el Party U ORFEIEE e eu 16 #E&Kqd eU = 010001
KAS2-Party V- | nV Party V O AR OE ny ny 16 G nV = 8ab3 ... 9fdf
confirmation eV Party V OB ey ey 16 #E&G eV = 010001
~y & av Party VO 75 1 ~— FEER dy dv 16 & dV = 3f27 ... 546d
| Party v COUNT 0 LLF NumberOfDKM Aifi %3k 10i%7L | COUNT =0
HRER 2 01 OtherInfo OtherInfo 16 #¥&Kqd OI = alb2 ... 0e21
KAS2-Party_ V- | SaltForHMACbasedKDF HMAC % H\W % s H B O, HMAC ofte LCTHVvWS N | salt 16 #ERG SaltForHMACbasedKDF = eb22 ... ace8
confirmation % salt. ZNLIMIERE.
PN cU Party U 24 U 72155 Cy 16 R CU = 1d10 ... delb
%10 cv Party V HERT D155 Cy 16 #ERE cv =7
KeyData Party V #8195 KeyData KeyData 16 #ERGE KeyData = 7
MacTagV Party V 2G5 L7z MacTag MacTagy 16 KL MacTagV = ?
Party V nU Party U ORI ny ny 16 &G nU = bael ... 56eb
B 3 eU Party U OXBI#EE e ey 16 &G eU = 010001
~y & v Party V ORHBDIE ny ny 16 Kl nV = 8ab3 ... 9fdf
eV Party V OB ey ey 16 #RKid eV = 010001
dv Party VO 7 J 4 X— MNEEE dy dy 16 #E£G dV = 3f27 ... 546d
| Party U COUNT 0 LA I- NumberOfDKM i D 4% COUNT = 0
RER 3 01 OtherInfo OtherInfo OI = alb2 ... 0e21
NN SaltForHMACbasedKDF HMAC % f\W % s B R o @& R, HMAC otz LTHwSN | salt 16 HEXRG SaltForHMACbasedKDF = eb22 ... ace8
*11 % salt. ZNLIMEENE.
cU Party U 24 L 72155 3 Cu 16 HERG CU = 1d10 ... delb
cv Party V Of553C Cy 16 #EXRG CV = 1d10 ... del5
ZV Cy OEBUZHA L 72 secret value Zy Zv 16 #ERG ZV = 457f ... e64b
MacDataU MacDataU MacDatay 16 #ERG MacDataU = 4b43 ... delb
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fi=1ICIGT 25X Cy 2750k 7 5.

fi=11IET 25X Cy itk d 5.
fi= 18T 5, Party V 25553 Cy DAEMKIZHWTz secret value Zy 2#idd 5.
fi= 1125635, MacTagy OERIZHANVZ MacDatay %7tidd 5.
fi=112I59 5, MacTagy %70dT 5.
fi=11Zxd 3, MacTagy OEBIZHAWS MacDatay %#7Hd 5.
fi=11xIET 3, KeyData D7V —AFILAK.
fi=11ZI5d 5, MacTagy ® 7V —AKIVAK.

iz

fi= 11T 5, BT ORI X IZEBD T L — ALK,

# i = (NumberOfDKM — 1) ®F — X DHUZ DWW TR T 5.

# ¢ = (Number0fDKM — 1) (25T % OtherInfo itk 3 5.

f HMAC % i\ 2 S5 B 0 & U, HMAC O#te U THW SN S salt 250id T 5. 2 BASMIAENK.
f i = (NumberOfDKM — 1) IZXIST HH55 X Cy %2k 3 5.

f ¢ = (NumberOfDKM — 1) 2K T 255X Cy Zikd 5.

f i = (Number0fDKM — 1) 243 %, Party V 253 Cy DERIZH W7 secret value Zy 2FLikd 5.
f i = (Number0fDKM — 1) (ZX&T 5, MacTagy DEBIZAV MacDatay %7k s 5.

f ¢ = (NumberOfDKM — 1) 283 %, MacTagy %iikd 5.

f i = (NumberQfDKM — 1) I d %, MacTagy DPHEKIZAVS MacDatay %3k 7 5.

f i = (Number0fDKM — 1) IZX&d %, KeyData D 7L — AKX,

f i = (Number0fDKM — 1) IZX&T 5, MacTagy O 7L — AR K.

# @ = (NumberOfDKM — 1) |25 %, L ORI IT KD TV — ARV X,

oD oD Do



2.1.3 Facts 7 7 1)L (*.fax)

#6: NIST SP800-56B IZit#liE 117z KAS2 Facts 7 7 1 )V

= WP WNE L Ve =

—RIIF
#:% 4R 5y ES EoRE E DX fBDREE Bl
BE
~ AlgorithmName KAS2 in_ NIST_ SP800_56B X751 [AlgorithmName = KAS2_in_ NIST_SP800_56B]
i% 7 TargetFunction KeyAgreement SCEEH [TargetFunction = KeyAgreement)]
% % TargetRole IUT »MH 5 %&%] (Party U, Party_ V) T [TargetRole = Party_ U]
Type0fPublicKeyU Party U ORXBBER O (65537 TYPEL, random: TYPE2) bl [TypeOfPublicKeyU = TYPE1]
TypeOfPrivateKeyU Party U ® 774 X— hMEDOFE] (CRT & L:TYPE2) pE2| [TypeOfPrivateKeyU = TYPE2]
BitLengthOfModulusPartyU Party U OAB#OEn Oy MR 10 &G [BitLengthOfModulusPartyU = 3072]
TypeOfPublicKeyV Party V O AR O (65537 TYPEL, random: TYPE2) X751 [TypeOfPublicKeyV = TYPE1]
TypeOfPrivateKeyV Party VO 7514 X— MO (CRT 4 U:TYPE2) SCEEH [TypeOfPrivateKeyV = TYPE2]
BitLengthOfModulusPartyV Party V OAR#EOEn Oy bR 10 #E#d [BltLengthOfMod\11u<Pa1 tyV = 3072]
KDF Bt o B AGR X5 [KDF = SP800_56B_5_5 1 KDFConcat_SHAI]
BitLengthOfSaltForHMACbasedKDF HMAC ~X—2® KDF %2#iHd 254, salt D b 10 #E&Kqd [BitLengthOfSaltForHMACbased KDF = 0]
BitLengthOf0I OtherInfo D'y FE 10 &G [BitLengthOfOI = 384]
ID_U Party U @ Identifier 16 #E#E [ID_U = alb2c3d4e5]
ID_V Party V @ Identifier 16 HERGE [ID_V = 4a434154546964]
KeyConfirmationSupported #K— 13 % Key Confirmation DX A 7 X [KeyConfirmationSupported = NoKC]
(e Key Confirmation % L:NoKC,
o unilateral key confirmation from party U to party
V:Unilateral U_to_V,
o unilateral key confirmation from party V to party
U:Unilateral V_to_ U,
« bilateral key confirmation:Bilateral)
SelectedTestMethod B 70V T ) R LGB bk 5 — PN T 1 — DI S N7 BRI 10 AL [SelectedTestMethod = 1]
Ho®S (BB 1:1, Bk 2:2, Bk 3:3)
BitLengthOfDKM DKM oty hE K Bits 10 #ERGE [BitLengthOfDKM = 320]
Number0fDKM DKM D%k 10 #ERG [NumberOfDKM = 2048]
RatioOfInvalidData PRSI RIS 57 — 2 0HIE. (ROBE IZE: FE/NI | [RatioOfInvalidData = 0.5]
o TargetRole = Party_ U #* Unilateral key confirmation #id
from party U to party V O#ERI;
o TargetRole = Party_V #*D Unilateral key confirmation
from party V to party U OERIFH XA )
Number0fDKMForRGT KeyConfirmationSupported = NoKC ®¥#, random gener- 10 #ERGE [NumberOfDKMForRGT = 2048]
ation test IZBWTHERT 5 DKM D% ZhLIIMTAR
NumberOfTestSubsets KeyConfirmationSupported = NoKC D&, ikBRO N HEE 10 #E#&Kqd [NumberOfTestSubsets = 2]
D ZTNBSNTER
MACforKeyConfirmation KeyConfirmationSupported # NoKC ®¥;#, Key confirma- X751 [MACforKeyConfirmation = HMAC__SHA512]
tion ({5 MAC 7TV XL, ZhBSMIEH.
BitLengthOfMacKey KeyConfirmationSupported # NoKC D¥;#, Key confirma- 0 R [BitLengthOfMacKey = 128]
tion 12ffi5> MacKey O ¥ v b . ZHLIMIER.
BitLengthOfMacTag KeyConfirmationSupported # NoKC D¥;#, Key confirma- 0 R [BitLengthOfMacTag = 512]
tion 12ffi5> MacTag D v bR, ZHLAIMIARK.
Party U nU Party U O AR OE ny ny 16 #ERG nU = 8f0a ... b66f
ABR 1 eU Party U O AR ey ey 16 &Kl eU = 010001
A~y & du Party U D751 ~— M dy dy 16 &G dU = 0491 ... ed01
*1 pU Party U OH#H puy pU 16 R pU = c24b ... Tlef
qU Party U O£ qu qu 16 &K qU = bc78 ... 8381
nVv Party V ORI ny ny 16 R nV = b2c9 ... cfof
eV Party V ORXBIBEE ey ey 16 R eV = 010001
dv Party VO 774 X— MEEE dy dy 16 Kl dV = 1lef ... 8be9
pv Party V O# py j2% 16 &Kl pV = eddl ... 229d
qV Party V O# qv qv 16 #ERG qV = c074 ... 386b
| Party U COUNT 0 LI NumberOfDKM Aiilid 5 31% 10 &Kz COUNT =0
SRR 1 0 BA | NumberOfDKMForRGT Al D4
ek 0r OtherInfo OtherInfo 16 &Kl OI = alb2 ... 0e21
#2543 SaltForHMACbasedKDF HMAC % i\ 2 35 H B E o 8 5E, HMAC otz LTHvwsh | salt 16 #ERGE SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZHLASMIENK.
cv Party V HER U 72 IE 5L Cy 16 Kl CV = 54ae ... 1201
VAl Party V 28 Cy OERKIZMHH U7z secret value Zy VAY 16 &G ZV = 0003 ... e7f2
Result ST O D) SRR (Cy DMERRZ 72 T 206 F, ThME X Result = P
P)
Party U nU Party U ORXBBEOE ny ny 16 &G nU = 8f0a ... b66f
ZRER 2 eU Party U OXFI#EH e ey 16 R eU = 010001
KAS2-Party U-| dU Party U D751 RX— MR dy du 16 #ERG dU = 0491 ... edO1
confirmation pU Party U O# py pU 16 #E&Kqd pU = c24b ... Tlef
~y R qu Party U O qu qu 16 i qU = bc78 ... 8381
nVv Party V O AR OE ny ny 16 #E£G nV = b2c9 ... cfof
eV Party V OABBHEE ey ey 16 &G eV = 010001
av Party VO 7714 X— MR dy dy 16 HERG dV = 1lef ... 8be9
pv Party V OFEH py pv 16 #ER G pV = eddl ... 229d
qVv Party V OFEH qv qv 16 #E&Kqd qV = c074 ... 386b
Party U COUNT 0 LAl NumberOfDKM il DHEEL 10 #ERGE COUNT =0
AR 2 01 OtherInfo OtherInfo 16 &G OI = alb2 ... 0e21
KAS2-Party U- | SaltForHMACbasedKDF HMAC % i\ 2 35 H B8 o0 8 R, HMAC otz LTHvwsh | salt 16 #ERE SaltForHMACbasedKDF = eb22 ... ace8
o tEmeiion % salt. ZNLSMIENE.
AR cv Party V 2V L 72155 Cy 16 #&RG CV = 1d10 ... delb
- VAl Party V 28 Cy DERIZHH U7z secret value Zy VA% 16 #E&KG ZV = 457f ... e64b
Party U nU Party U ORBBEOE ny ny 16 &G nU = 8f0a ... b66f
Bk 2 eU Party U ORXBBE e er 16 Kl eU = 010001
KAS2-Party V- | dU Party U D754 RX— M dy du 16 #ERG dU = 0491 ... edO1
confirmation pU Party U O#E py pU 16 &Kl pU = c24b ... Tlef
~y R qu Party U O qu qu 16 i qU = bc78 ... 8381
nVv Party V OB O ny ny 16 £ nV = b2c9 ... cfof
eV Party V ORBIBIEE ey ey 16 &G eV = 010001
qv Party VO 774 RX— MNIEE dy dy 16 R dV = 1lef ... 8be9
pv Party V O py pv 16 #¥Kqd pV = eddl ... 229d
qVv Party V OF#EH qv qv 16 #ERG qV = c074 ... 386b
Party U COUNT 0 BA_I: NumberOfDKM il DHE%L 10 #EFRE COUNT =0
AR 2 0I OtherInfo OtherInfo 16 &L OI = alb2 ... 0e21
KAS2-Party V- | SaltForHMACbasedKDF HMAC % I\ 2 s B E o # 5E, HMAC otz LTHvwsh | salt 16 R SaltForHMACbasedKDF = eb22 ... aee8
con mmeiien % salt. ZNLSIMIENE.
VNN CU Party U OS5 Cu 16 &Kl CU = 812a ... 0814
< ZU Cu DEMIZMEH U 7z secret value Zy Zu 16 &G ZU = 6065 ... adl9
cv Party V 23E K U 7255 3¢ Cy 16 R CV = Occb ... ed0d
VA'S Cy OERUZHA L 72 secret value Zy Zv 16 #ERG ZV = 457f ... e64b
MacDataV MacDataV MacDatay 16 LG MacDataV = 4b43 ... 0814
MacTagV MacTagV MacTagy 16 #E&Kqd MacTagV = 262c ... 7c6d
KeyData Party U 8 U7z KeyData KeyData 16 #ERE KeyData = 03bf ... 7Tbd6
Result BIEST O B USRI (P, RHGF) p&| Result = P
Party U nU Party U O AR OE ny ny 16 HERG nU = 8f0a ... b66f
uﬁr&ﬁ 3 eU Party U OB e ey 16 &G eU = 010001
~y 2 du Party U ® 7741 X— MEEH dy du 16 #E&Kqd dU = 0491 ... ed01
pU Party U O#E py pU 16 #E&Kqd pU = c24b ... Tlef
qu Party U O# qu qu 16 #ERE qU = bc78 ... 8381
nVv Party V OABBOE ny ny 16 #EKG nV = b2c9 ... cfof
eV Party V OB ey ey 16 #E£KG eV = 010001
av Party VO 7 J 14 X— MR dy dy 16 HERGE dV = 1lef ... 8be9
pv Party V OFEH py pv 16 #EXR G pV = eddl ... 229d
qVv Party V OFEH qv qv 16 #ERG qV = c074 ... 386b
| Party U COUNT 0 LA E NumberOfDKM i DI 10 & COUNT =0
RER 3 0I OtherlInfo OtherInfo 16 #E&GEL OI = alb2 ... 0e21
NN SaltForHMACbasedKDF HMAC % I\ 2 35 B8 o 38 51, HMAC otz LTvsh salt 16 #E£G SaltForHMACbasedKDF = eb22 ... aee8
«6 % salt. ZTHLASMIENK.
cu Party U OR53C Cu 16 #ERE CU = 1d10 ... delb

table continued on next page




continued from previous page

Be7 1) AL EEARERE
— N FE—
152 oy 9y HmE LoOREE OHIG EDRE B
E
ZU Cu DHERIZHEA L 72 secret value Zy Zy 16 #ERG ZU = 457f ... e64b
cv Party V »VERL 72155 Cy 16 #E&Kqd CV = 1d10 ... delb
VA Cvy OERIZMHEA U 7z secret value Zv VA% 16 # K ZV = 457f ... e64b
MacDataU MacDataU MacDatay 16 HERG MacDataU = 4b43 ... a317
MacDataV MacDataV MacDatay 16 &G MacDataV = 4b43 ... 0345
MacTagV MacTagV MacTagy 16 HERG MacTagV = 5610 ... 9131
KeyData Party U 28 L7z KeyData KeyData 16 Kl KeyData = 6da2 ... al30
MacTagU Party U 2G5 L7z MacTag MacTagy 16 #ERG MacTagU = ade5 ... 26c9
Result B D ) SUZ R ()P, RICF) bl Result = P
Party V nU Party U ORHBEOE ny ny 16 #E K nU = 8f0a ... b66f
AR 1 el Party U QAR ey ey 16 #E#E eU = 010001
~y R du Party U D7 J 1 X— MR dy du 16 HERGE dU = 0491 ... ed01
*1 pU Party U O py pU 16 #ERG pU = c24b ... Tlef
qu Party U OFEH qu qu 16 H#EXRG qU = bc78 ... 8381
nV Party V ORFBEDE ny ny 16 #E&G nV = b2c9 ... cfof
eV Party V OAFBEE ey ey 16 ##Kid eV = 010001
av Party VO 7 J 14 X— MR dy dyv 16 #E R dV = 1lef ... 8be9
pV Party V O£ py pv 16 Kl pV = eddl ... 229d
qV Party V OFEH qv qv 16 HERG qV = c074 ... 386b
| Party V COUNT 0 BA L NumberOfDKM A HEEL 2 10&#i | COUNT =0
SRR 1 0 BA_E NumberOfDKMForRGT Aifi D # 4
ik 01 OtherInfo OtherInfo 16 HERG OI = alb2 ... 0e21
*7%8 SaltForHMACbasedKDF HMAC % H\W % s H B8R, HMAC otz LTHWSN | salt 16 #¥Kqd SaltForHMACbasedKDF = eb22 ... ace8
% salt. ZNLIMIENE.
cu Party U 2V L 725 3 Cu 16 #EXR G CU = 54ae ... 1201
ZU Party U »* Cy OAMIZMHA L 72 secret value Zy Zy 16 #ERG ZU = 0003 ... e7f2
Result BEHENL O BRI TR (Cy DMk & i 72 2w E:F, ThAME XFF Result = P
P)
Party V nU Party U OAR#OE ny ny 16 #ERG nU = 8f0a ... b66f
Rk 2 eU Party U QAR ey ey 16 #EFKad eU = 010001
KAS2-Party_U- [ au Party U D75 1 ~— N@ERE du du 16 & | dU = 0491 ... ed0l
confirmation pU Party U O£ py pU 16 HERGE pU = c24b ... Tlef
~y & qu Party U D& qu qu 16 & qU = bc78 ... 8381
nV Party V ORFIBEOE ny ny 16 &G nV = b2c9 ... cfof
eV Party V ORBIBEE ey ey 16 &G eV = 010001
dav Party VO 7514 RX— MR dy dv 16 &Kl dV = 1lef ... 8be9
pv Party V OHEH py j2% 16 R pV = eddl ... 229d
qV Party V OFEH qv qv 16 &Kl qV = c074 ... 386b
Party V COUNT 0 BAE NumberOfDKM i O HH 10 i#E3RG COUNT =0
SRER 2 01 OtherInfo OtherInfo 16 HEXRG OI = alb2 ... 0e21
KAS2-Party U- | SaltForHMACbasedKDF HMAC %\ 3 3 H BB 0, HMAC Ot LTHWS N | salt 16 Kl SaltForHMACbasedKDF = eb22 ... aee8
P 3 salt. ZNLSHLER.
NN cu Party U 2V L 7215 3 Cu 16 #EXRG CU = 1d10 ... del5
=6 ZU Cu DHEBIZHEA U7z secret value Zy Z 16 #ERG ZU = 457f ... e64b
cv Party V OR53C Cy 16 #E&Kqd CV = 1d10 ... delb
zv Cvy BRI U 7z secret value Zv VA% 16 # K ZV = 457f ... e64b
MacDataU MacDataV MacDatay 16 HERG MacDataU = 4b43 ... delb
MacTagU MacTagU MacTagy 16 HERGE MacTagU = 9d6e ... ae0d
KeyData Party V 2838 L7z KeyData KeyData 16 HERG KeyData = 03bf ... 7Tbd6
Result BREST D R SXUZ R (R3h:P, KRHGE) T Result = P
Party V nU Party U QAR OE ny ny 16 #ERG nU = 8f0a ... b66f
Ak 2 eU Party U OAFI#EE ey ey 16 #E&Kqd eU = 010001
KAS2-Party_ V- | dU Party U D7 J 14 X— MN#ER dy du 16 #E£G dU = 0491 ... edO1
confirmation pU Party U OFE# py pU 16 #ERGE pU = c24b ... Tlef
~y & qu Party U D& qu qu 16 &K qU = bc78 ... 8381
nV Party V O 2O ny ny 16 #ERG nV = b2c9 ... cfof
eV Party V OXBIBEH ey ey 16 &G eV = 010001
dv Party VO 7514 RX— MR dy dv 16 #E&Kqd dV = 1lef ... 8be9
pv Party V O# py j2% 16 #ERG pV = eddl ... 229d
qv Party V OHEE qv qv 16 R qV = c074 ... 386b
Party V COUNT 0 BAT: NumberOfDKM ik D #444 10 & COUNT =0
ZRER 2 01 OtherInfo OtherInfo 16 HERG OI = alb2 ... 0e21
KAS2-Party V- | SaltForHMACbasedKDF HMAC % f\W % s H BB 08K, HMAC otz LTHVwWS N | salt 16 #EXRG SaltForHMACbasedKDF = eb22 ... ace8
S 3 salt. ZNBSHLERE.
AR cU Party U 2V U 7215 3 Cu 16 HERG CU = 1d10 ... delb
S0 ZU Party U »* Cy QA L7z secret value Zy Zu 16 #ERG ZU = 457f ... e64b
Party V nU Party U Q2RO ny ny 16 JE?&EE nU = 8f0a ... b66f
AEh 3 eU Party U OARIBER e eu 16 #EFRE eU = 010001
~y & dau Party U D7 J 1 RX— MN#ER dyy dy 16 #E KRG dU = 0491 ... ed01
pU Party U O£ py pU 16 &Kl pU = c24b ... Tlef
qu Party U OFEH qu qu 16 HERG qU = bc78 ... 8381
nV Party V ORBIBEDE ny ny 16 R nV = b2c9 ... cfof
eV Party V ORFIBEE ey ey 16 &G eV = 010001
dav Party VO 7514 RX— MR dy dv 16 #E&Kqd dV = 1lef ... 8be9
ov Party V OFH py pv 16 €% | pv = eddl ... 220d
qV Party V OFEH qv qv 16 #E£G qV = c074 ... 386b
| Party U COUNT 0 LA - NumberOfDKM it D %% 10 &z COUNT =0
RER 3 0I OtherlInfo OtherInfo 16 #E#EL OI = alb2 ... 0e21
NN SaltForHMACbasedKDF HMAC % i\ 2 8 HEIB O # I, HMAC Ot LTHOWS N | salt 16 Kl SaltForHMACbasedKDF = eb22 ... aee8
*11 % salt. ZNLIMEENE.
cu Party U 24U 7215 3 Cu 16 HERG CU = 1d10 ... del5
Zu Cu DHEBIZHEA U7z secret value Zy Zy 16 #EXRG ZU = 457f ... e64b
cv Party V OR53C Cy 16 #E&Kqd CV = 1d10 ... delb
VA Cvy OB U 7z secret value Zv VA% 16 #E R ZV = 457f ... e64b
MacDataU MacDataU MacDatay 16 #E£G MacDataU = 4b43 ... delb
MacTagU MacTagU MacTagy 16 Kl MacTagU = 9d6e ... ae0d
MacDataV MacDataV MacDatay 16 &G MacDataV = 4b43 ... del5
KeyData Party V 28 L7z KeyData KeyData 16 Kl KeyData = 6da2 ... al30
MacTagV Party V 2515 L7 MacTag MacTagy 16 &Kl MacTagV = ade5 ... 26c9
Result BT D R SRR ()P, RHGF) b2l Result = P

B 1 DR ESIH LT, 12y T2, KMROBERTIZA Y K E 5. NumberOfTestSubsets = 2 DA,

ARER 1 D ES L LT, NumberOfDKM MlD AT — X 2 U TFD & 51250k § 5.

G2y FOANYXBPHNINDE I LI5S,




*3 NumberOfDKM FloD 5 — X 25| Ef5i &

COUNT = O

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CV = b4ae ... 1201

ZV = abf7 ... 52ba

Result = P

COUNT = 1

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CV = bdae ... 1201

ZV = abf7 ... 52ba

Result = P

COUNT = (NumberOfDKM — 1)

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CV = b4ae ... 1201

ZV = abf7 ... 52ba

Result = P

COUNT = 0

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CV = b4ae ... 1201

ZV = abf7 ... 52ba

Result = P

COUNT = 1

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CV = bdae ... 1201

ZV = abf7 ... 52ba

Result = P

COUNT = (NumberOfDKM — 1)

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CV = b4ae ... 1201

ZV = abf7 ... 52ba

Result = P

fi=0D0F—XOMIZDOVWTERT 3.

f4=0IZXT 5 OtherInfo ik T 5.

f HMAC % i\ % B BRI & B, HMAC O#te U THWVW SN2 salt 2703 5. ZhBSMEARK.
fi=0ICMIEdBEX Cy 2itidd 5.

f4=0IZxET 5, Party V 23553 Oy DERIZHW Tz secret value Zy Zitidd 5.

4= 0TS 2, HHEL ORI X IR O MG %GR T 5.

fi=10F—X0MlizoVTiRdT 5.
fi= 1% F 5 OtherInfo itk $ 5.
f HMAC % i\ 2 B8 H B 2RI, HMAC Ot UL THWS NS salt 23R T 5. ZNLSMIERE.

fi=1ICI8T2EX Cy %2tk d 5.
f i = 1IZXG, Party V 235530 Cy OERKIZHW 7z secret value Zy 2503 5.
fi=11CIEd 5, FHRELO BRI XUZRBOMRHEZ R 3 5.

f i = (Number0fDKM — 1) DT — X DHMUIZ DWW TR T 5.

f ¢ = (Number0fDKM — 1) IZHfJ5d % OtherInfo Zilikd 5.

f HMAC % i\ 2 S5 H B O Z IR, HMAC Ot UL THW SN 5 salt % Fox
f i = (NumberOfDKM — 1) IZXHIST BHE5 X Cy & idikd 5.

# ¢ = (Number0fDKM — 1) IZXfJ&, Party V 235X Cy DERIZH W secret value Zy Zitik 3 5.
# ¢ = (NumberOfDKM — 1) (259 %, HEMENZ DI XIFKRBOMIFE 2 FLE 5.

BB, FNLSMIARE.

RER 1 OUHHEA & LT, NumberOfDKMForRGT #lD & F— X # AT D & > 12k 5.

fi=00F—K2OMIZOVWTHHBT 5.

fi=0IZXd 3 OtherInfo itk T 5.

f HMAC % F\ 2 #E8 H BIE @R, HMAC Offte L THWS NS salt 25089 5. ZNDSMNIERE.
fi=0ITET 2T Cy 2ididd 5.

f1=0IZMIET %, Party V 230553 Cy DHERRIZ AT secret value Zy %tk d 5.
4= 0IRIRT 2, HHESL ORI X IR IO MR % FTR 9 5.

fi=1D0F—ZDHMIZOVWTEHRT 3.
fi=11Zx45d 2% OtherInfo %7tk 5.

f HMAC % A\ 2 38 H B8 &R, HMAC Ofte L THWS NS salt 230k 5. ZNLSMNIERE.
fi=1ICIET 25X Cy 2tk s 5.

fi= 11X 5, Party V 23553 Oy OAERIZ A7z secret value Zy it d 5.
fi=1ITRIET 5, SRS DRI X LB OYFHE % Gk 4 5.

f i = (Number0fDKM — 1) DT — X DHMUZ DWW TR T 5.

#f ¢ = (NumberOfDKM — 1) (2359 % OtherInfo 23k d 5.

f HMAC %\ 2 S8 H B @I, HMAC Offte UL THW SN salt 25083 5. TN DSMNIENE.

# ¢ = (Number0fDKM — 1) (ZXJET BIETX Cy &b 5.

f ¢ = (Number0fDKM — 1) IZHfJd %, Party V 253X Cy DERIZHW 7= secret value Zy ZFikd 5.
# ¢ = (NumberOfDKM — 1) (25T %, HEMEZ DI XIFRBOMFEZFLE 5.

*4 NumberOfDKM fHD /T — X DHEZMUT D & 5 i1cddk 3 5.

fi=00F—XOMIIZDOVTHRT 5.

fi=0IZXT 3 OtherInfo itk T 5.

# HMAC %\ % 83 B 0@ IR, HMAC O#te L THW SN salt 2501
fi=0ICMIETEHEEXCy %2ilikT 5.

f4=0IZxItT 5, Party V 23553 Oy DERKIZHWZ secret value Zy 2#dd 5.

BB, FNLSMIARE.

fi=1DF—2OMIZOVTRRT 5.

fi=11Zxd % OtherInfo itk T 5.

# HMAC % i\ 2 #8 H B 0 #IREE, HMAC Ofte UL THW SN 3 salt % ftx
fi=1ICIET2HEXCy itk 5.

fi= 118G 5, Party V 23553 Oy DERKIZHWZZ secret value Zy #7idd 5.

BB, FNLSMIARE.

# i = (NumberOfDKM — 1) O 7 — X DHUZ DWW TR T 5.

f i = (Number0fDKM — 1) IZXfJ&d % OtherInfo %3 5.

f HMAC % A\ % S5 B 02 T, HMAC O#te UTHW SN S salt 23R T 5. ZhLASMIEK.

f i = (NumberOfDKM — 1) IZXIEd 285X Cy %23k d 5.

f ¢ = (Number0fDKM — 1) IZXJ&T %, Party V 255X Cy DERIZH Wz secret value Zy %tk 5.

fi=0DF—KXOMIZOVWTHHBT 5.

f1=0IZIEd 5 OtherInfo 3T 5.

f HMAC % i\ 2§85 B o0 2 I, HMAC O#fte U TRV SN 3 salt % foid
fi=0ITIET2HTX Cy itk s 5.

BB, FNLIMNIARE.

f4=0IZxtT %, Party U 23553 Cy DERIZ Wz secret value Zy Zitihd 5.
fi=0IMIET BEEX Cy 2itidd 5.
f1=0IxIET %, Party V 2355 3¢ Cy DHERIZ A secret value Zy %ilidd 5.

i
i
i
#i=0IZxtT 5, MacTagy OEBIZH W MacData 273843 5.
fi=0IZxT 5, MacTagy %703 5.

f1=0IxIET %, KeyData DMAFHEZ R T 5.

f1=0IIEd 5, HHELO Y XUTRBOMAHAZ RS 5.

fi=10F—Z2OMIZOVWTiHRT 5.

fi=11Zx9d % OtherInfo %7tikd 5.

f HMAC % i\ % B BRI & B, HMAC O#te UL THWVW SN2 salt 25tk 3 5. ZhBSMIARK.

fi=11CI8T 2T Cy 23tk s 5.
fi= 112563 5, Party U 23553 Cy DERIZHZ secret value Zy %tk d 5.
fi=1I1CIET 25X Cy itk d 5.
#i= 128G T 3%, Party V 25553 Oy DEMKIZHWTz secret value Zy 2t 9 5.

Iz
Iz
Iz
fi=11Zx6T 5, MacTagy OEBIZHW: MacData 273843 5.
Iz
iz
Iz

fi=11Zx63 5, MacTagy %703 5.
fi=11Zx9 %, KeyData DIHRHME%R LR 3 5.
fi=1IxIET 5, BT O I XL RO R % Sk 5 5.

# i = (NumberOfDKM — 1) O 7 — X DHUZ DWW TFHRT 5.

f i = (NumberQfDKM — 1) 243 % OtherInfo %7k d 5.

f HMAC % A\ 2 S5 B 02 R, HMAC O#te UTHW SN S salt 23R T 5. 2 LASMIER.
f i = (NumberOfDKM — 1) IZX IS8T K55 X Cy %2 #idk 3 5.

f i = (NumberOfDKM — 1) (253 %, Party U 25X Cy ORI 72 secret value Zy % 7o
X Cy &k d 5.

( ) w5,
# i = (NumberOfDKM — 1) (ZX}Jid % i
f ¢ = (Number0fDKM — 1) IZHfJ&5d %, Party V 253X Cy DERIZHW 7= secret value Zy #5ikd 5.
]i i = (NumberQ£DKM — 1) (2 jtnd %, MacTagy OAEBIZHW: MacData %5k d 5.
= (Number0fDKM — 1) 1253 5, MacTagy %Ziid s 5.

= (Number0fDKM — 1) XI5 %, KeyData DfHEE RS 5.

f i = (NumberOfDKM — 1) (TS %, BRSO USSR OWIFHE 2 Flid 3 %

COUNT = 0O
0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ... aee8
CV = bdae ... 1201
ZV = 4B57f ... e64b
COUNT = 1
0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ... aee8
CV = bdae ... 1201
ZV = 457f ... e64b
COUNT = (NumberOfDKM — 1)
0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CV = bdae ... 1201
= 457f ... e64b
*5 NumberOfDKM (HDE T — X Dl A F O & S5 Zidid 4 5.
COUNT = 0O
0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ... aee8
CU = 812a ... 0814
ZU = 6065 ... adl9
CV = Occb ... ed0d
ZV = 3bb8 ... cd3b
MacDataV = 4b43 ... 0814
MacTagV = 262c ... 7c6d
KeyData = 985a ... 6ea2
Result = P
COUNT = 1
0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ... aee8
CU = 812a ... 0814
ZU = 6065 ... adl9
CV = Occb ... ed0d
ZV = 3bb8 ... cd3b
MacDataV = 4b43 ... 0814
MacTagV = 262c ... 7c6d
KeyData = 985a ... 6ea2
Result = P
COUNT = (NumberOfDKM — 1)
0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CU = 812a ... 0814
ZU = 6065 ... adl9
CV = Occb ... ed0d
ZV = 3bb8 ... cd3b
MacDataV = 4b43 ... 0814
MacTagV = 262c ... 7c6d
KeyData = 985a ... 6ea2
Result = P

*6 NumberOfDKM fHDE T — X DM ZUTD X 5 1Zidd 5.



COUNT = 0O

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ...
CU = 812a ... 0814

ZU = 6065 ... adl9

CV = Occb ... ed0d

ZV = 3bb8 ... cd3b
MacDataU = 4b43 ... a317
MacDataV = 4b43 ... 0345
MacTagV = 5610 ... 9131
KeyData = 985a ... 6ea2
MacTagU = b376 ... ce24
Result = P

COUNT = 1

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ...
CU = 812a ... 0814

ZU = 6065 ... adl9

CV = Occb ... ed0d

ZV = 3bb8 ... cd3b
MacDataU = 4b43 ... a317
MacDataV = 4b43 ... 0345
MacTagV = 5610 ... 9131
KeyData = 985a ... 6ea2
MacTagU = b376 ... ce24

Result = P

COUNT = (NumberOfDKM — 1)
0I = ailb2 ... 0e21

SaltForHMACbasedKDF = eb22 ...

CU = 812a ...
ZU = 6065 ...
CV = Occb ... ed0d
ZV = 3bb8 ... cd3b
MacDataU = 4b43 ...
MacDataV 4b43 ...
MacTagV = 5610 ...
KeyData = 985a ...
MacTagU = b376 ...
Result = P

0814
ad19

a317

0345
9131
6ea2
ce24

aee8

aee8

aee8

Fi=0DF—ZOMIZDOVWTHRT 3.

fi=0IZx5d % OtherInfo %7tikd 5.

t HMAC % i\ % SEEH B 2, HMAC Ofte L THW SN 3 salt 230k s 5. 0 BSMIAE.
fi=0ITIET BT Cy 2ilikd 5.

#i=0IZxIET %, Party U 253 Cy OAERKIZH Wz secret value Zy b3 5.

l
fi=0ITMIET BEEX Cy 2tk d 5.
#4=0IZxtT 5, Party V 25553 Oy DEMKIZHWTz secret value Zy 2#idd 5.
fi=0IZxtT 5, MacTagy DEKIZHANS MacDatay %t d 5.
fi=0IZxT 5, MacTagy OHEBIZHAW MacDatay %783 5.
fi=0Zxd 5, MacTagy %703 5.
#i=0IZxtT 5, KeyData DHFHEZ R T 5.
fi=0IZIEd 5, MacTagy DOMifFHEZFIRT 5.

iz

fi=0ITXIET B, BELD KIS LMD EZ GRS 5.

fi=10F—K2OMIZOVWTHRT 5.

fi=11Zxd 3 OtherInfo itk T 5.

f HMAC %\ 2 S8 H B 0@ I, HMAC Offte UL THW SN salt 2509 5. ZNDSMNIENE.
fi=11CRT 25X Cy 2k T 5.

fi=1ZxET 5, Party U 2553 Oy DERIZHWZ secret value Zy Zitihd 5.
fi=1IIET2HEXCy 2tk s 5.
fi= 112563 %, Party V 23553 Cy DAERIZAW 72 secret value Zy 2§tk 3 5.

i
i
i
#i=11Zxd %, MacTagy PHERIZHNS MacDatay %7l d 5.
#i=11ZxT 5, MacTagy OEBIZHWZ MacDatay %#738d 3 5.

Iz

l

i

i

fi=11I59 5, MacTagy %iidkd 5.
fi=1Zx6T 5, KeyData DYIFHEZ AT 5.
fi=11x6T 5, MacTagy O¥FHEE R T 5.

fi=1I1TET 5, PEELO KIS RIRDO B EZ GRS 5.

f i = (Number0fDKM — 1) O F — X DHMUZ DWW TR T 5.

#f ¢ = (NumberOfDKM — 1) (2359 % OtherInfo k9 .

f HMAC % Fi\ 2 S BB o0& IR, HMAC Ofte L THW SN2 salt 2503 5. 2 USMEERK.

# ¢ = (Number0fDKM — 1) IZXJET BIE T X Cy 27k s 5.

f ¢ = (Number0fDKM — 1) |23 %, Party U 253X Cy DAERIZ A7z secret value Zy Ziid T 5.
#f i = (NumberOfDKM — 1) IZIE T 25X Cy 27tk § 5.

f i = (Number0fDKM — 1) 243 %, Party V 253 Cy DERKIZHW 7 secret value Zy 2FLikd 5.
f i = (Number0fDKM — 1) (ZX&T 5, MacTagy DEBIZAVS MacDatay %7k s 5.

f i = (Number0fDKM — 1) IZX&d 5, MacTagy PAERIZHVT MacDatay %7089 5.

f ¢ = (Number0fDKM — 1) (25 d %, MacTagy %itihd 5.

f i = (Number0fDKM — 1) (2K 3 %, KeyData O %GR T 5.

f i = (Number0fDKM — 1) IZX&T 5, MacTagy OMIFHEZE GRS 5.

# ¢ = (NumberOfDKM — 1) {255 %, JHESZ D D) X KRB D HIFHi 2 5lik 3 5.

RPN I

*7 RER 1 OEHHEA L LT, NumberOfDKM MlDEF— X Z AT D & S iZ3id$ 5.

COUNT = 0

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ...
CU = b4ae ... 1201

ZU = abf7 ... 52ba

Result = P

COUNT = 1

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ...
CU = b4ae ... 1201

ZU = abf7 ... 52ba

Result = P

COUNT = (NumberOfDKM — 1)

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ...
CU = b4ae ... 1201

ZU = abf7 ... 52ba

Result = P

*8 NumberOfDKM HldD 7 — X 25| E i &

COUNT = O

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ...
CU = b4ae ... 1201

ZU = abf7 ... 52ba

Result = P

COUNT = 1

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ...
CU = b4ae ... 1201

ZU = abf7 ... 52ba

Result = P

COUNT = (NumberOfDKM — 1)

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ...
CU = bdae ... 1201

ZU = abf7 ... 52ba

Result = P

aee8

aee8

aee8

fi=00DF—KXOMIZOVWTHHBT 5.

fi=0IZXT 5 OtherInfo itk T 5.

f HMAC % i\ % s BRI O E# U, HMAC O#te UL THW SN2 salt 2503 5. ZhBSMEARK.
fi=0ITIET2HETX Cy itk s 5.

f4=0IZxET 5, Party U 23553 Cy DERIZHZ secret value Zy Zitidhd 5.

4= 0TRIET 2, HHEL ORI X ISR IO MR % Gl 9 5.

fi=10F—X0OHIzOVTRHRT 5.

fi=112xI59 5 OtherInfo 250k 5.

f HMAC % i\ 2§38 H B @R IE, HMAC Ot UL THWS NS salt 23R T 5. ZNLSMNIER.
fi=11uT 25X Cy 2ididd 5.

fi= 112X 3%, Party U 23553 Cy DERIZH 2 secret value Zy %Ftikd 5.
f1=11T0I5d 5, FHRELO Y XUZRBOMFHEZ Gk 5.

f i = (Number0fDKM — 1) DT — X DHMUZ DWW TR T 5.

#f i = (NumberOfDKM — 1) (2559 % OtherInfo 29 5.

f HMAC % F\ 2 s BRI & U, HMAC O#te L THW SN2 salt 2503 5. ZhUSMEARK.

# ¢ = (Number0fDKM — 1) IZXJET BIESX Cy 23k d 5.

f ¢ = (Number0fDKM — 1) 253 %, Party U 253X Cy DAERIZHW 7z secret value Zy Z&did 3 5.
# ¢ = (NumberOfDKM — 1) (259 %, HEMEZ DI XIZKRBOMFEZFLE S 5.

AER 1 O¥BHHES & LT, NumberOfDKMForRGT MO & T — X 2 LA T D & 5 125§ 5.

aee8

aee8

aee8

fi=00F—XDEUZOVTHAT 5.

f1=0IZIEd 5 OtherInfo 3T 5.

f HMAC % i\ 2 #35 HBI R 0 # R, HMAC O#te U THW SN S salt 25tk T 5. ZhBASMIARK.
fi=0ITMET BT Cy 27tk d 5.

f1=0IZxIET %, Party U 2553 Cy OEMKIZH Tz secret value Zy %&bk d 5.

fi= 0TS T S, FHEL DRI RO IFHE &2 Flik 9 5.

fi=1DF—ZDMIZOVWTEHRT 5.
fi=11Zx5d 5 OtherInfo %7tk 5.

f HMAC % A\ 2§38 H B @RI, HMAC Ofte L THWS NS salt 230k 5. ZNLSMNIERE.
fi=1ICIEd 25X Cy 23hd 5.

fi= 112X 5, Party U 235538 Cy DERIZHZ secret value Zy ZFtikd 5.

fi= 11208 %, B ORI X IR OMRHEZ GRS

f i = (Number0fDKM — 1) O F — X DHMUZ DWW TR T 5.

#f ¢ = (NumberOfDKM — 1) (2359 % OtherInfo k9 5.

f HMAC %\ 2 S8 H B @ IR, HMAC Ofte UL THW SN salt 25083 5. TN DSMIENE.

# ¢ = (Number0fDKM — 1) IZXJET BIESX Cy 23k s 5.

f ¢ = (Number0fDKM — 1) |23 %, Party U 253X Cy DAERIZA 7z secret value Zy ZFiid 3 5.
# i = (NumberOfDKM — 1) IZXI& 9%, #hfE Sz D b X3 R D Wi 2 Flid 9%

*9 NumberOfDKM fHDR T — X D ZEZUT D & 512t d 5.



COUNT = 0 fi=0D0F—XOMIZDOVWTERT 3.

0I = alb2 ... Oe21 f4=0IZXT 5 OtherInfo ik T 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ % S BRI OENIR, HMAC Ot L THWS NS salt 27tk 3 5. ZhISMIAK.
CU = Occb ... ed0d fi=0ICIEd D5 Cy 237 5.
ZU = 3bb8 ... cd3b f4=0ZxtT %, Party U 23553 Cy DERIZHZ secret value Zy %tk d 5.
CV = 812a ... 0814 =0T BT Cy 2itidd 5.
ZV = 6065 ... ad19 #4=0IZxtT 5, Party V 25553 Oy DEMKIZHWTz secret value Zy 2#idd 5.
MacDataU = 4b43 ... 0814 fi=0IZxET 5, MacTagy DEKIZHAN MacData %7k 3 5.
MacTaglU = 262c ... 7c6d fi=0IxI5d 5, MacTagy %70dT 5.
KeyData = 985a ... 6ea2 fi=01Zxd 3, KeyData DHIFHEZ R 5.
Result = P 1= 0K T 2, ST ORI X IR O MFEE % FlR 9 5.
COUNT = 1 fi=10F—Z2OMIZOVWTHRT 5.
0I = alb2 ... Oe21 fi=11ZT 5 OtherInfo kT 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 HEE BRI OER R, HMAC O#t e L THWVW SN salt 25tk 3 5. ZhISMIARK.
CU = Occb ... ed0d fi=1ICIEdB5X Cy 23bkd 5.
ZU = 3bb8 ... cd3b fi= 112563 %, Party U 231553 Oy DERIZHZ secret value Zy %tk d 5.
CV = 812a ... 0814 fi=11HIbd 25X Cy 2itidd 5.
ZV = 6065 ... ad19 fi= 18T 5, Party V 25553 Cy DAEMKIZHWTz secret value Zy 2#idd 5.
MacDataU = 4b43 ... 0814 fi=11ZI5d 5, MacTagy DHERIZH Wz MacData %7k 3 5.
MacTagU = 262c ... 7c6d fi=112I59 5, MacTagy %70dT 5.
KeyData = 985a ... 6ea2 fi=1Zx6T 5, KeyData DYIFHEZ AT 5.
Result = P fi= 1T 5, SN ORI X IR O MG % FlR 9 5.
COUNT = (NumberOfDKM — 1) # i = (NumberOfDKM — 1) ®F — X DHUZ DWW TR T 5.
0I = a1b2 ... 0e21 # ¢ = (Number0fDKM — 1) IZXfJ& 9T % OtherInfo Zilikd 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 BB O EHRR, HMAC 0@t L THWS N5 salt 23l 3 5. ZhIMIA.
CU = Occb ... ed0d # ¢ = (Number0fDKM — 1) IZWJET BIEFT X Cy 27k 3 5.
ZU = 3bb8 ... cd3b f ¢ = (NumberOfDKM — 1) IZ5J59 %, Party U »§+5 X Cy DERBIZH W7 secret value Zy %7k 3 5.
CV = 812a ... 0814 u i = (Number0fDKM — 1) IZXI&5T 555X Cy 2tk d 5.
ZV = 6065 ... ad19 = (Number0fDKM — 1) (ZX)&9 %, Party V 255X Cy DAERIZ AWz secret value Zy Zitid 4 5.
MacDataU = 4b43 ... 0814 = (Number0fDKM — 1) IZH&T %, MacTagy PEBIZHA\W MacData %73 5.
MacTagU = 262c ... 7c6d u i = (Number0fDKM — 1) IZXJ&T 5, MacTagy % itk 3 5.
KeyData = 985a ... 6ea2 f ¢ = (Number0fDKM — 1) 53 %, KeyData DIfHE %R T 5.
Result = P f ¢ = (NumberOfDKM — 1) IZXJtd B, BEMENZ DB XL RO AR 2 30k 4 5.
%10 NumberOfDKM D& T — X D ALLT D & 5125k T 5.
COUNT = 0 fi=00F7—XOMIZDOWTHET 2.
0I = alb2 ... 0e21 fi=0Ix59 5 OtherInfo 7k d 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % A\ % BB OERR, HMAC O#t e L THWVWS N5 salt 27k 3 5. ZhISMIA.
CU = Occb ... ed0d fi=0ICIEd BT Cy 23T 5.
= 457f ... e64b fi=0IZxtT 5, Party U 23553 Cy DERIZHWZ secret value Zy %tk 3 5.
COUNT = 1 Fi=107F—Z2OMIZOVWTERT 5.
0I = alb2 ... Oe21 fi=11ZT % OtherInfo itk d 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % A\ 2 HE B OEHRR, HMAC O#t e L THWVWS NS salt 27k 3 5. ZhIMIA.
CU = Occb ... ed0d fi=1ICIGd 25X Cy 25bkd 5.
ZU = 457f ... e64b fi= 112X 5, Party U 23553 Cy DERIZHZ secret value Zy %tk 3 5.
COUNT = (NumberOfDKM — 1) # i = (NumberOfDKM — 1) D7 — X DHUZ DWW TFHRT 5.
0I = a1b2 ... 0e21 # ¢ = (Number0fDKM — 1) IZXJ&T % OtherInfo Zitikd 5.
SaltForHMACbasedKDF = eb22 ... aee8 f# HMAC % i\ 5 HBE B D ERK, HMAC OFEL L THWS NS salt ik d 5. ZHNLAIMIARE.
CU = Occb ... ed0d # ¢ = (Number0fDKM — 1) IZWJ&T BIE X Cy 27k 3 5.
ZU = 457f ... e64b f i = (Number0fDKM — 1) 2453 %, Party U 253 Cy DERIZH W2 secret value Zy %Fid s 5.
x11 NumberOfDKM D& T — X D ALLT D & 5125l T 5.
COUNT = 0 fi=00F7—XOMIZDOWTHET 2.
0I = alb2 ... 0e21 fi=0IxE9 B OtherInfo ik d 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % A\ 2 BB OESR, HMAC O#t e L THWVWS NS salt 2703 5. ZhIMIAK.
CU = Occb ... ed0d fi=0ICIEdBMEX Cy 257 5.
ZU = 3bb8 ... cd3b fi=0IZxET 5, Party U 23553 Cy OERIZHZ secret value Zy ZFtikd 5.
CV = 812a ... 0814 fi=0ITIET 2T Cy Zilikd 5.
ZV = 6065 ... ad19 f4=0IZxET 5, Party V 25553 Oy DEMIZHW Tz secret value Zy Z#idd 5.
MacDataU = 4b43 ... 0345 fi=0IZx6T 5, MacTagy OEMKIZHANZ MacDatay %7t 3 5.
MacTaglU = 5610 ... 9131 fi=0IZI5d 5, MacTagy %iidT 5.
MacDataV = 4b43 ... a317 #i=0Zxd %, MacTagy DEBIZHNS MacDatay %5Hd 5.
KeyData = 985a ... 6ea2 fi=0Zx4d 5, KeyData DIFHEZ LR T 5.
MacTagV = dOb8 ... e55a fi=0IIEd 5, MacTagy DMFHEZGRT 5.
Result = P f1=0IIEd 5, FHELO Y XUTRBOMAHEZ GRS 5.
COUNT = 1 fi=10F—XOMIIZDVTaRT 5.
0I = alb2 ... 0e21 fi=11xI59 % OtherInfo 25k T 5.
SaltForHMACbasedKDF = eb22 ... aece8 f HMAC %\ 2B H KO RINEE, HMAC O#fte L THW SN salt 25tk 3 5. ZTUASMIEE.
CU = Occb ... ed0d fi=110I8T 25X Cy 27tk s 5.
ZU = 3bb8 ... cd3b f4= 112563 5, Party U 23553 Cy DERIZHZ secret value Zy Zitihd 5.
CV = 812a ... 0814 fi=11HIEd 55X Cy 2itidd 5.
ZV = 6065 ... ad19 f1=11xIE3 %, Party V 230553 Cy DAEBIZ AT secret value Zy %tk s 5.
MacDataU = 4b43 ... 0345 fi=11Zx8d %, MacTagy OHEKIZHWZ MacDatay %73 5.
MacTagU = 5610 ... 9131 fi=1128I69 %, MacTagy %7043 5.
MacDataV = 4b43 ... a317 fi=11Zxd 5%, MacTagy OEBIZHAWS MacDatay %78dd 5.
KeyData = 985a ... 6ea2 fi=11Zx6T 5, KeyData DHIFHEZ GRS 5.
MacTagV = dOb8 ... eb5a fi=11I69 5, MacTagy OHIFHEE GRS 5.
Result = P fi=112xd 5, HHET O B XL KD AR % Gk 3 5
COUNT = (NumberOfDKM — 1) f i = (Number0fDKM — 1) DT — X DHMUZ DWW TR T 5.
0I = a1lb2 ... Oe21 #f @ = (NumberOfDKM — 1) (2559 % OtherInfo 239 5.
SaltForHMACbasedKDF = eb22 ... aee8 f HMAC % i\ 2 S BRI OENR, HMAC O#te UL THW SN2 salt 250k 3 5. ZBUSMNIERK.
CU = Occb ... ed0d # ¢ = (Number0fDKM — 1) IZXJET BIESX Cy 23k d 5.

ZU = 3bb8 ... cd3b f ¢ = (Number0fDKM — 1) 23 %, Party U 253X Cy DAERIZ Az secret value Zy %zl 3 5.
CV = 812a ... 0814 # i = (Number0fDKM — 1) IZ5E T 25X Cy 27tk § 5.

ZV = 6065 ... ad19 f 1 = (Number0fDKM — 1) I3 %, Party V 253 Cy DERKIZHW 7 secret value Zy 25k d 5.
MacDataU = 4b43 ... 0345 f i = (Number0fDKM — 1) (ZX&T 5, MacTagy DEBIZHAV MacDatay %7k s 5.

MacTaglU = 5610 ... 9131 # ¢ = (Number0fDKM — 1) IZMJ&T %, MacTagy %tk 3 5.

MacDataV = 4b43 ... a317 f i = (Number0fDKM — 1) IZX&T 5, MacTagy DABIZJAVS MacDatay %37 5.

KeyData = 985a ... 6ea2 f i = (Number0fDKM — 1) (2N %, KeyData OMIFHEZE GRS 5.

MacTagV = dOb8 ... e55a f ¢ = (Number0fDKM — 1) (ZXJ5d %, MacTagy OHIFHEZ GRS 5.

Result = P # ¢ = (NumberOfDKM — 1) IZ5Isd %, HAESL D D) X R HR D HIFHE 2 5lid 3 5.



214 LRRYRT 740 (*rsp)

#7: NIST SP800-56B

AilkE 7z KAS2 VARV A7 711

= WP WNE L Ve =

—RIIF
#:% 4R 5y ES EoRE E DX fBDREE Bl
BE
~ AlgorithmName KAS2 in_ NIST_ SP800_56B X751 [AlgorithmName = KAS2_in_ NIST_SP800_56B]
i% 7 TargetFunction KeyAgreement SCEEH [TargetFunction = KeyAgreement)]
% % TargetRole IUT »MH 5 %&%] (Party U, Party_ V) T [TargetRole = Party_ U]
Type0fPublicKeyU Party U ORXBBER O (65537 TYPEL, random: TYPE2) bl [TypeOfPublicKeyU = TYPE1]
TypeOfPrivateKeyU Party U ® 774 X— hMEDOFE] (CRT & L:TYPE2) pE2| [TypeOfPrivateKeyU = TYPE2]
BitLengthOfModulusPartyU Party U OAB#OEn Oy MR 10 &G [BitLengthOfModulusPartyU = 3072]
TypeOfPublicKeyV Party V O AR O (65537 TYPEL, random: TYPE2) X751 [TypeOfPublicKeyV = TYPE1]
TypeOfPrivateKeyV Party VO 7514 X— MO (CRT 4 U:TYPE2) SCEEH [TypeOfPrivateKeyV = TYPE2]
BitLengthOfModulusPartyV Party V OAR#EOEn Oy bR 10 #E#d [BltLengthOfMod\11u<Pa1 tyV = 3072]
KDF Bt o B AGR X5 [KDF = SP800_56B_5_5 1 KDFConcat_SHAI]
BitLengthOfSaltForHMACbasedKDF HMAC ~X—2® KDF %2#iHd 254, salt D b 10 #E&Kqd [BitLengthOfSaltForHMACbased KDF = 0]
BitLengthOf0I OtherInfo D'y FE 10 &G [BitLengthOfOI = 384]
ID_U Party U @ Identifier 16 #E#E [ID_U = alb2c3d4e5]
ID_V Party V @ Identifier 16 HERGE [ID_V = 4a434154546964]
KeyConfirmationSupported #K— 13 % Key Confirmation DX A 7 X [KeyConfirmationSupported = NoKC]
(e Key Confirmation % L:NoKC,
o unilateral key confirmation from party U to party
V:Unilateral U_to_V,
o unilateral key confirmation from party V to party
U:Unilateral V_to_ U,
« bilateral key confirmation:Bilateral)
SelectedTestMethod B 70V T ) R LGB bk 5 — PN T 1 — DI S N7 BRI 10 AL [SelectedTestMethod = 1]
Ho®S (BB 1:1, Bk 2:2, Bk 3:3)
BitLengthOfDKM DKM oty hE K Bits 10 #ERGE [BitLengthOfDKM = 320]
Number0fDKM DKM D%k 10 #ERG [NumberOfDKM = 2048]
RatioOfInvalidData PRSI RIS 57 — 2 0HIE. (ROBE IZE: FE/NI | [RatioOfInvalidData = 0.5]
o TargetRole = Party_ U #* Unilateral key confirmation #id
from party U to party V O#ERI;
o TargetRole = Party_V #*D Unilateral key confirmation
from party V to party U OERIFH XA )
Number0fDKMForRGT KeyConfirmationSupported = NoKC ®¥#, random gener- 10 #ERGE [NumberOfDKMForRGT = 2048]
ation test IZBWTHERT 5 DKM D% ZhLIIMTAR
NumberOfTestSubsets KeyConfirmationSupported = NoKC D&, ikBRO N HEE 10 #E#&Kqd [NumberOfTestSubsets = 2]
D ZTNBSNTER
MACforKeyConfirmation KeyConfirmationSupported # NoKC ®¥;#, Key confirma- X751 [MACforKeyConfirmation = HMAC__SHA512]
tion ({5 MAC 7TV XL, ZhBSMIEH.
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DKM = 9797 ... O8aa

COUNT = O

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CU = Occb ... ed0d

CV = 812a ... 0814

MacDataU = 4b43 ... 0814

MacTagU = 262c ... 7c6d

KeyData = 985a ... 6ea2

Result = P

COUNT = 1

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ... aee8
CU = Occb ... ed0d

CV = 812a ... 0814

MacDataU = 4b43 ... 0814

MacTagU = 262c ... 7c6d

KeyData = 985a ... 6ea2

Result = P

COUNT = (NumberOfDKM — 1)

0I = alb2 ... 0e21
SaltForHMACbasedKDF = eb22 ... aee8
CU = Occb ... ed0d

CV = 812a ... 0814

MacDataU = 4b43 ... 0814
MacTagU = 262c ... 7c6d
KeyData = 985a ... 6ea2

Result = P

COUNT = 0O

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ...
CU = bdae ... 1201
CV = Occb ... ed0d
KeyData = 985a ...
MacTagV = dOb8 ...

aee8

6ea2
ebba

COUNT = 1

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ...
CU = b4ae ... 1201
CV = Occb ... ed0d
KeyData = 985a ...
MacTagV = dObs8 ...

aee8

6ea2
ebba

COUNT = (NumberOfDKM — 1)

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ...
CU = b4ae ... 1201
CV = Occb ... ed0d
KeyData = 985a ...
MacTagV = dOb8 ...

aee8

6ea2
ebba

Fi=0DF—ZOMIZDOVWTHRT 3.

f4=0IZXT 5 OtherInfo ik T 5.

f HMAC % i\ 2SS BIE 0 # U, HMAC Oty UL THWS NS salt Z3did T 5. ZhBASMIAN.
fi=0ICIEd D5 Cy 237 5.

fi=0RELT, IUT A4 L IS5 Cy .

fi=0ITELT, IUT »E U7 DerivedKeyingMaterial (DKM).

fi=10F—XOHIZDVWTHRT 5.

f1i=11xI59 % OtherInfo 23k 5.

f HMAC % i\ 2 B B @B, HMAC O#t e L THWS N2 salt 2303 5. ZBSMIAIK.
fi=1ICIET X Cy 25k s 5.

f4=11Z8EL T, IUT AMER L 721553 Cy .

fi=11IEL T, IUT 2EH U7z DerivedKeyingMaterial (DKM).

f i = (Number0fDKM — 1) DT — X DMUZ DWW TR T 5.

# ¢ = (Number0fDKM — 1) (2T % OtherInfo itk d 5.

f HMAC % f\» 2SS BIE 0 #HUE, HMAC O#te UL THWS NS salt 230k T 5. ZhBSMIER.
f i = (NumberOfDKM — 1) IZXI8T BH55 X Cy %2tk 3 5.

f i = (Number0fDKM — 1) (ZXJE L T, IUT HERK L 725X Cy .

f ¢ = (Number0fDKM — 1) (ZXJ& L T, IUT A&l U7z DerivedK eyingMaterial (DKM).

RER 1 OUHHEA & LT, NumberOfDKMForRGT #lD & F— X # AT D & > 12k 5.

fi=007—XDOHUZODWTHRT 5.

fi=0IZXd 3 OtherInfo itk T 5.

f HMAC % Fi\ % #E BRI & IR, HMAC O#fte UL THW SN2 salt 27503 5. ZBSMIARK.
fi=0ITHET2MIX Cy 23k d 5.

#4=0IZRIGL T, IUT AER L IS Cy .

fi=0TELT, IUT & U7 DerivedK eyingM aterial (DKM).

fi=10F—XOHIIZDOVWTERT 5.

fi=11Z6T 5 OtherInfo itk T 5.

f HMAC % i\ 2 S5 B 02 UK, HMAC O#te UTHW SN S salt 250id T 5. 2 LASMIER.
fi=1ICIET2EEX Cy 23tk d 5.

fi=1RIELT, ITUT HAR L 721553 Cy.

fi=11ZIEL T, IUT 2EH L7 DerivedKeyingMaterial (DKM).

f i = (Number0fDKM — 1) DT — X DHMUZ DWW TR T 5.

#f ¢ = (NumberOfDKM — 1) (259 % OtherInfo 237 5.

f HMAC %\ 2§ H B @I, HMAC Offte UL THW SN salt 25083 5. ZNDSMNIENE.
# ¢ = (Number0fDKM — 1) IZXJET BIESX Cy 23k d 5.

f i = (NumberOfDKM — 1) (ZXJ L T, IUT A ER L 7ZHE X Cy .

f ¢ = (NumberOfDKM — 1) IZHfJ& L C, IUT V& U 7z DerivedK eyingMaterial (DKM).

*9 NumberOfDKM fHD /T — X DHEZUTD & 5 1ciddk 3 5.

fi=00F—XOMIIZDOVTHRT 5.

fi=0IZXT 3 OtherInfo itk T 5.

f HMAC % i\ 2 S5 BIE 0#E U, HMAC O#te UTHW SN S salt 250k T 5. ZhBSMIAK.
fi=0ITET 25X Cy 2ididd 5.

fi=0ICIETBHEX Cy 2k s 5.

fi=0IZxIET 5, MacTagy DEKIZHNZ MacData %7k 3 5.
fi=01Zxd 3, MacTagy %3 5.

f4i=0IZxGLT, IUT »EH L7~ KeyData.

fi=0T ST, TUT HYFHEL U 72 80 N7 00 D) SUE SR

fi=10F—XOHIZDOVWTERT 5.

fi=112xI59 5 OtherInfo 250k 5.

f HMAC % i\ 2 S5 H B 0 @I, HMAC O#te U THWO NS salt Z5didd 5. T hBSMIAK.
fi=11ZHKT2MEX Cy 23T 5.

fi=1ICIET 25X Cy 2ilkd 5.
fi=11IEd %, MacTagy DHEBIZHAN: MacData %7k 3 5.

fi=11 60T, IUT 28+ L7 KeyData.

Iz
1z
fi=11ZxT 5, MacTagy itk d 5.
Iz
g1 =11 LT, TUT 25EHE U 72 BERE L D sl bl X3 AR

f i = (Number0fDKM — 1) DT — X DHMUZ DWW TR T 5.

#f i = (NumberOfDKM — 1) (2359 % OtherInfo 23R 9 5.

f HMAC % i\ 2 #35 HBIE 0 &R, HMAC O#t e UTHW SN S salt 250k T 5. 2 EASMIANK.
# ¢ = (Number0fDKM — 1) IZXJET BIESX Cy 23k d 5.

#f i = (NumberOfDKM — 1) IZXEd 2H55X Cy %23k 3 5.

f i = (Number0fDKM — 1) IZX&T 5, MacTagy DEBIZHW MacData %7k 3 5.

# ¢ = (NumberOfDKM — 1) IZXJ&T %, MacTagy Zilidd 5.

f i = (Number0fDKM — 1) (2K L T, IUT A& U7z KeyData.

f ¢ = (Number0fDKM — 1) (2K L T, TUT H3EHEAL U 72 88 N7 0D B ) UK SR

10 NumberOfDKM fHD & F— R D ZLATD & S5 1Z@ddkd 5.

fi=00F—XOMIZDOVWTHRT 5.

fi=0IZXT 5 OtherInfo Ziikd 5.

f HMAC % i\ 2 S5 BIE 0Z U, HMAC O#te UTHW SN S salt 23R T 5. ZhBSMIAK.
fi=0ICIEd M5 Cy 23bkd 5.

fi=0RIELT, IUT »AR L 72155 Cy .

fi=0IxEL T, IUT &+ L7 KeyData.

f1=0IZMIELT, IUT 2EE L7z MacTagy .

ti=10F—XDHIZOWTHRT 3.

fi=11Zxd 3 OtherInfo Ziikd 5.

f HMAC %\ 2 S8 H B @I, HMAC Offte UL THWS NS salt 25083 5. TN DSMIERE.
fi=11TI6d 55X Cy 23l 5.

#4=11RIGLT, ITUT AR L 2GS Cy .

fi=11ZxGLT, IUT »EH L7~ KeyData.

fi=11ZxEL T, IUT 2358 L7z MacTagy .

f i = (NumberQfDKM — 1) OF — X DHUZ DV TR T 5.

#f ¢ = (NumberOfDKM — 1) (259 % OtherInfo k9 5.

f HMAC % i\ 2 JEEH B 0@ R I, HMAC O#fte UL THWS NS salt 25T 5. ZNLSMIERE.
# ¢ = (Number0fDKM — 1) IZXJET BIESX Cy 2k s 5.

ff ¢ = (NumberOfDKM — 1) (25 L C, TUT AVERK L 253X Cy .

f ¢ = (Number0fDKM — 1) 25 L C, IUT & U7z KeyData.

# ¢ = (NumberOfDKM — 1) (255 L T, IUT AEHHE L 72 MacTagy .

*11 NumberOfDKM fHD&F— R D EZLATD & S5 IZiddkd 5.



COUNT = 0O

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ... aee8
CU = Occb ... ed0d

CV = 812a ... 0814
MacDataU = 4b43 ... 0345
MacTagU = 5610 ... 9131
MacDataV = 4b43 ... a317
KeyData = 985a ... 6ea2
MacTagV = dOb8 ... ebba
Result = P

COUNT = 1

0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ... aee8
CU = Occb ... ed0d

CV = 812a ... 0814
MacDataU = 4b43 ... 0345
MacTagU = 5610 ... 9131
MacDataV = 4b43 ... a317
KeyData = 985a ... 6ea2
MacTagV = dOb8 ... ebba
Result = P

COUNT = (NumberOfDKM — 1)
0I = alb2 ... Oe21
SaltForHMACbasedKDF = eb22 ... aee8
CU = Occb ... ed0d

CV = 812a ... 0814
MacDataU = 4b43 ... 0345
MacTagU = 5610 ... 9131
MacDataV = 4b43 ... a317
KeyData = 985a ... 6ea2
MacTagV = dOb8 ... ebba
Result = P

fi=0D0F—XOMIZDOVWTERT 3.

f4=0IZXT 5 OtherInfo ik T 5.

f HMAC % i\ 2 S8 B 0 Z I, HMAC O#te UTHW SN S salt 23R T 5. 2 BASMIAEK.

fi=0ITIET BT Cy 2ilikd 5.

fi=0ICIET 2T Cy %2tk d 5.

fi=0IEd 5, MacTagy PHERIZAVT: MacDatay %7k d 5.

fi=0IZIEd 5, MacTagy %iidd 5.

fi=0IZxET 5, MacTagy OEBIZHAWS MacDatay %733 5.
W LT, IUT 238 H U 72 KeyData.

f4=0IZxGLT, IUT BFHE L MacTagy .

fi=0xIELT, TUT H3FHA U 72 80 ST O BB SUUE SR

fi=1DF—ZDMIZOVWTEHRT 5.

fi=11ZxT 5 OtherInfo ik d 5.

f HMAC % f\ 2 #E8 H BER 0E R, HMAC O#te UTHW SN S salt 250id 3 5. ZHBASMIERK.
fi=1ICIEd D5 Cy 237 5.

fi=1ICIET2EX Cy %2tk d 5.
fi=11Zx63 5%, MacTagy OEKIZAV MacDatay %5tk 3 5.
fi=11Zxd 5, MacTagy %3 5.

fi=118EL T, IUT 298 U7z KeyData.
fi=1xELT, IUT BFE L7 MacTagy .

i
i
i
fi=11Zx6T 5, MacTagy OEBIZHWS MacDatay %73 5.
i
i
fi=1I1THBUT, IUT AFHE U 7z 3L D B XA R

# i = (NumberOfDKM — 1) O F— X DHIZ DWW TR T 5.
# ¢ = (Number0fDKM — 1) IZXfJ&d % OtherInfo Zilikd 5.
f HMAC % A\ % S5 B 02 R, HMAC O#te UTHW SN S salt 23R T 5. 2 LASMIEK.
# ¢ = (Number0fDKM — 1) IZXJET BIEFTX Cy 27k 3 5.
# ¢ = (Number0fDKM — 1) (ZXJ&T BIETX Cy Zilibd 5.
ti i = (Number0fDKM — 1) (ZX&T 5, MacTagy DEBIZAV MacDatay %7k s 5.
= (Number0fDKM — 1) (ZX69 %, MacTagy Ziliks 5.
= (Number0fDKM — 1) IZHET %, MacTagy DHEBIZAVS MacDatay %70k 3 5.
ti i = (Number0fDKM — 1) IZXJ& L T, IUT A& L7z KeyData.
# i = (Number0fDKM — 1) (ZXJ& L T, IUT AFHA L7z MacTagy .
# i = (NumberOfDKM — 1) (255 L T, TUT A3GHE U 72 SRl N7 O ) XU K.



RBRAEM OGS, (Results ) IZ 0K EFRIND.
ARG DEA, (Results ) (LMo DN TNG ERKRINS. 72, (Results ) i1, VARV AT 7 A VHNDOAREKE R0 7T — XM

B EINTWBMEH (COUNT, # FDFHESTHESEZERT) DT —XDBAEHRE RSPV RRIND. LAEKER T —ADPHBINTH
B R 74E, WEDOVARY AT 7 AU (i) cddid L=k Thb. =720, (]
BdaZendd.

215 #R7 74V (*out)
#8: NIST SP800-56B (Cil#k & 117z KAS2 #EH 7 7 1 )L
L 2R 57 S fBDREE Bl=
HE
~ AlgorithmName KAS2_ in_ NIST_ SP800_56B A [AlgorithmName = KAS2_in_ NIST_SP800_56B]
ﬁf 7 TargetFunction KeyAgreement SCEEH [TargetFunction = KeyAgreement)]

% Z TargetRole TUT 234H 5 #%#] (Party__U, Party_ V) P& [TargetRole = Party U]
TypeOfPublicKeyU Party U OR/FH#EIEROMA] (65537: TYPEL, random:TYPE2) Pl [TypeOfPublicKeyU = TYPE1]
TypeOfPrivateKeyU Party U D771 X— MO (CRT %4 L: TYPE2) Pl [TypeOfPrivateKeyU = TYPE2]
BitLengthOfModulusPartyU Party U OB OEn Oy N E 10 H#ERG [BitLengthOfModulusPartyU = 3072]
TypeOfPublicKeyV Party V ORFHBEEHORER] (65537 TYPEL, random: TYPE2) XEEH [TypeOfPublicKeyV = TYPE1]
TypeOfPrivateKeyV Party VO 7514 X— MO (CRT 7 L:TYPE2) XEEH [TypeOfPrivateKeyV = TYPE2]
BitLengthOfModulusPartyV Party V OAEOEn DLy MR 10 #E#E [BitLengthOfModulusPartyV = 3072]
KDF Pt B AGR P&l [KDF = SP800_56B_5_5 1 KDFConcat_ SHAI]
BitLengthOfSaltForHMACbasedKDF HMAC X—20 KDF 2{{ifi§ 544, salt DYy bR 10 #E#AL [BitLengthOfSaltForHMACbasedKDF = 0]
BitLengthOf0I OtherInfo D&y M 10 i [BitLengthOfOI = 384]

ID_U Party U @ Identifier 16 &KL [ID_U = alb2c3d4e5]
ID_V Party V @ Identifier 16 HEFE [ID_V = 4a434154546964]
KeyConfirmationSupported ¥ K- b7 % Key Confirmation DX+ 7 XFF [KeyConfirmationSupported = NoKC]
(e Key Confirmation % L:NoKC,
e unilateral key confirmation from party U to party
V:Unilateral U_to_V,
e unilateral key confirmation from party V to party
U:Unilateral V_to_ U,
« bilateral key confirmation:Bilateral)
SelectedTestMethod W7V 3 R L FGABR RSP T 15— DB S N7 i BRIE 10 iEFEL [SelectedTestMethod = 1]
Ho®EFS (GABR 1:1, sAlk 2:2, Bk 3:3)
BitLengthOfDKM DKM oty bR 10 e [BitLengthOfDKM = 320]
NumberO£DKM DKM O 10 i [NumberOfDKM = 2048]
RatioOfInvalidData PERESTIZ RIS 7 — 2 DA, (ROGEIENE: I NBUS [RatioOfInvalidData = 0.5]
e TargetRole = Party_U #»*D Unilateral key confirmation #id
from party U to party V O#ERI;
e TargetRole = Party_V #*D Unilateral key confirmation
from party V to party U O:ERIFIZEKK.)
Number0fDKMForRGT KeyConfirmationSupported = NoKC ®¥j#, random gener- 10 &Kl [NumberOfDKMForRGT = 2048]
ation test (ZHWTAEMT 5 DKM OE%. = LUSMIERE
NumberOfTestSubsets KeyConfirmationSupported = NoKC D&, BRI HH£E 10 &G [NumberOfTestSubsets = 2]
DR TNLIMNTEN
MACforKeyConfirmation KeyConfirmationSupported # NoKC D¥j#, Key confirma- Pl [MACforKeyConfirmation = HMAC_ SHA512]
tion I2ffi5 MAC 73V XA, ZALIMIENE.
BitLengthOfMacKey KeyConfirmationSupported # NoKC D¥j#, Key confirma- 10 G0 [BitLengthOfMacKey = 128]
tion IZffi5> MacKey O v b E. ZHNLAMIAR.
BitLengthOfMacTag KeyConfirmationSupported # NoKC 0¥, Key confirma- 10 iE#Ad [BitLengthOfMacTag = 512]
tion IZffi5 MacTag D' v b E. THNLSMIANE.
( Results ) OK X NG pe2l OK
y;

LEB U7X TR DUnRWEE, XRI74IEE
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