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2 GCM/GMAC
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2.1 0O0DO0OOOO0OOO0O (*.par)
02 GCM/GMACOODOOOOOODO
IEER 00 | 0o
(00) | [Algorithm Name] GCM/GMAC
000 | [Function Name] Encryption
[Block Cipherl] GCM/GMACOUODODOOODODODOOUODOD
ggd
[Bitlength of Key] O00000. 128000 192000 256 [10
0ooo)
[Min BitLength of IV] IVvOOooooooo [looooo)
[Max BitLength of IV] IvOooOoOoOooooo [1ooooo)
[IV Generation] IVOO. 00 (External) 000000 (Inter-
nal)
[Min BitLength of Plaintext] |0000O0000O000O [100000]
[Max BitLength of Plaintext] |00000O00O00D00 [100000]
[Min BitLength of AAD] AADOODOOUOOOOO [10000O0]
[Max BitLength of AAD] AADOOOOOOOOO [100000]
[Bitlength of Tag] TagOO OO0, 128, 120, 112, 104, 96, 64, 32
O0000000o00ooooo. 1o0ooo]
[Number of Plaintexts] 00000 [1o0000)
oo [Function Name] Decryption
[Block Cipher] GCM/GMACOUODDOOODODODOOUOODO
oo

[Bitlength of Key]

000000, 128000 192000 256 [10
0oo]

[Min BitLength of IV] IVOOOoOoOooooo [looooo)
[Max BitLength of IV] IvOOoOooOooooo [1ooooo)
[Min BitLength of Ciphertext] | JO00OODO0OOOO0OODO [10000O0O]
[Max BitLength of Ciphertext] | D0 D000 OOOOODO [100000]
[Min BitLength of AAD] AADODODOODOOOOD [100D000]
[Max BitLength of AAD] AADOOOOOCOOOO [1o000D0O]

[Bitlength of Tag]

TagO OOOO. 128,120, 112, 104, 96, 64, 32
O00000ooooooo. 100000

[Number of Ciphertexts]

000000 100000]

[Rate of Fail Datal

000000000 (%)




22 000000000 (*.req)

0 3: GCM/GMACOODUOOOOOODO

IEER 00 0o
(00) | [Algorithm Name] GCM/GMAC
000 | [Function Name] Encryption
[Block Cipher] GCM/GMACOUODODOOOODODOOUODOD
oo
[Bitlength of Key] O00000. 128000 192000 256 [10
000]
[Min BitLength of IV] IVOOooOooooo [looooo)
[Max BitLength of IV] IvOoOoOoOooooo [1ocooo)
[IV Generation] IVOO. 00 (External) 000000 (Inter-
nal)
[Min BitLength of Plaintext] | 00000000000 [100000)
[Max BitLength of Plaintext] | 00000000000 [100000]
[Min BitLength of AAD] AADODOOOOUOOOOO [100000]
[Max BitLength of AAD] AADODOOODOOOOD [1o0D00O0]
[Bitlength of Tag] Tag DO ODODO. 128, 120, 112, 104, 96, 64,
320000000000000. [10000O)
[Number of Plaintexts] 00000 [1o0000)
[(Key]! O[6000]
! V6000 IVOOOOOOOOOOO
| [Plaintext]' 00 16000]
" [aAD]! AAD[16000]
| [Ciphertext]! 00O [0O]
[Tagl® Tag[D O]
0od [Function Name] Decryption
[Block Cipher] GCM/GMACOUODODOOODODOODOOUODOD
ggd

[Bitlength of Key]

000000, 128000 192000 256 [10
0oo)

[Min BitLength of IV] IVvooooooooo looooo)
[Max BitLength of IV] IVOOooooooo looooo)
[Min BitLength of Ciphertext] | D000 DO0O0OO00OOO [100000]
[Max BitLength of Ciphertext] | D00 ODO0OOOOOODO [10000O0O]
[Min BitLength of AAD] AADODOOOOUOOOOO [100000]
[Max BitLength of AAD] AADODOOOOOOOO [10000D0]

[Bitlength of Tag]

TagODOODOO. 128, 120, 112, 104, 96, 64,
320000000000000.J10000]

[Number of Ciphertexts]

000000 [100000]

[Key]? O[6000]
[1v]? V(160 00]
[Ciphertext]? 000 [16e000]
[AAD] 2 AAD[16000]
[Plaintext]? 00 [00]
[Tag]? Tag[16 00 0]




1. [Number of Plaintexts] 0 0 O [Key] O IV[IV] O OO [Plaintext] 0 AAD[AAD|D 000D
0O [Ciphertext] 0000 Tag[Tag| 00 0000000000000,

[Key]

...t10000000000

V]
...g1000IvOooooooIlvooooooooooooooooooooo
[Plaintext]

...t100000000000

[AAD]

...t1000 AADOODOODO

[Ciphertext]

...4[000000000000]

[Tag]

..t[000000000000]

[Key]

...t20000000000

[1V]
...f2000IvO00O0oOoIvooooooooooooooooooooao
[Plaintext]

...t200000000000

[AAD]

...42000 AADOOOOODO

[Ciphertext]
...4[000000000000)]
[Tag]
..4[000D000000000]

2. [Number of Ciphertexts] 00 0O [Key] O IV[IV] OO OO [Ciphertext] O AAD[AAD] OO
0000 [Plaintext] 0 Tag[Tag] 00 0000000000000,

[Key]
...410000000000
[1V]
...$1000IvVO0O00od

[Ciphertext]
...t1000000000000
[AAD]

...§1000 AADODODOODO
[Plaintext]
..4[000000000000]
[Tag]

..41000 Tag0ODODOD



[Key]
...t20000000000
V]
...f20001IvOO0OODOO
[Ciphertext]
...t2000000000000
[AAD]

...t2000 AADOODOOODO
[Plaintext]
...4([000000000000)]
[Tag]

..$2000 Tag0OODOODO



2.3 FactsOO OO (*.fax)
0 4: GCM/GMAC Facts D 00O

IEEN oo | 00
(00) | [Algorithm Name] GCM/GMAC
000 | [Function Name] Encryption

[Block Cipher]

GCM/GMACOUOOOOOODOOOOOOD
RN

[Bitlength of Key]

000000, 128000 192000 256 [10
ooo)

[Min BitLength of IV]

IvOooooooooo ooooo]

[Max BitLength of IV]

IvOooooooooo 1ooooo)]

[IV Generationl]

IvOoO. 00 (External) 000000 (Inter-
nal)

[Min BitLength of Plaintext]

O0000000000o [1oooog]

[Max BitLength of Plaintext]

00000000000 loooog]

[Min BitLength of AAD]

AADOODOOOODOOO [1o000O0O]

[Max BitLength of AAD]

AADOODOOOOOOD [1o0o000O]

[Bitlength of Tag]

TagOOODOO. 128, 120, 112, 104, 96, 64,
320000000000000.[10000]

[Number of Plaintexts]

00000 [100000]

[Keyl! Oeo00]

[Iv]! IV[l600OD0]. IVOOOODDOODOO0OO0O

[Plaintext]! 00 16000]

[AAD]! AAD[16000]

[Ciphertext]! 0006000 IVODOODOODOO.
GMACOOOOODOODOO0O0ODOO0OO00DO0000

[Tag]! Tag[l6OOO]. IVOODOOODOOOO.

gooboooboog




0 5: GCM/GMAC Facts OO0 (0 O)

IEER 00 | 00
00 | [Function Name] Decryption
[Block Cipher] GCM/GMACOUOOOOOODOOOOODOD
o
[Bitlength of Keyl 000000, 128000 192000 256 [10
0oo]
[Min BitLength of IV] Ivooooooooo 1ooooo]
[Max BitLength of IV] IvOooooooooo 1ooooo]

[Min BitLength of Ciphertext] | 000000000000 [100000]
[Max BitLength of Ciphertext] | 0O D0OO0OO0OOOOOO [100000]

[Min BitLength of AAD] AADODOOOODOOD 100000]

[Max BitLength of AAD] AADOOOOODOOODO [1o0b0oDo0O]

[Bitlength of Tag] TagOODOODO. 128, 120, 112, 104, 96, 64,
320000000000000.[10000]

[Number of Ciphertexts] 000000 1o000o0o)

| [Keyl? Oneno0]

[Iv1? IV[i6 0 0O 0O]

| [Ciphertext]? 000 [16000]

| [AAD]? AAD[16000]

| [Plaintext]? 00 16000]. O000O0O0O0O0ODOO,
[Plaintext] 00000000 INVALIDO OO

| [Tag]? Tag[16 00 0]

1. [Number of Plaintexts| 0 00O [Key] O IV[IV] OO O [Plaintext] 0 AAD[AAD|O00OO
[Ciphertext] 0 Tag[Tag] 0 000000000000 00.

[Key]
...410000000000

V]
...t1000IVOOoOooooIlvooooooooooooooooooooo

[Plaintext]
...g100000bO0bOOoDbo

[AAD]
...§1000 AADODOODOOO

[Ciphertext]
...§100000DO0D0ODbOOD

[Tag]
..41000 TagOOOOOO

[Key]
...420000000000

[IV]
...f20001IvO000O0ooOIlvoo0ooooooocoooOoooooooo

[Plaintext]
...t200000000000

10



[AAD]
...f2000 AADODODOOO

[Ciphertext]
...f2000000000000O

[Tag]
... 42000 TagOOOOOO

. [Number of Ciphertexts| 0 0 O [Key] O IV[IV] O OO0 [Ciphertext] 0 AAD[AAD] OO
O [Plaintext] 0 Tag[Tag) 00 0000000000000,

[Key]
...410000000000

V]
..410001IV000000

[Ciphertext]
...t1000000000000

[AAD]
...f1000 AADODODOOO

[Plaintext]
...41000000000DO0

[Tag]
...41000 TagOODOOOO

[Key]
...420000000000

V]
..420001IVO0O0O0

[Ciphertext]
...t2000000000000

[AAD]
...§2000 AADODODODO

[Plaintext]
...t200000000000

[Tag]
...42000 TagOODOOOO
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24 000000000 (*.rsp)
0 6: GCM/GMACOOO0OOOOOO

IEEN oo | 00
(00) | [Algorithm Name] GCM/GMAC
000 | [Function Name] Encryption

[Block Cipher]

GCM/GMACOUOOOOOODOOOOOOD
RN

[Bitlength of Key]

000000, 128000 192000 256 [10
ooo)

[Min BitLength of IV]

IvOooooooooo ooooo]

[Max BitLength of IV]

IvOooooooooo 1ooooo)]

[IV Generationl]

IvOoO. 00 (External) 000000 (Inter-
nal)

[Min BitLength of Plaintext]

O0000000000o [1oooog]

[Max BitLength of Plaintext]

00000000000 loooog]

[Min BitLength of AAD]

AADOODOOOODOOO [1o000O0O]

[Max BitLength of AAD]

AADOODOOOOOOD [1o0o000O]

[Bitlength of Tag]

TagOOODOO. 128, 120, 112, 104, 96, 64
3200000000000000[10000]

[Number of Plaintexts]

00000 [100000]

[Keyl! Oeo00]

[Iv]! IV[160001.IvO0O00O0000000000

[Plaintext]! 00 16000]

[AAD]! AAD[16000]

[Ciphertext]! 0000000 [16000). GMACOOOO
000000000

[Tag]! 0000 Tag[l6 000O].

gooboooboog
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0 7: GOCM/GMACOOOOOOOOO (O00)

IEER 00 | 00
00 | [Function Name] Decryption
[Block Cipher] GCM/GMACOUOOOOOODOOOOODOD
o
[Bitlength of Keyl 000000, 128000 192000 256 [10
0oo]
[Min BitLength of IV] Ivooooooooo 1ooooo]
[Max BitLength of IV] IvOooooooooo 1ooooo]

[Min BitLength of Ciphertext] | 000000000000 [100000]
[Max BitLength of Ciphertext] | 0O D0OO0OO0OOOOOO [100000]

[Min BitLength of AAD] AADODOOOODOOD 100000]

[Max BitLength of AAD] AADOOOOODOOODO [1o0b0oDo0O]

[Bitlength of Tag] TagODODODODO. 128, 120, 112, 104, 96, 64,
320000000000000.[10000]

[Number of Ciphertexts] 000000 1o000o0o)

| [Keyl? Oneno0]

[Iv1? IV[i6 0 0O 0O]

| [Ciphertext]? 000 [16000]

| [AAD]? AAD[16000]

| [Plaintext]? 000000 [16000]. 000000000
O, [Plaintext) D000 0000 INVALID [
00

| [Tagl? Tag[l6 00 0]

1. [Number of Plaintexts] 0 O O [Key] O IV[IV] OO O [Plaintext] 0 AAD[AAD|OOOO0O
00O [Ciphertext] 00 000 Tag[Tag) 00 0000000000000,

[Key]
...410000000000

V]
..410001IV000000

[Plaintext]
...t10000o0o0ooogog

[AAD]
...11000 AADODOOOQoO

[Ciphertext]
...g10000000000DOO0C0O00OGMACOODDOODOOOOOOD

[Tag]
..410000000Tag000000

[Key]
...420000000000

[IV]
..£20001IVOOO0OOO

13



[Plaintext]
...t200000000000

[AAD]
...12000 AADODODOODO

[Ciphertext]
...t20000000000000000GMACO0ODDOOOOOODOOO0O

[Tag]
.. 420000000Tag00000O0

. [Number of Ciphertexts| 0 0 O [Key] O IV[IV] O O OO [Ciphertext] 0 AAD[AAD| 00O
0000 [Plaintext] 0 Tag[Tag] 00 0000000000000,

[Key]
...410000000000
[1V]
...$1000IvVO0O00od

[Ciphertext]
...t100000000oooono

[AAD]
...§1000 AADODODOODO

[Plaintext]
...t1000000000000000

[Tag]
..41000 TagODOOODODO

[Key]
...420000000000

[IV]
..£20001IVOOD0OO0O

[Ciphertext]
...f200000000000O

[AAD]
...f12000 AADODOODOODO

[Plaintext]
...t2000000000000000

[Tag]
...42000 TagOOODOOO

14



2.5 000000 (*.out)

0 8 GCM/GMACOOIOODODO
| 00 | 00
[Algorithm Name] | OO0
[Function Name] oo0ooooad
[Results] oooad

e JO0DODOUOOOOI(Results] D OKOOOODOO
e JUOODDOOUOOI[Results] DO DOOODOONGODOODUOODOOOO [Results] OO0

gboobobooobobooboboobooboboooboooboobooboooobonboo
00 (NoO#0000000000)000000OD0OO0OO0OOOODOOOOOOODOOOOO
gobobooogooobooogobobbobooobooboobobooboboboooo
gbooboooobooooobobooobobool1boboboobooobooooboooboo
gooon
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