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1 Oo0oon

000000000 0000o0o0O (00 JCATTOOOOO)ODOOODO0OO0DOOOOOOOO
OO00O000O00oooJCcATTOOOO0ODOOOOOOoO0OoooooDooooOod

googoog

e J00DDDDODO (*par)
0000000o0ooooooJCcATTODODODOOOnOO
e 000O0D0DODO (*req)
00000000000 0000000000000JCATTOODODDOOO0OOO
® Facts 00 0O (*.fax)
Ooo0oooooooooJcATTOOODODOODOOO
e J0ODDDDODO (*rsp)
gobooboobuoobooboobboobobboobooboobooobuogobooo
gboobooooooooooon
e 0ODDOD (*out)
0000000000 JCATTODODODODOOD

gbobodboobobodgbooboboobooobooab

googooan

e 100OODD ()000000000O0OODOODO

e 100000000 D0O00ONNONONOOOOOONNONONONONONONOOOOOODO
000000000 (freq) 0 Facts 000D (*fax) 0000000000000000
(*req) O Facts 0000 (*fax) 0000000000000 (*par)000000 JCATT
000000000
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2 AES

AESO0O0OO0OO00DOCOOO00ODOCOO0OODOOO00ODOOOOUODOODOOOODDODOOODO
googoboobooonobooboon

o KAT-Text: Variable Plaintext(Ciphertext) Known Answer Test

e MCT: Monte Carlo Test

KAT-Key: Variable Key Known Answer Test
KAT-GFSbox: GFSbox Known Answer Test

KAT-KeySbox: KeySbox Known Answer Test
MMT: Multi-block Message Test

gbbooboobbooobooboobbuooboobboond

21 0ODO0o0oOooood (*.par)
O 1: AESOO0DO0DODOOD0
= 00 \ 00
(00) | [Algorithm Name] AES
000 | [Function Name] Encryption
[Modes of Operation] ECBO CBCO OFBO CFB10 CFB8O CFB1280 CTR
ooooooo 1o
[Bitlength of Key] D00O0O0O0OO0O128000 192000 256
[Number of Blocks for MMT] MMTOODOOO
[Key for MMT] MMT OO
[IV for MMT] MMT O IV
[Plaintext for MMT] MMT OODO
[Number of Inner-loop for MCT] MCTOOODOOOOO
[Number of Outer-loop for MCT] MCTOOOOOOOOO
[Initial Key for MCT] MCTOOOOODO
[Initial Plaintext for MCT] MCTOOODOOOO
[Initial IV for MCT] MCTO IvOOoQono
[Initial Value of Counter for MMT] | MMTOOOOOOOO (Moded CTROODOOO
00o0oUooooooooon)
[Initial Value of Counter for MCT] | MCTUOOOUOOOOO (ModeO CTROODOODO
O0ooooooooooo)
[Bitlength of Counter] 00000oood (Mode CTROOOOOOOO
oooooooooo)
oo [Function Name] Decryption
[Modes of Operation] opoooog
[Bitlength of Key]
[Number of Blocks for MMT]
[Key for MMT]
[IV for MMT]
[Ciphertext for MMT] MMTOOOO
[Number of Inner-loop for MCT] gpoooog

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial Ciphertext for MCT]

MCTOODOOOOO

[Initial IV for MCT]

gboooog

[Initial Value of Counter for MMT]

[Initial Value of Counter for MCT]

[Bitlength of Counter]




2.2 000000000 (*req)

02 AESO0O000O0O0O0O0 (Do0O)

IEER 00 | 00
(00) | [Algorithm Name] AES
000 | [Function Name] Encryption

[Modes of Operation]

ECBO CBCO OFBO CFB10O CFB8O CFB1280
CTROOOOO0ODO 10

[Bitlength of Keyl]

0000000128000 192000 256 [10 0
0o00]

[Bitlength of Counter]

000000000 [100000] (ModeD CTR
O0000000000OOoOoooooon)

[Key for KAT-Text]

KAT-Text 00 [160000]

[Plaintext for KAT-Text]

KAT-Text 000 [160000]

[IV for KAT-Text]

KAT-Text O IV [160000]

[Counter for KAT-Text]

KAT-Text 00000 [160000] (Mode O
CTROODOO000000000O0O0O0000)

[Plaintext for KAT-Key]

KAT-KeyOODO [160000]

[IV for KAT-Key]

KAT-Key O IV [16 000 0]

[Counter for KAT-Keyl]

KAT-Key 00000 [160000] (Mode O
CTROODO0O000000000O00O0000)

[Key for KAT-Key]

KAT-Key OO [160000]

[Key for KAT-GFSbox]

KAT-GFSbox 00 [160000]

[Plaintext for KAT-GFSbox]

KAT-GFSbox 000 [160000]

[IV for KAT-GFSbox]

KAT-GFSbox 0 IV [16 0 0 0 0]

[Counter for KAT-GFSbox]

KAT-GFSbox0O0D000 [160000] (ModeO
CTROODOO000000000000000)

[Plaintext for KAT-KeySbox]

KAT-KeySbox 000 [160000]

[IV for KAT-KeySbox]

KAT-KeyShox 0 IV [16 0 00 0]

[Counter for KAT-KeySbox]

KAT-KeySbox 00000 [160000] (Mode
O0CTROUDOUOUOODOOOOOOOOOOD)

[Key for KAT-KeySbox]

KAT-KeySbox OO [160000]

[Number of Blocks for MMT]

MMTOOOOOO [100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMTOOOOOOOO [160000] (ModeO
CTROODOOOOOOODOOODODOOOOO)

[Plaintext for MMT]

MMTOOO [160000]

[Number of Inner-loop for MCT]

MCTOOOOOOOODO [1o000O0O]

[Number of Outer-loop for MCT]

MCTOOOOOOOODO [1o0000]

[Initial Key for MCT]

MCTOOOODOO 160000]

[Initial Plaintext for MCT]

MCTOOOOODOO [160000]

[Initial IV for MCT]

MCTO IVOOODO [160000]

[Initial Value of Counter for MCT]

MCTOODOOOOOOD [160000] (Mode O
CTROODO0O00000000000O0000)




0 3: AESO00O000000 (00D)

IEER 00 | 00
(00) | [Algorithm Name] AES
o0 [Function Name] Decryption
[Modes of Operation] oooogoo

[Bitlength of Key]

[Bitlength of Counter]

[Key for KAT-Text]

KAT-Text 00 [160000]

[Ciphertext for KAT-Text]

KAT-Text 0000 [160000]

[IV for KAT-Text]

KAT-Text O IV [160000]

[Counter for KAT-Text]

KAT-Text) 00000 [16000 0] (Mode O
CTRODOOO0O0O0O0O0O0OOOOOO0000)

[Ciphertext for KAT-Key]

KAT-KeyOODDO [160000]

[IV for KAT-Key]

KAT-Key O IV [16 000 0]

[Counter for KAT-Key]

KAT-Key 00000 [160000] (Mode O
CTROODOO0O0O0O0DOO0000O0000)

[Key for KAT-Key]

KAT-Key OO [160000]

[Key for KAT-GFSbox]

KAT-GFSbox 00 [160000]

[Ciphertext for KAT-GFSbox]

KAT-GFSbox 0O OO [160000]

[IV for KAT-GFSbox]

KAT-GFSbox 0 IV [16 00 0 O]

[Counter for KAT-GFSbox]

KAT-GFSbox00000 [160000] (Model
CTRODDOO0O0O0O0D0O000O0O0000)

[Ciphertext for KAT-KeySbox]

KAT-KeySbox 0000 [160000]

[IV for KAT-KeySbox]

KAT-KeySbox 0 IV [16 0 0 0 0]

[Counter for KAT-KeySbox]

KAT-KeySbox D0 OO0 [160000] (Mode
OCTROODOOOUODOOOOODOOOOOOO)

[Key for KAT-KeySbox]

KAT-KeySbox 00 [160000]

[Number of Blocks for MMT]

[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

gooooo

[Ciphertext for MMT]

MMTOOOO [160000]

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

gbooooo

[Initial Ciphertext for MCT]

MCTOOOOOOOO 160000

[Initial IV for MCT]

[Initial Value of Counter for MCT]

gooooo




2.3 FactsOOOO (*.fax)

0 4: AES Facts 0000 (D00)

[ OO 00 \ 00
(00) | [Algorithm Name] AES
000 | [Function Name] Encryption

[Modes of Operation]

ECBO CBCO OFBO CFB10O CFB8O CFB1280 CTR
goopoooo1lo

[Bitlength of Key]

oboooooDi128000 192000 256

[Bitlength of Counter]

000000000 (MedeO CTROOOUOOOOO
oooooooooo)

[Key for KAT-Text]

KAT-Text 00O

[Plaintext for KAT-Text]

KAT-Text O OO

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text 00000 (ModeO CTROODOOOOO
000U0oooooon)

[Ciphertext for KAT-Text]

gbooooboooobooooon

[Plaintext for KAT-Key]

KAT-Key 00 O

[IV for KAT-Key]

KAT-Key O IV

[Counter for KAT-Key]

KAT-Key0OOOOO (ModeO CTROOOOOODO
000U0oooooon)

[Key for KAT-Key]

KAT-Key 0 O

[Ciphertext for KAT-Key]

gbooooboooobooooon

[Key for KAT-GFSbox]

KAT-GFSbox O O

[Plaintext for KAT-GFSbox]

KAT-GFSbox O OO

[IV for KAT-GFSbox]

KAT-GFSbox O IV

[Counter for KAT-GFSbox]

KAT-GFSbox OO OOO (ModeO CTROOOODO
Oooooooooooon)

[Ciphertext for KAT-GFSbox]

goboboboobooobooobooon

[Plaintext for KAT-KeySbox]

KAT-KeySbox 0 0O 0

[IV for KAT-KeySbox]

KAT-KeySbox O IV

[Counter for KAT-KeySbox]

KAT-KeySbox OOO OO (ModeO CTROOOODO
Oooooooooooon)

[Key for KAT-KeySbox]

KAT-KeySbox 0 O

[Ciphertext for KAT-KeySbox]

gobgoooboobooobooboon

[Number of Blocks for MMT]

MMTOODODOO

[Key for MMT]

MMT OO

[IV for MMT]

MMT O IV

[Initial Value of Counter for MMT]

MMTOOOOOUOOO (ModeO CTROOODOODO
O0ooooooooooo)

[Plaintext for MMT]

MMTOODO

[Ciphertext for MMT]

MMTOOOODOO

[Number of Inner-loop for MCT]

MCTOOOOOOOOO

[Number of Outer-loop for MCT]

MCTOOOOOOOOO

[Initial Key for MCT]

MCTOOODODO

[Initial Plaintext for MCT]

MCTOOODOOOO

[Initial IV for MCT]

MCTO IvOOQonOo

[Initial Value of Counter for MCT]

MCTOUOOOUOUOOO (Moded CTROOUOOODO
Ooooooooooon)

[Ciphertext for MCT]

MCTOOOOOO




O 5: AESFactsO OO0 (O0O)

[ OO 00 \ 00
(00) | [Algorithm Name] AES
o0 [Function Name] Decryption
[Modes of Operation] oooooo
[Bitlength of Key]
[Bitlength of Counter]
[Key for KAT-Text] KAT-Text O O

[Ciphertext for KAT-Text]

KAT-Text OO OO

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text 00000 (ModeO CTROOOOOOO
O00oooooooon)

[Plaintext for KAT-Text]

oboooboooobooboooog

[Ciphertext for KAT-Key]

KAT-KeyDJOOO

[IV for KAT-Key]

KAT Key O 1V

[Counter for KAT-Key]

KAT-KeyOOOOO (ModeO CTROOOOOOO
O00ooooooon)

[Key for KAT-Key]

KAT-Key 0 O

[Plaintext for KAT-Key]

oboooboooobooboooogd

[Key for KAT-GFSbox]

KAT-GFSbox O O

[Ciphertext for KAT-GFSbox]

KAT-GFSbox OO OO

[IV for KAT-GFSbox]

KAT-GFSbox OO OO

[Counter for KAT-GFSbox]

KAT-GFSbox 0O OO0 (ModeO CTROOOOO
O000ooO0ooooooon)

[Plaintext for KAT-GFSbox]

obooobooooboboood

[Ciphertext for KAT-KeySbox]

KAT-KeySbox 0 0 OO

[IV for KAT-KeySbox]

KAT-KeySbox O IV

[Counter for KAT-KeySbox]

KAT-KeySbox OO O OO (Moded CTROOOOO
0000ooO0ooooooon)

[Key for KAT-KeySbox]

KAT-KeySbox O O

[Plaintext for KAT-KeySbox]

ubooobooooboobooood

[Number of Blocks for MMT] oooooo
[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

[Ciphertext for MMT] MMTOOOO
[Plaintext for MMT] MMTOOOOO
[Number of Inner-loop for MCT] oooooo

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial Ciphertext for MCT]

MCTOOOOOooogd

[Initial IV for MCT]

[Initial Value of Counter for MCT]

gooood

[Plaintext for MCT]

MCTOOOOO




2.4 000000000 (*rsp)

0 6: AESOOO0OO0OOOO (DDOO)

[ 00 | 00 \ 00
(0D0) | [Algorithm Name] AES
000 | [Function Name] Encryption

[Modes of Operation]

ECBO CBCO OFBO CFB10O CFB8O CFB1280 CTR
goopoooo1lo

[Bitlength of Key]

0000000128000 192000 256 (10000
O]

[Bitlength of Counter]

000000000 [00000] (Moded CTRO
00000000000000000)

[Key for KAT-Text]

KAT-Text 0O [160000]

[Plaintext for KAT-Text]

KAT-Text0OO (16000 0]

[IV for KAT-Text]

KAT-Text O IV [16000 0]

[Counter for KAT-Text]

KAT-Text 0000 [160000] (Mode d CTR
000000000000000000)

[Ciphertext for KAT-Text]

00000000000 0000U0o0O (160000

[Plaintext for KAT-Keyl]

KAT-KeyOOO [160000]

[IV for KAT-Key]

KAT-Key 0 IV 160000

[Counter for KAT-Key]

KAT-KeyOOOOO [160000] (Moded CTR O
00000000000000000)

[Key for KAT-Key]

KAT-KeyOO [160000]

[Ciphertext for KAT-Keyl]

00000000000 o0o0oUooO (160000

[Key for KAT-GFSbox]

KAT-GFSbox 00 [160000]

[Plaintext for KAT-GFSbox]

KAT-GFSbox 000 [160000]

[IV for KAT-GFSbox]

KAT-GFSbox 0 IV [160000]

[Counter for KAT-GFSbox]

KAT-GFSbox 00000 [16 D000] (Mode O
CTROODODDO000000D0000000)

[Ciphertext for KAT-GFSbox]

O0o0o0o00o0o0oo0oo0oooooo (160000

[Plaintext for KAT-KeySbox]

KAT-KeySbox 000 [160000]

[IV for KAT-KeySbox]

KAT-KeySbox 0 IV [16 000 0]

[Counter for KAT-KeySbox]

KAT-KeySbox 00000 [16 0000] (Mode O
CTROOOO0D00000000000000)

[Key for KAT-KeySbox]

KAT-KeySbox OO [16 0000

[Ciphertext for KAT-KeySbox]

O0o0oo0oo0oooooooooo [1eo0on]

[Number of Blocks for MMT]

MMTOOOOOO [100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMTOOOOOOOO [160000] (Moded CTR
000000000000000000)

[Plaintext for MMT]

MMTOOO [160000]

[Ciphertext for MMT]

O00O0OMMTOUOOOOOUOOD [160000)

[Number of Inner-loop for MCT]

MCTUOOOOODOOOD [100000]

[Number of Outer-loop for MCT]

MCTUOOOOODOOD [100000]

[Initial Key for MCT]

MCTOOOOOO 160000]

[Initial Plaintext for MCT]

MCTOOOUOOO [160000]

[Initial IV for MCT]

MCTOIVOOOO [160000]

[Initial Value of Counter for MCT]

MCTOOOOOOOO [160000] (Moded CTR
000000000000000000)

[Ciphertext for MCT]

O0oOoMCTOOUOODOOOD [160000]




07 AESO00O0O00OO0OO0OO (ODO)

[ OO 00 \ 00
(00) | [Algorithm Name] AES
o0 [Function Name] Decryption
[Modes of Operation] oooooo

[Bitlength of Key]

[Bitlength of Counter]

[Key for KAT-Text]

KAT-TextO0O [160000]

[Ciphertext for KAT-Text]

KAT-TextOOOO 160000]

[IV for KAT-Text]

KAT-TextO IV [16000 0]

[Counter for KAT-Text]

KAT-Text UO0OOO [160000] (Mode O CTR
0000O000U0ooOooooooon)

[Plaintext for KAT-Text]

0000000000000 0o00U [le0oO0g]

[Ciphertext for KAT-Key]

KAT-KeyOOOO 160000]

[IV for KAT-Key]

KAT-Key O IV [160000]

[Counter for KAT-Key]

KAT-KeyJOOOO [160000] (ModeDd CTR O
00000000000000000)

[Key for KAT-Key]

KAT-KeyOO [160000]

[Plaintext for KAT-Key]

000000000000 ooO0OU [leooOog]

[Key for KAT-GFSbox]

KAT-GFSbox 00O [160000]

[Ciphertext for KAT-GFSbox]

KAT-GFSbox 0000 [160000]

[IV for KAT-GFSbox]

KAT-GFSbox 0000 [160000]

[Counter for KAT-GFSbox]

KAT-GFSbox 00000 [16 000 0] (Mode O
CTROOODODOO00000D0000000)

[Plaintext for KAT-GFSbox]

00000000000000000 (160000

[Ciphertext for KAT-KeySbox]

KAT-KeySbox D000 [160000]

[IV for KAT-KeySbox]

KAT-KeySbox O IV [16 00 0 O]

[Counter for KAT-KeySbox]

KAT-KeySbox 00000 [160000] (Mode O
CTROODODDOOOOOOOOOOOOOOO)

[Key for KAT-KeySbox]

KAT-KeySbox 00 [160000]

[Plaintext for KAT-KeySbox]

0000000000000000D0 (160000

[Number of Blocks for MMT]

[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

gbooood

[Ciphertext for MMT]

MMTOOOO 160000]

[Plaintext for MMT]

O00O0OMMTOOOOOOOO [160000)

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

ugbooaod

[Initial Ciphertext for MCT]

MCTOOUOOOOOD [160000)

[Initial IV for MCT]

[Initial Value of Counter for MCT]

gooood

[Plaintext for MCT]

O0O0oMCTOUOOOOOOO [160000]
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2.5 000000 (*.out)

08 AESO 00000
| 00 00
[Algorithm Name] | 00O 0O
[Function Name] ooooooad
[Results] oooad

e JODOOUDODOOI(Results] J OKOOOODDOO

e JUUODDOUOUOI[Results] DO OUOOODOONGODOODOOOOOO [Results] OO0
gboobobogoboboobobooboobobooboobooboboooobobo
00 (NoO#0000000000)0000O00OODOOOOOOOOOOOOOOOOO
gobobooogoobobooogobooboboooboobooboboobooboon
gboooboboooobooooooooboboobog1l1b0oboooobobboooobobn
gooon
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