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2 KCipher-2

KCipher-2 OB 7N TV ALFEEABMDZOD 7 71V 7 4+ —< v b 2T 5. FERICBWVWT, iBRAE
B B LA N OIKEE T 5.

e KAT-Key: Variable Key Known Answer Test

e KAT-IV: Variable IV Known Answer Test

e KAT-Table: Table Look-Up Known Answer Test
e MCT: Monte Carlo Test

RERGEOFMIE, BE 7T XLFEERBRAMEE SROZ &,
21 RNSA=FT 74 (*par)

#1 KCipher-2 /85 A —=&7 51 )L

E3 2 P | %
15 AlgorithmName KCipher-2 XFF
8L NumberOfBlocksToGenerateInKATKey KAT-Key OHERT 2570y 74K 10
?L i Number0fBlocksToGenerateInKATIV KAT-IV T35 70y 75 10 #E
iﬁz ’/\ NumberOfBlocksToGenerateInKATTable KAT-Table 43 % 71 v 7 10
54 5 NumberOfInnerLoopsInMCT MCT ORWHDY— F D% 10 i
% NumberOfQOuterLoopsInMCT MCT DML — 7 D15 10 i
2 NumberOfBlocksToGenerateInMCT ALV — T DR TS 28 RFIO 70y 75 10
Number0fBlocksToCompareInMCT VARV AT 7 A IVIZEEHRT 8RGO 70 v 78 10




YOIZRNT 74 (Freq)

#2: KCipher-2 Y7 TA M7 714

BS7IL I X LERARTHRE—HBR—
3 2R b nE LoREE ORI fBDREE BlI=
B
5 {ﬁ; AlgorithmName KCipher-2 SCEEH [AlgorithmName = KCipher-2]
2 ~ Number0fBlocksToGenerateInKATKey KAT-Key DT 278y 78 10 H#ERGE [NumberOfBlocksToGenerateInKATKey = 24]
;I: ; Number0fBlocksToGenerateInKATIV KAT-IV 04§25 70y 78 10 #E#GL [NumberOfBlocksToGenerateInKATIV = 24]
# Number0fBlocksToGenerateInKATTable KAT-Table DT 2 70y 75 10 #E&GEL [NumberOfBlocksToGenerateInKATTable = 3500]
& Number0fInnerLoopsInMCT MCT DRV — T DlE% innerloop 10 #E#AL [NumberOfInnerLoopsInMCT = 1000]
t% Number0fOuterLoopsInMCT MCT DMV — T D al% outerloop 10 &G [NumberOfOuterLoopsInMCT = 100]
[El N -
- Number0fBlocksToGenerateInMCT WDV — T DTS 28RO Ty 75 Ny 10 ##Kq0 [NumberOfBlocksToGenerateInMCT = 10000]
Number0fBlocksToCompareInMCT VARV A7 7 4 VIZiskd 2 HRTID 71y 78 N, 10 #EFKE [NumberOfBlocksToCompareInMCT = 24]
KAT-KEY ~v & InitialIVForKATKey Ahezey M IV 16 HEXRG Initial[VForKATKey = 00. . .00
KAT-KEY T COUNT 0 DA 128 BLF 03K 10 £ COUNT =0
ENEN InitialKeyForKATKey AB&75E Y M Key 16 #&Kqd InitialKeyForKATKey = fffc ... 0000
* KeyStream WhThdEey M 16 #E#E KeyStream = ?
KAT-IV Ay & InitialKeyForKATIV AN L5y M Key 16 #E#GL InitialKeyForKATIV = 00...00
KAT-IV KAT-IV COUNT 0 BAE 128 BUF DK 10 &L COUNT =0
ENEN InitialIVForKATIV AN By Ml IV 16 iR InitiallVForKATIV = fffc ... 0000
*2 KeyStream WhThdEy M 16 &K KeyStream = ?
KAT-Table ~v & Output Length (bits) hedey Moy Mg 10 ##Kqd [Output Length (bits) = 224000]
KAT-Table COUNT 0 10 L COUNT =0
KAi'gable InitialKeyForKATTable A E%BE Y Ml Key 16 InitialKeyForKATTable = 0000 . .. 0000
InitialIVForKATTable A s ey p IV 16 &L Initial[VForKATTable = 0000 ... 0000
KeyStream hhTHdEy b 16 #E &AL KeyStream = ?
MCT Ay & InitialKeyForMCT A&7y bl Key Key 16 &Kl InitialKeyForMCT = e47a ... dbc8
MCT InitialIVForMCT AN BEy by IV v 16 R Initiall[VForMCT = 452c ... aeed
MCT Afk COUNT 0 BA L NumberOfOuterLoopsInMCT Ajiii D #5K j 10 K COUNT =0
*3 KeyStream o THdEy b j = (COUNT Ofifi ) IZXiEd 2 Y 16 #&KqL KeyStream = ?
*1 129 fHOET — X DHAEMTO L S I1FbT 5.
COUNT = 0 f COUNT = 0 OF — X DI OV TR T 5.
InitialKeyForKATKey = 0000 ... 0000  # COUNT = 0 (ZX5T % Key Zrtih 9 5.
KeyStream = ? § COUNT = O IZMISd 2HERID T L — 2 FIL A,
COUNT = 1 f COUNT = 1 DF —RDHUZ DWW TR T 5.
InitialKeyForKATKey = 8000 ... 0000  f COUNT = 1 (X153 % Key &7tk d 5.
KeyStream = ? # COUNT = 1 IZXET 2HERHD T L — AKX,
COUNT = 128 f COUNT = 128 DF — R DHUZ DWW TR T 5.
InitialKeyForKATKey = ffff ... £fff f COUNT = 128 (ZH5T 5 Key 230id T 5.
KeyStream = ? § COUNT = 128 (25T 2HERFID T L —ZFKIL K.
%2 129 fHOET — X DHZBTO & 37T 5.
COUNT = 0 § COUNT = 0 OF — X DU DV THRT 5.
InitialIVForKATIV = 0000 ... 0000  # COUNT = O ZXH5d % IV 25k d 5.
KeyStream = 7 § COUNT = O (ZXIIRT 2HERFD T L — AKX,
COUNT = 1 § COUNT = 1 OF —XDOHUZ DV TR T 5.
InitialIVForKATIV = 8000 ... 0000  # COUNT = 1(ZxH6d % IV 2ilikd 5.
KeyStream = ? # COUNT = 1 IZHRT 2HRIIDOT L — ARV A,
COUNT = 128 § COUNT = 128 DF — X DFUZ DWW Tl T 5.
InitialIVForKATIV = ffff ... ffff  # COUNT = 128 (Zx{Jd 5 IV 2k 3 5.
KeyStream = 7 § COUNT = 128 IZHET 2HERIND T L — ARV K.

*3 NumberOfOuterLoopsInMCT [HD AT — X OMAEMUTD & 51tk 5.

COUNT = 0 =007 —XOMIZDONTHRT 3.
KeyStream = ? fj=0ZHETHRINDT L —AFIVA.

COUNT = 1

fj=1DF=2OHIZO>WTithT 5.
KeyStream = 7 f

1IZRIRT 2RO TV —AFIV A,

COUNT = ( NumberOfOuterLoopsInMCT —1) f j
#

KeyStream = 7 7

( NumberOfOuterLoopsInMCT —1) OF — X DU DWW Ttk 3 5.
( NumberOfOuterLoopsInMCT —1) IZXHET 2HERHD 7L — ARV XK.



2.3

Facts 7 7 1 JL (*.fax)

#3: KCipher-2 Facts 7 7 1 )V

BS7IL I X LERARTHRE—HBR—
1‘% 2R vy nE LoREE ORI fBoRE BlI=
BeE
# E3 AlgorithmName KCipher-2 XFF [AlgorithmName = KCipher-2]
2 {f Number0fBlocksToGenerateInKATKey KAT-Key DT 278y 78 10 H#ERGE [NumberOfBlocksToGenerateInKATKey = 24]
;I: ; Number0fBlocksToGenerateInKATIV KAT-IV 04§25 70y 78 10 #E#GL [NumberOfBlocksToGenerateInKATIV = 24]
# Number0fBlocksToGenerateInKATTable KAT-Table DT 2 70y 75 10 #E&GEL [NumberOfBlocksToGenerateInKATTable = 3500]
& Number0fInnerLoopsInMCT MCT DRV — T DlE% innerloop 10 #E#AL [NumberOfInnerLoopsInMCT = 1000]
T;S Number0fOuterLoopsInMCT MCT DMV — T D al% outerloop 10 &G [NumberOfOuterLoopsInMCT = 100]
[
Number0fBlocksToGenerateInMCT WDV — T DTS 28RO Ty 75 Ny 10 ##Kq0 [NumberOfBlocksToGenerateInMCT = 10000]
Number0fBlocksToCompareInMCT VARV A7 7 4 VIZiskd 2 HRTID 71y 78 N, 10 #EFKE [NumberOfBlocksToCompareInMCT = 24]
KAT-KEY ~v & InitialIVForKATKey Ahezey M IV 16 HEXRG Initial[VForKATKey = 00. . .00
KAT-KEY o] COUNT 0 5L E 128 BUF O #8 10 el COUNT =0
ENEN InitialKeyForKATKey AB&75E Y M Key 16 #&Kqd InitialKeyForKATKey = fffc ... 0000
xt KeyStream WhThdEey M 16 #E#E KeyStream = f871 ... 3e30
KAT-IV Ay & InitialKeyForKATIV AN L5y M Key 16 #E#GL InitialKeyForKATIV = 00...00
KAT-IV on COUNT 0 5L 128 Bl FO#8 10 i COUNT =0
ENEN InitialIVForKATIV AN By Ml IV 16 K7L Initial[VForKATIV = ffc ... 0000
*2 KeyStream WhThdEy M 16 &K KeyStream = f871 ... 3e30
KAT-Table ~v & Output Length (bits) hedey Moy Mg 10 ##Kqd [Output Length (bits) = 224000]
KAT-Table COUNT 0 10 L COUNT =0
KAi'gable InitialKeyForKATTable A E%BE Y Ml Key 16 InitialKeyForKATTable = 0000 . .. 0000
InitialIVForKATTable A s ey p IV 16 &L Initial[VForKATTable = 0000 ... 0000
KeyStream Hhchadry vl 16 #ERG KeyStream = f871 ... bca0
MCT Ay & InitialKeyForMCT A&7y bl Key Key 16 &Kl InitialKeyForMCT = e47a ... dbc8
MCT InitialIVForMCT AN BEy by IV v 16 R Initiall[VForMCT = 452c ... aeed
MCT Afk COUNT 0 BA L NumberOfOuterLoopsInMCT Ajiii D #5K j 10 K COUNT =0
*3 KeyStream o THdEy b j = (COUNT Ofifi ) IZXiEd 2 Y 16 #&KqL KeyStream = 38f6 ... ada6

*1 129 fHDOET =2 OMEUTO L S 1Z7d T 5.

COUNT = 0 f COUNT = 0 OF — X DI OV TR T 5.
InitialKeyForKATKey = 0000 ... 0000  # COUNT = 0 (ZX5T % Key Zrtih 9 5.
KeyStream = £871 ... bca0 # COUNT = 0 IZxIend 2 #ERADWIfFHE Z Flid 3 5.
COUNT = 1 f COUNT = 1 DF —RDHUZ DWW TR T 5.
InitialKeyForKATKey = 8000 ... 0000  f COUNT = 1 (X153 % Key &7tk d 5.
KeyStream = £871 ... bcal f COUNT = 1 (ZXJ&d 2 BERM D HIFHE % Flib § 5.
COUNT = 128 f COUNT = 128 DF — R DHUZ DWW TR T 5.
InitialKeyForKATKey = ffff ... ffff f# COUNT = 128 IG5 T % Key ZFlikd 5.
KeyStream = £871 ... bca0 § COUNT = 128 (ZHf)5 2 #ERFI OHIFHEZ G 3 5.
*x2 129 DK T — X OMEUTO XS 1Tk 3 5.
COUNT = 0 § COUNT = 0 OF — X DU DV THRT 5.
InitialIVForKATIV = 0000 ... 0000  # COUNT = O ZXH5d % IV 25k d 5.
KeyStream = £871 ... bcal f COUNT = O (2R 2 BERM DIl %2 fdik 4 5.
COUNT = 1 § COUNT = 1 OF —XDOHUZ DV TR T 5.
InitialIVForKATIV = 8000 ... 0000  # COUNT = 1(ZxH69 % IV 2ilikd 5.
KeyStream = £871 ... bca0 § COUNT = 112359 2HERFDOMAHEZ LT 5.
COUNT = 128 § COUNT = 128 DF — X DFUZ DWW TRl T 5.
InitialIVForKATIV = ffff ... ffff  # COUNT = 128 (ZxfJd 5 IV 2k 3 5.
KeyStream = £871 ... bcal § COUNT = 128 (ZXJtd 2 BERH D WfEE % Gdik 4 5.
*3 NumberOfOuterLoopsInMCT [HD AT — X OMAEMUTD & 51tk 5.
COUNT = 0 =007 —XOHIZDONTHRT 3.
KeyStream = 38f6 ... adaé f 7= 0IZIed PRV OMFHEE LR T 5.
COUNT = 1 f7i=10F—XOHITOVTHBRT 3.
KeyStream = 38f6 ... ada6 fj = LIS HRFOMAHEZ LR T 5.

COUNT = ( NumberOfOuterLoopsInMCT —1) f j
#

KeyStream = 38f6 ... a4a6 J

( NumberOfOuterLoopsInMCT —1) OF — X DU DWW Ttk g 5.
( NumberOfOuterLoopsInMCT —1) (2% 3 2 BRI O W FHi# % fdib 3 5.




LRARYZT 74 (¥rsp)

#4: KCipher-2 VARY A7 714 )

BS7IL I X LERARTHRE—HBR—
3 2R b nE LoREE ORI fBDREE BlI=
B
5 {ﬁ; AlgorithmName KCipher-2 SCEEH [AlgorithmName = KCipher-2]
2 ~ Number0fBlocksToGenerateInKATKey KAT-Key DT 278y 78 10 H#ERGE [NumberOfBlocksToGenerateInKATKey = 24]
;I: ; Number0fBlocksToGenerateInKATIV KAT-IV 04§25 70y 78 10 #E#GL [NumberOfBlocksToGenerateInKATIV = 24]
# Number0fBlocksToGenerateInKATTable KAT-Table DT 2 70y 75 10 #E&GEL [NumberOfBlocksToGenerateInKATTable = 3500]
& Number0fInnerLoopsInMCT MCT DRV — T DlE% innerloop 10 #E#AL [NumberOfInnerLoopsInMCT = 1000]
t% Number0fOuterLoopsInMCT MCT DMV — T D al% outerloop 10 &G [NumberOfOuterLoopsInMCT = 100]
A . =
- Number0fBlocksToGenerateInMCT WDV — T DTS 28RO Ty 75 Ny 10 ##Kq0 [NumberOfBlocksToGenerateInMCT = 10000]
Number0fBlocksToCompareInMCT VARV A7 7 4 VIZiskd 2 HRTID 71y 78 N, 10 #EFKE [NumberOfBlocksToCompareInMCT = 24]
KAT-KEY ~v & InitialIVForKATKey Ahezey M IV 16 HEXRG Initial[VForKATKey = 00. . .00
KAT-KEY e — count 0 BLE 128 LR 088 10 i COUNT = 0
ENEN InitialKeyForKATKey AB&75E Y M Key 16 #&Kqd InitialKeyForKATKey = fffc ... 0000
* KeyStream (Hh) HhThsEy M 16 #E#E KeyStream = f871 ... 3e30
KAT-IV Ay & InitialKeyForKATIV AN L5y M Key 16 #E#GL InitialKeyForKATIV = 00...00
KAT-IV KAT-IV COUNT 0 BAE 128 BUF DK 10 &L COUNT =0
AR InitialIVForKATIV Afies ey MIIV 16 iR InitiallVForKATIV = fffc ... 0000
*2 KeyStream (Hh) HhThsEy M 16 &K KeyStream = f871 ... 3e30
KAT-Table ~v & Output Length (bits) hedey Moy Mg 10 ##Kqd [Output Length (bits) = 224000]
KAT-Table COUNT 0 10 iR COUNT =0
KAi'gable InitialKeyForKATTable A E%BE Y Ml Key 16 InitialKeyForKATTable = 0000 . .. 0000
InitialIVForKATTable A5y Ml IV 16 iR Initial[VForKATTable = 0000 ... 0000
KeyStream (iAh] hTHhHsEY M 16 #ERG KeyStream = f871 ... bca0
MCT Ay & InitialKeyForMCT A&7y bl Key Key 16 &Kl InitialKeyForMCT = e47a ... dbc8
MCT InitialIVForMCT AN BEy by IV v 16 R Initiall[VForMCT = 452c ... aeed
MCT Afk COUNT 0 BA L NumberOfOuterLoopsInMCT Ajiii D #5K j 10 K COUNT =0
*3 KeyStream (] #hThsey M j = (COUNT Ofifi ) IZXiEd 2 Y 16 #&KqL KeyStream = 38f6 ... ada6
*1 129 fHOET — X DHAEMTO L S I1FbT 5.
COUNT = 0 f COUNT = 0 OF — X DI OV TR T 5.
InitialKeyForKATKey = 0000 ... 0000  # COUNT = 0 (ZX5T % Key Zrtih 9 5.
KeyStream = £871 ... bcal # COUNT = O IZHJid 2 #R%1.
COUNT = 1 f COUNT = 1 DF —RDHUZ DWW TR T 5.
InitialKeyForKATKey = 8000 ... 0000  f COUNT = 1 (X153 % Key &7tk d 5.
KeyStream = £871 ... bcal # COUNT = 1IZHJid 2 #R50.
COUNT = 128 f COUNT = 128 DF — R DHUZ DWW TR T 5.
InitialKeyForKATKey = ffff ... ffff f# COUNT = 128 IZXf9 % Key %l
KeyStream = £871 ... bca0 § COUNT = 128 (23 2 8R4,
%2 129 fHOET — X DHZBTO & 37T 5.
COUNT = 0 # COUNT = 0 O F — X DHUI DWW TS 5.
InitialIVForKATIV = 0000 ... 0000  # COUNT = O ZXH5d % IV 25k d 5.
KeyStream = £871 ... bcal # COUNT = O IZHJ&d 2 #R%1.
COUNT = 1 § COUNT = 1 OF —XDOHUZ DV TR T 5.
InitialIVForKATIV = 8000 ... 0000  # COUNT = 1(ZxH69 % IV 2ilikd 5.
KeyStream = £871 ... bcal # COUNT = 1 (ZXf)td 28R40,
COUNT = 128 § COUNT = 128 DF — X DFUZ DWW TRl T 5.
InitialIVForKATIV = ffff ... ffff  # COUNT = 128 (ZxfJd 5 IV 2k 3 5.
KeyStream = £871 ... bcal f COUNT = 128 IZHfJd 2 #R%1.
*3 NumberOfOuterLoopsInMCT [HD AT — X OMAEMUTD & 51tk 5.
COUNT = 0 f7i=007—XOMIZDONTHRT 3.
KeyStream = 38f6 ... adaé f 7= 0TI T 2HR%1.
COUNT = 1 f7i=10F—XOHITOVTHBRT 3.
KeyStream = 38f6 ... ada6 f 7 = 1izxting 28R50.
COUNT = ( NumberOfOuterLoopsInMCT —1) # j = ( NumberOfOuterLoopsInMCT —1) OF —X DU DWW Ttk s 5.
KeyStream = 38f6 ... a4a6 f# 7 = ( NumberOfOuterLoopsInMCT —1) (I3 2 HER41.



25 #2774 (*out)

#5: KCipher-2 #&R 7 7 1 )L

w28 5y A (EIOF & Bl
B8
it éﬁ-‘ AlgorithmName KCipher-2 XEEF [AlgorithmName = KCipher-2]
%[L, ~ NumberOfBlocksToGenerateInKATKey KAT-Key OS5 70y 78 10 &K [NumberOfBlocksToGenerateInKATKey = 24]
v N =
i x Number0fBlocksToGenerateInKATIV KAT-IV O4EKT5 70y 78 10 K5 [NumberOfBlocksToGenerateInKATIV = 24]
% NumberOfBlocksToGenerateInKATTable KAT-Table D/ERS 2 710y 78K 10 &G [NumberOfBlocksToGenerateInK AT Table = 3500]
i Number0f InnerLoopsInMCT MCT DORWHEIL— 7D a5 10 #EFF [NumberOfInnerLoopsInMCT = 1000]
fig Number0fOuterLoopsInMCT MCT DOAMUL — 7 D[l 10 &G [NumberOfOuterLoopsInMCT = 100]
Number0fBlocksToGenerateInMCT WHDY — 7 DR T 2825071y 75 10 #E&RGF [NumberOfBlocksToGenerateInMCT = 10000]
Number0fBlocksToCompareInMCT VARV AT 7 4 )IVIZELE S 28RS D 71 v 74 10 #EFKE [NumberOfBlocksToCompareInMCT = 24]
KAT-KEY ~v & InitialIVForKATKey AREZRBEY M IV 16 EXKE Initial[VForKATKey = 00...00
KAT-KEY { Results ) OK XI¥ NG pEZ| OK
KAT-IV Ay X InitialKeyForKATIV AE7BE Y M Key 16 #EXKE InitialKeyForKATIV = 00...00
KAT-IV ( Results ) OK 31E NG ] OK
KAT-Table ~v & Output Length (bits) Hhensdey ploYy bR 10 &G [Output Length (bits) = 224000]
KAT-Table ( Results ) OK XI¥ NG pE2l OK
MCT ~y & InitialKeyForMCT AR E725Ey Ml Key 16 &G InitialKeyForMCT = e47a ... dbc8
MCT InitialIVForMCT ABe7esEy M IV 16 &G InitiallVForMCT = 452c ... aeed
{ Results ) OK XI¥ NG pEZ| OK

o MERAIEDIEGA, (Results ) IZ 0K X RREN5.
o MBRAEKDOYE, (Results ) IZMONDATNG LRRE NS, £72, (Results ) IZiX, VARV AT 7 A VHDAREK Lo 72T — DR INTWBMEH (COUNT, # FEDHETHESERT) OFT —AWBAREK LR 2R

MEIND., AEKERSTT —ADBHBINT VDB X THIE, HEDOVARY AT 7 AERRIC (D] R LRI THL. 7720, [Hh)] LHBLAEZTN 1L OU2BRWES, X7/ FERTLEIEVH 5.
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