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2 RSA-OAEP

RSA-OAEPOOOOOOO0OOOOO0OOOOOOOCOOODOOOOODODODOOOOOOO
gboooobooboobbooboobobon

SMT: Short Messages Test
SLMT: Selected Long Messages Test
PGMT: Pseudorandomly Generated Messages Test

RGT: Random Generation Test(0 D00 0000000000000 000O00O0O0O (O
000000)0000000000000O0000000O00DO0O0mMO0oOOO0n)

gbobobobobobobobobobobobobobobo
goboboobobooobobooobbgeboobbooboboooboboobobooonoon
(MGF)OOoOoooooooooo

01 00bogdogogog
oon gboobobobobo ‘

TYPELl | 00000000 (p,q,dP,dQ,qlnv)
TYPE2 | 00000000 (d,n)

0 2.000e000
gono googobde

TYPEL | e = 65,537
TYPE2 | e0 0000

030000000000

(000 000000000000 \

M_PRNG_ANSIX942 ANNEXC1_SHA1 PRNG based on SHA-1 in ANSI X9.42-2001
Annex C.1

M_PRNG_FIPS186_APPENDIX31_SHA1 PRNG based on SHA-1 for general purpose in

FIPS 186-2 (+ change notice 1) Appendix 3.1
M_PRNG_FIPS186_REVISED_APPENDIX31_SHA1 | PRNG based on SHA-1 for general purpose in
FIPS 186-2 (+ change notice 1) revised Ap-

pendix 3.1
M_PRNG_ISO18031_HASH Hash_DRBG
M_PRNG_IS018031_CTR CTR_DRBG
M_PRNG_ISO18031_OFB OFB_DRBG

040000000 (MGF)OOO
MGFO OO | D000 MGF |
M_MGF_ANSI944 SHA1 | ANSI X9.44 (SHA-1)
M_MGF_ANSI944_SHA256 | ANSI X9.44 (SHA-256)
M_MGF_ANSI944_SHA384 | ANSI X9.44 (SHA-384)
M_MGF_ANSI944_SHA512 | ANSI X9.44 (SHA-512)




gboogboboobooaood

O000000000000000000 [Parameter of PRNG] DO D040 (DUDODDOODODO
0010)00000016000000000000Oreseed counter D 100000000000

¢ PRNG based on SHA-1 for general purpose in FIPS 186-2 (4 change notice
1) Appendix 3.1

100000
2000XSEED
3oogon
400000

e ISO18031 HASH DRBG

1000000000000 ((@0U0ooooon)
2000C

3 0 0 O additional input

4 000 reseed counter

e ISO18031 OFB DRBG

1000000000000 (000oooon)
2000 KEY

30 0 O additional input

4 000 reseed counter

05 000000000
000DO00oOo0oo |oooooooooon
M_Hash_SHA1 SHA-1
M_Hash_SHA256 SHA-256
M_Hash_SHA384 SHA-384
M_Hash_SHA512 SHA-512

6000000000
gbobobobo gooboooboooboob

M _BlockCipher TDES | 3-key Triple DES
M _BlockCipher_AES AES




2.1 0OOOO0OOOOO (*.par)
0 7: RSA-OAEPODOOOOOOODO
IR 00 \ 00
(0D0) | [Algorithm Name] RSA-OAEP
000 | [Function Name] Encryption
[Bitlength of Modulus] 000000
[Secret Key Typel 000o0oooooo
[Public Key Typel Od0eOOO
[Seed P] gooooooooooooooooooo
[Bitlength of Seed P] oo0o0oooooooooooooooooooon
O
[Seed K] goooobobobood
[Bitlength of Seed K] gogodobbbbooooonon
[Hash] goooooooo
[MGF] gooooooooo
[Seed S] OO0 seed0 00000000000 DOOOCOOOOO
O0Oseed000OPKCSf1v2.1 00000000 EME-
OAEPOOO0O0O0OOODODOOODODODOOOODODOO
gooooooooooo
[Bitlength of Seed S]! Seed SOOOOO
[L] ooo (L)
[Bitlength of L] 000 (L)oooon
[Bitlength of S]! OO0 seed0O0ODODO
[Bitlength of Plaintexts] ooooood
[Number of Plaintexts] oooo
[Number of Ciphertexts for RGT] | RGTUUOOOOOOOOOOO
[PRNG] O0000o0o0oU0ooo(ouoooo 20000
0ooooo.)
[Parameter of PRNG] 0000000000000 (Doooooo 200
ooooooan.)
oo [Function Name] Decryption
[Bitlength of Modulus] ooooog
[Secret Key Typel
[Public Key Type]
[Seed P]
[Bitlength of Seed P]
[Seed K]
[Bitlength of Seed K]
[Hash]
[(MGF]
[Seed S]
[Bitlength of Seed S]
(L]
[Bitlength of L]
[Bitlength of Plaintexts]
[Number of Ciphertexts]
[Rate of Fail Data] o0oooooooooo
g
1. J020000000 1020300b00bobooboooo
00 100000: [Bitlength of Seed S] O [Bitlength of S|O 0 0000
00 200000: [Bitlength of Seed S]0 00 00O [Bitlength of SJO 00 00O
00 300000: [Bitlength of Seed S| O [Bitlength of SO0 000000

gooboobooobboobooo




0 8 RSA-OAEPOOODODOOODO (ODO)

oo | oo 00
(O0oO) [Algorithm Name] RSA-OAEP
00000 | [Function Name] Key Generation
[Bitlength of Modulus] OnO000O0
[Secret Key Typel 0000000000
[Public Key Typel O00OeO00OO
[Number of Keys] goo




2.2 000000000 (*req)

0 9: RSA-OAEPODOOOOOOOO

[ 00 | 00 g 0o
(O00) | [Algorithm Name] RSA-OAEP
000 | [Function Name] Encryption
[Bitlength of Modulus] On00000 [1I0000O0)
[Hashl googooooog
[MGF] goooobobooboood
[n] On[l60000O]
[e] D00 e[160000]
[L] 000 (L) 160000]
[Bitlength of LI 000 (L)00000 00000]
[Seed S] 00 seed 000000000000 OODOODOOOODO
seed DO OPKCSH1 v2.1 00000000 EME-OAEP O
obobooboobooboboboboboooooooon
00000 [160000]
[Bitlength of Seed S] Seed SO OO0 [1I00D00OO)
[PRNG] 00000000000 (D0O00o0o00 20000000
0o.)
[Parameter of PRNG] 0000000000000 (D00o0oUuoo 200000
oooo.)
[Bitlength of Plaintexts] 0o0ooooo 100000]
[Bitlength of Ss] 00 seed0000D0 [100000)
[Number of Plaintexts] 0000 [1o0000]
[Plaintexts]® 00 [160000]
[Ss]? 00 seed [160000]
[Number of Ciphertexts for RGT] | RGTUOUOUOUOOOOOOOOOOOOOOOO 10000
0ooOooo[o00no]
RN [Function Name] Decryption

[Bitlength of Modulus]

0,00000 100000]

[Hash] 000000000

[MGE] 0000000000

| [Secret Key Typel 0000000000

SE 00 p[160000]

L 00 ¢[160000]

| [a1® DO00000d[160000]
SE On[160000]

HESE dmodp—1[160000]

| [aq]? dmod ¢—1[160000]

| [qIav]? ¢ modp[160000]

(L]

000 (L) [160000]

[Bitlength of L]

000 (L)00ooo [1ooooo)

[Bitlength of Plaintexts]

O000oOoOo [1oooo0]

[Number of Ciphertexts]

00000 [100000]

[Ciphertexts]?

000 [160000]

1. [Number of Plaintexts| 0 000000000

2. 00 300000 [Number of Plaintexts]| 0 0 00 seed 0 00000

3. 0000000000000000(d,n)00000 ([pl,a,[dP),[dQ),[qInv]) D00 OO
gogooodaoon

4. [Number of Ciphertexts] 00 000000000




0 10: RSA-OAEPOOOODODOODO (ODO)

oo | 0o 0o
(0o) [Algorithm Name] RSA-OAEP
00000 | [Function Name] Key Generation
[Bitlength of Modulus] |0 nO00O00D0 [100000]
[Secret Key Typel S
[Public Key Typel 000 eOdOO
[Number of Keys] 000 100000]




2.3 FactsOOOO (*.fax)

O 11: RSA-OAEP FactsO OO QO

IR 00 \ 00
(0D0) | [Algorithm Name] RSA-OAEP
000 | [Function Name] Encryption
[Bitlength of Modulus] 000000
[Hash] gooooboobod
%[MGF] goooobobooood
[Secret Key Typel 0000oooooo
| [Public Key Typel 000 e0OO
[p] 1 aop
[q]! 00 ¢
[a1! 0oooooOdd
[n]! On
%[dP]l dmod p—1
[aQ1’ d mod g — 1
[qInv]! g ! mod p
[e] oo0 e
A 000 (L)
[Bitlength of L] 000 (L)oooon
[Seed S] OO0 seed0 000000000 0OODOOCOOOOO

O0seed DO0OPKCSE1v2.10 0000000 EME-
OAEPOOOOODOOOOOOOOOOOOOOCOO
gbooobooobooog

[Bitlength of Seed S] Seed SOOOODO

[PRNG] 00000000000 (OoU0oooo 20000
ooooo.)

[Parameter of PRNG] 0000000000000 (Doooooo 200
ooooooao.)

[Bitlength of Plaintexts] ooooood

| [Bitlength of Ss] 00 seed0000O0O

[Number of Plaintexts] oooo

[Plaintexts]? 0O

[ss]3 OO0 seed

[Ciphertexts]? oono

[Number of Ciphertexts for RGT] | RGTOUOODOOUOODOOOODOOOOODOO 10
goooooooo

1. 000000000000000(d,n)00o000 ([p)d,n),[dP],[dQ,qnv)) 00000
ooooo0o0o000

2. [Number of Plaintexts]| 00 0000000000000 0O0O0O0OO 10000000
gooboobo.

3. 00 300000 [Number of Plaintexts] 00 00 seed0 00000
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0 12: RSA-OAEP Facts 0000 (00)

=R 00 \ 00
(00) | [Algorithm Name] RSA-OAEP
o0 [Function Name] Decryption

[Bitlength of Modulus] On00000
[Hash] ggooooboooo

| [MGF] oooooooooo
[Secret Key Typel oooooooooo

| [Public Key Typel 000 eOOO
(pl! oo0p
[ql! 00 q
(a1t 0000oo0O00d
[n]! On

| [ar]? d mod p — 1
[aQ1t d mod ¢ — 1
[qInv]? ¢ ' mod p
[e] 000 e
[L] ooo (L)
[Bitlength of L] 000 (L)00o0ooo

| [Bitlength of Plaintexts] | DO OOODOD
[Number of Ciphertexts] gboooon
[Ciphertexts]? ooo
[Plaintexts]? oo

1. 000000000000000(d),n)00000 ([pl,lq),n),[dP],[dQ],[qnv)) 00000
000000000

2. [Number of Ciphertexts| D0 0000000000000 0000O0O0OOOO0OO][Plain-
texts) D00 00000 decryption error J 00000
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0 13: RSA-OAEP Facts 0000 (00)

oo | oo 00
(O0oO) [Algorithm Name] RSA-OAEP
00000 | [Function Name] Key Generation
[Bitlength of Modulus] OnO000O0
[Secret Key Typel 0000000000
[Public Key Typel O00OeO00OO
[Number of Keys] goo

12




2.4 000000000 (*rsp)

O 14: RSA-OAEPODOOODOOOODO

IR 00 \ 00
(0D0) | [Algorithm Name] RSA-OAEP
000 | [Function Name] Encryption

[Bitlength of Modulus] 000000 [100000]

[Hash] gooobooboobod

[MGF] gooobobobood

[n] On[160000]

[e] 000 e160000]

[L] 000 (L) [60000]

[Bitlength of L] 000 (L)00oo0od [ooood)

[Seed S] OO0 seed00000000O0DODODODOOOOOOOO
O0seed JO0OPKCSE1 v2.1 00000000 EME-
OAEpOOO00O0OO00OOCOOOOOOOOOOOOO
000000000000 [160000)

[Bitlength of Seed S] Seed SOOODDO [1I00000]

[PRNG] 00000000000 (00000020000
ooooo)

[Parameter of PRNG] 0000000000000 (Doooooo 200
ooooooo.

[Bitlength of Plaintexts] 0000000 (100000

[Bitlength of Ss] 00 seed0000D0 [1I00000)

[Number of Plaintexts] 0000 [oooo0]

[Plaintexts]! 00 [160000]

[ss]? 00 seed [160000]

[Ciphertexts]! 0000000 [160000]

[Number of Ciphertexts for RGT] | RGTOIOOOOODOOOODOOOOOOOOO11O
goooooooo

[Ciphertexts for RGT] D00D0ORGTOO0000000000000000
10000000000 16eoo0g]

O

1. [Number of Plaintexts| 0 0 0 0000000000000
2. 00 300000 [Number of Plaintexts| 0 D00 seed 00000
3. [Plaintexts| 0000 10000000000O000 [Number of Ciphertexts for RGT] O

goooo
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0 15: RSA-OAEPOOOODODOODO (ODO)

=R 00 00
(00) | [Algorithm Name] RSA-OAEP
o0 [Function Name] Decryption

[Bitlength of Modulus]

O,00000 100000]

[Hash]

gobogooaoo

| [MGF] Dooooooooo
[Secret Key Typel oooooooooo
[p]? O0p60000]
| [q)? O0qecoon]
| [4]? 0000000 d[160000]
| [n]? On(l60000]
| [ap12 dmodp—1[160000]
Ik dmod ¢—1[160000]
| [qInv]? ¢ modp[160000]

(L]

000 (L) [160000]

[Bitlength of L]

000 (L)00000 100000]

[Bitlength of Plaintexts]

O000000 fooooog]

[Number of Ciphertexts]

00000 [100000]

[Ciphertexts]?

000 160000

[Plaintexts]?

000000 [160000]

1. 000000000000000(d,n)00000 ([p],q),[dP],[dQ),[qnv]) 000000

gbobooobogad

2. [Number of Ciphertexts]| 00 0000000000000 O0O00OOOO [Plaintexts| 00

UO0D00O00 decryption error DO OOO
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0 16: RSA-OAEP O O0OOODOOODO (ODO)

I 00 \ 00
| (00) [ [Algorithm Name] | RSA-OAEP
00000 | [Function Name] Key Generation

[Bitlength of Modulus]

O,00000 l00000]

[Secret Key Typel

gbooooboooon

| [Number of Keys]

000 [100000]

| [p1?

000000 p[160000]

| [q1?

000000 g[160000]

| [at

00000o0ooooodle0oon]

RSE

0000000 ef[l60000)

[n]!

00000 n([l60000]

| [ap) 0000dmodp—1[160000]
[dq1t O0000dmod g—1[160000]
[qInv]? O000g¢ 'modp[160000]

1. 0000000000000000(/p)0[q0[d0[e0n)00000 ([p)0

[qinv]O [e]0n) 000000000 [Number of Keys) 00000

00000000000 TYPEIOOOOOOOOOOOO ([p)d[q0[dP]0 [dQ]O [qlnv]O
[j0n)000000000000000000002000000000000000 1
000 ([p)0[q)0[dP]O[dQ)0 [¢Inv]O[e]0[n)) 000000000000 2000 ([p]0[q)0

[dP]O0 [dQO [qInv]O [e]0[n)) 0000000000 O(@MODOO)

[p]

...t100000p00000O0O

[a]

...f100000¢000000

[dP]

..t1000dmodp—1000000

[dQ]

...t1000dmodg—1000000

[aTnv]

..41000 ¢ 'mod pO00000O0

[e]

...f1000000e00C0DCO0O

[n]

...t10000n000000

p]

...f200000p000000

[q]

...4200000¢000000

[dP]

...t2000dmodp—1000000

15

[a]D [dP]O[dQ]O



[dQ]
...42000dmod ¢—1000000

[aInv]
..42000 ¢ 'mod pO0 00000

[e]
...£2000000 000000

[n]
...420000n,000000

16



2.5 000000 (*.out)

O 17: RSA-OAEPO DO O0OO0O
| 00 00
[Algorithm Name] | 00O 0O
[Function Name] ooooooad
[Results] oooad

e JODOOUDODOOI(Results] J OKOOOODDOO

e JUUODDOUOUOI[Results] DO OUOOODOONGODOODOOOOOO [Results] OO0
gboobobogoboboobobooboobobooboobooboboooobobo
00 (NoO#0000000000)0000O00OODOOOOOOOOOOOOOOOOO
gobobooogoobobooogobooboboooboobooboboobooboon
gboooboboooobooooooooboboobog1l1b0oboooobobboooobobn
gooon

e J0I00OUDODDOUOOLUOULOLUDLOULOUDOOUDOLDOOUOOODOOO (ok)
000000000 (NG)ODooooooooooo
NG(#1 : p is prime ?)
ok(#1 : q is prime ?)
O000o0k(#1: qisprime 7)00¢q0 00000000000 OOOOOOOO0O0O0OO
NG(#1: pisprime ?)00p0000000000OODODOOOODOOOOOOOOODOO
0o0o0oooooobooooooboooooon

17



