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1 B8

AEL, BEES7 LT X LFERERY — )L JCATT) IZFEE I N-AREIICET KBS 7 L) X
LEEBEABRARZGLRTE2EDTH S, RO RE T HES TN T ALK 2ZHIRTED T
H5.

11 BE7ILIY TLEZERBRY —IILOBE
EE TV R LEEREY — VXKD E 2.

o AN RDOFEEVIES TN TV XLAKF IR TN FEIIL > TEREINTVWENE S
N iRERT 5.

o FIZIET 1« ¥ RIVEL DG ZE A EFRESEE, BAMGERSEE, BT ERgEE 7 &, KI5 A
A9 HHREZ L ITiABRE1T D

o I5E TN TV XLEIERRY — L LB ROELE L, K7 7 V2N L TT —XOBE[GF
TS, TOZEIZE0 AR T Iy N 74— L LD ESERERZRBRAREL L. 22T,
V=V THIEE7 7 A IVOWNGRIZLATFDE B TH 5.

- BT 7 AV W57V T ZALFEGARY -V BERT 27 7 AV BEET VT Y X
LT B AN T — R R OISR LSRN T WD, 5T Y 2 — LV ikBREE 5 R
VRMINES.

- E7 740V BS TV TV XLEEGAERY — I VYER] 7 7 A )V E RIRIZAER S 2 7 7
A BT IVTY XL T B ANT — &, HIEIER L OIS % T — X 2306k
TNTWVWD. BHEY 2 — Vil CTHREZEL, BIE 7 7 A VB E SN T E BRIz HE
T7AINVEIRET .

- FAET AN RURMT, B 7 7 A NVETIIESEY 2= VDB ERLZTFANT 7
). RY AP SIESEY 2 — )VERBRBEE I~ 5

Ty AT H—=v MIHER[3], > TN T 7 1 IVIESCHR [4] 2 2.
BT L3 ALNEERBOBENIZ, X 1.1 D@ TH5S.

X 1.1: 57039 X LEERBORN

g57 L3 Z“A%%Eﬁ@

ERTFAL | | BRETFAL

rﬂ’&%’ﬂbj‘ux‘A

BZI74IL

BERUHIE

o /

1.2 KXEDHEK
AREOLAEDORERIZIROEY TH 5.
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o 3 DI K SDMBUIEH 2k 9 5.

BH, AERZBELUTIROWEZMHHAT 5.

o JCATT: lEE 7N IV X AEREREY — L
o IUT: JCATT H3iRERD K& & 3 % 24k
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3 BES7ITY XLEEHARLRK - A -
31 E#

T4 ¥ ZIVE4 DSA (FIPS 186-4), ECDSA, RSASSA-PKCS1-v1_5, RSASSA-PSS D& 55 7 )L
) ALGRBRIEE %25 T 5.

3.1.1 DSA (FIPS 186-4)
DSA (FIPS 186-4) D iRBR HALEEIZIRDIED TH 5.
o RXAAUINT A —REFHBERE
o KA AT RA—RIEHEBE
o PHART Mk RE
o B EHERE
o EXMGIHERE

3.1.1.1 R XA VIRT X —4 Esae R

RALUNRSGA—ZDSE p & gz DdVTI,

e FIPS 186-4 Appendix A 1.1.2 “Generation of the Probable Primes p and ¢ Using an Approved
Hash Function”

Xl

e FIPS 186-4 Appendix A 1.2.1 “Generation of the Primes p and g Using the Shawe-Taylor Algo-
rithm”

R I NT WD R A A YN T A= REFIEII ST p & g WEBINT VWS Z L 2iART 5.
T, FAAMUNT A=K glZDWVTIE,

e FIPS 186-4 Appendix A 2.1 “Unverifiable Generation of the Generator g”
X
e FIPS 186-4 Appendix A 2.3 “Verifiable Canonical Generation of the Generator g”

W ENTWE AL UNRTA—=RERIFEIR > T gBERSNT WS Z & 2ilERT 5.
RAA V8T X =R ERBEREI, IROBE ST L T XL ALY THHT 5.

e FIPS 180-4 THEZ N,y ¥ 2B

RA A UG A — RERBERERBRIZ > T, ZORET L I) XADEES TV I X LFEERE
IZEK LU TWARELRR S,

31111 p,q DEMREER
3.1.1.1.1.1 FIPS 186-4 A.1.1.2 ICE D < HERMFEH p, g DER

FIPS 186-4 Appendix A IZEEik XN TWB R A A 28T X —X& p, q, counter, domain_parameter_seed
DIESMEEART 5.
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~
e fEE I N/ FFC NT A =Xty b ROy Yaf iz U T, IUT AR L 72

domain_parameter_seed O counter % JCATT 1Z A1 U, JCATT | FIPS 186-4 A.1.1.2
DTINVTY XL S>T2DODRE K p, ¢ 23157 T 2. 20 p, ¢ &, IUT BERKL 7= p,
gMENENEFEL NI &,

o IUT DML U728 HEET 2E) DR AL VRT A=K (p,q) WETELRDLHLDT
HBHI k.

/
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3.1.1.1.1.2 FIPS 186-4 A.1.2.1 ICE D FH# p, g DERR

o REIN/ZFFC /NI A —=R¥y b KONy ¥ 2B U T, IUT DK U 7= firstseed
% JCATT (Z Af3 U, JCATT & FIPS 186-4 A.1.2.1 D7) TV X LIZHE-T p', 4,
pseed’, gseed', pgen_counter’ X U* ggen_counter’ %Gt H S 5. T D p', ¢, pseed', gseed',
pgen_counter’ i O¥ ggen_counter’ &, TUT HMERL U 7z p, q, pseed, gseed, pgen_counter
O ggen_counter L D3 TNTNFEL NI &,

o IUT DR L 728 (BIBHET 2E8) DR AL U IRT A=K (p,q) WETHERRDLZHDT

HoHZl.
o /

3.1.1.1.2 g DEMRAER

3.1.1.1.2.1 FIPS 186-4 A.2.1 ICED< g DERK

o p KU gz UT, IUT AERK L 7z ¢ & JCATT IZ AJ1 U, JCATT |& FIPS 186-4 A.2.2 D
TIUT) XL -T2<g<p—171Dgi=1 modp %J7= 3 Pikbkd 5.

3.1.1.1.2.2 FIPS 186-4 A.2.3 ICED< g DERK

e N
o p RV q, domain_parameter_seed, XU index \Zxf U T, IUT D34 L 7z g % JCATT IZ A

JIU, JCATT IZ FIPS 186-4 A23 D7)V I AL ->T g #3t8HT 5. 2D g & IUT
DER U g BRFELWZ &, (8B, p KU g % FIPS 186-4 A.1.2.1 IZEDWTHAKT
5354, firstseed, pseed, U gseed % 38iE U 72 % O % domain_parameter_seed ¥ L THk

>

D)
o /

3.1.1.2 RAA VNS XA —YREIHEBER R
RAALUNTGA—=ZDSH p & glZDONWTI,

e FIPS 186-4 Appendix A 1.1.3 “Validation of the Probable Primes p and g that were Generated
Using an Approved Hash Function”

X

e FIPS 186-4 Appendix A 1.2.2 “Validation of the DSA Primes p and g that were Constructed Using
the Shawe-Taylor Algorithm”

hEoT p & g RWREET BHsRE R AT 5.
7, KA VAT A=K g IZDWTH,

o FIPS 186-4 Appendix A 2.2 “Assurance of the Validity of the Generator g”
X%

e FIPS 186-4 Appendix A 2.4 “Validation Routine when the Canonical Generation of the Generator
g Routine Was Used”
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IHE- T g DREET B HEBE 2 iABRT 5.
RAA VN T A= ZBGEREEEIL, IRDOBG ST TV AL 2 HAEDETHAT 5.

e FIPS 180-4 THE I N7y ¥ 2 BI%K

RA A VN T X — ZMEFEEERERIZ G > T, 2O E 7L 3D XADES 7L I ) X LFEERER
IZEHK LU TWARERH S,

3.1.1.21 p, g DRIERER
3.1.1.2.1.1 FIPS 186-4 A.1.1.3 ICE D < p, ¢ DIREE

e 3.1.1.1.1.1 HiZElAR U7z p, g ERBEREICH T 2RBICEET 2 X572 p, g
domain_parameter_seed, counter (ZXf U C, IUT H* “EM" L HET HZ &,

e B.LLLLLLILT HIZRR U7z p, g HRERIZN T H2HBRICER TS L% p, g
domain_parameter_seed, counter \Zxf U C, IUT 28 “SIE" L HET 5 Z L.

3.1.1.2.1.2 FIPS 186-4 A.1.2.2 ICE D < p, g DHREE

o 3.1.1.1.12 filZElB U7z p, g BRI 9 23ABRICEG T2 K 5 7% p, q, first_seed,
pseed, gseed, pgen_counter, ggen_counter \ZXf U C, IUT 23 “GF" L HETHZ &.

o 3.1.1.1.1.2 HilZFliR U7z p, q HEEBSBEIZ 0 B 3BRICIE KT 5 K 5 78 p, q, first seed,
pseed, gseed, pgen_counter, ggen_counter \ZXf U T, IUT 23 “RIE" L HETH Z &.
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3.1.1.2.2 g DI
3.1.1.2.2.1 FIPS 186-4 A.2.2 ICE D < g DHREE

e 3.1.1.1.2.1 HIZEIR U7z g ERFRE I § 25ABRICEG T2 K 572 p, ¢, g 1T LT, IUT
MeGIE L HET B L.

o 3.1.1.1.2.1 HIZELIR U7z g AERBSRE I T 25ABRITIEK T2 £ 572 p, ¢, g \ITX LT, IUT
MRIEEHET B L.

3.1.1.2.2.2 FIPS 186-4 A.2.4 ICE D < g DIREE

e 3.1.1.122 filziid U7z g AMmEIc T 2BRICESET 2 L5% p, g g
domain_parameter_seed, X O\ index 25§ U C, IUT 28 “ER L HET 52 L.

311122 FiCilB U7 g AKBEREIC N T 2BMIZENRT DL D% p, ¢ g,
domain_parameter_seed, Jx O* index (Z 5§ b’C, IUT DY “RIE?EHET B &,

3.1.1.3 SEARTENEEEGEER
PR T RSB RE AR ORI E IZIXDE D TH 2. 0B, 774 X— Mtz x, AHE y £ T 5.

y=g¢'( modp) THBHZ &

1<x<g—-1,2<y<p-2ThH5BZ &

Y=1( modp) THdHI &

IUT DR U 72 I HRE T 280 DR THRTRLZ2EDTHL I L.

AR 7 B EERE 1L, IRDOIE S T IV I) AL EHASOE THEHT 5.
e NIST SP800-90A THiE X 7= P& imNELEE e

PR T A RS REERBRIZ BT > T, ZDIEES 7L TV ZADKES 7L 3 ) X LFERERBRIZEK L T W
LNENRD 5.

3.1.14 FBRERKESR
B A R RE AR O FRERIE B (3, BABR 1 EER 2 TH . IR 1 TH 5.

HER 12 ORER. ICMVP #E2E D i ER)
/

~
o JICATTWE AT 54 R— b x, AL VINT A=K FOEX, W E I Nz Yy
Y aBEBUT LT, IUT DML U 7284 % JICATT DEBAMGE U 7B B BGFER & 72
5T L.
o MU AU 7TTA4R— MR U TEBGIEHET 28) B4 %2 LK E 720, TUT
NEIUEBLZER LN
\_ J
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FHER 2(DSA2VS A (CAVP H ) D iklk)

e JCATT W52 72, RUEE I NNy ¥ aBEIZ U T, IUT BAERK L 2284, =1
WSS 5 KA A VX5 A =R K OAFAHEE, ICATT MBLIGEE U 72 R 12 B BGETE S
CBHT L.

BHEERRL, ROBEE TV T XL EMAGLETHEHT 5.

e FIPS 180-4 THE X N/=/Ny ¥ 2B
o NIST SP800-90A THIE X 7= e S LA ik 25

B RBSRERERIZ N > T, 2TNHDIEE T LT XLADEE 7L I X LEERBIZEK LT
WA BERD D,

3115 ZEZRIRIAMEESER
BAMRGERREABR OB H IJX D@D TH 5.

o JCATT 35272 IEL WARE y, A A 2 XF X =& EXROEL, MR EI N
Ny Y aBEIZH U IUT DY E U BEAKRGEEK EHET 5 Z &,

o JCATT DMEL L 72X, B4, XIIABBIZK U T, IUT RNBLRIEASK L HET S
ze.

B MEIRSEE L, IROBEET IV T ) AL EHASOECHHT 5.
e FIPS 180-4 THIE I N7/-/y ¥ 2 B

B MRAERSRERER 2L o T, 2NSDIEETILTY XLADIES 7L IV X LEERERIZASK LT
WERBEDDHD.
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3.1.2 ECDSA
ECDSA Dl REERE IZIRDE D TH 5.
o KA AT RA—XRAEKIGE
o RXAAUINT A — RMEFHERE
o PHART Bk RE
o NEABEMREIHERE
o B HERE
o EXIMGIHERE

3.1.2.1 R XA VIRT X —4 Emkaes R
RAA VINT A =R L BEEEABRORBRIEH IZIRDED TH 5.

31211 ¥ p DiFE

MEEATREZR T ¥ X LAHHERCH 22 E S TR U TEER 1, 2 DWW 2 FE173 5. BEE 3R 1
ThH5.

AER 1(WEE DR

=
F, FAEMMS0EE

e tFaVUF 4L RVEsELT, n A max(25,224) Y N ETHEZ L.
e 44> +27*> #0( mod p) THBZ &.
o a,b,xg, ¢ MWOLALE p—1 AT DERTHL Z L.
o y2=xi+axg+b( modp) THDI L.
o nMNEHTHBHZ L.
o pINEHTHBI L.
e h<2B D h=|(/p+1)?/n] THBZ L.
e nG=0ThHbdZL.
¢ TRTDIKB<100Z{H LT pP£1( modn) THBZ L.
e nh£pThHdHI L.
o IUT ARG L 7288 (BIEHIET 28) DR AA VY NRFTRA—RNPLTRRLZEDTHS
Ze.
o _/

SAER 2(MEE T RER T > 2 L HHRIT R 5 3ER)

10/27



- N
F, LEMMROBE

o IUT »3 SEED % 11§ 254, ANS X9.62 A.3.3 1Z5diR & 172 “Verifiably random™ 72 /5%
THEBINHIRTH 5 Z L 2 WREET 5.

e X aUT 4L RN EsE LT, nh max(2s,224) ¥y NAETHB Z L.

o 4a> +270* #0( modp) THBZ k.

® a, b,x(;,y(; 7b§OJ>J\J:p—1 LXT@%%&“C&)% Z <‘_’_

o y2=x}+axg+b( modp) THBI L.

o nNEHTHBHZ L.

o pINEHTHBZ L.

e h<2B)Dh=|(/p+1)*/n] THBZ L.

e nG=0ThHAZ L.

e TRTDIKB<100IZHLTpP£1( modn) THBZ L.

e nh#Ap ThHhdZ L.

o IUT AEM U GIBHETE2E) DRAAL VNRTA=ZNRETRRLZEDTHD
Ze.

. J

31212 B2 0BG

MGEEATREZR T ¥ X LHARCTH 22 E S TR U TR 1,2 D WIhd 2 5475 5. BEE XA 1
TH5.

AER 1(WERE DAER)

—
Fon EX¥SFHBRIRDIZE

o tFXa) T LR EsELT, ndmax(2s,224) ¥y NAETHB Z &,
o f(x) BREmDF, EEENZIHATHD Z L.
o a,b,xg,yc MR m—1TFDOF, LZHATHLZ L.
e h#0inFy THBZ &,
o yi4xoyG =xp+axs+binFopn THBHZ L.
o nNEHTHBHZ L.
e < 2B PO h=|(V2"+1)*/n) THBZ L.
e nG=0ThAZ L.
e TRTDI<B<IIZHLT2"™ £1( modn) THBZ L.
e nh#£2"TH5 I L.
o IUT AU 7B GIEHETEE) DR AA VNI A—RBETREZEDTHD
ze.
\_ %

FBR 2(MGEE T REZR T > & LRI X3 5 5A6R)
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r ™
Fyr LAEMEROBE

o IUT »3 SEED % 11§ 254, ANS X9.62 A.3.3 1Z5diR & 172 “Verifiably random™ 72 /5%
THEBINHIRTH 5 Z L 2 WREET 5.

e X aUT 4L RN EsE LT, nh max(2s,224) ¥y NAETHB Z L.

o f(x) B Bm DT, LEEHNZIERTHD Z &.

o a,b,xg yoc IR m—1UTDF, LZHEATHEZ L.

e h#0inFu THBHZ L.

e V2 +x6Y6 Ex3G+ax2G+binF2m ThbdZ L.

e n RFEPTHEH L.

e h<2B D h=|(V2"+1)?/n] THBZ L.

e nG=0ThHAZ L.

¢ TRTDI<SB<I00ZXULT2"£1( modn) THDHI L

e nh#2" ThdHZ L.

o IUT AEM U GIBHETE2E) DRAAL VNRTA=ZNRETRRLZEDTHD

\._t-
- /

3122 RXAUNRTA—SRIEEEEHER

R A A V8T A — X BGEHREABR O RBRIE H IR OBk 1 IdiRAER 2 THh 5. BEldidli1 T
H5.

AER 1(0EE DFlER)

o JCATT WEZ -RIHNCER U7z K X1 V85 A — XA aeiBRIEH IS5 L5 7%
RALUNRTA=RIZHUT, IUT DG EHETEHZ L.

o JCATT D E X 7=HifiiZidit U7z R A 1 VX T A — R AEISREABRIER &N T 5 & 5 7
RAAUNTGA=RIZR LT, IUT B “RIE"EHET S Z L.

FBR 2(MREE AT RE R T > X LRI 3 5 5AHR)

o IUT A ANS X9.62 A.3.3 IZ50ik X 172 “Verifiably random” 72 /55 CHA K & N7z #lifR T dH
% Z L EBMGES AREZ R D54, JCATT A5 2 721 EL W R A A > 385 A — X (SEED %
B ITH U T “BGIE EHE L, JICATT B G-Z 72 AR IER R A A VN T A—=ZITH LT “A
ErEHET S L.

3.1.2.3 SR T7ERERES R
PR T SRR, IRDOBE S 7L 3) X A2 HlASHLETHiHET 5.
e NIST SP800-90A THiE & 317~ P& imiELE L Bl s

PR T A R REERERIZ e > T, DS TN I XLADRES 7))L I ) A LEEARIZERKL T
LD 5.
PR T A B RE AR DFABRIEH H ISR D@ D TH 5.
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3.1.23.1 & p DBA

a I
e QA0 THDHZ L.

yZQEx3Q+axQ+b( mod p) THHZ &.
nQ=0ThHbHI L.
0—dGTh3dZ L.

IUT DMER U 7288 (BIRRE T 28) OBRTHETCELRLZEDTHL I L.
N J

3.1.232 2 0%E

4 N
e QAU THBHZ L.

y2Q+nyQEx3Q+axé+bin]F2m THd I L.
nQ=0ThbHZL.
0=dGThHdHZ k.

IUT SRR U788 (B HE T 28) DERTHRETELLIZEDTHS I L.
\_ J

3.1.24 REREBIRGIKEESER
N FHBERGERERERRBR D FRERIH H 13X DE Y TH 5.

o JCATT M5 Z 7= w2 Foak U 7z B 7 A S rERBRIE H I E G5 2 K 5 W ARBITN L
T, IUT WG L HET 2 Z L.

o JCATT 25 Z 7= BT HilZ Gk U 728~ 7 A il nE e BRIH H 1T 978 K 5 7 ARSI L
T IUT W “RIE"EHET B Z L.

3.1.25 FBRERKESR
B AR AR O FRERIE H (3, BB 1 EER 2 TH 5. 3R 1 TH 5.

Ny v a BI8BUL, SHA-224, SHA-256, SHA-384, SHA-512 , SHA-512/224, SHA-512/256 DHi /2 5
fRET 2.
B4 REEE X, ROBES 7L 3D XL 2MALGDETHMT 5.

o LMD T BNy > 2 BEK
o NIST SP800-90A THiE X 3L7- i im LA E Bl a8

AR R BSRE R ER 1T T o T, INSDIEETIL T XLADIEE T TV X LEERER ISR LT
WBREDH 5.
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HER 1 D RER. ICMVP #4520 i ER)

o JCATT 5272774 R— Mt d T OFEXTH UTC, IUT AERK L 7284 %, JICATT »°
BUMGE L 7RI BA/MEEGK L b T L.

o MUY, AU TTAN— MW U TEE GIREIET 28) B4 Z ERE 721, IUT
DA UBELVBER I NBRNT &,

A BR 2(ECDSA2VS A # (CAVP H.#1) Oilk)

o JCATT D35 Z 7= E3ITx U T, IUT D3MERL U 72 B4 RO F IS 5 NFifk %, JCATT
MELWGE L 7R BABEEAK L 5 2 L.

3.1.2.6 EBRRIEEEFR
BAIRGERREABR OABRIHH XX D@D TH 5.

o JCATT 5 2 7-1E L WABHE O, SEX R OES, Wi E I vy v a BBz L
T, IUT D’ BEBGEEE EHETH Z L.

o JCATT DRE U 72X, B4, UXABFEIZ N U T, IUT BNELMREEAREHK & HET 5
ze.

Ny Y aBUE, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512 , SHA-512/224, SHA-512/256 O
i SIET 5.

BHMEEREREABRIZ SN o T, AT 2Ny ¥ 2 B S 7L T ) X LAFERBRIZEK L TV
LEND .
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3.1.3 RSASSA-PKCS1-vl. 5
RSASSA-PKCS1-v1_5 OB REEREIZIRDE D TH 5.

o AT A plbkHE
o FH& A ibaE
o EHVMGLI%AE

3.1.3.1 @AR7 LR

SRR [1] 12508k & 172 RSA 7L 3 XL (RSA-OAEP, RSASSA-PKCS1-v1_5, RSASSA-PSS) ®
T4 R— NI, 7T A RN— MR (55 R OB ERR) (28T Chinese Remainder Theorem
(CRT) Z WA M E S PT & o T, 2PN S, CRT Z WA WEE, 77 1 X— M (n,d)
DM TH D, CRT 2 W 25E1% (p,q,dP,dQ,qlnv) DR TH 5. U=h > T, il ROFERT £
FRASHEDY CRT FHD dP,dQ,qlnv 1T 5N E S0 L > T, idBIEE 2 20528 2T
5. FNENABRIEE ZIRDEY TH 5.

- ™
CRT % AUV 3 WMBA DA 7 £ A AL BIE B

e n EEINZEY PETHBZ L.

plqdEy FEMNELWI L.

PREMTHB L,

qlIFEHTHBHZ L.

n=pq%iiz4 I &.

e-d=1 modA(n) Zii7=3 Z &.

R I NG GIRHE T 28) ODRRT PR TERRLZEDTHH I L.

\_
/

AN

CRT ZRW5I355 DR 7 L kikeEsRIEE

nHEEINZEY NETHBZ L.
pLqdDEY FENMEFELWVWI L.
plEFEHBTHBHZ L.

q \IFEHTHBHZ L.
n=pq%&iiz4 I &.

e c-dP=1 modp—1%iji7=3 k.
e-dQ=1 modg—1 %32 k.
g-glnv=1 modp Zim7=4 T &.

BRI NI IRHE T 28) DRERT PR TERRLZEDTHDH I L.
o /

ZZT,An)iEp—-1,qg—1DR/NAEHTHS.
PEAR TR REEEE L, RO E 7L T XL 2 AL HbETHAT 5.
e NIST SP800-90A THiE & 31 7- PerE imiELE L Bl
PR T S REERBRIZ BT > T, ZDIES 7L TV ZADKES 7L 3 ) X LFEERBRIZEK L T W
LD 5.

3.1.32 ERLEMMEESR
B2 A RETABR O ABRIHH IJXDIE D TH 5.
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o ICATT 5272714 X— N (n,d) XX (p,q,dP,dQ,qlnv), KO3, W ITIRES 1L
Ty Y aBBICH UCIUT BRIELWEZRZERT S Z L.

Ny Yo BEEUE, SHA-224, SHA-256, SHA-384, SHA-512 , SHA-512/224, SHA-512/256 O Hihs &
fBEd 5.

B SBEREERER TN > T AT ANy Y a O STV 3 XAEREARBRIZEK L TV
LNENRD S,

3.1.3.3 ZERREAESR
FAMRGERREABR OERIHH [ZIR D@D TH 5.

o JCATT D5 Z 7= NHH#E (n,e), EX B EH, MTITHES NNy ¥ a8 LT,
IUT D’ EBEAWGEEE CHET H Z &,

o JCATT B LU 7=, B4, XU AFAFIZN U T, IUT BBLHEEARAGK & HET 5
ze.

Ny Y a UL, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512 , SHA-512/224, SHA-512/256
i S HET 5.

BHMEERSRERBRIZ SN o T, T 2Ny ¥ 2 B S 7L TV X LAFERBIZEK L TV
LEND L.
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3.1.4 RSASSA-PSS
RSASSA-PSS OB REEREIZIRDIED TH 5.
o PHART Mk RE

o B kikRE
o EXIMRGLHLAE

3.1.4.1 SRV ENBEEEER
313 HUTELE U 7R 7 L BB L W U TH 5.

3142 ERENEEFR
B4 R ABR O G BRI B (3R DFAER 1 XUZAER 3 TH 5. BEE i3l 1 Th 5.

AHER1

o JCATT I35 A 7275 A R— Mt (n,d) X (p,q,dP,dQ,qInv), F-3XIZH U T IUT 23K
U7z B4 %, JCATT BB LMGE L 7RI BABGEAK L b Z L.

o salt B0 THRWES, ALY, AU T T A R— MEZX LT, EEGILEHE T 250
BHEER I, IUT BRI DB/ ZER LN L.

ABR 3ER THEM T 2B, salr 2 F77E U TT 5 BEAI A J15AER)

o JCATT 5272774 R— Mt (n,d) X% (p,q,dP,dQ,qInv), “¥-3C, M IZHRE X N7z
Ny Y BB salt IR U T IUT BAIELWEBZ 2 LT L.

Ny Yo BEEIE, SHA-224, SHA-256, SHA-384, SHA-512 , SHA-512/224, SHA-512/256 O Hihs &
fRET 5.
L SHSEEL, IROBEE 7L 3 AL 2 MALSHLECTHAT 5.

o LMDMT BNy ¥ 2B
e NIST SP800-90A THiE X 7= P& imELEE e

B RBSRERER 1T o T, INSDIEETIL T XLADIES 7L IV X LEERERIC SR LT
WBREDH 5.

3.14.3 BRI
3.1.3 HilZ 207k LU 7= RSASSA-PKCS1-vl_5 DB 4B RBIEH R U TH 5.
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32 SFH

BB 5 (SFRB) RSA-OAEP D& G5 7L I X LRABRIEE 25083 5.

3.2.1 RSA-OAEP
RSA-OAEP DBk SREEREIXIRDE D TH 5.

o AT A likkEE
o M T LHkRE
o T 5HERE

3.2.1.1 SERT7ERIERESER
AT SRR B O RERIEE X 313 fMilcii R L A-RBIEE LA LU TH 5.

3212 EESbikaestiR
5 LR REER D FBRIH H TR DFABR | UFEABR 3 TH 5. BEEIZiAER 1 TH 5.

AER 1007E DlER)
-

o JCATT D35 2 72 NBABE (n,e) RO, MK IZHESI Nz y ¥ a iR~ A 7%52\
BB MGF OV ~)V LIZX U T IUT 234 U 72055 3%, JCATT 2ME 5 U 7-H#iZ, ®
EDEXIEFEINEZ L.

o [[ U, A UABHSE, R U T ~UHIZH LT, B GIRHRET 28 e X2 Elkss
7-Wf, [A] UGS XAV ER S N nWZ &,

- J

BR I(ETE THEMS D 5AER. HHEHE seed % F77E U THT 5 BEATA H IR

o JCATT D35-Z 72 NB#E (n,e), SEXX T )V LT E I NNy ¥ 2Bk, v 22
B MGF S O EE seed XF LU TIEL WEE S XX % TUT MERKT 5 Z L.

Ny Y 2 BRUE, SHA-224, SHA-256, SHA-384, SHA-512 , SHA-512/224, SHA-512/256 D Hih &
HET 5.
< A7 B MGF 1%, ANSI X9.44 (Z5C# ® SHA-224, SHA-256, SHA-384, SHA-512 , SHA-
512/224, SHA-512/256 X— ZADBEB DR 5 ET 5.
G S LSRRI, IROBE S 7L TV AL 2 MASLETHHT 3.

o LXRDMT BNy o 2B
e NIST SP800-90A THIE X 7= e S ELEA: ik 25

5 B LB ERBRIT ST > C, S5 DGR 7L 1Y X AEBRBI AL T W2 AEHH 3.
3213 ESWERER

S HEEE DRERIEH IR D@D TH 5.
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/

\_

o HZoNTTAR— 1M (n,d) XX (p,q,dP,dQ,qlnv) &, 5 A 5N7=TF )V L &, F5E
Iy VAR A7 R MGE &, 52 5 NS/ LT, £ LD
XIZHEETESHZ L.

o HRO6NZTTAR— Nt (n,d) XX (p,q,dP,dQ,qlnv) &, 52 5NT2T NV L &, 8T
SNy Y aBBR Y A7 LB MGF &, B X N0 5 UK U TR EMR T
ZIELLfTS Z k.

/

=]

Ny Y a UL, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512 , SHA-512/224, SHA-512/256
MOIEET S.
< A7 AR MGF 1%, ANSI X9.44 (Z50# D SHA-1, SHA-224, SHA-256, SHA-384, SHA-5

, SHA-512/224, SHA-512/256 X—ZADEBOF 1 S5IEET 5.

BSRRERBRIC S o T, AT 5Ny ¥ a B S 7V TV X LAFEHBRIZAR LTV D

LD 5.
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4 FERESRTFM
41 RSA=FI2201T

ABBERE S 7L T ZLIZBWT, S 7T RAMREEZRITT 572D DEME, M) X
N7 AN R 2 D L TEFEEL, STV I XALFEEEARIIEKRTE I L TH D, I
STV T XLFEEREBRIMEHT 237 A= 2D AR RO ZF OB, £ 4.1~ % 4.6 127
EA REY [ RN

4.1.1 DSA (FIPS 186-4)

3% 4.1: DSA DREEAE K O A 1544

PR BFRRE | AT R E fifl YIE Y
(LLN=(p Dy FE,gDE v ME) (3072, DN NH
256) o (2048, 224)
e (2048, 256)
e (3072, 256)
FIPS 186-4 [ /v ¥ 2 BIRGR A+ SHA-256 | ¢ N = 224 O 5;#, SHA-224, SHA-256,
Al1.121Z SHA-384, SHA-512, SHA-512/224, SHA-
££o5< pg 512/256 D\ I h
DA o N =256 D&, SHA-256, SHA-384,
SHA-512, SHA-512/256 D\ 3 {1
RXA N domain_parameter_seed @O | 256 8 DFFEAD N PLEHD 16000 XL F
A — R AR vy bR
ERT 5 p,q DEX 10 520 F
FIPS 186-4 | /N > xBIEGRAT+ SHA-256 | ¢« N = 224 O ¥4, SHA-224, SHA-256,
A.1.2.11Z SHA-384, SHA-512, SHA-512/224, SHA-
o< pg 512/256 DT D
DAk o N =256 D54, SHA-256, SHA-384,
SHA-512, SHA-512/256 D\ § h>
first_seed DY v M E 256 8 DfFE D N LLEDD 16000 LA N
KT 5 p,q DEX 10 5BLE
FIPS 186-4 | £ T % g DEX 10 5L
A2.1 1T
D<K g DE
B
FIPS 186-4 | domain_parameter_seed @ | 256 e FIPS 186-4 A.1.1.212HED< p, g DEKD
A2312H | Ev R R
o< g DA — 8 DFFEAD N B LD 16000 L F
% o FIPS 186-4 A.1.2.1 155K p, g DERD
RN
— 8 DfEEAD 3N BA_EHD 16000 LA T
T % g DI 10 5 E
(LLN=(p Dty FE,gDEY MNE) (3072, VRS
256) o (2048, 224)
e (2048, 256)
e (3072, 256)
RAA %7 | FIPS 186-4 | /v ¥ 2 BABGHATF SHA-256 | ¢ N = 224 O ¥;#, SHA-224, SHA-256,
A — X MREE A.1.13 12 SHA-384, SHA-512, SHA-512/224, SHA-
££o5< pg 512/256 D\ I h
DL o N =256 D4, SHA-256, SHA-384,
SHA-512, SHA-512/256 D\ 3 {1
domain_parameter_seed @ | 256 8 DIFE DD N ML EAD 16000 A N
vy bR
A B MEE 10 S5DE
HEATET—ZDEL |30 I LE99 BIR
N=+t v M)
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FIPS 186-4 | /v ¥ 2 BIGH A+ SHA-256 | @« N = 224 O 54, SHA-224, SHA-256,
A.1221Z SHA-384, SHA-512, SHA-512/224, SHA-
®o5< pog 512/256 DT D
DIGE o N =256 D4, SHA-256, SHA-384,
SHA-512, SHA-512/256 D\ N3 )
first_seed, pseed, gseed @D | 256 8 DIEEHD N ELEDD 16000 BL T
vy hE
ERT 5 p,q DEX 10 5Pk
WEAT DT —ZDEE | 30 TEIE99 IR
3=t v bh)
FIPS 186-4 | E%¥ % g DX 10 500 F
A22 1TH
D gD [ AEATET—ZDEE | 30 ISIE9 LT
Ak s—t v bh)
FIPS 186-4 | domain_parameter_seed @ | 256 o FIPS 186-4 A.1.121Z2ES5< p, g DERD
A24128 | ¥y E ERF
< g DR -8 DfEHAD N LA EHD 16000 BL T
i o FIPS 186-4 A.1.2.1 I2%:5< p, g DIERKD
E R
— 8 DIEEHD 3N BL_EAH D 16000 AT
ERT 5 g DI 10 500 F
WEATET—ZDEE | 30 ICLE99 LT
CASaE AV
(L,N)=(p DY bE,gDE v FE) (3072, RDNG uh
PR T AR 256) e (2048, 224)
e (2048, 256)
e (3072, 256)
A R AR 10 10 2L E
(LLN)=(p D€y FE,gDE Y ME) (3072, WDWTNH
256) e (2048, 224)
e (2048, 256)
e (3072, 256)
B Ny v a B SHA-256 | SHA-224, SHA-256, SHA-384, SHA-512,
SHA-512/224, SHA-512/256 D\ 3%
EXDE Y ME 1024 8 DIEEH D 16000 BL T
AER 1 SEXXDEL 20 10 2L E
WOEELRDEFLDVERS | 2048 10 L E
N2 LEMAET 572D
B2 DAEE
R 2 SEXXDEK 20 10 2L E
(LLN)=(p DY bR ,gDE Y M) (3072, DN N
256) e (2048, 224)
e (2048, 256)
e (3072, 256)
B RGE Ny Y A SHA-256 | SHA-1, SHA-224, SHA-256, SHA-384,
SHA-512, SHA-512/224, SHA-512/256 D\
ER VN
EXDEY ME 1024 S DIEE DD 16000 L R
SEXX DT 100 50 A E
HEATET—RDEE (S—k 2 M) 50 1L E99 LT
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4.1.2 ECDSA

% 4.2: FK 1 ECDSA D EEEE KO A S15:4E

SRR BFRRE | AW e | AJISlE
pDEY NE 256 8 DIFEL 5> 16000 LA K
RAA V5 [ RO S > X LTERGER SEED O E 256 8 DFEFE 5> 16000 BA R
A — R MR
R AEEL 10 10 X E
RAXA 2S5 [ L - -
A — RIRGE
BERT K BEDEEL 10 10 2L E
N B FEDHE 12 120 E
ARV e F s —aems ox—w T F) 30 IO 99 B
Ny Y 2R SHA-256 | SHA-224, SHA-256, SHA-384,
SHA-512 , SHA-512/224 , SHA-
512/256 DWW h
B4R XDy M E 1024 8 DIEEH > 16000 BL F
AR 1 | FXDOH 20 10 L E
WOELELZBZNERI NS | 2048 10 L E
T BWGET %72 DB DO
b4
AR 2 | EX DK 20 10 X E
Ny Y 2R SHA-256 | SHA-1, SHA-224, SHA-256, SHA-
384, SHA-512 , SHA-512/224 ,
SHA-512/256 D\N3 b
B WRGE EXDE Y M E 1024 8 DIEEH > 16000 BL F
SEXXDE 100 50 BL &
WETATET—XOEE (X—k VM) 50 1 BLE99 BLF
#* 4.3: 152 DK L ECDSA O BEEME K O A 1544
RO RFERE | A I BEEM | Al
BERY 2 TE R D YR 283 16000 LAR
RAAVNS [HFRD T > & LVERGEH SEED D € v 256 8 DIEEL 7> 16000 LK
A — R MR
A R AR 10 10 L E
KXV R5 | &L - -
A — R IRGE
PEART HERR D EE 10 10 Lk
N - FEDAEEL 12 12 L E
AL s E—aema = E T )30 TS99 BT
Ny v 2R SHA-256 | SHA-224, SHA-256, SHA-384,
SHA-512 , SHA-512/224 , SHA-
512/256 D\\NFh
B4R EXDEY F& 1024 8 DIEB A 16000 LR
R [ FXDOE 15 15 2L E
WOBELRZELDERINDS | 2048 10k
L EWET A0 DEL D
b4
AR 2 | EXDK 20 10T L
PN SHA-256 | SHA-1, SHA-224, SHA-256, SHA-
384, SHA-512 , SHA-512/224 ,
SHA-512/256 D\ b
E L GE EXDOE Y ME 1024 8 DIEEH D 16000 LA R
SEXXDR 100 50 2L
WEATET—ROEE (S—k > 1) 50 I DAE99 LR
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4.1.3 RSASSA-PKCS1-vl.5

# 4.4: RSASSA-PKCS1-v1_5 O BEEE K A S 51

ARBOT SRE | AJIH BEE Al NS5
W 2048 2048 LA_E 16000 AR
" TIAR— MNED X A TER CRT » Y CRT » 0 ,CRT 7% L OWI b
N e DX A TEIR 65537 65537, 5 VXL DWT
BEDEEL 10 10 BAE
B 2048 2048 LAk 16000 BATR
TT A R— NED R A TER CRTH» Y CRT » 0 ,CRT 7% L OWI b
EXLHER Ny Yo B SHA-256 SHA-224, SHA-256, SHA-384,
SHA-512 , SHA-512/224, SHA-
512/256 D\NEH
EXDEy b E 1024 8 DIEHEH D 16000 AR
SEXX D 2048 10 BAE
W 2048 1024 BA_E 16000 LATF
NHHHE e DX A THEIR 65537 65537, 7 ¥ XL DN NH
B RGE Ny Y a B SHA-256 SHA-1, SHA-224, SHA-256,
SHA-384, SHA-512 , SHA-
512/224, SHA-512/256 D\\3 1
/))
EXXovry b E 1024 8 DAZEHD 16000 LA T
SESLDE 100 10 BAE
HEATET—RDEE S—% | 60 1 BAE99 BAF
AN
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4.1.4 RSASSA-PSS

% 4.5: RSASSA-PSS D BEEAH e OV A J1 51

ARBROT S RE | AT B € fifi NUAE s
WE 2048 2048 LAk 16000 BATF
R TIAR—= MNED XA TEIR CRT » Y CRT»V,CRT 2L OW\F
nh
NHfE e DX A TR 65537 65537, 7 VX L DWW
BEDEEL 10 10 LA E
R 2048 2048 BA_E 16000 BA T
TT A R— MNED X TER CRTH» Y CRT»H,CRT% L DWW
nh
Ny Y a B SHA-256 SHA-224, SHA-256,
SHA-384, SHA-512 , SHA-
512/224, SHA-512/256 D\
ER LT
B AR < A7 BB MGF ANSI X9.44 | ANSI X9.44 SHA-224,
SHA-256 SHA-256, SHA-384,
SHA-512 , SHA-512/224,
SHA-512/256 D\ 3 )
salt DYy M E 256 8 DEEH*D 16000 LA T
SEXDE Y b E 1024 8 DfEEHD 16000 LA R
SEXX DL 2048 10 ML E
WO ERLZBLVBERINDZ | 10 10 A E
& ERREET 5 72D DB DAEEK
WE 2048 1024 LAE 16000 BA K
NHHHE e DX A TEIR 65537 65537, 7 > XL DWW
Ny Yo B SHA-256 SHA-1, SHA-224, SHA-
256, SHA-384, SHA-512
., SHA-512/224, SHA-
512/256 D\ F H
E A RGE < A7 B MGF ANSI X9.44 | ANSI X9.44 SHA-1, SHA-
SHA-256 224, SHA-256, SHA-384,
SHA-512 , SHA-512/224,
SHA-512/256 D\ 3 317
salt DYy M E 256 8 DfEFEAHD 16000 AR
SEXovry bR 1024 8 DfEEHD 16000 AR
DI 100 10 BAE
WEATBETF—XDEEG S—+ | 80 1 BAE99 IR
Vb))
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4.1.5 RSA-OAEP

# 4.6: RSA-OAEP O BEEfil Jo OV A 1 54

ARBOT SRE | AJIH W€ fifl UNUE i
W 2048 2048 LA_E 16000 AR
" T4 R— MO X 1 TR CRT & b CRT®Y,CRT AL O\
N
N e DX 1 TEIR 65537 65537, 7 VXL DWW
B %K 10 10 L E
WE 2048 2048 BA_E 16000 BAF
N e DX 1 TEIR 65537 65537, 7 VXL DWW
Ny v a2 R SHA-256 SHA-224, SHA-256,
SHA-384, SHA-512 , SHA-
512/224, SHA-512/256 D\
ERATA
51t < A7 HE B MGF ANSI X9.44 | ANSI X9.44 SHA-224,
SHA-256 SHA-256, SHA-384,
SHA-512 , SHA-512/224,
SHA-512/256 D\ 3 317
SRILDOEY b E 0 8 DIEHHD 16000 LN
SEXovry bR 64 8 DfEEHD 16000 LA R
XD 2048 10 BAE
55 LD 10 10 2L E
W 2048 2048 LAE 16000 LA R
TIA4R—=MNED XA TEIR CRT » Y CRT»V,CRT 2L O\
nh
Ny Yo B SHA-256 SHA-1, SHA-224, SHA-
256, SHA-384, SHA-512
., SHA-512/224, SHA-
512/256 D\ T H
(-R=7 < A 2 R MGF ANSI X9.44 | ANSI X9.44 SHA-1, SHA-
SHA-256 224, SHA-256, SHA-384,
SHA-512 , SHA-512/224,
SHA-512/256 D\ 3 3175
SRIVLDOE Y bE 0 8 DA 16000 AR
SEXovry MR 64 8 DfEEHD 16000 AR
55 S DEK 100 10 Bk
WXATBETF—RXDEE S—+ | 60 1 A E99 IR
B
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B 1
ZDOFMENE, SER 21 1 H23 HoifT U, SR 21 £ 1 HS HMr o @A T 5.

oLl
ZOFMENE, SER 21 ETH 1 H» ST U, Fk 21 £ T H 10 Hr S @A T 5.

oLl
ZDFMENE, SER 24 F2 H29 HA o ifT U, k24 £ 6 H 1 HMro@EAT 5.

et
ZDFNEIX, FERL 304 6 H 22 H S HEfT U, SEER 30 6 H 22 H S M 5.

oLl
ZOFNEX, FHTETH 1IN HroifT U, SFCETH 1L H2ASEHAT 5.

& B
[1] RSA  Laboratories, PKCS#1 v2.2: RSA cryptography  standard, Oc-
tober 217, 2012, https://www.emc.com/collateral/white-papers/

h11300-pkcs-1v2-2-rsa-cryptography-standard-wp.pdf

[2] Accredited Standards Committee X9, Inc., Public Key Cryptography for the Financial Services
Industry: The Elliptic Curve Digital Signature Algorithm (ECDSA), ANS X9.62-2005, November
26, 2005.

[3] JCATT 7 7 1)V 7+ —< v MItkE - AF#E -, https://www.ipa.go. jp/security/jcmvp/
documents/open/jcatt/format/jcatt_fileformat_a.zip

[4] JCATT ¥ > 7 V774 — B - https://www.ipa.go.jp/security/jcmvp/

documents/open/jcatt/sample/jcatt_sample_a.zip
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