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3 Terms and 3.4 online services
definitions service which is implemented by hardware, software, or a combination

3 REELER

of them and provided over a communication |ine or network

Note 1 to entry: The vendor of an online service may also be referred
to as a service provider. Online services are similar to products
in that both are primarily software systems. Two main distinctions
are that a service often appears to users as a single instance of
software and that users do not install, manage, or deploy the
software, but they only use the service
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5.5 5.5.4 Release phase

Vulnerability | The vendor deploys the remediation. In an online service, the vendor
disclosure deploys the remediation and documents the event.

process 5.5.4 N7z —X

summary RUBEREEREAT D, 0534 o H—ERADGE. NUFEx%K%E
5.5 MessMEL BRAL. TOERICOVTXELLTREZEELTET S

(AR 1)

Z8

(P : ISO/I1EC 29147:2014 % JTIZ4ERK)

RPSAHODERND. VT4 Y —EXRDEEEICE. V57V FEEE,

ECE—ILEEE., VUM MEEZEENSENFET, 054 —ERD
BAEPHA FSA VLI ERDBERAULOEBEHZROTHEEAL LML,
FoSAUH—ERBEENISHDERT ISO/IEC 29147:2014 *tRIZH Y #8
DBE. BHEENEZEALECEIZDONT, XEELEHFELTHEIT LN
BENFET, SBICVTVREEEDGE. BEOFRRE~DEEEZEEL.

SFLE TAR] ZERLTULSDITTIEELY,
P EANERBREEOEENES-ARENELADIIEEF. ZRHEEEHILET H-0. AREFE
BLTWA,
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YILDIF7DEHIZDWTIIZRNZAMT A5 ENEETT,

(2) MEEHEARARY >—
ISO/IEC 29147:2014 &1+ 5 THRFEMHEARAKR) o—]1 [TV TOREZESIA
LEI,

& - & kS

6 Vulnerability | 6.1 General

disclosure Vendors should define their responsibilities in the vulnerability
policy disclosure policy. Vendors should publicize their vulnerability

considerations | disclosure policy or point to an existing public vulnerability
6 RE551E/ R | disclosure policy.

Jyo—ICBET 5 | 6.1 #§iE

ER NUAE, EBEARKR) O—ICEF2EXEEEEZT ILENH D, N
VAL, BEEDRBEARKR) D —F2KT S, L LLIE. BFEO—HR
REHESEEARAR) S —Z2RITBELH D,

6.2 Minimum policy aspects
A vendor should create an overal |l vulnerability disclosure policy,
but they may choose to publicize only select sections if the internal
policy contains sensitive information. A vulnerability disclosure
policy should, at least, include information about the fol lowing.
a) How the vendor would |ike to be contacted
Vendors who adopt a policy of vulnerability disclosure will
typically offer a security website or page. This website/page
provides information on the vendor’ s accepted method(s) for
receiving vulnerability information from a finder.
Contact information might include one or more of the following:
1) E-mail address; (fl;RIFZ &)

2) Phone number ;

3) Web form.

(UTE A MILDAHIRFE)
b) Secure communication options
c) Setting communication expectations
d) Information that would be useful when submitting a possible
vulnerability report
e) Out-of-scope services

f) How submitted reports are tracked

6.2 RVEBDOR) O—DEHK
RNUFFBHELRARY O—FFRKET D, R O—D ML ERES
TEEH5=0. PHETHIDIEZDO—EEIFELTH KL, MEHHEL
BARY O—IE, DPELCELUTORERESHDS -
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a) EDQXINITRNUATEZLTRLLD
MESBHEARKRY S—EFAT IR UAE, —BHICEF1) T DI
THA FOR—CFRMBT D, SOV THA M R=JEFRREHLD
MESSHEIBERERIET H-DITR U EANRBDH =A% EHA) AT 51E
MERET S, BEEEE. RO—BEBULEDDIZENEFELLY:
NDEFA—ILTEFLR
2) BEEES
YT ITI4—L
b) E¥aT7HBEEATaY
c) PEINZPYEY DA
d) MeSEHEEBELNLEHEZTORITKRILDOAREELH LH1EHR
e) EHENDY—ER
f) BEZEESOL>TEHT HH

6.3 Optional policy aspects

A vulnerability disclosure policy may contain multiple optional
elements.
a) Credit to finder
b) Synchronized public disclosure
c) Distribution
6.3 AT aFLiBR)I—DER
MESEMARAR) O—IZE. BEROAF T a VEREZEEHTH KL,
a) EFRBEDUE
b) —HARD R
c) B2

(HFT : ISO/I1EC 29147:2014 % JTIZ4ERK)

PHA RS54 VTR AVHICHBHEARKR) O—DEREEROTVEEAD,
ISO/IEC 29147:2014 TIX. HBEHLARAR) O—Z2KXKET S &P, TO—H%

NPT HIETROTVET,
Liz> T, RIS HMDERT ISO/IEC 29147:2014 %t IZH Y #1015
AN

- MESBMENRR) O—EKREL, TO—HEZR/FETSHE
HESBHEABARY —ICE AU FADERAE XL THEEEF T a0,
FEHINSGPYRY DOFRA. SEEEBONHEE TS RICRILDOAIHEM
AHHER. SENDY—ERX, BHEESPH-TEHT ENEEDHLH L
PNEENFEYT, FTERVEIADERFEIDRTILENHSTLELS. F
f=. RBHEARKRI O —O—MEAFT S LITLY., REENOEERSM
AEITHLONDAREERELEEVET,

P ECFETRRTIRENEHNEL VATREE L H A0, EITEFHEERITHLT S,
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SHIZ, BHEONEEHEENMMOR D FDOHRBITIHBRICABLEINTINS
T—R3LBZoNDT=H. T5 LESGEOHGICOVTEHoMNEHEETL T
BELRETLL D,

Q) MEEtEDZE
I1SO/I1EC 29147:2014 12& 175 HBHEDZMEI IOV TOEHZSIALFET,

7 Receipt of 7.3 Acknowledgement of receipt from finder or a coordinator
vulnerability | The vendor should respond to a vulnerability report within the time
information period specified in the vendor’ s vulnerability disclosure policy.

7 MEsstEIRR
DZ5E

[t is recommended that an acknowledgement of receipt of a
vulnerability report be provided to a finder within seven calendar
days.

1.3 FEREOFEEE, o DZEDOHER

RUAE, BEOMEHEEARERY O—DFh THRE L-HBLUAIZ, fE5EHE
DREBIZHLT 5, MEBHEMEHZZEL-E0&ERE. FREBICHLET
THURIZITS 2 EMHREIND,

(P : 1SO/I1EC 29147:2014 % JTIZ4ERK)

ISO/IEC 29147:2014 @ TZ%E]1 (F. EORABICEERET . HIZRELE

ERIETAHAEEZIRLTVET, &AM, IPATIK, ZIEL-EZRREITR
B35 NREER] ELWSHEXELNHYFIH, CHAZRELET. COESH
ERIFITESEITRRITITI CENEFNFT,

Liz> T, RIS DR T ISO/IEC 29147:2014 %fiiIZHR Y #HE 15
B, FY. BBELRKRY O—CAIY, RRECREHE, SHBIEOEHZ
R FFARNMLGEAZAET AL, £DLT, RBHDEHZRIELE
BRICIE, ZIELEEZ THLURNITRIETAHAZENABELLGY FET,

BE. BA. EAGEORBRBOIRE, MEHHLVATERIENH DD T,
BEMNDLETY,

4) FERVHY
ISO/IEC 29147:2014 IZ& 115 THEANUH ] ITOVWTOREHEZESIALET,

-

kS

5.4
Stakeholders
5.4 FIEMFK
=

5.4.3 Intermediate Vendor

An intermediate vendor gets a subsystem from a vendor and uses it to
supply a system or service (or a combination of both) to a user (or
another intermediate vendor). Typical examples are the following:
a) system houses that use a PC and an operating system to add their
own healthcare administration software and sell the combined system
to a medical doctor (maybe together with a maintenance contract);
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b) telecommunication providers that supply a mobile phone together
with a service contract.

5.4.3 RN A

FEARVAEX, RUANSYTORTLEAFL, TNEFOTIVRT LA
XFH—ER (RIT\ADEAEHYE) 21— (RIItbDOFERUHA)
IR 5, BAEMNLEHITERDESILBELEDOLHS :

1) PCXHO0S EBHDAIWRTTEEBY I MOV ITEEHE. HiGLzY
ATLEEMICERTT 5 (RTFENEL—RBITRBISHILL) DRTLN
I

2) ERBEARLY—EXRZNEELETURE T IBEEFESE.

7T Receipt of
vulnerability
information

1 MEEEEEHR

=2 A
D=7

7.5 On-going communication with finder

Vendors should evaluate the reported issue and make a determination
whether it represents avulnerability or not. The vendor should inform
the finder and coordinator, if involved, on the results

An intermediate vendor should check whether it can decide on the
potential vulnerability on its own or needs to involve the vendor it
got the related subsystem from. If another vendor needs to be involved
in the decision and if this delays the response, the intermediate
vendor should inform the finder and/or the coordinator about this fact
and about the further processing.

1.5 HRELDETHOPYEY
RUFEEHEEZ(T-MEEE@ L. EEENE S THEUOLZHIET LT
NIELESHEND, NUF(F, HRIZCOWTHERREEIZ (£ LIAREENIBES L
TULWNILEARKERIZE) Mo b,

PRI A, BENLGHRSBEICEL CBEGTHETESh., BET LY
TORTLEBALIAV I ZEZAORLELNH LI ER LR TNIEE
LV, DRV ADESEZEZBREE L., ZDEHICRIZENENDIHEE. F
FRVAERERERY  RITAEKEBICZDEELSEDEDAIZDL
THLHE D,
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EXETO2TWAT—REBETEHEEZONT T, REDRUAITHERY
FEIZHUEEELAH S0, PRV IADEEIL, EEMICIEIR T 2EA
NEFELEZDENTEET, A—FORREINLRZIDDEIHERNUEL
DT, TNONHIETRERMEAZREICT S EITEREVZET,

PHARFSA VT, THERNVA] 2FELTHELT . FEARNVAITKRDH S
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LAL. RUSHAESHMOEBET 1S0/IEC 29147:2014 xS ICER Y A B S
(X, RUAE, FREARNVAITRO 5N 5300 (MHEFHEORBEDNTY 721+, o
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45




185 V7 b I 7 ORBEOERFEVIZEY SERREADXE

=L, FEARV A E L THOR VS DEMZRSIBZE. TALICEHEOM
FUEMCEEZERTIOEFHL . RRICEMLEEZFI DITEFTLH LN
ZWEEBZONFET, ENTH, V5V FERFICE ST, /A= +F—@EIT
[CEEREZEZARL. TNIZENT DL SBEFL TV —REHYET,

46



1% 5

VI b7 OMESEMEOIREVICEY ERREANDRE

&% 1 ISO/IEC 29147:2014 LiEHREF 2 ) T4 BPHER/N— b F— v THA

FS A4 > DxtG

ISO/1EC 29147:2014 DR

BHREF1 )T« RYPERAA—bF—D v
THA F54 VBETEDRGERT

1. 5 PR & B

M. XHA K54 DERADEHE

2. 5| FA#RAE —

S AERUVESR I. AEENERLANR

4. BREE -

A I. IXL®IC

5.1 —f& 1. KAA A DEY

5.2 ISO/IEC 29147: MesstnnEE 2. KAARSA4AVDBET 55

1SO/IEC 30111: MaE5tEEIR 7T Ot X DED
A3 7x—R

5.3 ®WRLAUIAY—ER

54 RT—URILT—

5.5 MHEMARITOEXDOME

5.6 MESEMARRFICEITSHIFEHRRE

5.7 RMIFHDOHEE

5.8 Ma5EtET /X1 HY)

5.9 HEssMEDER

V. V7 bOIT7ERBITIRDHEFEREERF
ALK
1. B=

6. SRR RY) O—IB T HEEEE
6.1 A%

6.2 JRVBRORY O—DER

6.3 AT aF IR O —DER

1. eSstE RO ZE

7.1 &%

1.2 BEMLGHEFERERVZTOLRLLZ
EETIL

1.3 REBFRITFAREEL, o D ZEFER
1.4 A>TL B2|EDEH

1.5 REHELOETHDERE

7.6 FEHBIEER

1.7 FAEEREEL S DXIE

V. VI b I 7HEITRSHREBERERF
AR

5. HmBFAREDR

1) ZODHKE

2) MeSSMEHREL DR

3) MESBEFHRD—MADLRBEDRAE
4) RRELOEEOEHIIR

5) BEED = THA MY HERDEIEK
Ly

6) FULVEHENDR

7) ISR DEHE & ERTTEDIERK

8. RNUSMHICHE T BHHEHEDHRE

47




185 V7 b I 7 ORBEOERFEVIZEY SERREADXE

8.1 &3
8.2 RUSAHDMEHBHERE ERD S HEAY
Hhr—2X
8.3 AR AIZxtT BHHEFTHEHIFHROHRE

9. 7 RINAH 1) DEEFH V. VI b I7HEICRSREBERERF
1 2% AR

2 7ENRAF)DEH 5. BERAREDI

37 ENAHFYDARIZE T ZEE 8) I 77 5% D A AN

A 7ERAHFYDY)—ZADEAZIYT | ) EGRAREBENOFROEE

5 7 ENAHFI)DAR

6 7 KA HDEE

T T7RRNAF)DTA—<T v b

8 TRENAHF)DEEN

© © © © © © © ©

T8k A (RREHR) MRBE 7 FA15Y -
EHO IR LNZB 9 % EEH

18 B. (FHEREHR R O—. 7T ENAH
). EFR8I BB DES

Xk B #%

48




185 V7 b I 7 ORBEOERFEVIZEY SERREADXE

£E 2 RBHEAEKRY) O —DEH

MESSEABEARY) o —I%. 1SO/IEC 29147:2014 @) Annex B ®” B.1 Sample
vulnerability disclosure policy” IZHIRENTWLSA., BRCERNADR S
NoRAREINTVAEFELREONS, UTIZTENRLDSEBRZRT,

BmCisco; “Security Vulnerability Policy”
http://www. cisco. com/web/about/security/psirt/security vulnerability p
olicy. html

BmIBM; “Report Security Vulnerabilities”
http://www-03. ibm. com/secur ity/secure—engineering/report. html

BmMicrosoft; “Coordinated Vulnerability Disclosure”
http://technet. microsoft. com/en—us/security/dn467923. aspx

M Salesforce. com;
[E— LA T7A—R + Ky b LDMEEHERER >—]
https://www. salesforce. com/ jp/company/disclosure. jsp
[Force.com ISVEFa )T L Ea—]
https://developer. salesforce. com/page/JP:Security Review

BHAARDX,; THESEHFERNFYTR) O—]
http://cybozu. co. jp/company/internal_control/security/vulnerability. ht
ml

WA EER;, TEIZITIL—TICH TR RMEHEIFROBARIOELR ]
http://www. hitachi. co. jp/hirt/publications/hirt—-pub10008/index. html

WGMO R/\7R;  THESSMEER&HIE )
http://pepabo. com/contact/vulnerability_reporting/
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[Nnformation Security Early Warning Partnership

— Explanation of Key Points of Vulnerability Countermeasure Process —] °
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6 https://www.ipa.go.jp/security/vuln/index.html
" http://www.meti.go.jp/policy/netsecurity/downloadfiles/140514kaiseikokuji.pdf
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8 https://www.jpcert.or.jp/vh/vul-guideline2014.pdf
% http://it.jeita.or.jp/infosys/info/0407JEITA-guideline/guideline-v10.pdf
10 https://www.ipa.go.jp/files/000002992.pdf
1 http://www.csaj.jp/info/04/20041203_security.html
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