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"http://calc.example.org?g=1%2B1" Web
URI "1%2B1" "1+1"

"http://calc.example.org?q=1+1"
ASCII 0x20

"1%2B1"

ECMAScript (JavaScript)

URI

application/x-www-form-urlencoded
Web
Web

ECMAScript 5th edition
4
ECMAScript
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\O 2

URI
URI

query

2.1. URI
URI RFC 3986

NUL NUL
# query fragment
query
%23 #
%23 3
#

http, ftp, mailto

URI ASCII
URI
0x20 URI ASCII "I" 0x21 "~" OX7E
94 94 At
%XX
16
URI RFC 3986 ABNF
[RFC2234]
ABNF BNF Backus-Naur Form
<a>*<p>element element
<a> <b> <a> 0,
<b>
[ elements ]
URI = scheme ":" hier-part [ "?" query ] [ "#" fragment ]
scheme = ALPHA *( ALPHA / DIGIT / "+" / "=/ ".")
hier-part = "//" authority path-abempty
/ path-absolute
/ path-rootless

a7



/ path-empty

authority =

userinfo =

host =

IP-literal

IPvFuture

reg-name =

port =

path-abempty

path-absolute

path-rootless

path-empty

segment

segment-nz

query =

fragment =

pchar

unreserved =

sub-delims =

[ userinfo "@" ] host [ ":" port ]

*( unreserved / pct-encoded / sub-delims /7 ":" )

IP-literal / IPvdaddress / reg-name

"[ ( IPv6address / IPvFuture ) "]"

"v'" 1*HEXDIG "." 1*( unreserved / sub-delims /7 ":" )

*( unreserved / pct-encoded / sub-delims )

*DIGIT

= *( "/" segment )

= "/" [ segment-nz *( "/" segment ) ]

= segment-nz *( "/" segment )

= O<pchar> ;

= *pchar

= 1*pchar

*( pchar /7 /" /7 ")

*( pchar /7 /" /7 ")

= unreserved / pct-encoded / sub-delims /7 ":" / "@"

ALPHA / DIGIT / ="/ . /" " /™"

R A A (VAL
A AR AR
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pct-encoded = "%" HEXDIG HEXDIG

HEXDIG = DIGIT / "A™ / ™B" / "C"/ "™D" / "E" / "F"
DIGIT = %x30-39 ; 0-9

ALPHA = %x41-5A / %x61-7A ; A-Z / a-z

ALPHA, DIGIT, HEXDIG ABNF [RFC2234]

ABNF
HEXDIG "a", "b", "c", "d", "e", "f"
IPv4address, IPv6address IPv4 IPv6
pchar 3
e URI
URI
URI = scheme ":" hier-part [ "?" query ] [ "#" fragment ]
hier-part = "//" authority path-abempty

/ path-absolute

/ path-rootless

/ path-empty

authority = [ userinfo "@" ] host [ ":" port ]

host = IP-literal / IPv4address / reg-name

IP-literal = "[" ( IPv6address / IPvFuture ) "]"
IPvFuture = "v" 1*HEXDIG "." 1*( unreserved / sub-delims / ":" )

path-abempty = *( "/ segment )

path-absolute = "/" [ segment-nz *( "/" segment ) ]

path-rootless = segment-nz *( "/" segment )
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path-empty = O<pchar> ;

URI
pct-encoded
C
scheme
IPvFuture
scheme = ALPHA *( ALPHA / DIGIT / "+" / "=/ ".")
port = *DIGIT
userinfo = *( unreserved / pct-encoded / sub-delims / ":" )
reg-name = *( unreserved / pct-encoded / sub-delims )
segment = *( unreserved / pct-encoded / sub-delims / ":" / "@" )
segment-nz = 1*( unreserved / pct-encoded / sub-delims / ":" / "@" )
query = *( unreserved / pct-encoded / sub-delims / "™:™ / "@" /7 /" / "?")
fragment = *( unreserved / pct-encoded / sub-delims / "™:™ / "@" /7 /" / "?")

unreserved sub-delims URI

pct-encoded

unreserved = ALPHA / DIGIT / ™"/ ™. /" " /™"

sub-delims B VA A A A A A VA N

A A AR AR A

1]
=

pct-encoded " HEXDIG HEXDIG

HEXDIG = DIGIT / "A" / ™B" / ™"C" /™" / "E" / "F"
ALPHA = %x41-5A / %x61-7A ; A-Z / a-z
DIGIT = %x30-39 ; 0-9

segment  query
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scheme port  pct-encoded
pct-encoded
"@" userinfo segment

userinfo authority

userinfo host "@" "@"
"@" userinfo host
segment path-absolute Q"
segment "@" userinfo
authority

scheme pct-encoded

port pct-encoded

userinfo Rt T, T e

o "M "http://user/info@host"
"user/info@host" "user"

path-abempty "linfo@host"

o "o "http://user?info@host”
"user?info@host”  "user"
"info@host"
o " "http://user#info@host”
"user#info@host"  "user"
"info@host"
o "@" "http://user@info@host" userinfo
host "@"
"@"
o " " IPV6
IPv6 host "@"
e

51

authority

authority
query

authority

fragment

host

userinfo

userinfo

T



reg-name ot e T e reg-name

o "http://host:80" host "host:80" "host"
port "80"
o " "http://ho/st" host "ho/st" "ho"
path-abempty "Ist"
o e "http://ho?st" host "ho?st" "ho"
query "st"
o "H#" "http://ho#st" host "ho#st" "ho"
fragment "st"
o "@" "http://userinfo@ho@st" userinfo host
userinfo "@" host
Q"
) "T "1 "http://[v1.xxxx]" reg-name
"[vl.xxxx]" IPvFuture IP "v1.xxxx"
segment segment-nz A AR A

segment segment-nz

URI
o " "http://host/foo/bar" "“foo/bar" segment
segment

o e "http://host/foo?bar" segment "foo?bar"
"foo" query "bar"

o "H#" "http://host/foo#tbar" segment "foo#bar"
"foo" fragment "bar"

o " "T" IPv6 segment
segment-nz IPv6 host "

[ T
query R G A - R
o "H#" "http://host?foo#bar" query "foo#bar" "foo"

fragment "bar"
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o "" ] IPv6 query IPv6
host o " T
e fragment e, e, et - A
o "H#" "http://host?query#foo#tbar" query fragment
query i
fragment "H#" fragment "H#"
URI i
fragment
o "" " IPv6 fragment
IPv6 host i "
II]II
[ "T" IPv6 RFC 2396
IPv6 RFC 2732
2.2. URI
URI RFC 3986 URI
URI ftp URI RFC
1738
"ftp://host/dirl/dir2/filename;type=i" "type=i"
URI "filename;type=i" segment
segment ftp
segment
segment
ftp filename "%3B"
ftp URI filename "003B"
RFC
3986 unreserved
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"0" "%30"

unreserved = ALPHA / DIGIT / ™"/ ™. /" " /™"

reserved
reserved = gen-delims / sub-delims
gen-delims = ™"/ /" /"2 / "¢/ "[" /"]t /et

sub-delins = "1™ 7 "§" / "&" /"t /()"
A AR AR A

reserved gen-delims sub-delims gen-delims
RFC 3986 URI sub-delims
reserved
segment "M
segment "
" segment
o
http Web
URI Web http
HTML form HTML form submit
form application/x-www-form-urlencoded
URI qguery URI http
application/x-www-form-urlencoded "k1l=v1&k2=v2"
"= "&" query "="
"&" "%3D" "%26"
ngn
"%3B" URI query
application/x-www-form-urlencoded Web Web
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Web form submit

application/x-www-form-urlencoded 0x20 U+
"+ "%2B"
U+ application/x-www-form-urlencoded
URI application/x-www-form-urlencoded segment
segment query query

application/x-www-form-urlencoded

application/x-www-form-urlencoded

3. ECMAScript URI

ECMAScript 4 URI

e encodeURI

e decodeURI

e encodeURIComponent

e decodeURIComponent

JavaScript Unicode
UTF-16
encodeURI decodeURI URI encodeURIComponent
decodeURIComponent URI
ECMAScript 3rd edition URI
RFC 3986 RFC 2396 RFC
3986 RFC 2396
3.1. encodeURI
encodeURI URI
UTF-8

. (A-Z a-z 0-9)
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e /?2#@
° !$&'()*+,;:

URI unreserved reserved
T T %"
encodeURI("%") "%025"
URI encodeURI("#") "H#"
i encodeURI("%23") "%"
"%2523"
encodeURI "%23" i ASCII 0x23
"%" ASCII 0x25 URI
encodeURI URI
URI
URI
3.2. decodeURI
decodeURI  URI
UTF-8
e /?2#@
° $&+, ;=
URI gen-delims ", T
sub-delims
decodeURI("%23")  decodeURI("%2523") "%023"
"%23" i "%25"
"%" decodeURI
URI "%23" "%2523"
decodeURI encodeURI
decodeURIComponent decodeURIComponent decodeURI

URI

URI
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URI

3.3. encodeURIComponent

encodeURIComponent URI
UTF-8

o (0-9A-Z a-2)
) -~
e I'()*

URI unreserved sub-delims

URI URI
URI

encodeURIComponent URI URI

decodeURIComponent
URI encodeURIComponent

encodeURIComponent

URI URI
unreserved encodeURIComponent
sub-delims
A G M sub-delims RFC 2396
unreserved

3.4. decodeURIComponent
decodeURIComponent URI
UTF-8
decodeURI

decodeURIComponent encodeURI encodeURIComponent

decodeURIComponent
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encodeURI encodeURIComponent

decodeURIComponent

3.5. ECMAScript URI
ECMAScript 4 URI

e encodeURI, decodeURI: URI

e encodeURIComponent: URI

e decodeURIComponent:

4,
ECMAScript
4.1.
. URI
. URI "0p"
[ ]
e URI RFC reserved
URI
n41"
"1%2B1" "1%2B1" "1+1"

||%||
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||%||

"%023" "H#"

"0023"
URI
URI query "
"http://host/?foo#bar" URI
"foo" "foo#bar"
URI URI
reserved unreserved
URI RFC reserved
" RFC 2396 unreserved
reserved
ECMAScript encodeURIComponent
reserved/unreserved
unreserved reserved
URI
unreserved
II%II
RFC
2396 unreserved RFC 3986 unreserved
RFC unreserved
unreserved
4.2,
URI
URI segment
"%" segment
segment
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RFC 3986

RFC 2396

reserved

unreserved

RFC



segment

segment
"%2E.", ".%2E", "%2E%2E"
segment "%252E%252E" "%2E%2E"
"abc"

"%2E%2E"
o application/x-www-form-urlencoded

application/x-www-form-urlencoded "K1=V1&K2=V2&..."

K1,K2, ... HTML form V1, V2, ..

K1, V1, K2, V2, ..

[[k1, vi], [k2,
v2], ...] = "&"
"K1=V1&K2=V2&..."

encodeWWWForm

o encodeWWWForm([["k1","v1"], ['k2", "v2"]]) => "k1=v1&k2=v2"

o encodeWWWForm([["q","1+1=2"]]) => "g=1%2B1%3D2"

o encodeWWWForm([[" /2#[@'$&'()*+,;=-._~", " I#[]QI$&'()*+,=-_~"]) =>
"+:/?%23%5B%5D@!$%26'()*%2B,%3B%3D-._~=+:/?%23%5B%5D@!$%26'()*%2
B,%3B%3D-._~"
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)

o encodeURIComponent

"K1=V1&K2=V2&..." [[k1, v1], [k2, v2], ...]
decodeWWWForm

o decodeWWWForm("k1=v1&k2=v2") => [["k1","v1"], ['k2", "v2"]]

o decodeWWWForm("g=1%2B1%3D2") => "q=1%2B1%3D2"

o decodeWWWForm("+:/2%23%5B%5D@!$%26'()*%2B,%3B%3D-._~=+:/2%23%5
B%5D@!$%26'()*%2B,%3B%3D-. ~") => I PH[@1$& () *+,=-._~",
" H]@1$& ) +,=-._~"T]

o « )
O =
HTML

URI HTML

HTML URI "&"

"&amp;" "&#38;"
URI HTML
HTML (#PCDATA)

<a href="http://example.org"> "http://fexample.org"

"&quot;"
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Web

URI application/x-www-form-urlencoded
"a&b" 3
"a&amp;b" 7
9
O
O
o HTML

62

HTML
XSS Cross Site Scripting

"\"a&amp;b\""

"&quot;"



5. URI

URI RFC

URI RFC

e RFC1738 Uniform Resource Locators (URL)

e RFC 1808 Relative Uniform Resource Locators

e RFC 2396 Uniform Resource Identifiers (URI): Generic Syntax
e RFC 2732 Format for Literal IPv6 Addresses in URL's

e RFC 3986 Uniform Resource Identifier (URI): Generic Syntax

RFC 1738 URL RFC 1808 URL
RFC 2396 URL URN Uniform Resource Name
URI URN RFC 2141 URI
RFC 2732 IPv6
RFC 3986 2010 1
ASCII RFC
unreserved
reserved unreserved reserved
RFC
RFC3986:
reserved = gen-delims / sub-delims
gen-delims =
sub-delims =
unreserved = ALPHA / DIGIT / ...
ALPHA = ...
DIGIT = ...
RFC2396:
reserved = ...
unreserved = alphanum / mark
alphanum = alpha / digit
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alpha = lowalpha / upalpha

mark = ...

digit = ...

lowalpha = ...

upalpha = ...

delims = ... ; reserved unreserved

unwise = ... ; reserved unreserved

RFC1738,1808:
reserved = ...

unreserved = alpha / digit / safe / extra

alpha = lowalpha / hialpha

digit = ...

safe = ...

extra = ...

lowalpha = ...

hialpha = ...

national = ... ; reserved unreserved

punctuation = ... ; reserved unreserved

RFC 3986 gen-delims gen-delims

gen-delims reserved gen-delims(r)

(n reserved
unreserved (u)
ASCII ISO 646 ISO 646
7bit
ISO 646
JIS X 0201 - 1997
"o", "A", "a"
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oct

041
042
043

044

045
046
047
050
051
052
053
054
055
056
057
072
073
074
075
076
077
100
133
134
135
136
137
140
173
174
175
176

060
101
141

dec
33
34
35

36

37
38
39
40
41
42
43
44
45
46
47
58
59
60
61
62
63
64
91
92
93
94
95
96
123
124
125
126

48
65
97

hex
21
22
23

24

25
26
27
28
29
2A
2B
2C
2D
2E
2F
3A
3B
3C
3D
3E
3F
40
5B
5C
5D
5E
5F
60
7B
7C
7D
7E

30
41
61

%

> = = — Q@ vV

o

URI
RFC 3986

sub-delims(r)

gen-delims(r)

sub-delims(r)

sub-delims(r)
sub-delims(r)
sub-delims(r)
sub-delims(r)
sub-delims(r)
sub-delims(r)
sub-delims(r)
unreserved(u)
unreserved(u)
gen-delims(r)
gen-delims(r)

sub-delims(r)
sub-delims(r)
gen-delims(r)
gen-delims(r)
gen-delims(r)

gen-delims(r)

unreserved(u)

unreserved(u)

DIGIT(u)
ALPHA(u)
ALPHA(u)

IPv6
RFC 2732

reserved(r)

reserved(r)

reserved(r)
reserved(r)

reserved(r)
reserved(r)

reserved(r)

reserved(r)

reserved(r)
reserved(r)
reserved(r)
unwise

reserved(r)

unwise

unwise
unwise
unwise

unwise

URI

RFC 2396
mark(u)
delims

delims

reserved(r)

delims
reserved(r)
mark(u)
mark(u)
mark(u)
mark(u)
reserved(r)
reserved(r)
mark(u)
mark(u)
reserved(r)
reserved(r)
reserved(r)
delims
reserved(r)
delims
reserved(r)
reserved(r)
unwise
unwise
unwise
unwise
mark(u)
unwise
unwise
unwise
unwise

mark(u)

digit(u)
upalpha(u)
lowalpha(u)

URL

RFC 1738,1808
extra(u)

punctuation

: NUMBER SIGN /
POUND SIGN

: DOLLER SIGN/
CURRENCY SIGN

punctuation

safe(u)

punctuation
reserved(r)
extra(u)
extra(u)
extra(u)
extra(u)
safe(u)
extra(u)
safe(u)
safe(u)
reserved(r)
reserved(r)
reserved(r)
punctuation
reserved(r)
punctuation
reserved(r)
reserved(r)
national
national
national
national
safe(u)
national
national
national
national
national

digit(u)
hialpha(u)
lowalpha(u)
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RFC 1738,1808 RFC 2396 g, unreserved reserved
e national unreserved RFC 1738,1808 national
reserved unreserved
RFC 2396 RFC 2732 T, "1 unwise reserved
RFC 2396 unwise reserved unreserved
""" IPv6
RFC 2732 IPv6 reserved unwise
RFC 2732 RFC 2396
RFC 2732 RFC 3986 i delims reserved B T ()
e unreserved reserved " RFC 2732
fragment URI RFC 3986 URI
g
fragment
URI reserved, unreserved
"%" RFC
1738 <UUUSUUM\MM U URI
{0 N A T T 9
9
ISO 646 9 national
ISO 646 ISO
646 "$" "@" RFC 1738
RFC 2396 "~" RFC 2732 "T" "T" RFC 3986
"H#" URI
unreserved reserved RFC 2396 "$",
BE unreserved reserved RFC 2732 ", ""
unwise reserved RFC 3986 e I G R
unreserved reserved URI reserved
6.
ECMAScript URI
decodeURIComponent encodeURIComponent RFC
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encodeURI decodeURI

[RFC1738]
Uniform Resource Locators (URL), T. Berners-Lee, L. Masinter, M. McCahill,
December 1994,
http://lwww.ietf.org/rfc/rfc1738.txt
[RFC1808]
Relative Uniform Resource Locators, R. Fielding, June 1995,
http://www.ietf.org/rfc/rfc1808.txt
[RFC2396]
Uniform Resource Identifiers (URI): Generic Syntax, T. Berners-Lee, R. Fielding, L.
Masinter, August 1998,
http://lwww.ietf.org/rfc/rfc2396.txt
[RFC2732]
Format for Literal IPv6 Addresses in URL's, R. Hinden, B. Carpenter, L. Masinter,
December 1999,
http://lwww.ietf.org/rfc/rfc2732.txt
[RFC3986]
Uniform Resource ldentifier (URI): Generic Syntax, T. Berners-Lee, R. Fielding, L.
Masinter, January 2005,
http://www.ietf.org/rfc/rfc3986.txt
[RFC2141]
URN Syntax, Moats, R., May 1997,
http://lwww.ietf.org/rfc/rfc2141.txt
[RFC2234]
Augmented BNF for Syntax Specifications: ABNF, D. Crocker, Ed., P. Overell,
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November 1997,
http://lwww.ietf.org/rfc/rfc2234.txt
[HTML4.01]
HTML 4.01 Specification, December 1999,
http://www.w3.0rg/TR/1999/REC-htmI1401-19991224/
[J1SC]
JIS X3010:2003 C
[J1SX0201]
JIS X 0201 - 1997 7 6
[1SO646]
ISO/IEC 646:1991 Information technology -- ISO 7-bit coded character set for
information interchange
[ECMASCcript]
Standard ECMA-262 ECMAScript Language Specification, 5th edition (December
2009),

http://www.ecma-international.org/publications/standards/Ecma-262.htm
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