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ITS(Intelligent Transport Systems:

2)
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18 ETC(Electronic

Toll Collection System: D
2 19
3
20
4
1)
2)
3)
4)
5)
6) ( )
1 ETC: : ITS
- http://mvww.oki.com/jp/Home/JI1S/Books/KENKAI/n187/pdf/187 R22.pdf
2 IPA 2007
ETC
http://www.ipa.go.jp/security/fy18/reports/embedded/
3 IPA 2008

http://www.ipa.go.jp/security/fy19/reports/embedded/
4

http://www.ipa.go.jp/security/fy20/reports/embedded/
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Show 2010)
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(Infrastructure)
SCADA(Supervisory Control And Data Acquisition)

ECU(Embedded Control Unit)
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ABS Antilock Brake System

ADOSE reliable Application specific Detection of road users with vehicle
On-board Sensor

API Application Programming Interface

ATESST? Advancing Traffic Efficiency and Safety through Software
technology 2

AUTOSAR Automotive Open System Architecture

c2C Car to Car Communication

c2Cc-CcC Car-to-Car Communication Consortium

c2l Car to Infrastructure Communication

c2Xx Communication between cars or car to infrastructure

CAN Controller Area Network

Car2X car-to-car and car-to-infrastructure

CcC Common Criteria

CES Consumer Electronics Show

COMeSafety COMmunication for eSafety

CPU Central Processing Unit

CTP Common Transport Protocol

Cu Communication Unit

CVIS Cooperative Vehicle-Infrastructure Systems

DCS Distributed Control System

DOT Department Of Transportation

DRM Digital Rights Management

DSRC Dedicated Short-Range Communication

DSRC-SPF DSRC-Security Platform

EASIS Electronic Architecture and System Engineering for Integrated
Safety

E-Toll Electronic Toll

ECU Embedded Control Unit
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EDR Event Data Recorders

escar Embedded Security in Car Conference

ETC Electronic Toll Collection System

ETM ECU Trusted Module

ETSI European Telecommunications Standards Institute

ETSI TC-ITS ETSI Technical Committee-1TS

EVITA E-Safety Vehicle Intrusion Protected Applications

EWS Engineering Work Station

EU European Union

EURIDICE European Inter-Disciplinary research on Intelligent Cargo for
Efficient, safe, and environment-friendly logistics

Euro FO.T Euro Field Operation Tests

EVITA E-safety Vehicle Intrusion proTected Applications

FP Framework Programme

FP6 Sixth Framework Programme

FP7 Seventh Framework Programme

FPGA Field Programmable Gate Array

GPS Global Positioning System

HAVE-IT Highly Automated VEhicles for Intelligent Transport

HMI Human Machine Interface

HSE Health and Safety Executive

HU Head Unit

GM General Motors

GST Global System for Telematics

GUI Graphic User Interface

GW Gate Way

I/F Interface

IEC International Electrotechnical Commission

IEEE The Institute of Electrical and Electronics Engineers,Inc.

IETF Internet Engineering Task Force

INTERSAFE2 cooperative INTERsection SAFEty 2

IP Internet Protocol

IPA Information-technology Promotion Agency, Japan

IPsec Security Architecture for Internet Protocol

ISITS International School of IT Security

ISMS Information Security Management System




ISO International Organization for Standardization

IT Information Technology,
ITS Intelligent Transport Systems
JARI Japan Automobile Research Institute
JasPar Japan Automotive Software Platform and Architecture
JTAG Joint Test Action Group
JVN Japan Vulnerability Notes
LAN Local Area Network
LIN Local Interconnect Network
M2M Machine to Machine
MISRA The Motor
Industry Software Reliability Association
NADA Nanodatacenters
OA Office Automation
OBD-II On-Board Diagnostics, Il generation, 1SO-9141-2
OpenTC The Open Trusted Computing
(O Operating System
Oversee Open VEhiculaR SEcurE platform
PC Personal Computer
PA Process Automation
PCIS Partnership for Critical Infrastructure Security
PL Product Liability
PLC Programmable Logic Controller

PREparation for DRIVing implementation and Evaluation of
PRE-DRIVE_C2X L
- C-2-X communication technology

PRivacy Enabled Capability In co-Operative systems and Safety

PRECIOSA L
Applications
RFID Radio Frequency ldentification
advanced telematics for enhancing the SAFety and comfort
SAFARIDER
motorcycle RIDERs
SAM Secure Application Module
SCADA Supervisory Control And Data Acquisition
Secure by Design, by Default and in Deployment +
SD3+C o
Communications
SDL Security Development Lifecycle
SDLC Software Development Life Cycle




SECRICOM Secure Crisis Communication

SESSAME Society c.)f Embedded Software Skill Acquisition for Managers
and Engineers

SeVeCom Secure Vehicle Commnication

SIP Session Initiation Protocol

SSL Secure Socket Layer

STRIDE Spoofing, Tampering, Repudiation, Information disclosure,
Denial of service, Elevation of privilege

SWI Secure Windows Initiative

TCP/IP TCP/IP(Transmission Control Protocol / Internet Protocol

TECOM Trusted Embedded Computing

TLS Transport Layer Security

TUI Touch User Interface

TS Technical Specification

UMTS Universal Mobile Telecommunications System

UsB Universal Serial Bus

V21 Vehicle to Infrastructure

V2V Vehicle to Vehicle

V2X Vehicle to X

VICS Vehicle Information and Communication System

Vil Vehicle Infrastructure Integration

VUI Voice User Interface

WG Working Group

WP Work Package

ZF ZF Friedrichshafen AG
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Architecture)

Architecture)

Network)

Communication)

(C2I: Car to

11

AUTOSAR(Automotive Open System
JasPar(Japan Automotive Software Platform and

LAN(Local Area
DSRC(Dedicated Short-Range
(C2C: Car to Car Communication)
Infrastructure Communication)




EU(European Union)

1-1
ITS

111

1-2 ITS
COMeSafety(COMmunication for eSafety)
ITS

PRE-DRIVE_C2X(PREparation for DRIVing
implementation and Evaluation of C-2-X communication technology)
PRECIOSA(PRivacy Enabled Capability In co-Operative systems and Safety

Applications) ITS

SeVeCom(Secure Vehicle Commnication) EVITA(E-Safety
Vehicle Intrusion Protected Applications)

SeVeCom EVITA
5
1-2 EU FP(Framework Programme)
FP6(Sixth Framework Programme)
FP7(Seventh Framework Programme) 2007 2013
FP7 1.12
FP7
5 SeVeCom EVITA

EVITA Deliverable D2.1:
Specification and evaluation of e-security relevant use cases, P.3
http://evita-project.org/Deliverables/EVITAD2.1v1.1.pdf
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PRE- £
SeVeCom | EVITA | PRECIOSA COMesSatfety
DRIVE_C2X
EU FP7
EU FP6 EU FP7 EU FP7
ITS
ITS =
— ST 7
@ eUlTd PRECI_ SA € COM satory
SEVECEM i
1-2 ITS
ITS World Congress® ITS
1-3 ITS World
Congress 2009 FP7
7 CVIS
(Cooperative Vehicle-Infrastructure Systems)8 ITS
GST?(Global
System for Telematics)
CVIS GST ITS
EVITA SeVeCom  PRECIOSA

Oversee(Open VEhiculaR
SEcurE platform) ITS
OS(Operating System)
2010

6 ITS World Congress - http://www.itsworldcongress.com/

7 ITS World Congress, 2009 9  SeVeCom
http://www.sevecom.org/Presentations/VariousWorkshops/Sevecom_2009-09 ResearchPriv
acy.pdf

8 CVIS - http://www.cvisproject.org/

9 GST - http://www.gstforum.org/
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1.1.2 FP7

FP7 7 505 70

10

"Challenge 6 - ICT for mobility,
environmental sustainability & energy efficiency”

57
48
54
2007-2008 (ICT WP 2007-8)
EU FP6 SeVeCom
EASIS(Electronic Architecture and System Engineering for Integrated Safety)
8 EU FP7 EVITA PRECIOSA 54
1.1.3 EVITA
EVITA
EVITA EU 3 5
FP7
EVITA

EVITA Car2X(Car-to-Car and

Car-to-Infrastructure'?)
2010 EVITA 1-5

10 NEDO 7 FP7
EU

http://www.nedo.go.jp/kankobutsu/report/982/982-15.pdf
11 Car2X: EVITA D2.1, 2.1.1 Car-to-Car and Car-to-Infrastructure Communication
Architecture - http://evita-project.org/Deliverables/EVITAD2.1.pdf
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FPGA

FPGA

L L L
EVITA D2.3 .

FPGA: Field Programmable Gate Array
EVITA: E-Safety Vehicle Intrusion Protected Applications

1-5 EVITA
2009 11 EVITA D2.3( 2.3)12
D3.1( 3.1 )13 Car2X
EVITA
D2.3 D3.1 "D” "Deliverable”
EVITA D3.1 ECU
1_5 [13

FPGA "(FPGA: Field Programmable Gate Array)

EVITA Car2x
FPGA FPGA
4 16

12 EVITA Deliverable D2.3, Security requirements for automotive on-board networks
based on dark-side scenarios - http://www.evita-project.org/Deliverables/EVITAD?2.3.pdf
13 EVITA Deliverable D3.1, Security and trust model
http://www.evita-project.org/Deliverables/EVITADS.1.pdf

14 EVITA FPGA
"\ehicular Security Hardware” (2009 11 18 )
http://evita-project.org/Publications/Wolf08.pdf

6



SRAM: Static Random-Access Memory
FPGA: Field Programmable Gate Array
ADC: Analog to Digital Cornverter

IP: Intellectual Property
CPU SRAM
FPGA
I I
EEn b ~
I I I I I ;
: I:’ P
E ADC || ADC I | D
et | [
A
1-6 EVITA FPGA
FPGA
2009 D2.3
1) EVITA
EVITA EVITA D2.3
1-7 EVITA
D2.3
(HU: Head Unit)
(CU: Communication Unit) /
/



USB(Universal Serial Bus) Bluetooth

GPS(Global
Positioning System)

(UMTS Universal Mobile Telecommunications
System) DSRC
OBD-I1(On-Board Diagnostics, Il generation,

1SO-9141-2)
ECU
GPS: Global Positioning System \|/ \|/ \|/
UMTS: Universal Mobile Telecommunications System GPS/
DSRC: Dedicated Short-Range Communications UMTS
USB: Universal Serial Bus DSRC

ECU: Embedded Control Unit

Bluetooth

1-7 EVITA

2) Car2X

1-8 EVITA Car2X



Car2MyCar
USB
1: : 11

2:
3:

12: (secure integration)
13:

MyCar2Car Aftermarket
4: 14 ECU

15: Car2X

5:
6.
Car2l I12Car Workshop/Diagnostic
7: 16:
8: 17:
9: 18: OBD
10: (point of interest)
1-8 Car2X
3)
1-9 EVITA
EVITA
EVITA Carz2X
ECU



1-9

4) Car2X
1-10 EVITA Car2X
EVITA 4
Severity
S So Ss Sp St operational
safety privacy financial

operational

1-10 Car2X

ITS



Carz2X

5)

EVITA Car2X (Attack Goal)
(Attack Methods) 1-1 1-2

38
4-1

1-1

/
(E-Call)

© 00 N o o A~ wWw N P

=
o

(E-Toll)

EVITA D2.3
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1-2

1 OBD
2 OBD
3
8. 10.
(E-Toll) EVITA
6) 7)
6) -
1 2 —
) : ;
—
[8.2.2.1] E @
[8.2.2.2]

[8.3.1]

1-11

1-11  EVITA
(Unauthorized Brake)

12

CSC: Chassis and Safety Controller



15

1-11
[8.1.1]
EVITA
1-7 EVITA

[8.2.1]

[8.2]

Ll

1-12
[8.1]
[8.2]
[8.3]
(Attack Objectives) [8.2]
15 - BP
Frank Swidersky Windows Snyder 2005

13



[8.2.1]

[8.2]
1-12
7) - E-Toll
EVITA Car2X E-Toll
EVITA D2.3 B.3.10 Attacking E-Toll
( ETC )
ETC
2

[10.1.1]

: Non-repudiation Property

1-13

1-13 [10]
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[10.1]

E-Toll

[10.1.1]

EVITA

==

==

==

[10.1.1]

< >

[10.1]

1-14
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: Non-repudiation)

GPS

D2.3

1-14



1.2

2010 International CES(Consumer Electronics
Show)(2010 1 7 10 )

1.2.1 CES2010

1) IntelliDrive
DOT: Department Of Transportation) IntelliDrive
ITS
VII(Vehicle Infrastructure
Integration) DSRC
2) Alan Mulally CEO
SYNC
) iPhone twitter
Myford (
)
LAN uSB

16



3)

IntelliDrive M2M Machine to Machine: M

Car Infrastructure )

1.2.2 CES2010

1)
Ford SYNC
Fiat Blue&Me KIA uvo
GUI: Graphic User Interface VUI: Voice User
Interface TUI: Touch User Interface
Windows
Auto
GENIVI 16 GENIVI 1.0
17 GENIVI
BMW (GM: General Motors)
5
18
2)
(iPhone  Blackberry )
Radio over Internet Web
16 GENIVI — http://www.genivi.org
17 CES2010 GENIVI 1.0
http://prw.kyodonews.jp/open/release.do?r=201001046914
18 GENIVI 5

http://car.watch.impress.co.jp/docs/news/20091119 330032.html

17



LAN 2010

3)
360
1.2.3
IntelliDrive ITS
1.2.13)
1.2.4 ITS
ITS
GM
1 19
DOT 2010 2014 5 ITS
20 IntelliDrive
IntelliDrive
19 1
— ITS-P21 - http://lwww.its-p21.com/information/2009/08/gm-1-1.html
20 DOT ITS

http://www.its.dot.gov/strat_plan/

18



Google BMW 2

ITS

21 Google BMW — TechOn
http://techon.nikkeibp.co.jp/article/INTERVIEW/20090706/172647/

19



1.3

1.3.1 DSRC
DSRC ETC
ETC
SAM(Secure Application Module)
DSRC SSL(Secure Socket Layer)
DSRC-SPF(DSRC-Security Platform: DSRC )?2
ITS
21 6 ITS
23 ITS
1.3.2
JARI( : Japan Automobile Research Institute)
DSRC
1.3.3
( )
22 ETC SAM DSRC-SPF
IPA 2007
9 ETC http://www.ipa.go.jp/security/fy18/reports/embedded/09_ETC.pdf
2 TS 2009 6

http://www.soumu.go.jp/menu_news/s-news/14422.html

20



1.3.4

IPA
2009 (2009 12 2 4
http://'www.semiconjapan.org/) Embedded Technology 2009/
2009 11 18 20 http://www.jasa.or.jp/et/ET2009/)
(2009 5 13 15 http://www.esec.jp/)

SeVeCom EVITA

ECU Trusted Module(ETM)

1.3.5

IT escar (Embedded Security in Car Conference:
http://www.escar.info/)

escar
2009 11 7
4
1-15
Fail Safe
Resistance of Tampering
Resource
Limitation
Detection of Genuine
ECU ECU ECU

ECU

21



Fail Safe Resource Limitation

2B

Control

Resistance of Tampering

1-15

ECU

ECU ECU

1.3.6

ITS

24

24
http://www.its-p21.com/information/2009/02/post-38.html

22



2006
http://member.wide.ad.jp/tr/wide-tr-icar-probeprivacy-00.pdf

2005
IBS
http://www.transport.iis.u-tokyo.ac.jp/publications/2005-007.pdf

2009

http://www.rcis.aist.go.jp/files/events/2009/0515-ja/RCIS2009 Shigetomi.pdf

23
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2-1

10

2-1

24




1)

2)

Brake System)

25

ETC ABS(Antilock



2.2

25

ECU
1)
3 2
1
2)
26
12 26 24 56
25 http://law.e-gov.go.jp/htmldata/S26/S26H0O185.html
26 http://law.e-gov.go.jp/htmldata/S26/S26F03901000070.html

26



2.3

3)

PL

: Product Liability

27

15

PL



2.4

2.5

27

28

2-1

27
28

http://law.e-gov.go.jp/htmldata/S30/S30HO097.html

http://www.meti.go.jp/policy/automobile recycle/

28



2-1

2.6

29
http://www.meti.go.jp/policy/automobile recycle/

29

29




2.7

30

OBD

OBD

OBD-11



SCADA
Microsoft
SeVeCom
3.1 SCADA
SCADA
SCADA
SCADA
SCADA
TNO Defence, Security and Safety
30
SCADA
28 39
SCADA
SCADA OA(Office Automation)
SCADA
30 1PA SCADA

http://www.ipa.go.jp/security/fy21/reports/scada/

31

EVITA

SCADA

SCADA

11



ECU

3.2
3.2.1
Windows
CodeRed Nimda
Windows
3.2.2 (SDL)
(SDL: Security Development

Lifecycles?t)

SDL
3.2.3

31 Microsoft
http://msdn.microsoft.com/ja-jp/library/ms995349.aspx

32



1.
2.
3.
4.1
41.1
ECU 50 70
100 82
CPU(Central Processing
Unit)
CAN Controller Area Network LIN Local Interconnect Network FlexRay
JasPar FlexRay
JasPar 4

33

32 Oguma, H. Yoshioka, A. Nishikawa, M. Shigetomi, R. Otsuka, A. Imai, H.,
“New Attestation Based Security Architecture for In-Vehicle Communication”, IEEE
GLOBECOM 2008, NS04T1-2, 2008.
http://ieeexplore.ieee.org/xpl/freeabs_all.jsp?isnumber=4697775&arnumber=4698144&cou

nt=1091&index=363
33

- http://www.meti.go.jp/press/20100129002/20100129002.html

33



ECU ECU

1) ECU OpenECU.org EcuFlash

OpenECU.org34 EcuFlash ECU
EcuFlash
oBD-I1I ECU
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4-1 OpenECU.org EcuFlash

EcuFlash ECU

34 OpenECU.org — http://openecu.org/

34



2) ECU

35

CPU

JTAG
Joint Test Action Group
TAG)
(RDI)
4-2
CPU
ECU

35 :
http://www.fourteenforty.jp/research/research papers/Embedded.pdf

35



3) ECU

ECU
4) ECU
ECU ECU
ECU
ECU
ECU
41.2 ITS
ITS
(C2C) (c21)

4-3  C2C-CC(Car-to-Car Communication Consortium)®
Car2X 3 Car2X

36 C2C-CC: Car-to-Car Communication Consortium, http://www.car-to-car.org/
37 “C2C-CC Manifesto, Version 1.0”, July 2007
http://www.car-to-car.org/fileadmin/downloads/C2C-CC_manifesto_v1.1.pdf

36



CEU: BEES: On Board Unit il g
AU [GA#ES: Application Unit T
<=>» IEEE802.1p

<> |EEE 802 11alblg
<=5 FoihnriEEREE A 3—F Yk

1 ALl

Y

MR AL

L

4-3 Car2X

4-4 EVITA

4-4
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EVITA

4
(EVITA D2.3 C1.2 Notion of severity C2.5 Unauthorized
Brake )
IP(Internet Protocol)
ECU
ITS
ITS
ITS 2010
4.2
4.2.1 (Safety)
4-1 EVITA
( )
4-1 EVITA Car2X

38



38

4.2.2

4-5
4-5 (SDLC: Software Development Life
Cyc|e39) 40

38 Car2X
EVITA D2.3, P.11, Table 1 “Generic security threats and security objectives”
39 SDLC: Microsoft Security Development Lifecycle "SDL”
40 SDLC :
Micheal Sutton 2008
P.480

39



6.5 15
100

4.2.3 |EC 61508

>

.
s
Y
'y
1)
.
Y
El
Y

pu

v

E/E/PES

A

3 ﬁ IEC 61508

[
w
~
N~ |

[
(o))

IEIIL BEB-NE

E E PES Electrical Electronic Programmable Electronic Systems

4-6 IEC 61508
4-6 IEC 61508 4 1EC
61508
41 2007 12 IEC 61508 1

http://mww.m-system.co.jp/mstoday/plan/mame/2006-2007/0712/

40



4-6 10- 11-

3-
IEC 61508
IEC 61508 1ISO 26262

424

I1PA 2009 6

42

4
4.3
42 IPA 2009 6

http://www.ipa.go.jp/security/fy20/reports/emb app/

41



42

OBD-I1



5.1

1)
EVITA 2008
2010 International CES
IPA

2)

3)

SCADA

43



4)

ECU

(E; Wi-Fi
u ’ oS
\ VICS DSRC
S
ITS HA
Bluetooth
| >
CAN, LIN :
| 2
2
y
ITS: Intelligent Transport Systems v
GW: Gateway
VICS: Vehicle Information and Communication System
DSRC: Dedicated Short-Range Communication
CAN: Controller Area Network
LIN: Local Interconnect Network
5-1
5-1
ECU
(GW: Gate Way)
LAN

44
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5.2

SeVeCom/EVITA EASIS

5.2.1

1)

2)

JasPar ITS

ECU

3)

46



4)

°
o (Car2X)
. ( )
° U3-X i-REAL
°
5)
IEC 61508 1SO 26262
ISO/IEC 15408
5.2.2
5.2.1
(i ] 521 )

a7



1)

) SeVeCom EVITA

® ECU

® OBD-II(1SO 9141-2) OBD

CC(Common Criteria), ISO/IEC 15408

o HSE (Health and Safety Executive)

® ECU
ECU

2)

1), 2)]
1), 2)]

1), 2)]
1), 2)]

3), 4)]

4)]

4)]

4)]
4)]

2)]
2)]

48
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[ 1), 2]

° [ 3)]
° [ 3)]
° [ 3)]
® IPA [ 3)]
3)
° (IEC 61508, 1SO 26262) [ 5)]
) ISMS43, |ISO/IEC 15408, 18045
(1SO 9000/9126) [ 5)]
°
[ 5)]
) (1SO, IEC, AUTOSAR,
JasPar, MISRA, ETSI, CC  , IEEE, IETF) [ 5)]

43 |SMS: Information Security Management System,

49



6.1 EU Framework Programme

EU Framework Programme FP

2007 2013 EU 27
7 505
FP
ITS
FP
FP7
ICT
JARI 30 10

7 FP7%
FP7

ITS

10 45

ADOSE (EU FP7) 2008-2010
reliable Application specific Detection

of road users with vehicle On-board

13

Intelligent Transport

Sensor

EURIDICE (EU FP7) 2008-2010 IT(Information
European Inter-Disciplinary research Technology,

on Intelligent Cargo for Efficient, )

safe, and environment-friendly INSIEL
logistics 22

HAVE-IT (EU FP7) 2008-2011 Siemens VDO
Highly Automated VEhicles for Automotive 19

44 http://cordis.europa.eu/fp7/home_en.html
45 JARI 30 10 2008
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SAFARIDER (EU FP7) 2008-2010 CERTH
advanced telematics for enhancing HMI46 21

the SAFety and comfort motorcycle

RIDERs
FP7 ICT( )
JARI 30 10 2008 10

ATESST2 (EU FP7) 2008-2010 Volvo
Advancing Traffic EAST-ADL2 Technologies
Efficiency and Safety EAST-ADL2 10
through Software
technology 2
Euro F.O.T (EU FP7) 2008-2011 IVSS Intelligent Vehicle
Euro Field Operation Tests | Safety System 24

IVSS

DB

EVITA (EU FP7) 2008-2011
E-safety Vehicle Intrusion
proTected Applications 11
INTERSAFE2 (EU FP7) 2008-2011 FP6 PReVENT IBEO 11
cooperative INTERsection
SAFEty 2

46 HMI: Human Machine Interface
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PRECIOSA (EU FP7) 2008-2010 TRIALOG
PRivacy Enabled Capability 5

In co-Operative systems
and Safety Applications
PRE-DRIVE_C2X (EU FP7) | 2008-2010
PREparation for DRIVing 24

implementation and PND HMI
Evaluation of C-2-X

communication technology

FP6 FP7
OpenTC (EU-FP6) 2006-2009 TC(Trusted 24
The Open Trusted Computing) API
Computing
http://www.OpenTC.net/
TECOM (EU-FP7) 2008-2010 TC(Trusted Computing) 8
Trusted Embedded
Computing CC(Common Criteria)
http://www.tecom-project.eu Os:
SECRICOM (EU-Security) | 2008-2011 TC(Trusted Computing) 10
Secure Crisis TC
Communication
http://www.secricom.org TC
NADA (EU-FP7) 2008-2011 10
Nanodatacenters
http://www.nanodatacenters.eu
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EVITA (EU-FP7) 2008-2011 14
http://evita-project.org/

FP7
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EASIS

Electronic Architecture and System Engineering for Integrated Safety
(http://www.easis-online.org/wEnglish/download/index.shtml?navid=13)

EU 2010 Low-end High-end

DoS

AUTOSAR ( )
TONUEATORE T, 090900 |
( )
b I
IPSect?, SSLITLS ( )
CTp48

BOSCH

Valeo ZF4°

47 |PSec: Security Architecture for Internet Protocol -
http://www.nic.ad.jp/ja/tech/glos-ij.html

48 CTP: Common Transport Protocol -
http://www.easis-online.org/wEnglish/img/pdf-files/Paper_Transportprotokoll-zur-domaene
nuebergreifenden-Integration_3v0.pdf

49 7ZF: ZF Friedrichshafen AG
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SeVeCom

SeVeCom - - 2006 1 2009 1 (3 )

- Secure Vehicle Commnication (http://www.sevecom.org/)

V2V/V2]50
( )
( )

COMeSafety IEEE
1471 Conceptual Framwork

SeVeCom Baseline Architecture

- modular,configurable,flexbly

TRIALOG( ), BOSCH,
, , EPFL ( ),

( ),

50 \/2V: Vehicle to Vehicle
V2I: Vehicle to Infrastructure
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PRECIOSA

PRECIOSA _ - 2008 3 2010 2 (2 )
PRivacy Enabled Capability In co-Operative systems and Safety Applications
(http://www.preciosa-project.org/)

V2V, V2l  V2Xst

(SeVeCom )

TRIALOG(

51 V2X: Vehicle to X -
http://www.preciosa-project.org/index.php?option=com_content&view=article&id=46&lte
mid=65

52 PTV: Planung Transport Verkehr AG -

http://www.preciosa-project.org/index.php?option=com_content&view=article&id=52&lte
mid=61
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EVITA

E-Safety Vehicle Intrusion Protected Applications (http://evita-project.org)

tampering
compromising
TPMS3
UML>54 FPGA
( )
70 ECU
( ) BMW

Continental escrypt EURECOM Fujitsu Infineon
TRIALOG

53 TPM: Trusted Platform Module;
54 UML: Unified Modeling Language
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Oversee

Oversee _ - 2010 2012 (2 )

- Open VEhiculaR SEcurE platform (* 2009 )

V2X( )

(2010 )

escrypt Fraunhofer TRIALOG

Siegen

EU
* 2010 SeVeCom:
http://www.sevecom.org/Presentations/Various
Workshops/Sevecom_2009-09_ResearchPrivac
y.pdf
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6.2

6.2.1
ETSITC-ITS

European Telecommunications Standards Institute, Technical Committee-ITS
(http://portal.etsi.org/)

5.9GHz TC-ITS WG(Working Group)
V2VIV2I 2009 WG1:
(TS: Technical Specification) WG2: Web

WG3:

WG4:

WGS:
|
ITS-WG5 (

):
)

(2009 4 ) 2012-2015
ETSI EU

8
TC-ITS : BMW
Q-Free ESF5 NEC EU
ETSI 63 700
(21,000 )

55 ESF: http://www.esf-gmbh.de/




MISRA

The Motor
Industry Software Reliability Association (http://www.misra.org.uk/)

O O 1)

1SO 26262
C/C++
1S0O26262 MISRA-C
C
MISRA-C MISRA C++, C3
( )

11

AB Automotive Electronics, Bentley, Ford, Jaguar,

Land Rover, Lotus Engineering, MIRA, Ricardo UK,

TRW, University of Leeds, Visteon Engineering
Services

MISRA

TP-01002 (J)
2

SESSAME WG3 MISRA-C MISRA-C—

SESSAME®®

56 SESSAME: Society of Embedded Software Skill Acquisition for Managers and
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AUTOSAR

Automotive Open System Architecture (http://www.autosar.org/)

SPECIFICATION 3.1 AUTOSAR 4.0 (2009 12 )
API
APl HMI API

I/F 2010 2012 5
(RTE) 4

WP

—~
~

WP Work Package

180

: BMW Bosch
Continental DimlarChrysler Ford, GM, OPEL, PSA
PEUGEOT CTIROEN, TOYOTA, Volkswagen ( )

Engineers
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escar

Embedded Security in Car Conference (https://www.escar.info/)

IT
DRM57/ EDRS38
HIS

H‘

CAN

11

2009 escar Carz2X

—~
~

ECU oS Trusted Hardware

15

. International School of IT Security AG ( 700)

(2009 ): GM, BSI( ( )
), Bosch, BMW, , DENSO, Daimler,
Trialog, Toll Collect, , Siegen ,
Audi, BAST(
)

57 DRM: Digital Rights Management
58 EDR: Event Data Recorders

62



6.2.2

escrypt

- escrypt GmbH (http://www.escrypt.com/)

RFID(Radio Frequency

Identification)

escar

eurobits
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ISITS

International School of IT Security (https://www.is-its.org/)

escar ( )

TUV Rheinland Ultimaco
Safeware AG ( )
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6.3

JARI

JARI

(JARI J

(http://www.jari.or.jp/research-project/research-department/its/)

(40

apan Automobile Research Institute)

‘_'
wn

ITS
CALM (Ts
DSRC( IP )
ITS (2009 11
17-18 )
ITS NEDO
ITS
ITS
5 ( )
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JasPar

JasPar

(https://www.jaspar.jp/)

JasPar (Japan Automotive Software Platform and Architecture)

G )

O

O

ECU

80%

ECU

FlexRay(10Mbps)

AUTOSAR

-
>
Z
-
>
Z
m
@)
Cc

WG:

LAN WG
AUTOSAR/FlexRay
WG
WG
WG

WG

WG
WG

—~
~

IT

ITS
Vision

Zero

http://ednjapan.rbi-j.com/issue/2008/02/15/123
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ITS
ITS (http://www.kantei.go.jp/jp/singi/it2/others/its.html)
O O 19|

ITS
2010 ITS
ITS ( )
25 28 ) ( )
¢ )
VICS5®
ETC
HELPNET
7
2 ITS Japan
2 4
45

59 VICS: Vehicle Information and Communication System
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VelLIO

Vehicle LAN Interoperability & Optimization (http://velio.co.jp/)

ECU

LIN/CAN/FlexRay ( )




60

6.4
SCADA
SCADA Supervisory Control and Data Acquisition
39
11 6-1 28 6-2
6-2 #12
6-2 #12
SCADA

SCADA
60 SCADA

http://www.ipa.go.jp/security/fy21/reports/scada/
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6-1

#1

SCADA

#2

#3 SCADA

#4 SCADA

#5

#6 SCADA

#7

#8 SCADA

EDP

#9

#10

#11
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6-2

#12

SCADA

0A

#13

SCADA

0A

#14

SCADA

#15

#16

#17

#18

PA

#19

#20

#21

#22

SCADA

#23

#24

#25

#26

#27

SCADA

#28

#29

SCADA

#30

SCADA

#31

#32

#33

#34
14

#35

SCADA

#36

#37

#38

#39
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6.5

1)

IPA 20 IT
http://www.ipa.go.jp/security/fy20/reports/ics-sec/

PLC(Programmable Logic Controller)
DCS(Distributed Control System) HMI
EWS(Engineering Work Station)
PC(Personal Computer)

6-1

2)

20
ITS
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DCS: Distributed contral system
PLC: Programmable Logic Controller
HMI: Human Machine Interface
EWS: Engineering Work Station

IPA
IT

com

PLC

s mumnm
——

ITS

Wi-Fi

VICS DSRC

0os

Bluetooth

CAN, LIN

ITS: Intelligent Transport Systems

GW: Gateway

VICS: Vehicle Information and Communication System
DSRC: Dedicated Short-Range Communication

CAN: Controller Area Network
LIN: Local Interconnect Netwo

rk
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3)

10-20

10
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4)

(Availability)

6-4
3-5 20 10
/
24 365
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ITS

10




6.6 Microsoft

1) SD3%+C (SDL)

SD3 "Secure by Design, by Default and in Deployment.”

"Communications”

+C

2)
o
o
® STRIDE
® Spoofing, Tampering
® Repudiation
® Information disclosure
® Denial of service
® Elevation of privilege
o
o
3) Microsoft SDL
Microsoft SDL 5
1999 Pen-test Team
2000

(SWI: Secure Windows Initiative)

Trustworthy Computing Initiative
.NET Framework
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2002 Windows Server 2003 8,500

Microsoft
2004 SDL
Microsoft
SDL
)
)
)
SDL 2 Microsoft
4)

The Security Development Lifecycle
by Michael Howard, Steve Lipner
June 28, 2006

ISBN-10: 0735622140

ISBN-13: 978-0735622142

Writing Secure Code 2

BP L2
(2004/12)
ISBN-10: 4891004460
ISBN-13: 978-4891004460

Writing Secure Code 2

BP ;2
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(2004/12)
ISBN-10: 4891004479
ISBN-13: 978-4891004477

BP (2005/6/9)
ISBN-10: 4891004576
ISBN-13: 978-4891004576

5) (SDL)

MSDN

http://www.microsoft.com/japan/msdn/security/

http://www.microsoft.com/japan/msdn/security/general/sdl.aspx

Inside the Windows Security Push
http://www.princeton.edu/~echi/ele572/Howard%20-%20Windows%20security
%20push.pdf

Security Development Lifecycle (SDL) Banned Function Calls
http://msdn2.microsoft.com/en-us/library/bb288454.aspx

Trustworthy Computing

http://www.microsoft.com/mscorp/twc/default.mspx (English)

http://www.microsoft.com/japan/mscorp/twc/security/default.mspx ( )

Read the CNET report: MS 10

http://www.news.com/At-software-giant%2C-pain-gives-rise-to-progress/2009-
7349 _3-6220566.html?tag=st.nl (English)

http://japan.cnet.com/special/story/0,2000056049,20363043,00.htm ( )

TechNet:
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http://www.microsoft.com/technet/community/columns/secmgmt/sm1007.mspx
(English)

http://www.microsoft.com/japan/technet/community/columns/secmmgmt/sm100

7.mspx

Windows Vista 1

http://download.microsoft.com/download/c/d/c/cdcc38a5-50fa-4425-be75-9d165
065d0c8/vista-one-year-vuln-report-ja.pdf

Operating System Vulnerability Scorecard

http://blogs.technet.com/security/archive/2007/08/16/july-2007-operating-syste

m-vulnerability-scorecard.aspx

“Days-of-risk in 2006: Linux, Mac OS X, Solaris, and Windows”, CSO.com
http://blogs.csoonline.com/days of risk in 2006

Compare Security

http://www.microsoft.com/windowsserver/compare/linux/security.mspx
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|PA

IPA

http://www.ipa.go.jp/security/fy20/reports/emb_app/index.html

SCADA N
39

http://www.ipa.go.jp/security/fy21/reports/scada/index.html

A

http://www.ipa.go.jp/security/awareness/vendor/programmingv2/index.html

TCP/IP A
TCP/IP(Transmission Control Protocol / Internet Protocol)

TCP/IP
http://www.ipa.go.jp/security/vuln/vuln_TCPIP_Check.html

SIP A
SIP Session Initiation Protocol

SIP
http://www.ipa.go.jp/security/vuln/vuln_SIP_Check.html
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RSS o A

Web
http://www.ipa.go.jp/security/fy19/development/rss/index.html
JVN iPediae A
RSS
http://jvndb.jvn.jp/
MyJVN o A
JVN iPedia

http://jvndb.jvn.jp/apis/myjvn/mjcheckhelp.html

MyJVN ° A
PC

http://jvndb.jvn.jp/apis/myjvn/vccheckhelp.html

MyJVN o A
PC

http://jvndb.jvn.jp/apis/myjvn/cccheckhelphtml

1

http://www.ipa.go.jp/security/vuln/5mins_point/index.html

o A

http://www.ipa.go.jp/security/vuln/7incidents/index.html

o A
10

http://www.ipa.go.jp/security/vuln/vuln_contents/index.html
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IT e-Learning A

http://www.ipa.go.jp/security /fy 19/development/e_Learning_CC/index.html|

e-Learning A

http://www.ipa.go.jp/security /fy 19/development/e_Learning_Cipher/index.html

40

http://www.ipa.go.jp/security/benchmark/index.html

iLogScannere A

http://www.ipa.go.jp/security/vuln/iLogScanner /index.html|

IPA
isec-info@ipa.go.jp
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