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1.1 FMAC(Flexible Mandatory Access Control)
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Solaris "Trusted Extentions"
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1.2 Type Enforcement
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Red Hat Linux

1.3 Flask
SELinux
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)
Type Enforcement Flask
6
14
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checkpolicy
loadpolicy
getenforce
setenforce
setfiles
Pcon
getfilecon
setfilecon
newrole

fmacsetup

security load_policy()
security_compute_av()
security _check context()
security_getenforce(),
security_setenforce()
is_fmac_enabled()
getcon(), getpidcon()
getexeccon(), setexeccon()
getprevcon()

freecon()

ZFSITEMPFS

FMAC on OpenSolaris
FMAC SELinux

2 SELinux
2.1 Permissive Domain
SELinux Enforcing/Permissive
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SELinux

SELinux Permissive

Permissive

Permissive Fedora9

# semanage permissive -a "

Permissive
2.2
SELinux oS
oS DMZ
SELinux oS
Linux
- SELinux
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( )
- Smack

Smack in Embedded Computing
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tmp

2008 Perl File::Path
(CVE-2008-2827, CVE-2008-5302, CVE-2008-5303)
CVE 100
1
Unix tmp var/tmp
tmp
tmp
sticky bit (S_ISVTX
NFS
2
tmp
2 flags O_EXCL
0600

foo
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symlink attack

unlink, rmmdir, rename

open
O _EXCL
3 mode



int fd;
fd = open("/tmp/foo”, O_ RDWR]O_CREAT]O_EXCL, 0600)
if (fd==-1) {

/tmpl/foo O_EXCL open
/tmpl/foo (/fetc/passwd
~/.ssh/authorized_keys )

0600 umask

e C mkstemp (Single Unix Specification)
e C tmpfile (ISO C)
. mktemp (OpenBSD)
o Perl File::Temp
e Python tempfile
e Ruby tempfile
e PHP tmpfile
e C mktemp (Single Unix Specification)
e C tempnam (Single Unix Specification)
e C tmpnam (1SO C)
3

tmp unlink
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/tmpl/foo

if (unlink("/tmp/foo") == -1) {

mkdir
2 mode 0700
if (mkdir("/tmp/foo"”, 0700) == -1) {
}
open mkdir mkdir
mkdir
0700 umask
rmdir

if (rmdir("/tmp/foo”) == -1) {
}

rmdir rmdir
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Perl rmtree

o777

A /tmp/foo

/tmpl/foo
/tmp/foo/passwd

rmdir

CVE

0700

mkdir
umask
tmp
A
A
Istat
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opendir/readdir/closedir opendir
/tmpl/foo Istat ->
/tmpl/foo opendir -> passwd
/tmp/foo/passwd Istat ->
/tmp/foo/passwd unlink
/tmpl/foo rmdir
/tmp/foo A A
4 /tmp/foo/passwd Istat
/tmpl/foo/passwd unlink
3.1. A /tmpl/foo tmp/bar rename
3.2. A /tmpl/foo letc symlink
4 /tmpl/foo/passwd /tmpl/foo letc
letc/passwd
letc/passwd /tmpl/foo
letc/passwd
A
/tmp/foo/passwd /, tmp, /tmp/foo
/ tmp
/tmpl/foo A
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/tmpl/foo
/tmp/foo/passwd
/tmpl/foo A

TOCTTOU (Time of Check to
Time of Use)

chdir
unlink /
chdir

chdir
/ unlink

unlink

Istat st _dev ( ) st_ino (i
) Istat
chdir Istat st _dev st _ino

Istat chdir
/tmpl/foo
tmp Istat
tmp chdir

Istat tmp Istat ->

foo Istat ->
foo chdir

Istat foo Istat ->
opendir -> passwd

passwd Istat ->

passwd unlink
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10. chdir
11. Istat tmp Istat ->

12. foo rmdir

A /tmp/foo /tmp/bar rename

/tmpl/foo letc

4 foo
foo unlink letc/passwd unlink
4 5 5 chdir fetc
6
letc/passwd unlink
5 12 /tmpl/foo/passwd
letc/passwd unlink
9 /tmp/bar/passwd
/tmp/foo/passwd
12 /tmpl/foo /tmpl/foo /tmp/bar
rename
letc/passwd unlink
chdir
7 : openat
chdir
chdir
rm Perl
/tmp/foo/passwd
/tmpl/foo/passwd unlink
/tmpl/foo
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/tmpl/foo /tmp/foo

700
symlink attack
0700
API
openat API
open openat
openat open
fstatat
stat Istat unlinkat
unlink rmdir
fdopendir open
DIR open
readdir/closedir
open
/tmp/foo/passwd
1. /tmp Istat
2. tmp open ->fd_tmp
3. fd_tmp fstat tmp Istat ->
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4, fd_tmp foo fstatat ->

fd_tmp foo openat -> fd_foo

fd_foo fstat foo fstatat ->

fd_foo fdopendir -> passwd

fd_foo passwd fstatat ->
9. fd_foo passwd unlinkat
10. fd_foo close
11. fd_tmp foo unlinkat

12. fd_tmp close

fstatat
chdir
openat Solaris 9 Linux 2.6.16 POSIX
8 sticky bit
tmp unlink, rmdir, rename
tmp sticky bit (S_ISVTX )
Unix unlink rename
tmp tmp
open
open
sticky bit
sticky bit sticky bit
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unlink unlink rename

tmp
9 TMPDIR
tmp

tmp

TMPDIR TMPDIR
TMPDIR tmp
TMPDIR TMPDIR
C mkstemp, tmpfile TMPDIR
OpenBSD mktemp
TMPDIR

10

tmp/f00.$$
$$

date > /tmp/foo.$$
cat /tmp/foo.$$
rm /tmp/foo.$$
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baz /tmp/foo.1000 /home/foo/.ssh/authorized_keys

foo /tmp/foo.$$
1000
/home/foo/.ssh/authorized keys
O_EXCL
POSIX set -C set -C noclobber
noclobber > open O_EXCL

TMPDIR

t="${TMPDIR:-/tmp}/foo.$$"
set -C

D>"$t" || exitl

set +C

date > "$t"

cat "$t"

rm "$t"

set -C
n=1
t="${TMPDIR:-/tmp}/foo. SRANDOM$n$$"
while ! : > "$t"; do

n="expr $n + 1°

t="${TMPDIR:-/tmp}/foo. SRANDOMS$n$$"
done

set +C
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date > "$t"

cat "$t"
rm "$t"
$RANDOM $$
set
-C O_EXCL $RANDOM $$
mktemp
mktemp
mktemp
OpenBSD GNU coreutils 6.10

t="mktemp -t foo. XXXXXXXXXX"
date > "$t"
cat "$t"

rm "$t"

11

openat

12

e |EEE Std 1003.1-2001 (POSIX)

e  Secure Programming for Linux and Unix HOWTO: 6.10.
http://www.linux.or.jp/JF/JFdocs/Secure-Programs-HOWTO/avoid-race.html

e IPAISEC C/C++ 9

http://www.ipa.go.jp/security/awareness/vendor/programmingv2/contents/c801.html
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3 USB

USB
Windows XP CD-ROM Autorun.inf
UsSB
CD-ROM USB
Windows Vista uUSsB Autorun.inf
Autorun.inf uUsSB
USsB
USsB
UsSB
USB
USB
UsSB
Windows XP Windows XP UsSB
Autorun.inf
USB

Autorun.inf
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4
2008
Windows
usB

Windows Vista

Windows Vista

Windows XP uUsB

Autorun.inf

USB
Windows XP
Windows Vista

Windows XP

uSsB

[ ]

http://www.ipa.go.jp/security/txt/2008/12outline.html
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TCP SYN SYN-ACK oS

Network Telescope
http://www.caida.org/research/security/telescope/
CAIDA Cooperative Association for Internet Data Analysis
16

REN-ISAC
http://www.ren-isac.net/monitoring.html
REN: Research and Education Networking

Internet2
Internet Motion Sensor (IMS)
Web
8 1700
TCP SYN
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SYN-ACK TCP

Leurre.com
http://www.leurrecom.org/
Eurecom
1P
1 Leurre.comvl1.0 Honeyd
2 Leurre.com v2.0 SGNET

Internet Storm Center (I1SC)
http://isc.sans.org/

SANS SysAdmin, Audit, Networking, and Security
50

DShield

Worldwide Observatory of Malicious Behaviors and Attack Threats (WOMBAT)

http://www.wombat-project.eu/
European Commission

Eurecom

ISDAS JPCERT/CC
http://www.jpcert.or.jp/isdas/

@police
http://www.cyberpolice.go.jp/detect/observation.html

MUSTAN
http://mustan.ipa.go.jp/mustan_web/
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8. IPsec

1
2008 7 12
IETF Internet Engineering Task Force IPsec IP Security Protocol
WG IETF IPsec 3
WG WG 2 WG WG
RFC
2 IPsec
IPsec IP Internet Protocol
IPsec ESP Encapsulating Security Protocol AH Authentication
Header IKE Internet Key Exchange 3 ESP
AH IKE
IPsec IPsec 1 1995
RFC 1825 RFC 1829 IKE IKEv1
IPsec 2 1998 RFC 2401
RFC 2412, RFC 2451 2005
IKEvV2 IPsec 3 RFC 4301 RFC 4303,
RFC 4305 RFC 4307
IPsec 3 1
IKEvV2 IKE_SA INIT IKEvV2
IKE SA Security Association IKE_AUTH
IPsec SA CHILD_SA
IPsec SA IPsec ESP AH

IPsec
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1 IPsec
1 IPsec
IPsec

AH ESP

MAC AH ESP

MAC AH ESP
AH ESP
ESP
ESP

3IETF IPsec
IETF IPsec WG IPSECME IP Security Maintenance and

Extensions MSEC Multicast Security BTNS Better-Than-Nothing Security
3

e |IPSECME WG

IKEvV2 IPsec
2005 IPSEC WG
e MSEC WG
IPsec/IKEv2
e BTNSWG
IPsec
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2008 WG

(1)
()

®3)

IPSECME WG 2008 7 WG
MSEC WG “Multicast Extensions to the

Security Architecture for the Internet Protocol” RFC 5374

BTNS WG “Better-Than-Nothing
Security: An Unauthenticated Mode of IPsec” RFC 5386 ” Problem and
Applicability Statement for Better-Than-Nothing Security (BTNS)” RFC 5387

4 |Psec MSEC WG
1 1 1
NTT
NGN NTT
IP-VPN
IPsec
IPsec
IKE IKEV1/IKEV2 1 1
1
IPsec MAC
Message Authentication Code
MSEC WG 1 1 IPsec SA GSA
Group Security Association GSA
GSA 2 SA SA SA

49



MAC
RFC 4082, RFC 4359
IPsec IPsec SA SPD
Security Policy Database = PAD Peer Authorization Database

GSPD Group Security Policy Database GPAD Group Peer
Authorization Database

IKEV1/IKEV2 GDOIl Group Domain of Interpretation GSAKMP Group
Secure Association Key Management Protocol ESP AH
2 IPsec
IPsec

[ DL AR —2 3254

@YF —5A

===
@7 —4SA S

GORS : Group Controller and Key Server

2 Group Security Association GSA

2 IPsec IPsec
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[1] “Securing RPSL Objects with RPKI Signatures”
http://www.ietf.org/internet-drafts/draft-ietf-sidr-rpsl-sig-00.txt

[2] RFC 3779, “X.509 Extensions for IP Addresses and AS Identifiers”
http://lwww.ietf.org/rfc/rfc3779.txt
[3] “BGP Security Requirements”

http://www.ietf.org/internet-drafts/draft-ietf-rpsec-bgpsecrec-10.txt
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