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Management Summary

This report presents the results of the “Study on Migration Plan about
Cryptography in PKI Systems in the EU” performed by SIT on behalf of IPA. For this
purpose, the report looks at various aspects relevant for the application of PKI
technology. This includes the analysis of European research programs with
corresponding specific projects, the activities of European organizations as well as
specific mathematical problems being analyzed within research projects. The
report also takes a look at national policies and activities in the public sector,
concentrating on Germany and completed by some examples from known
activities in the neighbor countries.

The major part of the legal framework is provided by the EU Signature Directive.
This directive classifies different levels of electronic signatures and provides the
legal foundation for individual national signature regulations and national PKI
projects. The Manchester Declaration from 2005 as well as a recently decided
new action plan gives some further contribution to the European framework for
the use of PKI technology. It turns out that electronic resp. digital signatures, to be
used for eGovernment and elD applications, are the most common applications
of PKI technology for which European as well as national regulations have been
defined (in contrast to other applications like encryption or authentication
protocols). Therefore, it is especially important to carefully study the individual
aspects of digital signatures (in addition to general mathematical aspects of
asymmetric cryptography).

The general specification of the European Citizen Card provides a framework an
interesting application of PKI technology in connection with smart cards.
Following this specification, national elD cards may be used for different
applications, also as a potential Secure Signature Creation Device (SSCD).

When looking at the academic sector in the EU, it is obvious that ECRYPT is the
most important project to be watched for the migration plan of PKI. This Network
of Excellence covers not only PKI techniques directly but also very important other
cryptographic background to be studied for future deployment of PKI.

Key length is an important criterion for the security of a cryptographic method.
The key length must be large enough to prevent a brute force attack, ie. a
complete search of the key space. Progress in electronics and mathematics makes
it necessary, to reconsider from time to time, what a safe key length is. This also
includes the comparison of necessary key lengths for asymmetric algorithms
against those of symmetric algorithms with equivalent security levels. Although no
successful factorisation of an RSA-1024 modulus has been achieved so far, the
actual state-of-the-art in integer factorisation shows that factoring 1024 bits
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integers is not out of range any more, hence, long-term security is no more
reachable with RSA-1024. The national policies on key lengths, thought to be
secure for a definite time period, are different. In Germany, the BSI gave a list of
recommendations currently reaching until 2015. Up to this time, RSA 2048 and
ECDSA with 224 Bits are considered secure enough. While France gave another
individual catalog of key lengths recommendations, the UK obviously decided to
adopt the international recommendations made by NIST.

Different national projects in Europe already show the beginning introduction of
citizen cards equipped with PKI technology. In this area, Germany, Austria, Finland
and Sweden belong to the most advanced European countries from the technical
point of view (although Sweden shows some deficiencies in unique federal
regulations). The concept of card verifiable certificates, developed within the
German eHealth activities, opens the way for using smart cards to fulfil the task of
certificate verification which otherwise needs to be done outside of the card (in
case of X.509 certificates).

It turns out that there exist many institutions and activities in the EU that are
strongly relevant for the migration plan of PKI. Such activities do not only
concentrate on academic institutions and working groups. In addition to the fact
that the contents of FP7 are also of special interest to the industry, there also exist
further funding programs and expert groups specifically related to enterprises. The
example of the EU Gateway shows that the influence of activities of enterprises in
the EU is not limited to the EU region, but also concerns Japanese enterprises.

When looking at specific activities of German enterprises, there already appear
companies providing PKI products really usable for the public sector and adopting
the BSI recommendations. However, there also exist examples of companies using
lower security features for private or internal applications.

\Y Study on Migration Plan about Cryptography
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1 Introduction

For getting an overview about the European migration plan for PKI, many
different aspects have to be considered. The present report tries to perform an
analysis by examining the following points:

Policies or plans on the migration of PKI cipher technology including the relation
with the EU cryptographic policy,

Activities in the academic sector in the EU,

Policies and migration plan of the public sector, including the amendment of the
Digital Signature Act,

Activities relevant to enterprises, service providers and product vendors in the EU.

A public key system is so constructed that calculation of one key (the “private key”)
from the other (the “public key”) is computationally infeasible. In public-key
cryptosystems, the public key may be freely distributed, while its paired private key
must remain secret. The RSA algorithm has been among the most widely used.
Others include the Diffie-Hellman algorithm, the Cramer-Shoup cryptosystem, the
ElGamal encryption, and various elliptic curve techniques.

A significant disadvantage of symmetric ciphers is the key management necessary
to use them securely. Each distinct pair of communicating parties must share a
different key. The number of keys required increases as the square of the number
of communicating participants. The difficulty of securely establishing a secret key
between two communicating parties presents a considerable practical obstacle
for users of cryptography. Hybrid encryption is the usually chosen method to
circumvent this problem.

Public-key algorithms are mostly based on the computational complexity of “hard”
problems, often from number theory. For example, the hardness of RSA is related
to the integer factorisation problem, while Diffie-Hellman and DSA are related to
the discrete logarithm problem. More recently, elliptic curve cryptography has
developed in which security is based on number theoretic problems involving
elliptic curve groups.

With the development of the World Wide Web and its rapid spread, the need for
authentication and secure communication became acute. The effort toward legal
recognition and protection from liability fostered the demand for ways by which
users could communicate securely. The enacted laws and regulations differed, as
questions of privacy, access, and liability have been taken into consideration to a
varying degree. PKI arrangements enable computer users without prior contact to

12 Study on Migration Plan about Cryptography
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be authenticated to each other and to use the public key information in their
public key certificates to encrypt messages to each other.

For reasons given above, the question of key length has to be viewed in both
regards, symmetric and asymmetric encryption: Given symmetric encryption
methods with certain key lengths, the necessary key lengths for asymmetric
methods must be determined in order to provide the same security level. PKls of
one type or another have many uses, including providing public keys and
bindings to user identities which are used for:

e Encryption and/or sender authentication of e-mail messages (e.g., using
OpenPGP or S/MIME).

e Encryption and/or authentication of documents (e.g., the XML Signature
or XML Encryption standards if documents are encoded as XML).

e Authentication of users to applications (e.g., smart card logon, client
authentication with SSL).

e Bootstrapping secure communication protocols, such as Internet key
exchange (IKE) and SSL. In both of these, initial set-up of a secure channel
(a "security association”) uses asymmetric key (public key) methods,
whereas actual communication uses faster secret key (symmetric key)
methods.

The rest of the report is structured in the following way: After some general terms
and definitions in Chapter 2, Chapter 3 starts with some general aspects of PKI
migration in the EU, including the framework as well as standardisation activities.
Specific academic activities in the EU are listed in Chapter 4. This includes some
known research projects in the EU as well as specific mathematical research areas.
Chapter 5 gives an overview about national policies and organisations in the
different countries of the EU. After that, a closer look on specific national PKI
related projects are given in Chapter 6. Finally, Chapter 7 deals with enterprise
activities. This includes some research programs and other activities specifically
related to enterprises as well as internal and external activities of specific
enterprises occupied with PKI technology.

Study on Migration Plan about Cryptography 13
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2 Terms and Definitions

21 Advanced Electronic Signature

An advanced electronic signature (according to the EU Directive) means an
electronic signature (see below) with the following additional requirements:

e The signature is uniquely linked to the signer.
¢ The signer may be uniquely identified with the aid of the signature.

e Later changes of the document may be detected with the aid of the
signature.

22 Asymmetric Cryptography Schemes

Asymmetric cryptography schemes have the property that encryption and
decryption are not performed with the same encryption key. Instead, a public key
(which may be known to everyone) is used for encryption and a private key (only
known to its owner as a personal secret) is used for decryption. Therefore,
asymmetric cryptography is also called “public key cryptography”. (Please note
that the term “secret key” is not used for private keys to avoid confusions with keys
used for symmetric cryptography.) Asymmetric cryptography schemes also
provide the foundation for digital signatures, created by the private key and
verified by the public key.

2.3 Collision Attack

A collision attack on a cryptographic hash is an attempt to find two different
messages having identical hash values:

¢ Find two messages m1, m2 with the property hash(m1) = hash(m2).

Since the complexity for a collision attack (against a hash function with N different
possible values) by brute force is O(sqrt(N)), it is also called “square root attack” or
“birthday attack” (remembering the "birthday paradoxon” that a number of
sqrt(365) ~ 19 people already contain two people with the same birthday with a
probability higher than 50 %).

14 Study on Migration Plan about Cryptography
in PKI Systems in the EU
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Digital Signature

The term “digital signature” denotes the production of an electronic signature
with an asymmetric cryptography scheme. According to the EU directive, digital
signatures at least fulfil the requirements of advanced electronic signatures,
whereas the fulflment of the requirements for qualified electronic signatures
depends on the public key's certificate.

Electronic Signature

The term “electronic signature” means data in electronic form which are attached
to or logically associated with other electronic data and which serve as a method
of authentication. Please note that this definition alone does not include the
necessity to use any sort of cryptography schemes.

Hybrid Methods

Hybrid encryption methods provide an efficient way of combining asymmetric
and symmetric cryptography to save computation time. Most public-key
algorithms involve multi-precision operations such as modular multiplication and
exponentiation, which are much more computationally expensive than the
techniques used in most block ciphers. As a result, public-key cryptosystems are
commonly hybrid cryptosystems, in which fast high-quality symmetric-key
encryption is used for the message itself, while the relevant symmetric key is sent
with the message, but encrypted using a public-key algorithm.

Optimal Asymmetric Encryption Padding

Optimal Asymmetric Encryption Padding (OAEP) is a padding scheme often used
together with RSA encryption. The OAEP algorithm is a form of Feistel network
which uses a pair of random oracles G and H to process the plaintext prior to
asymmetric encryption. When combined with any secure trapdoor one-way
permutation f, this processing is proved in the random oracle model to result in a
combined scheme which is semantically secure under chosen plaintext attack
(IND-CPA). When implemented with certain trapdoor permutations (e.g., RSA),
OAEP is also proved secure against chosen cipher text attack. OAEP satisfies the
following two goals: (1) Add an element of randomness which can be used to
convert a deterministic encryption scheme (e.g., traditional RSA) into a probabilistic
scheme. (2) Prevent partial decryption of cipher texts (or other information
leakage) by ensuring that an adversary cannot recover any portion of the plaintext
without being able to invert the trapdoor one-way permutation.

Study on Migration Plan about Cryptography 15
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2.8 Pairing-based Cryptography

Pairing-based cryptography is the use of a pairing between elements of two
groups to a third group to construct cryptographic systems. Usually the same
group is used for the first two groups, making the pairing in fact a mapping from
two elements from one group to an element from a second group. In this way,
pairings can be used to reduce a hard problem in one group to a different,
usually easier problem in another group. While first used for cryptanalysis, pairings
have since been used to construct many cryptographic systems for which no
other efficient implementation is known, such as identity based encryption.

29 Pre-image Attack

A pre-image attack on a cryptographic hash is an attempt to find a message that
has a specific hash value. There are two types of pre-image attacks:

e Given a hash h, find a message m such that hash(m) = h.

e Given a fixed message ml, find a different message m2 such that
hash(m2) = hash(m1l)..

210 Qualified Electronic Signature

A qualified electronic signature (according to the EU Directive) is an advanced
electronic signature with the additional requirement that a public key with a
“qualified certificate” is used. Special properties required for qualified certificates are
specified within an annex of the EU Directive.

211 Symmetric Cryptography Schemes

Symmetric cryptography schemes are cryptography schemes where encryption
and decryption is performed with the same key that needs to be known to
everyone involved in the process of confidential data exchange. Since the key
represents a secret agreed between the parties, symmetric cryptography is also
called “secret key cryptography”.

3 Transition of PKI Cipher Technology

In the following, we will have a closer look on several general aspects relevant for
the migration of PKI cryptography. For this purpose, we first have to consider

16 Study on Migration Plan about Cryptography
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existing technical frameworks as well as legislation in Europe. Furthermore, it is
important to look at the European as well as international standardisation activities.
It turns out that digital (electronic) signatures represent the most frequent
application of PKI technology for which a couple of European regulations exist (as
opposed to other applications like data encryption or authentication protocols).
Therefore, we wiill highlight this subject in a separate section.

31 Framework and Legislation
EU Directive for Electronic Signatures

The “EU Directive for Electronic Signatures” has been approved by the European
Parliament in 1999 and has been implemented in all member states in the
following 18 month. The original approach of the European Directive was based
on the so-called “Liability Approach”, as opposed to the “Licensing Approach*,
used for instance in the German act in its early version. The route ultimately taken
by the EU was a combination of these two approaches, i.e., a list of abstract
requirements and a number of partially optional annexes containing technical
specifications. The EU Directive standardises “advanced electronic signatures” and
“qualified electronic signatures” in connection with “qualified certificates”,
requiring the installation of an appropriate security level. However, there is room
left for “electronic signatures” with less stringent security requirements. It also
standardises the term “secure signature creation device” (SSCD) by setting
requirements for devices being eligible to produce electronic signatures.

New Action Plan

Based on the EU Directive mentioned above, a new action plan on e-signatures
and e-identification has been recently published by the EU [EU-APSig08]. The
major objective of this action plan consists in cross-border interoperability of e-
signatures and e-identification. One important aspect is the mutual validation of
advanced and qualified signatures by different countries.

This action plan initiates a couple of academic activities in Europe and is also
strongly relevant for future R&D support (see also further sections on this topic as
well as part Il of our study).

Manchester Declaration

Within the framework for use of PKI for European eGovernment and elD
applications, the Manchester Declaration of 2005 [EU-Manch05] plays a
fundamental role. This declaration was approved at the Ministerial eGovernment
Conference 2005 during the UK Presidency of the EU. The major goal of this
declaration was to offer easy-to-use eGovernment applications with appropriate
data security to all EU citizens by 2010.

Study on Migration Plan about Cryptography 17
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General Role of Certificate Authorities

A public key infrastructure (PKI) is a means that binds public keys with respective
user identities by a certificate authority (CA). The user identity must be unigue for a
CA. The binding is established through the registration and issuance process,
which, depending on the level of assurance the binding has, may be carried out
by software at a CA, or under human supervision. For each user, the user identity,
the public key, their binding, validity conditions and other attributes are contained
in certificates issued and signed by the CA. The term trusted third party (TTP) may
also be used for CA. A signer’s public key certificate may also be used by a third
party to verify the digital signature of a message.

Most PKI systems rely on certificate chains to establish a party’s identity, as a
certificate may have been issued by a certificate authority computer whose
“legitimacy” is established for such purposes by a certificate issued by a higher-
level certificate authority, and so on. This produces a certificate hierarchy likely
composed of several computers, often more than one organization, and often
different interoperating software packages from several sources. Today's leading
directory technology is LDAP and in fact, the most common certificate format
(X.509) stems from its use in LDAP’s predecessor, the X.500 directory schema.

There are alternative approaches to the problem of public authentication like the
web of trust scheme and assorted cryptographic protocols, which will not be
covered in detail. However, such schemes can interoperate with a PKI CA fully-
trusted by all parties. A PKI provides enhanced security, greater scalability and
easier administration, control and management of the infrastructure.

European Citizen Card

Across Europe, there are a lot of projects for electronic ID cards and other sorts of
cards making use of PKI cryptography (as later described in more detail in
Chapters 5 and 6). For these eCard projects, the specification of the European
Citizen Card (see also further information on CEN in 3.2) provides a general
technical framework. However, this framework is not prescribed by the EU to be
followed by the individual countries. The development rather works in the
opposite way: The European countries are contributing their concepts into the
specification. The recommendations for issuance, operations and use of the
European Citizen Card are currently under revision [pr7515480]. For this revision,
Germany is going to contribute its intended profile for the planned German elD.

3.2 Standardization Activities

There are a couple of international standardisation activities that have to be
considered for the European migration plan of PKI. Standardisation has been
done by EESSI (European Electronic Signature Standardisation Initiative) under the

18 Study on Migration Plan about Cryptography
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auspices of ICTSB (Information and Communication Technologies Standards
Board). The working groups PKIX and LTANS are especially important.
Furthermore, the European standardisation organization CEN owns a technical
committee especially occupied with signatures.

PKIX Working Group

The PKIX (Public-Key Infrastructure X.509) Working Group (PKIX-WG) has been
assigned by the Internet Engineering Task Force (IETF) to develop the necessary
Internet standards needed to support a Public Key Infrastructure, based on the
X.509 protocol. The PKIX Working Group was established in 1995 with the goal of
developing Internet standards to support X.509-based Public Key Infrastructures
(PKIs). Initially, PKIX pursued this goal by profiling X.509 standards developed by
the CCITT (later the ITU-T). Later, PKIX initiated the development of standards that
are not profiles of ITU-T work, but rather are independent initiatives designed to
address X.509-based PKI needs in the Internet. PKIX has produced a number of
standards track and informational RFCs. RFC 3280 (Certificate and CRL Profile), and
RCF 3281 (Attribute Certificate Profile) are recent examples of standards track RFCs
that profile ITU-T documents. RFC 2560 (Online Certificate Status Profile), RFC 3779
(IP Address and AS Number Extensions), and RFC 3161 (Time Stamp Authority)
are examples of standards track RFCs that are IETF-initiated. RFC 4055 (RSA) and
RFC 3874 (SHA2) are examples of informational RFCs that describe how to use
public key and hash algorithms in PKiIs.

PKIX will continue to track the evolution of ITU-T X509 documents, and will
maintain compatibility between these documents and IETF PKI standards, since
the profiling of X.509 standards for use in the Internet remains an important topic
for the working group. PKIX does not endorse the use of specific cryptographic
algorithms with its protocols. However, PKIX does publish standards track RFCs
that describe how to identify algorithms and represent associated parameters in
these protocols, and how to use these algorithms with these protocols. We
anticipate efforts in this arena will continue to be required over time.

PKIX will pursue new work items in the PKI arena. For example, certificate
validation under X.509 and PKIX standards calls for a relying party to use a trust
anchor as the start of a certificate path.

There is considerable interest to define a standard model for trust anchor
management, and standard protocols to allow remote management. Thus a
future work item for PKIX is the definition of such protocols and associated data
models. Some work about trust anchor management protocols (TAMP) and trust
anchor format is already in progress ([PKIX-TAF08], [PKIX-TAMPO08]).

LTANS Working Group

Study on Migration Plan about Cryptography 19
in PKI Systems in the EU



Fraunhofer

Institut

Sichere Informations-

Technalogie

Besides PKIX, the activities of the LTANS Working Group are also mentionable
since it deals with long-term non-repudiation of digitally signed data. The LTANS
(Long-Term Archive and Notary Services) Working Group was established in
2003 by the IETF.

In many scenarios, users need to be able to ensure and prove the existence and
validity of data, especially digitally signed data, in a common and reproducible
way over a long period of time. The goal of LTANS is to standardise processing
procedures and data structures to preserve all necessary data (e. g. timestamps)
for a non-repudiable proof of existence of digital data.

LTANS has produced three RFCs: [RFC 4810] (Long-Term Archive Service
Requirements) describes long-term archive services and the technical
requirements for interacting with such services. [RFC 4998] (Evidence Record
Syntax, ERS) specifies the syntax and the processing of an evidence record, a data
structure designed to support long-term non-repudiation of the existence of data.
[RFC 5276] (Using the Server-Based Certificate Validation Protocol (SCVP) to
Convey Long-Term Evidence Records) describes the usage of SCVP to convey
evidence records, enabling SCVP responders to provide preservation evidence for
certificates and certificate revocation lists (CRLs). Furthermore, two drafts are in
progress: LTAP (Long-Term Archive Protocol) describes an architecture framework
and a protocol allowing clients to interact with a long-term archive service (LTA).

Fraunhofer SIT also participates in the activities of LTANS and proposed DSSC
(Data Structure for the Security Suitability of Cryptographic Algorithms) as a
specified data structure that enables automated analysis of the security suitability
of cryptographic algorithms. Especially with regard to PKI migration, DSSC plays an
important role and will therefore be described in the following.

DSSC

It is important to periodically evaluate a cryptographic algorithm’s fithess and to
consider the results of these evaluations when creating or verifying signatures, or
when maintaining the validity of signatures made in the past. One result is a
projected validity period for the algorithm, i.e., a prediction of the period of time
during which the algorithm is fit for use. This prediction can help to detect
whether a “weak” algorithm is used in a signature and whether that signature has
been properly protected in due time by another signature made using an
algorithm that is suitable at the present point of time. In Germany, the Federal
Network Agency annually publishes evaluations of cryptographic algorithms, see
5.3. Examples of other European and international evaluations are NIST and ETSI.

These evaluations are only published in documents intended to be read by
humans. For this reason, DSSC has been defined to express the content of the
evaluations to enable automated processing. The current status of DSSC is “draft”.
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It is expected to reach RFC status in 2009. After standardisation process of DSSC
has finished, it is planned to recommend supporting the specification to the
Federal Network Agency.

Algorithm evaluations are pooled in a so called security suitability policy. Besides
some metadata like information about the publisher, such a policy contains all
cryptographic algorithms, including the already expired ones. The algorithms are
identified by their object identifiers (OID). If an algorithm has any parameters (e.g.,
modulus length), the algorithm is broken down into the algorithm with its
respective parameter values. This means that, for example, RSA with 1024 bit key
length and RSA with 2048 bit key length are treated as different algorithms. For
each algorithm, the predicted validity period is indicated.

An algorithm is suitable at a time of interest if it is contained in the current policy
and the time of interest is within the validity period. Additionally, if the algorithm
has any parameters, these parameters must meet the requirements defined in the
policy constraints. If an algorithm appears in a policy for the first time, it is assumed
that the algorithm has already been suitable in the past. Assertions made in the
policy are valid at least until the next policy is published. Publishers may extend the
lifetime of an algorithm prior to reaching the end of the algorithm’s validity period
by publishing a revised policy.

The DSSC policies may be interpreted by signature generation and verification
tools to ensure that only valid algorithms are used. In the context of long-term
security, such policies provide information about suitable and also threatened
algorithms to allow a timely signature renewal.

DSSC may also play an important role for fail safe concepts. See 4.7 for further
details on this topic.

CEN/TC 224

Similar as ISO regarding international standardisation, CEN is responsible for
European standardisation and is divided into several technical committees. TC224
is especially responsible for the standardisation in the area of personal
identification and electronic signatures. They produced the multipart standard
about the European citizen card (see also 3.1) as well as further standards for the
use of smart cards with electronic signatures [EN14890-1].

33 Digital Signatures
A very common application of PKI cipher technologies is provided by digital

signatures. Therefore, it is especially important to carefully look at all aspects
related to digital signatures in order to analyse the migration plan of PKI.
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A digital signature is an asymmetric cryptographic scheme used to simulate the
security properties of a handwritten signature on paper. According to the EU
Directive described in the last section, digital signatures may be classified as
enhanced or qualified electronic signatures depending on the quality of the
public key's certificate.

Digital signature schemes provide two algorithms, one for signing which involves
the user’s private key, and one for verifying signatures which involves the user’s
public key. The output of the signature process is called a “digital signature”. A
signature authenticates the message it is attached to. Digital signatures can be
used to create PKI schemes in which a user's public key (whether for public-key
encryption, digital signatures, or any other purpose) is tied to the identity of a user
by a digital certificate issued by a certificate authority. In some countries, including
the United States and the European Union, electronic signatures have legal
significance.

A digital signature scheme typically consists of three algorithms:

o A key generating algorithm G that randomly produces a “key pair” (PK; SK)
for the signer. PKis the verifying key, which is to be public, and SK'is the
signing key, to be kept private.

e A signing algorithm that on input of a message together with a signing
key produces a signature.

o A signature verifying algorithm that on input of a message, a verifying key
and a signature, either accepts or rejects.

Two main properties are required. First, signatures computed honestly should
always be accepted, all others be rejected. Secondly, it should be computationally
hard for any adversary, knowing only the public key, to create a valid signature for
any text. The basic RSA scheme not being very secure, in order to prevent attacks,
one can first apply a cryptographic hash function to the message and then apply
the RSA algorithm to the result. There are several other reasons to sign such a
hash (or message digest) instead of the whole document.

e Efficiency: The signature will be much shorter and thus save time since
hashing is generally much faster than signing in practice.

o Compatibility: Messages are typically bit strings, but some signature
schemes operate on other domains (such as, in the case of RSA, numbers
modulo a composite number A). A hash function can be used to convert
an arbitrary input into the proper format.
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Integrity: Without the hash function, the text “to be signed” may have to
be split (separated) in blocks small enough for the signature scheme to act
on them directly. However, the receiver of the signed blocks is not able to
recognise if all the blocks are present and in their appropriate order.

For a digital signature scheme, the following attack models are considered:

In a key-only attack, the attacker is only given the public verification key.

In a known message attack, the attacker is given valid signatures for a
variety of messages known by the attacker but not chosen by the attacker.

In a chosen message attack, the attacker learns signatures on arbitrary
messages of the attacker’s choice.

There is also a hierarchy of attack results:

A total break results in the recovery of the signing key.

A universal forgery attack results in the ability to forge signatures for any
message.

A selective forgery attack results in a signature on a message of the
adversary’s choice.

An existential forgery merely results in some valid message/signature pair
not already known to the adversary.

One of the main differences between a digital signature and a written signature is
that the user does not “see” what he signs. An attacker who gains control of the
user's PC can possibly replace the user application with a foreign substitute, in
effect replacing the user’'s own communications with those of the attacker. This
could allow a fraudulent application to make a user sign any document by
displaying the user’s original on-screen, but presenting the attacker's own
documents to the signing application. To protect against this threat, an
authentication system can be set up between the user's application and the
signing application. The general idea is to provide some means for both the user
application and signing application to verify each other’s integrity. For example,
the signing application may require all requests to be digitally signed in turn.

Authentication
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Digital signatures can be used to authenticate the source of messages. When
ownership of a digital signature private key is bound to a specific user, a valid
signature shows that the message was sent by that user. The importance of high
confidence in sender authenticity is especially obvious in finance.

Integrity

In many applications, the sender and receiver of a message may have a need for
confidence that the message has not been altered during transmission. Although
encryption hides the contents of a message, it may be possible to change an
encrypted message without understanding it. (Some encryption algorithms,
known as nonmalleable ones, prevent this, but others do not) However, if a
message is digitally signed, any change in the message will invalidate the
signature. Furthermore, there is no efficient way to modify a message and its
signature to produce a new message with a valid signature, because this is
considered to be computationally infeasible.

Drawbacks of Digital Signatures

Despite their usefulness, digital signatures on their own do not solve any of the
following problems:

Association of digital signatures and trusted time stamping

Digital signature algorithms and protocols do not inherently provide certainty
about the date and time at which the underlying document was signed. The
signer might have included a time stamp with the signature, or the document
itself might have a date mentioned on it. Regardless of the document’s contents, a
reader cannot be certain the signer did not, for example, put back the date or
time of the signature. Such misuse can be made impracticable by using trusted
time stamping in addition to digital signatures.

Non-repudiation

The word repudiation refers to any disclaiming responsibility for a message. A
message’s recipient may insist the sender attach a signature in order to make later
repudiation more difficult, since the recipient can show the signed message to a
third party to reinforce a claim as to its signatories and integrity. However, loss of
control over a user's private key will mean that all digital signatures using that key,
and so ostensibly “from” that user, are suspect. Nonetheless, a user cannot
repudiate a signed message without repudiating their signature key. This is
aggravated by the fact there is no trusted time stamp, so new documents (after
the key compromise) cannot be separated from old ones, further complicating
signature key invalidation.
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Putting the Private Key on a Smart Card

All public key/private key cryptosystems depend entirely on keeping the private
key secret. A private key can be stored on a user's computer, and protected by a
local password, but this has two disadvantages: the user can only sign documents
on that particular computer and the security of the private key depends entirely
on the security of the computer. In addition, security breaches may be difficult to
detect.

A more secure means is to store the private key on a smart card, which mostly are
designed to be tamper-resistant. If all security conditions regarding the EU
Directive are satisfied, the smart card by this way plays the role of an SSCD. In a
typical digital signature implementation, the hash calculated from the document is
sent to the smart card, whose CPU encrypts the hash using the stored private key
of the user, and then returns the encrypted hash. Typically, a user must activate his
smart card by entering a PIN code. It should be arranged that the private key
never leaves the smart card. If the smart card is stolen, the thief will still need the
PIN code to generate a digital signature. This reduces the security of the scheme
to that of the PIN system, although it still requires an attacker to possess the card.
A beneficial factor is that private keys, if generated and stored on smart cards, are
usually regarded as difficult to copy, and are assumed to exist in exactly one copy.
Thus, the loss of the smart card may be detected by the owner and the
corresponding certificate can be immediately revoked.

Entering a PIN code to activate the smart card commonly requires a numeric
keypad. Some card readers have their own (numeric) keypad. This is safer than
using a card reader integrated into a PC, and then entering the PIN using that
computer's keyboard. Readers with a numeric keypad are meant to circumvent
the eavesdropping threat where the computer might be running a keystroke
logging program, potentially compromising the PIN code. Specialized card
readers are also less vulnerable to tampering with their software or hardware and
thus may meet the requirement of EAL (Evaluation Assurance Level) 3 or greater.

The Current State of Use — Legal and Practical
Only if all of the following is taken care of, a digital signature actually will be any
evidence of the sender of the message, and, in consequence, of his approval of its

contents.

e Some public-key algorithms are known to be insecure, since practicable
attacks against them have been published.

e A faulty implementation of an algorithm or protocol will not be secure,
however well designed the latter may be.
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o The private key must remain secret; if it eventually becomes known to
another person, that person can produce perfect digital signatures of any
text or data.

o Distribution of public keys must be done in such a way that the public key
claimed to belong to, say, a person, actually belongs to that person. This is
mostly done by certification via a public key infrastructure, the public
key/user association being attested by a certification authority.

e Users (and their software) must carry out the sighature protocol properly.

Enactments cannot change the reality of the existing engineering possibilities.
Enactments (or proposed enactments) vary from place to place, having typically
embodied expectations at variance with the state of the underlying cryptographic
engineering. Adoption of technical standards for digital signatures has lagged
behind much of the legislation, delaying a more or less unified engineering
position on interoperability, algorithm choice, and key lengths.

In several countries, a digital signature has a status somewhat like that of a pen
and paper signature. That means that digitally signing legally binds the signer of
the document to the terms therein. For that reason, it is deemed necessary to use
separate key pairs for encrypting and signing. Using the encryption key pair, a
person can engage in an encrypted conversation, but the encryption does not
legally sign every message he sends.

4 Academic Activities

41 Sixth and Seventh Framework Program

The 7" Framework Program (FP7, 2007-2013) has a strong ambition to continue
the research activities of the 6™ Framework Program (FP6, 2002-2006) and to
promote the European science and technology areas by research activities carried
out jointly between research organisations and enterprises in trans-national
cooperation. Within FP7, the industry plays a strong role in defining industry-
relevant topics for EU research support, i.e., the activities of enterprises in the EU
are also strongly influenced by this research program. This program always
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contains new calls for security research strongly relevant for the area of
cryptography including PKI technology.

The following activities are included in the objective of the research programme:

Development of technologies and knowledge needed to ensure the security of
citizens from threats such as terrorism and crime, natural disasters and industrial
accidents,

Ensuring optimal and concerted use of available and evolving technologies to the
benefit of civil European security, and,

Stimulating the cooperation of providers and users for civil security solutions;
improving the competitiveness of the European security industry and
delivering mission-oriented results to reduce security gaps.

When looking for specific projects funded by FP6 and FP7 and strongly related to
the migration plan of PKI, the EU project ECRYPT — a European network of
excellence (funded by FP6) — is of special importance. At the current state, ECRYPT
may be considered the leading EC opinion maker in scientific cryptology. The goal
of ECRYPT is to translate high level requirements into key research issues and
challenges for FP7 (2007-2013) and beyond. The main challenges are to integrate
cryptology in ever shrinking devices (from sensor nodes over RFID to nano-scale
devices) and to develop and further deploy advanced cryptographic techniques
for secure computations and increased privacy.

In the view of ECRYPT, cryptology, becoming more mature as a scientific discipline,
needs ongoing research, both in the area of foundations and in the area of
applied cryptology. Firstly, the threats to the security of cryptosystems are likely to
increase. This calls for monitoring of breaking methods in order to assess the
security of systems deployed. Secondly, future development presents new
challenging applications, which need to be addressed differently, e.g., by hybrid
systems that employ bit-precise cryptographic techniques and fuzzy signal
processing techniques such as watermarking and perceptual hashing.

ECRYPT was first set up for a period of 4 years, lasting from 2004 until 2008. Now
the activities are continued by the follow-up project ECRYPT Il funded by FP7.

42 Grants Work Program

Similar as in 2007, the Enterprise and Industry Directorate General (DG) has
published in its “Grants Work Program 2008™ a set of specific current calls for

1 http://ec.europa.eu/enterprise/funding/files/themes_2008/grants_pgm.htm
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proposals that shall ensure that EU policies contribute to the competitiveness of
EU enterprises.

The list of planned actions also contains the topic “Security”. One important aspect
is to develop the technologies and knowledge for building capabilities needed to
ensure the security of citizens from threats such as acts of terrorism and
(organized) crime, natural disasters and industrial accidents while respecting
fundamental human rights including privacy. This will also include activities
regarding the European migration plan of PKI.

Furthermore, there also is a planned action for establishing an EU-JAPAN Centre
for Industrial Cooperation.

EU Gateway to Japan

IDABC

The third EU Gateway to Japan? campaign (2002-2006) was already extended
until June 2007 for eight sectors including the Information and Communication
Technology sector. Now, the EU Gateway Programme (2008-2015) has been
extended to include Korea, in order to support a broader European Union
strategy to develop trade and investment with both Japan and Korea. The EU
Gateway Programme now also provides more coaching and mentoring to EU
companies with promising business plans.

IDABC is a community programme of the Directorate-General for Informatics at
the European Commission. IDABC issues recommendations, develops solutions
and provides services that enable national and European administrations to make
use of information and communication technology for cross-boarder services and
to improve efficiency and collaboration between European public administrations.

Specific actions are performed in the area of eSignatures. Based on the existing EU
Directive and the corresponding action plan [EU-APSig08], interoperability
requirements for eGovernment applications and services are analysed. This also
includes the classification of signature attributes like signature type, token type,
document type or type of eGovernment application.

2 http://www.gatewaytojapan.org
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