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1. ⱷכꜟ╩ ╡ ↄ  

1.1. ⱷ₉╕™₈─ꜟכ 

ⱷ⁸│ꜟכ ╛ⱦ☺Ⱡ☻⁸ⱪꜝ▬ⱬכ♩╩ ╦∏◖Ⱶꜙ♬◔כ◦ꜛfi─♠⁸≡⇔≥ꜟכ

⅛∆↓≤─≢⅝⌂™╙─≤⌂∫≡™╕∆⁹⇔⅛⇔⁸◖Ⱶꜙ♬◔כ◦ꜛfi⌐│ ⇔⌂™

≤™℮ꜞ☻◒⅜≈⅝╕≤™╕∆⁹ ⱷכꜟ╙ ≢│№╡╕∑╪⁹ 

 

ⱷכꜟ◦☻♥ⱶ╩ ⇔√ ≤™℮─│⁸ ╩ ∫√ⱷ♇☿כ☺─╛╡≤╡

⌐ ≡™╕∆⁹ ⱷכꜟ─ⱷ♇☿⁸│☺כ ─ ⌐ ⅛╣√ ⅜⁸╕∫√ↄ ↕╣

∏⌐ ┌╣≡™╢─≤ ∂╟℮⌐⁸ ⅜ ⌐ ⅎ╢ ≢™ↄ≈╙─◖fiⱧꜙכ♃╩

⇔≡ ⌐ ┌╣≡™⅝╕∆⁹ ─ ⌐ ╦∫≡™╢ √∟⅜ ≤ ∂

╟℮⌐ ╩ ∟ ╦∑≡⁸ ─ⱷ♇☿כ☺─ ⌐ ∆╢╟℮⌂↓≤│⇔⌂™≤

™℮↓≤⌐╟∫≡⌂╡√∟╕∆⁹ 
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1.2. ⱷכꜟ─ꜞ☻◒≤ ⌂  

1.2.1. ⱷכꜟ⅜ ≈ꜞ☻◒ 

⇔⌂™ ─ ⌐╟╡ ∆╢ ⱷכꜟ─ ⌐│⁸ ─╟℮⌂╙─⅜№

╡╕∆⁹ 

 ̧  

 ̧ ⌂╡∆╕⇔ 

 ̧ ↨╪ 

∕╣∙╣≥╪⌂ ⌂─⅛╩ ⇔╕∆⁹╕√⁸⌂╡∆╕⇔╩ ⇔√ⱨ▫♇◦fi◓

╛ ⌐ ⱷכꜟ╩ ╡≈↑╢☻Ɽⱶⱷ⁸ꜟכⱩꜝ►◙╩ ⇔≡ ⱷכꜟ

─ ╩ ℮Webⱷכꜟ◦☻♥ⱶ─ ⌐≈™≡╙ ╣≡⅔⅝╕⇔╞℮⁹ 

 

1.2.1.1.  

₈▪ꜞ☻₉⅜₈ⱲⱩ₉⌐ ⱷכꜟ≢ⱷ♇☿כ☺╩ ╢ ⁸ⱷ♇☿כ☺─ ⌐ ≤

⇔≡⁸ⱲⱩ─ ⱷכꜟ ▪♪꜠☻╩ ↑≡ ⇔╕∆⁹↓─ⱷ♇☿כ☺⅜ⱲⱩ⌐ ↄ

╕≢⌐⁸™ↄ≈╙─◖fiⱧꜙכ♃╩ ⇔≡™╕∆⁹  

↓─ ⌐ ⇔≡™╢◖fiⱧꜙכ♃─ │⁸ ⌐▪ꜞ☻─ ⱷכꜟ─ⱷ♇☿

☺╩╖╢↓≤⅜≢⅝╕∆⁹ 

 

 1-1 Ⱡ♇♩꞉כ◒ ≢ ↕╣╢  

 

1.2.1.2. ⌂╡∆╕⇔ 

₈▪ꜞ☻₉≤₈ⱲⱩ₉─ ⱷכꜟ╩ ∫≡™╢₈▬Ⱪ₉│⁸ ╡ ▪♪꜠☻⌐₈▪ꜞ☻₉

─ⱷכꜟ▪♪꜠☻╩ ∆╢↓≤⌐╟∫≡⁸₈▪ꜞ☻₉≤ ∫≡₈ⱲⱩ₉⌐ ⱷכꜟ╩

╢↓≤⅜ ⌐≢⅝╕∆⁹ ™╦╝╢ₐⱨ▫♇◦fi◓ ₑ⌐╙ ↕╣╢ ≢∆⁹  
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 1-2 Ⱡ♇♩꞉כ◒ ≢₈⌂╡∆╕⇔₉╩ ∫≡™╢  

∕─ ⌐╙⁸₈▬Ⱪ₉│⁸ⱷכꜞfi◓ꜞ☻♩╛♬ꜙכꜟ◓☻כⱪ⌂≥⁸ ─

─ ⌐ ╣╢ ⌐ ⇔≡⁸₈▪ꜞ☻₉≤ ∫≡ ∆╢↓≤╙ ≢∆⁹  

 

1.2.1.3. ↨╪ 

₈▬Ⱪ₉│₈▪ꜞ☻₉⅜ ⇔√ ⱷכꜟ╩ ⇔⁸ ⅛╣√ ╩ ⇔≡₈ⱲⱩ₉

⌐ ╢↓≤╙≢⅝╕∆⁹ ▪ꜞ☻ ⌐╙ ⱲⱩ ⌐╙ ⅜ ⅝ ⅎ╠╣√↓≤│ ╡╕∑╪⁹

↓╣╩₈ ↨╪₉≤ ┘╕∆⁹  

 

 

 1-3 Ⱡ♇♩꞉כ◒ ╩♃כ♦≢ ↨╪∆╢  
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1.2.1.4. ⱨ▫♇◦fi◓  

ⱷכꜟ⌐URL ╩ ∆╢↓≤≢ ↕╣√◘▬♩⌐ ⇔ ╩ ∆╢╙─≢∆⁹

⌐│ ─ ⌂≥╩ ∫√ ⱷ⁸≢ꜟכⱨ▫♇◦fi◓╩ ⇔√Web◘

▬♩┼─ URL ╩ ╘ ╪∞ⱷ♇☿כ☺╩ ╡⁸ ⇔√Web◘▬♩⌐ ⇔╕∆⁹

─Web◘▬♩╩ ™⌂⅜╠⁸ⱳ♇ⱪ▪♇ⱪ►▫fi♪►⌂≥≢ כ◌♩♇☺꜠◒╛

♪ ╩ ↕∑╕∆⁹ 

 

 1-4 ╩ ∫√Web ◘▬♩╩ ∫√ⱨ▫♇◦fi◓  

 

1.2.1.5. ☻Ɽⱶⱷכꜟ 

↕╣≡™╢Web◘▬♩⌐ ↕╣≡™╢ⱷכꜟ▪♪꜠☻╩ ⌐ ╖ ╡⁸

─ⱷכꜟ╩ ⌐ ∆╢╙─≢∆⁹▬fi♃כⱠ♇♩─ ⅜ ⇔√ ⁸

∂√ ≤ ⅎ╠╣╕∆⁹☻Ɽⱶⱷכꜟ─ ▪♪꜠☻─ ╛⁸ⱷ♇☿כ☺─

⌐╟╢ⱨ▫ꜟ♃ꜞfi◓⌂≥⅜ ≤⇔≡ ™╠╣≡™╕∆⁹ 

 

1.2.1.6. Webⱷ1▫♥ꜞꜙ◐☿─ꜟכ 

ⱷכꜟ╩ ∆╢ ╖≤⇔≡⁸ ⱷכꜟ♁ⱨ♩─╒⅛⌐₈Webⱷ₉ꜟכ≤ ┌╣

╢◦☻♥ⱶ⅜ ⇔≡™╕∆⁹ 

Webⱷ⁸│ꜟכ ─ ⱷכꜟ♁ⱨ♩╩ ℮─≢│⌂ↄ⁸WebⱩꜝ►◙╩ ∫≡⁸

ⱷכꜟ♁ⱨ♩≤ ⌂ ╩ ≤∆╢ ╖≢∆⁹ │Webⱷכꜟ◦☻♥ⱶ≢

↕╣╢Web◘▬♩⌐▪◒☿☻⇔⁸ ⱷכꜟ╩ №╢™│ ⇔╕∆⁹

                                                      
1 ≢│ ⱷכꜟ⌐ ∆╢ꜞ☻◒≤⇔≡₈ ₉⁸₈⌂╡∆╕⇔₉⁸₈ ↨╪₉╩ ╡ →⁸∕─

⌐≈™≡ ⇔≡™╕∆⁹₈Webⱷ₉ꜟכ⌐│↓╣╠─ꜞ☻◒≤│ ⌐◦☻♥ⱶ─ ╖⌐ ∆╢

ꜞ☻◒⅜ ⇔╕∆⁹ ≢│⁸ ⌐∕─ ╩ ╡ →╕∆⁹ 
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─ ╙Web◘▬♩⌐ ↕╣√▪▬◖fi╩◒ꜞ♇◒⇔≡ ™╕∆⁹Web◘▬♩⌐▪

◒☿☻∆╢∞↑≢ ⱷכꜟ─ ─ ⅜ ≢∆─≢⁸ │ ₁─◒ꜝ▬▪fi♩

PC⌐ ⌂ ╩∆╢↓≤⌂ↄ ≢⅝╕∆⁹WebⱩꜝ►◙╩ ⅎ╢ ≢№╣┌

╛ ╩ ┘╕∑╪⁹ 

↓─╟℮⌐Webⱷכꜟ│ ≢№╢ ⁸ ─ ⱷכꜟ♁ⱨ♩╩ ∫√ ─

╖≤│ ⌐ ┼─ ⅜ ≤⌂╡╕∆⁹ ⌐Webⱷכꜟ ─ ╩

⌐ ⇔╕∆⁹ 

 ̧ SSL≢ ↕╣√Web◘▬♩≢ ↕╣≡™╢Webⱷכꜟ╩ ™╕⇔╞℮⁹∕╣⌐

╟╡⁸◘▬♩─ ≤ ⌐№╢ ⱷכ♦ꜟכ♃─ ⅜ ≤⌂╡╕∆⁹ 

 ̧ ⱷכ◘ꜟכⱣכ⅜ ≢ ∆╢↓≤⌐⌂╢─≢⁸Webⱷכ◘─ꜟכⱣכ─

≢│⁸ ⱷכꜟ─ ⁸ ⌂≥ ⌂ ⅜ ≤⌂╡╕∆⁹ │↓─

╩ ╕ⅎ⁸ ⌂ⱷכꜟ│◒ꜝ▬▪fi♩⌐ │⌐כⱣכ◘≡⇔≤⌂╢∆ ↕

⌂™⁸≤™∫√ ╩⇔╕⇔╞℮⁹ 

 ̧ ≤⇔≡─ ∆═⅝ │⁸WebⱩꜝ►◙⌐Webⱷכꜟ⌐▪◒☿☻⇔√◐ꜗ♇◦

ꜙ⅜ ╢↓≤⌐╟╡⁸ ╖ ⌂≥⅜ ≤⌂╢↓≤≢∆⁹ ™ ╦∫√╠◐ꜗ♇◦ꜙ

╩◒ꜞ▪∆╢╟℮⌐⇔╕⇔╞℮⁹ 

 ̧ כⱣכ◘ ╩♃כ♦─≡═∆⌐ ↄ ╖≢№╢√╘⁸♦☺♃ꜟ ╛ ⌂≥─

─ ⌐ ≠ↄ ─ ╖╩ ╖ ╗↓≤⅜ ≤⌂╡╕∆⁹ 

 

 

 1-5 ⱷכꜟ♁ⱨ♩≤Web ⱷכꜟ 
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1.2.2. ≢ ⱷכꜟ─ ╩ ∆╢ 

↓─╟℮⌐ ↄ─ꜞ☻◒⅜№╢ ⱷכꜟ⌐╟╢◖Ⱶꜙ♬◔כ◦ꜛfi⌐⅔™≡⁸ ╩

∆╢√╘⌐ √∟⌐≢⅝╢↓≤│⌂╪≢⇔╞℮⅛⁹∕╣│ ╩ ∫≡ ⱷכ

ꜟ─ⱷ♇☿כ☺╩ ⇔ ⇔⌂™ ⌐ ╕╣╢↓≤╩ ←↓≤╛ⱷ♇☿כ☺⌐

⌂ ♦☺♃ꜟ ╩ ↑≡ ⅜ ™√ ≢№╢↓≤╩ ∆╢↓≤⅜ ⅎ

╠╣╕∆⁹ ⌐⁸ⱷ♇☿כ☺─ ╛♦☺♃ꜟ ⌐ ╦╣≡™╢ ─ ⌐

≈™≡ ⇔╕∆⁹ 

 

1.2.2.1. ─  

≤│⁸ ─ ╕╡⌐⇔√⅜∫≡⁸ ╛ⱨ□▬ꜟ─♦כ♃─ ┘ ⅎ╩ ℮↓≤

≢∆⁹ ↓─ ─ ╕╡≤⇔≡⁸ ⌂ ▪ꜟ◗ꜞ☼ⱶ ╛₈ ₉≤╟┌╣

╢ ⌂Ɽ☻꞉כ♪╩ ™╕∆⁹╕√⁸╙≤─ⱷ♇☿כ☺ ≤ ┘╕∆ ╩ ┘ ⅎ

≡⁸ ─ⱷ♇☿ ☺ ⌐ ∆╢↓≤╩ ≤™™⁸ ⌐ ╩╙≤─

⌐ ∆↓≤╩ ≤™™╕∆⁹ 

 

 

 1-6 ─   ─ ╣  

ⱷכꜟ⌐ ↕╣╢ │⁸ ─ ™ ╛ ⌐╟∫≡⁸ ⅝ↄ ─ ≈⌐

∆╢↓≤⅜≢⅝╕∆⁹ 

 ̧   

 ̧  

 ̧ ⱷ♇☿כ☺♄▬☺▼☻♩   

↓╣╠╩ ╖ ╦∑≡⁸ ≤♦☺♃ꜟ ╩ ™╕∆⁹ 

 

1.2.2.2.   

ⱷ♇☿כ☺╩ ∆╢≤⅝≤⁸ ∆╢≤⅝⌐ ╩ ℮ ╩ ≤ ┘╕

∆⁹ ⁸╕√│ ⌂≥≤╙ ┌╣╕∆⁹ ↓─ ⌐ ≠ↄ

▪ꜟ◗ꜞ☼ⱶ⌐│⁸RC2⁸RC5⁸DES⁸Triple -DES⁸IDEA ⌂≥⅜№╡╕∆⁹ 
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 1-7 ╩ ∫√⁸ ≤  

 

↓─ ≢│⁸ ╩ ℮ ↔≤⌐ ╩ ∆╢ ⅜№╡╕∆⁹╕√⁸ ─

√╘⌐ ≤⌂╢ ╩≥─╟℮⌐⇔≡ ⌐ ⌐ ⅎ╢⅛⅜ ⅝⌂ ≢∆⁹ 

 

1.2.2.3.  

ⱷ♇☿כ☺╩ ∆╢≤⅝≤⁸ ∆╢≤⅝≢⁸ ⌂╢ ╩ ℮ ▪ꜟ◗ꜞ☼ⱶ─↓

≤╩ ≤ ┘╕∆⁹↓─ ≢│⁸ ─ ╩ ⇔⁸ ─ ╩

∞↑⅜ ⌐ ⇔╕∆⁹∕─√╘⁸ ─ ╩ public key ⁸ ─

╩ⱪꜝ▬ⱬכ♩ private key ≤ ┘╕∆⁹ 

╕√⁸↓─ │⁸ ≤╙ ┌╣╕∆⁹ 

↓─ ╩ ≠ↄ ▪ꜟ◗ꜞ☼ⱶ⌐│⁸RSA⁸DSA⁸Diffie -Hellman ⁸ECC( )

⌂≥⅜↓─ ≢∆⁹ 

 

 

 1-8 ╩ ∫√⁸ ≤  

 

↓─ ≢│⁸ⱪꜝ▬ⱬכ♩ ⅜⌂↑╣┌ ≢⅝⌂™√╘⁸ⱪꜝ▬ⱬכ♩ ╩

⅜ ⌐ ∫≡™╣┌⁸ ⌐ ⌂ │ ⌐ ╠╣≡╙ ™╕∑╪⁹↓─ ─

│⁸ ⅜ ╩♃כ♦⁸╘√⌂ ╛ ∆╢ ⌐ ⅜⅛⅛╡∆⅞╢↓≤≢∆⁹ 

╙℮ 1≈ ⅝⌂ │⁸ ─ ∟ ⁸≈╕╡ ⌐⌂╢ⱪꜝ▬ⱬכ♩ ╩ ∫≡™╢

⅜ ⅛≤™℮↓≤≢∆⁹ ⇔≡ ∫√≤⅝⌐⁸∕╣╩ ≢⅝╢─⅜ ⇔√ ≢⌂
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↑╣┌ ╡╕∆⁹ ─ ∟ ⅜ ↕╣√ ≢ ≢⅝⌂↑╣┌⌂╡╕∑╪⁹∕╣

╩ ∆╢─⅜⁸ ∆╢ PKI ≢∆⁹ 

 

1.2.2.4. ⱷ♇☿כ☺♄▬☺▼☻♩  

ⱷ♇☿כ☺♄▬☺▼☻♩ │⁸ ─ ╩♃כ♦─↕ ⌐♃כ♦─ ∆╢ ╩

ⱷ♇☿כ☺♄▬☺▼☻♩ ≤ ┘╕∆⁹╕√⁸ ⌐╟∫≡ ⇔√ ─ ─♦

ꜙ◦♇Ɫ╩♃כ ≤ ™╕∆⁹ ⅜♃כ♦─ ⇔≢╙ ⌂╢≤⁸Ɫ♇◦ꜙ │ ↄ ∫√

╙─≤⌂╡⁸ ─Ɫ♇◦ꜙ ⅛╠ ╩♃כ♦─ ⇔⌐ↄ™╙─╩⁸ ⌐ⱷ♇☿כ

☺♄▬☺▼☻♩ ≤ ┘╕∆⁹ⱷ♇☿כ☺♄▬☺▼☻♩ ─ ─Ɫ♇◦ꜙ ╩

♄▬☺▼☻♩(╕√│⁸ⱷ♇☿כ☺♄▬☺▼☻♩)≤ ┘╕∆⁹ 

ⱷ♇☿כ☺♄▬☺▼☻♩ ≤⇔≡│⁸MD2(Ɫ♇◦ꜙ │ 16Ᵽ▬♩)⁸MD5(16 Ᵽ▬♩)⁸

SHA-1(20Ᵽ▬♩) ⁸SHA-224(28Ᵽ▬♩)⁸SHA-256(32Ᵽ▬♩)⁸SHA-512(64Ᵽ▬♩)

⌂≥⅜№╡╕∆⁹ 

 

 

 1-9 ⱷ♇☿כ☺♄▬☺▼☻♩ ⌐╟╢♄▬☺▼☻♩─ ≤⁸ ─ ↕ 

 

ⱷ♇☿כ☺♄▬☺▼☻♩ ⌐╟∫≡ ↕╣√♄▬☺▼☻♩⅛╠│⁸╙≤─ⱷ♇☿כ☺

╩ ∆╢↓≤│≢⅝╕∑╪⁹ 

 

╩ ℮ ≤│ ⌂╡╕∆⅜⁸↓─╟℮⌂ⱷ♇☿כ☺♄▬☺ꜗ☻♩ ─ ╩

™⁸ ≥♃כ♦ ꜙ◦♇Ɫ─♃כ♦ ╩ ⌐⅔ↄ╢↓≤⌐╟╡♦כ♃─ ↨╪⅜

⌐⌂╡╕∆⁹⇔√⅜∫≡⁸ ⌐Ɫ♇◦ꜙ ╩ ╢↓≤⅜ ≢∆⁹ 
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1.2.3. ╩ ∫√ꜞ☻◒─  

≢ ⇔√ ≈ ╩ ⱷכꜟ⌐ ∆╢↓≤⌐╟∫≡⁸ ─ 3≈─☿◐ꜙ

ꜞ♥▫╩ ⇔╕∆⁹ 

 ̧ ⱷ♇☿כ☺─ ⱷ♇☿כ☺╩ ∆╢↓≤⌐╟∫≡ ╩  

 ̧ Ί ⱷכꜟ─ ⅜ⱷ♇☿כ☺⌐♦☺♃ꜟ ╩ ⅎ╢↓≤≢ ╩  

 ̧ ⱷ♇☿כ☺─ ⱷ♇☿כ☺⌐♦☺♃ꜟ ╩ ⅎ╢↓≤≢⁸ⱷ♇☿כ☺⌐ ↨╪⅜⌂

™↓≤╩  

╩ ⱷכꜟ┼ ∆╢ ─ ⌂╙─│⁸S/MIME ╛ PGP⅜№╡╕∆⁹

╩ ╖ ╦∑≡ ℮↓≤≢⁸∕╣∙╣─ ⁸ ╩◌Ᵽ⁹∆╕™≡⇔כ

≢│⁸↓╣╠─ ≢⁸≥─╟℮⌐ ╩ ™ ≈─☿◐ꜙꜞ♥▫⅜ ≤⌂╢

─⅛╩ ≡╖╕⇔╞℮⁹ 

 

1.2.3.1. ⱷ♇☿כ☺─  

│ ≤ ╩ ╖ ╦∑≡ ™╕∆⁹ ╖ ╦∑≡ ℮↓≤≢⁸

─ ─ ─ ≤⁸ ─ ─ ╩ ⇔≡™╕∆⁹ 

▪ꜞ☻⅛╠ⱲⱩ┼ⱷ♇☿כ☺╩ ⇔≡ ∆╢ ─⁸ ≤ ─ ─ ╣

╩╖≡╖╕⇔╞℮⁹ 

 

(1) ≢─ ▪ꜞ☻  

i.  ⱷ♇☿כ☺╩ ≢⁸ ⇔ ╩ ⇔╕∆⁹ 

ii.  i ≢ ™√ ╩⁸ ─ ╩ ≤⇔≡ ∫≡ ≢ ⇔╕

∆⁹ќ ─ ∞↑⁸ ─ ╩⇔╕∆⁹ 

iii.  i ─ ─ ─ ii ≥♃כ♦─ ≢ꜟכⱷ╩♃כ♦─ ╡╕∆⁹ 

 

 

(2) ≢─ ⱲⱩ  

iv.  ╠╣≡ ─♃כ♦√ ⅛╠⁸ ─Ɽכ♩─ ╩ ─ⱪꜝ▬ⱬכ♩ ╩

≤⇔≡ ∫≡ ≢ ⇔╕∆⁹∕─ ⁸ ─ ╩

⇔╕∆⁹ 

v. iv ≢ √⁸ ╩ ∫≡ ╩ ⇔ ─ⱷ♇☿כ☺╩ ╕∆⁹ 
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 1-10 ⱷ♇☿כ☺─ ─ ╖ ≤ ╩ ╖ ╦∑≡ ™╕∆⁹  

 

↓─╟℮⌐ ♃כ♦ ╩ ≢ ∆╢↓≤⌐╟╡⁸ ≢

⌂ ─ ╩ ⇔≡™╕∆⁹╕√⁸ ╩ ↕⌂ ─♃כ♦

⌐ ∆╢↓≤⌐╟∫≡⁸ ⌐⅛⅛╢ ─ ╩ ⇔≡™╕∆⁹ 
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1.2.3.2. ♦☺♃ꜟ  

ⱷ♇☿כ☺♄▬☺▼☻♩ ≤ ╩ ╖ ╦∑≡ ™╕∆⁹▪ꜞ☻⅜ⱷ♇☿

ꜟ♃☺♦⌐☺כ ╩ ⅎ≡⁸ⱲⱩ⌐ ╢ ─♦☺♃ꜟ ─ ⅛╠♦☺♃ꜟ ─

─ ─ ╣╩ ≡╖╕⇔╞℮⁹ 

 

(1) ≢─♦☺♃ꜟ ▪ꜞ☻  

i.  ⱷ♇☿כ☺♄▬☺▼☻♩ ╩ ∫≡ ─♄▬☺▼☻♩╩ ⇔╕∆⁹ 

ii.  ⱪꜝ▬ⱬכ♩ ╩♩☻▼☺▬♄≡⇔≥כ◐╩ ≢ ⇔╕∆⁹ 

 ќ ♦כ♃─  

iii.  ≤ ─ ii )♃כ♦ )╩ⱷכꜟ≢ ╡╕∆⁹ 

 

(2) ─♦☺♃ꜟ ─ ⱲⱩ  

iv.  ≤ ⌐⁸ⱷ♇☿כ☺♄▬☺▼☻♩ ╩ ∫≡ ─♄▬☺▼☻♩╩ ⇔

╕∆⁹ 

v. ♦כ♃╩ ─ ≡⇔≥כ◐╩ ≢ ⇔╕∆⁹ ∕─

⁸ ─ ∫√⁸♄▬☺▼☻♩╩ ⇔╕∆⁹ 

vi.  iv ≤ v ─ ╩ ⇔≡⁸ ≢№╣┌⁸ ─ 2≈─↓≤⅜ ↕╣╕∆⁹ 

 

 ̧ ▪ꜞ☻⅜ ⇔√↓≤ 

≤ⱪꜝ▬ⱬכ♩ │Ɑ▪⌐⌂∫≡™╕∆⁹№╢ ≢ ≢⅝√ ╩♃כ♦

╣╢─│⁸Ɑ▪⌐⌂∫≡™╢ⱪꜝ▬ⱬכ♩ ╩╙∫≡™╢ ∞↑≢∆⁹↓─ ≢│⁸

⌐≈⅛∫√ ≤ ∆╢ⱪꜝ▬ⱬכ♩ ╩╙∫≡™╢─│▪ꜞ☻≢∆⁹⇔√⅜

∫≡⁸▪ꜞ☻⅜ iii ╩ ∫√↓≤⅜ ↕╣╕∆⁹ 

 ̧ ↨╪⅜↕╣≡™⌂™↓≤ 

⇔≡ √♄▬☺▼☻♩≤⁸ ⅛╠ ⇔√♄▬☺▼☻♩⅜ ∆╢⅛╠≢∆⁹

╩ ↨╪↕╣√ ⁸ ↑ ∫√ ⅛╠ ⇔√♄▬☺▼☻♩│ ⌂╢╙─⌂╡╕

∆⁹2≈⅜ ∆╢≤™℮↓≤│⁸ ↨╪↕╣≡™⌂™ ≤⌂╡╕∆⁹ 
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 1-11 ♦☺♃ꜟ ─ ╖ ⱷ♇☿כ☺♄▬☺▼☻♩ ≤ ╩ ╖ ╦∑≡ ™╕∆⁹  
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1.2.4. ╩ ∆╢√╘⌐ 

╩ ∫√ ≢│ ─ ⅜⁸ ⌂─⅛ ≢⅝╢ ╖⅜ ≢∆⁹ 

╙⇔⁸▬Ⱪ⅜ ∫√ ╩⁸₈▪ꜞ☻─ ≢∆₉≤ ∫≡ ⇔⁸╖╪⌂⅜ ⇔

≡⇔╕℮≤⁸▪ꜞ☻∞↑⅜ ≢⅝╢≈╙╡≢ ⇔√ ⅜▬Ⱪ⌐╟∫≡ ↕╣⁸

ⱷ♇☿ ☺╩ ╖ ╠╣≡⇔╕™╕∆⁹№╢™│⁸▬Ⱪ│⁸▪ꜞ☻⅜♦☺♃ꜟ ╩⇔√

↓≤⌐⇔≡⁸ⱷ♇☿כ☺╩ ∆╢↓≤⅜≢⅝≡⇔╕™╕∆⁹ 

⇔√⅜∫≡⁸₈ ₉≤₈♦☺♃ꜟ ₉⅜ ⌐ ∆╢√╘⌐│⁸ ∟ ⅜ ↕

╣√ ─ ⅜ ≤⌂╡╕∆⁹↓↓≢│⁸ ∟ ╩ ⇔≡⁸ ≢⅝╢ ─

╩ ↑╢─ ╖╩≤⇔≡⁸PKI ≤ PGP╩ ⇔╕∆⁹ 

 

1.2.4.1. PKI 2 

(1) ─⸗♦ꜟ 

HTTP ─ ≢☿◐ꜙꜞ♥▫╩ ╘╢√╘⌐⁸PKI │⁸╟ↄ ╦╣≡™╢ ≢∆⁹Web

◘▬♩╩ ⇔≡⁸Web◘▬♩≤Ⱪꜝ►◙ ─ ⅜♃כ♦ ↕╣╕∆⁹ 

 

PKI │ ─ ∟ ╩ ∆╢√╘⌐⁸ ╩♃כ♦⁸╢╣┌╟≥ ∆╢

≤│ ⌐ ╩ ⇔√ ╖≢∆⁹ ≢│⁸ ─ ∟ ╩ ⇔≡⁸

≤ ∟ ─ ─ ╖ ╦∑⌐♦☺♃ꜟ ╩⇔╕∆⁹↓╣╩ ≤ ┘╕

∆⁹ ⌐ PKI ⌐⅔↑╢ ─ ╖╩ ⇔╕∆⁹ 

 

i. │ꜟכ♩ ─ ─ ╩ ⌂ ⌐╟∫≡ ⇔⁸ №

╠⅛∂╘ ∫≡™≡ ⇔≡™╕∆⁹ 

ii. ♩כꜟ   │⁸ ─ ─ ⌐ ╩ ↑√ ╩ ⇔╕∆⁹ 

 

↓─╟℮⌂ ╩ ≤⇔≡⁸ │ ─╟℮⌐ ╩ ⇔╕∆⁹ 

 

iii.   A↕╪│⁸ A⌐ ╩ ⇔╕∆⁹ A│⁸ ⇔√ ⅜ A↕╪≢№╢↓

≤╩ ⇔√ ⁸A↕╪─ ≤ ⌂≥─ ∟ ╩ ╖ ♃☺♦⌐♃כ♦√∑╦

ꜟ ╩ ↑√ ╩♃כ♦ ⇔╕∆⁹↓╣⅜⁸A↕╪─ ≤⌂╡╕∆⁹ 

iv.   A↕╪─ ╩ ↑ ∫√ B↕╪╛ C↕╪│⁸╕∏ A─ ─

╩ ♩כꜟ╢№⌐ ─ ╩ ∫≡ ⇔╕∆⁹ A─ ≤⇔≡

⇔™↓≤⅜╦⅛∫√⌂╠⁸ ⌐ A↕╪─ ─ ╩ A─ ╩ ∫≡

⇔╕∆⁹ 

↓─╟℮⌐⁸ ⌐╟∫≡ ─ ∟ ╩ ∆╢ ╖⅜ PKI ≢∆⁹ ⅜♦☺

                                                      
2 http:// www.ipa.go.jp/security/pki/index.html  

http://www.ipa.go.jp/security/pki/index.html
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♃ꜟ ╩≈↑╢↓≤╩⁸₈ ╩ ∆╢₉≤ ™╕∆⁹ │⁸∕─ ⌐

⅜♃כ♦╢╣↕ ™⌂ↄ ─╙─≢№╢↓≤╩ ⇔≡⅛╠ ╩ ∆╢↓≤

⌐╟╡⁸ ─ ⇔↕╩ ⇔≡™╢─≢∆⁹ 

 

 

  

 1-12 PKI≢─ ─ ≤ ─ ╖ 

 

♩כꜟ (2)  

♩כꜟ ─ ╙⁸♦☺♃ꜟ ↕╣√ ⌐╟∫≡ ⇔╕∆⁹⇔⅛⇔⁸

─ ♩כꜟ⁸╡⌂≥↓≥ ─ ♩כꜟ│ ─ⱪꜝ▬

ⱬכ♩ ⌐╟∫≡♦☺♃ꜟ ↕╣√╙─≢∆⁹↓╣╩ ⌂≥≤ ┘╕∆⁹

⌂─≢⁸ ─ ╩ ∫≡ ∆╢↓≤│≢⅝╕∑╪⁹ ─ ≢⅝╢ ≢ ∆

╢ ⅜№╡╕∆⁹ 

∆╢Windows ╛ Java ≢│⁸ ≢™ↄ≈⅛─ꜟכ♩ ⅜ ╘▬fi☻♩כꜟ

↕╣╕∆⁹ 

♩כꜟ⌂√ ╩ ∆╢ ⁸ ─ (thumbprint , fingerprint) ╩ ∫≡

∆╢ ⅜ ╦╣╕∆⁹ 

 

(3) (thumbprint) ⁸ (fingerprint)  

╩ SHA.1 ╛ MD5 ⌂≥─ⱷ♇☿כ☺♄▬☺▼☻♩ ─ ⌐⇔≡⁸ ╠╣
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√♄▬☺▼☻♩ ╩₈ thumbprint ₉╕√│₈ (fingerprint) ₉≤ ┘╕∆⁹SHA1

╩ ∫√ ⁸♄▬☺▼☻♩ │ 20Ᵽ▬♩(160bit)⌂─≢⁸16 ─ ≤⇔≡ ∆╢

≤⁸40 ⌐⌂╡╕∆⁹ 

♄▬☺▼☻♩ │⁸∕─ ╠⅛♃כ♦ ⌐⅝╕╢─≢⁸ ╘≡ ↑ ∫√

│⁸∕─ ─ 40 ╩⁸ ─ ∟ ⌐ ™ ╦∑╢⌂≥⇔≡⁸ ─

⇔↕╩ ∆╢↓≤⅜ ╕∆⁹ ╩ ℮▪ⱪꜞ◔כ◦ꜛfi≢│╒≤╪≥─

⁸ ╩  ⱨ▼▬☻⅜№╡╕∆⁹כ♃fi▬כ◙כꜚ╢∆

 

 1-13 Windows ─ ⱪ꜡Ɽ♥▫≢─ ─  
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♩כꜟ ─ ╩ ↑ ∫√≤⅝⌂≥│⁸ ╩ ∆╢↓≤⅜ ≢∆⁹

∕─√╘Windows ≢│⁸ ♩כꜟ⌐℮╟─1-13  ─ ╩◦☻♥ⱶ⌐

╡ ╣╢≤⅝⌐│ ⅜ ↕╣╕∆⁹ ⌐ ⅜ ↕╣≡™╕∆⁹ 

 

 1-14 Windows ♩כꜟ≢ ─ ╩◦☻♥ⱶ⌐ ╡ ╣╢≤⅝─  

 

(4) ( ⁸♦☺♃ꜟ ID(R)  

a. X.509  

PKI ≢ ™╢ │ ITU -T ≢ ↕╣√ X.509⌐ ≠™≡™╕∆⁹X.509│

ISO/IEC ≢ ≤⌂∫≡™╕∆⁹ ⁸ ↄ ⇔≡™╢ │ X.509Ᵽכ☺ꜛ

fi 3 X.509v3 ─ ⌐ ⇔≡™╕∆⁹╕√⁸X.509╩▬fi♃כⱠ♇♩≢ ∆╢⌐№

√╡⁸IETF ⅜ ╩ ™ RFC32803⅜ ↕╣≡™╕∆⁹ 

─ ≢∆⅜⁸ ⌐№╢╟℮⌐⁸ ≤∕─ ∟ ─ ⅜ ↕╣≡™╕

∆⁹ ⌐⁸ ─ ─ ⁸ ⌂≥⅜ ↕╣≡™╕∆⁹ 

 

 1-15 ─  

 

X.509v3 │⁸ ─╟℮⌂ ⌐⌂∫≡™≡⁸ ⌐│ ─ ╩ ╣

╢↓≤⅜≢⅝╕∆⁹ 

                                                      
3 http://www.ietf.org/rfc/rfc3280.txt  

ᵑ ─◦ꜞ▪ꜟ   

ᵒ ─   

ᵓ ─   

ᵔ ─ ─ ⁸ⱷכꜟ▪♪꜠☻   

ᵕ   

ᵖX.509v3   

ᵑ ᵖ╕≢─♄▬☺▼☻♩⌐ ─ ⇔≥כ◐╩

≡ ≢ ♃כ♦√⇔ ─♦☺♃ꜟ
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 1-1 X.509v3  

─   

ID    ─ ≢∆ 

 ╕√│  ≤⌂∫≡™√ ⁸↓─ ─ ⌐ ∂

√ ⅜ ↕╣≡™╢↓≤╩ ⇔╕∆ 

   ─ ≢∆⁹ 

 

X.509v3 ≢│⁸ ─ ⁸ ≢─═╢ ꜞ☻♩ CRL ⅜≥↓⅛╠

≢⅝╢─⅛⌂≥⅜ ↕╣≡™╕∆⁹ 

 

b. ─  

ꜟ♃☺♦╛♃כ♦ ╩♃כ♦ ⇔√ ⁸∞╣ ─ ⅛⁸∞╣⅜♦☺♃ꜟ

╩⇔√─⅛ ╩∆╢ ⅜№╡╕∆⁹∕─√╘⌐│⁸ ⌐ ╦╣≡™╢₈

─ ₉≤₈ ─◦ꜞ▪ꜟ ₉─ ╖ ╦∑≢ ⇔╕∆⁹ ♦╛♃כ♦

☺♃ꜟ ≤ ⌐↓─ ╩♃כ♦ ╢↓≤≢⁸≥─ ╩ ∫≡ ∆╢─

⅛⁸♦☺♃ꜟ ─ ╩ ℮─⅛╦⅛╢ ╖≤⌂∫≡™╕∆⁹ 

 

c.  

X.509v3 ─ ≈≤⇔≡╟ↄ ╦╣╢╙─⌐₈ ₉⅜№╡╕∆⁹↓╣│⁸TRUE

FALSE ≢ ↕╣⁸ ≢№╢ ⁸TRUE ≤⌂∫≡™╕∆⁹ ≢⌂™⁸ ─

≢№╢ ╛ SSL◘כⱣכ⌂≥─ │◄fi♪◄fi♥▫♥▫≤ ┌╣╕∆⁹◄fi

♪◄fi♥▫♥▫─ ─ ⁸↓─ ⅜⌂™⅛⁸ ⅜ FALSE ≤⌂∫≡™╕∆⁹ 

 

d. ─  

 ⱷכꜟ╛WebⱩꜝ►◙⌂≥─▪ⱪꜞכ◔כ◦ꜛfi♁ⱨ♩►▼▪≢│ ─ ─╟℮

⌐⁸ ⅛╠ ╩ ╡ ⇔⁸♦☺♃ꜟ ─ ╛ ⌐ ∫≡™╕∆⁹ 
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 1-16 ─ ⌐№╢ ╩⁸♦☺♃ꜟ ─ ╛⁸ ╩ ™╕∆ 

 

PKI ─ ╖≢│⁸ │ ╩ ⌐ ≢⅝╢─⅛ ⌐ ⇔≡™╕∆⁹↓╣╩

≤ ™╕∆⁹ ─ ≢│ X.509v3 ─ ≈≤⇔≡↓─

⅜ ↕╣≡™╕∆⁹∕─ ⁸ ▪ⱪꜞ◔כ◦ꜛfi ≢│⁸ ─

≢ ⇔⌂↑╣┌⌂╡╕∑╪⁹ 

 

 1-2 ─  

  

digitalSignature  ♦☺♃ꜟ ─ ⌐ ⇔╕∆⁹ 

nonRepudiation  ╩ ≤⇔√⁸♦☺♃ꜟ ─ ⌐ ⇔╕∆⁹ 

keyEnciperment  ⌂≥─ ─ ⌐ ⇔╕∆⁹ 

dataEncipherment ─♃כ♦  ⌐ ⇔╕∆⁹ 

keyAgreement  Diffie -Hellman ▪ꜟ◗ꜞ☼ⱶ⌂≥⌐╟╢ (Key Agreement) 

⌐ ⇔╕∆⁹ 

keyCertSign  ─ ╩ ∆╢√╘⌐ ⇔╕∆⁹ ─ ─╖ ≢

∆⁹ 

cRLSign  CRL( ꜞ☻♩)─ ╩ ∆╢√╘⌐ ⇔╕∆⁹ 
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(5) ⱳꜞ◦כ 

╩ ∆╢≤⅝⁸ ─ ⌐ ∆╢ⱳꜞ◦כ╩ ⌐ ⇔╕∆⁹

X.509 v3 ─₈ ⱳꜞ◦⁸⌐₉כⱳꜞ◦כ─ ╛ⱳꜞ◦כ╩ ⇔≡™╢ Web

◘▬♩─ URL ⌂≥⅜ ↕╣╕∆⁹ 

Mozilla Firefox ╛ Mozilla Thunderbird ≢│ ─╟℮⌐ X.509 v3 ─₈ ⱳꜞ◦

─₉כ ⅜ ↕╣╕∆⁹ 

 

 

 1-17 Firefox⁸Thunderbird ─ ⱦꜙכ▪≢─ ⱳꜞ◦כ─  

 

Windows ─ ☻♩▪≢│₈ ⱳꜞ◦₉כ─ URL ⅜№╢ ⁸₈ כ♥☻─

♩ⱷfi♩₉Ⱳ♃fi⅜ ⌐⌂╡⁸◒ꜞ♇◒∆╢≤▪◒☿☻⇔╕∆⁹ 



21 

 

 

 1-18 Windows ☻♩▪≢ ⱳꜞ◦₈╡№⅜כ ⅜ⱷfi♩₉♩כ♥☻─ ⌐⌂∫≡™╢⁹ 
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fiכ▼♅ (6) Certificate Chain  

PKI ≢│⁸ ♩כꜟ⌐ ╩ ∫√ ♩כꜟ⁹∆╕™≡∫⌂⌐   

⁸⌐℮╟─ כ◙כꜚ   ⌂≈⌂⅜╡≢⁸ ─ ╩ ⇔≡

™╕∆⁹↓╣╩₈ fi₉№╢™│₈כ▼♅ Ɽ☻₉⌂≥≤™™╕∆⁹ 

 1-19│Windows ≢─ Ɽ☻─ ≢∆⁹  1-20│Mozilla Firefox ⁸⅔╟┘Mozilla 

Thunderbird ≢─ ─fiכ▼♅ ≢∆⁹Windows ≢│₈ ─Ɽ☻₉⁸Mozilla 

Firefox⁸⅔╟┘ Mozilla Thunderbird ≢₈ ─ ₉≤ ⇔≡™╕∆⅜ ∂╙─≢

∆⁹ 

 

 

 

 1-19 Windows ≢─ fiכ▼♅ ─Ɽ☻ ─  

 



23 

 

 

 

 1-20 Mozilla Firefox⁸ Mozilla Thunderbird ≢─ fiכ▼♅ ─ ─  
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(7) ─  

ⱪꜝ▬ⱬכ♩ ╩ ⇔√╡⁸ ⌐№∫√╡⁸ ⌐ ↕╣≡™╢ ⌐

⅜№∫√╡⁸ ─ ⅜ ⌂℮╟─⧵⁹∆╕╡№⅜☻כ◔╢╦⌂ ⁸ó

ó╩ ↕╣⌂™╟℮⌐⇔⌂↑╣┌⌂╡╕∑╪⁹ ⌐╟∫≡ ╘╠╣√ ─

⅝⌐╟∫≡⁸ ─ ╩ ™╕∆⁹ ↕╣√ ⌐≈™≡│⁸ ⅜ ∆╢

ꜞ☻♩ CRL ⌐◦ꜞ▪ꜟ ╩ ⇔≡ ↕╣╕∆⁹ 

 

(8) CRL(Certificate Revocation List ⁸ ꜞ☻♩) 

⇔√ ─ ╩ ↕∑╢√╘─ ⁹CRL∆≢≥↓─♃כ♦ ⌐│ ⇔√

─◦ꜞ▪ꜟ ─ ⌐⁸ ⅜♦☺♃ꜟ ╩⇔≡™╕∆⁹ 

≈─◄fi♩ꜞ│⁸ ⅜ ↔≤⌐ ╡ ∫√◦ꜞ▪ꜟ ≤∕─◦ꜞ▪ꜟ ─

⅜ ⌐⌂∫√ ─ ╖ ╦∑⌐╟╡⌂╡╕∆⁹ ─ ⅜ ↕╣≡™╢╙

─╙№╡╕∆⁹ 

 

 1-21 CRL─  

 

ᵒ≤ᵓ⌐ ↕╣≡™╢ ⅜⁸CRL ─ ╩ ⇔╕∆⁹ɔ ─ ∆ ≢ ⇔™⁸CRL

⅜ │כ◙כꜚ⁸≡∫⅜√⇔⁹∆╕╣↕ ⌐ ⌂ CRL ╩ ∆╢ ⅜№╡╕∆⁹  

CRL ╙ ≤ ⌐ ISO/IEC X.509 ⌐ ≠™≡™╕∆⁹ 

ᵑCRL ─ ─   

ᵒCRL ─   

ᵓ CRL   

ᵔ ─◦ꜞ▪ꜟ   

ᵕ ⌐⌂∫√   

ᵔ≤ᵕ─ ╖ ╦∑⅜ ⌐⌂∫√ ─ ∞↑ ↄ  

ᵖ ⌐♩☻▼☺▬♄─♃כ♦─ ─ ╩ ≤⇔≡ ≢

  ♃כ♦√⇔
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(9) CRL  

CRL │ │ ⌐ ↕╣⁸ ─ ─ ╩ ⇔╕∆⁹ ─▪ⱪꜞ◔כ◦

ꜛfi│ ─ CRL ╩ ∆╢ ⅜№╡╕∆⁹∕─√╘⌐⁸ ≢│⁸FTP ╛ HTTP

╩ ∫≡⁸ ─ CRL ╩Ⱡ♇♩꞉כ◒ ≢ ≢⅝╢╟℮⌐ ⇔≡™╕∆⁹CRL ─

│ ─ X.509v3 ⌐₈CRL ₉≤⇔≡ URI ⅜ ↕╣≡™╕∆⁹ 

 

 

 1-22 CRL ⌐ ↕╣√ CRL─№╢ URI 
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(10) (Certificate Signing Request)  

│⁸ ≥♃כ♦ ─ ╩ ⌐ ⇔⁸ ─ ╩ ⇔╕

∆⁹ ⌐ ⅜ ┼ ╩ ⇔≡ ─ ╩ ∆╢↓≤╩⁸

(Certificate Signing Request) ≤ ┘╕∆⁹ ⌐│ PKCS#10 ≤™℮

─ⱨ◊כⱴ♇♩─♦כ♃╩ ⇔≡ ⇔╕∆⁹ 

⌐ PKCS#10 ─♃כ♦─ ╩ ⇔╕∆⁹↓↓≢₈ ∆╢ ₉≤⇔≡│⁸ ─≤

⅝⌐ ≢№╢↓≤╩ ∆╢√╘⌐ ℮Ɽ☻꞉⁹∆╕╡№⅜≤⌂♪כ 

∆╢WebⱩꜝ►◙╩ ∫≡ ╩ ∆╢ ≢│⁸PKCS#10 ╩♃כ♦─

⌐ ⇔≡⁸ ─Web◘▬♩⌐ ⇔≡™╕∆⁹ 

 

 

 

 

(11) ⁸ ꜞ☻♩─◄fi◖כ♪ ASN.1 4≤ BER 5⁸DER 6 

╛ ꜞ☻♩─ │ X.509≢ ↕╣≡™╕∆⁹X.509≢ ╩ ∆─⌐ ╦╣

≡™╢ ⅜ ASN.1 ≢∆⁹X.509─ ⌐ ™ ↕╣╢ │ BER ╕√│

DER ≤ ┌╣╢ ⌐ ⇔⌂™◄fi◖כ♪ ≢◄fi◖כ♪↕╣Ᵽ▬♫ꜞ♦כ♃≤⌂

╡╕∆⁹ 

ASN.1 ─ │ ITU -T X.680⁸X .681⁸X .682⁸X .683≢⁸BER ≤ DER │ X .690≢∆⁹

↓╣╠│⁸™∏╣╙⁸ISO/IEC ≤⇔≡ ≤⌂∫≡™╕∆⁹ 

 

                                                      
4 Abstract Syntax Notation One  
5 Basic Encoding Rules  
6 Distinguished Encoding Rule s 

─ ⁸ⱷכꜟ▪♪꜠☻≤ ─ ╖ ♃כ♦∑╦

⌐⁸ ─ⱪꜝ▬ⱬכ♩ ╩ ∫√♦☺♃ꜟ  

─ ⁸ⱷכꜟ▪♪꜠☻  

─  

∆╢  

─(PKCS#10)♃כ♦─ 1-23   
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1.2.4.2. PGP 

PGP≤│⁸ ≢ ∆╢ S/MIME ≤ ⌐⁸ⱷ♇☿כ☺╩ ⁸ⱷ♇☿כ☺⌐♦☺

♃ꜟ ╩ ⅎ√╡∆╢ ≢∆⅜⁸ ─ ─ ─ ╖╩ ∟╕∆⁹ 

PGP≢─ ─ ∟ ╩ ∆╢ ╖─ ╩ ⌐ ⇔╕∆⁹ 

 

i. A ↕╪│ B↕╪─ ⌐ ⇔╕∆⁹ 

ii.  A ↕╪≤ C↕╪⁸D↕╪│⅔ ™⌐╟ↄ ∫≡™≡⁸ ⅜ ™⌂ↄ ─╙─∞≤

╦⅛∫≡™╕∆⁹ 

iii.  C↕╪⁸D↕╪│⁸╟ↄ ╠⌂™ B↕╪─ ╩ ╘≡ ↑≤╡╕∆⁹ ⌐ B↕╪─

╙─≤⇔≡ ⇔≡™™─⅛╦⅛╡╕∑╪⁹≢∆⅜⁸∕↓⌐│╟ↄ ∫≡™╢ A↕╪─

⅜ ™≡™╕∆⁹∕↓≢⁸↓─ │ ™⌂ↄ B↕╪─╙─∞≤ ⇔╕∆ 

 

 1-24 PGP─ ─ ─⸗♦ꜟ 

 

↓─╟℮⌐⁸PGP│▪ⱪꜞ◔כ◦ꜛfi≤ ≤⌂╡ ╩ ™╕∆⁹∕─√╘⁸PKI

─╟℮⌐ OS⌂≥ ꜠ⱬꜟ≢│◘ⱳ⁹╪∑╕™≡╣↕♩כ 
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1.3. ⱷכꜟ─☿◐ꜙꜞ♥▫  

↓↓≢│⁸ ⱷכꜟ╩ ∆╢√╘─ 3≈─ ⌐≈™≡ ⇔╕∆⁹ 

 ̧ S/MIME  

S/MIME │ ⱷכꜟ─ⱷ♇☿כ☺╩ ⇔√╡⁸ⱷ♇☿כ☺⌐♦☺♃ꜟ ╩ ⅎ

√╡∆╢▬fi♃כⱠ♇♩ ─ⱪ꜡♩◖ꜟ≢∆⁹ ⱷכꜟ─ⱷ♇☿כ☺│ S/MIME ─

≢ ⁸♦☺♃ꜟ ↕╣⁸ ⅜♃כ♦√╣↕ ⱷכꜟ≤⇔≡ ↕╣╕∆⁹ 

 

 ̧ ♪ⱷ▬fi  

♪ⱷ▬fi ≤│⁸ⱷכꜟ╩ ⇔≡™╢♪ⱷ▬fi ≢ ╩ ∆╢√╘─ ─

≢∆⁹↓↓─ⱪ꜡♩◖ꜟ⌐≈™≡│⁸1.3.2≢ ⇔╕∆⁹ 

 

 ̧ SSL 

ⱷכ◘ꜟכⱣכ─ ⁸ⱷכ◘ꜟכⱣכ ◒ꜝ▬▪fi♩ ─ ╩ ™⁸ ♦

╩♃כ ∆╢▬fi♃כⱠ♇♩ ─ⱪ꜡♩◖ꜟ≢∆⁹S/MIME Ᵽכ◘⁸╡⌂≥↓≥

─♩fi▪▬ꜝ◒≥כ ─ ⅜╖─♃כ♦ ↕╣╕∆⁹ │ ↕╣≡™╕

∆⅜⁸ⱷכ◘ꜟכⱣכ≢ ⁸ ↕╣╢ⱷ♇☿כ☺│ ↕╣≡™╕∑╪⁹ 

 

S/MIME ≤ SSL│⁸™∏╣╙ PKI ⌐ ≠ↄ ╩ ∫√ⱪ꜡♩◖ꜟ≢∆⁹ 
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1.3.1. S/MME  

S/MIME │⁸ ⌐ ═√ PKI ⌐╟╢ ╩ ∫≡ ╛♦☺♃ꜟ ╩ ℮

ⱪ꜡♩◖ꜟ≢∆⁹ ꜟ♃☺♦ⱴ♇♩⁸כ◊ⱨ─♃כ♦√╣↕ ⱴכ◊ⱨ─♃כ♦─

♇♩╩ ╡ ╘⁸∕╣╩ MIME ≤ ┌╣╢ ⱷכꜟ─ ⌐ ↕∑╢ ╩ ⇔

√▬fi♃כⱠ♇♩ ─ⱪ꜡♩◖ꜟ≢∆⁹7 

 

a. ↕╣√ⱷכꜟⱷ♇☿כ☺─  

↕╣√ⱷכꜟⱷ♇☿⁸│☺כ  1-25─╟℮⌂ ⌐⌂∫≡™╕∆⁹ 

╠⅛♃כ♦─≥↔ ⅜♃כ♦ ─╙─╩ ⇔ ⇔⁸∕↓⌐≈™≡™╢

─ ⌐ ∫√ ─ ╩ ♩כ⁸ⱪꜝ▬ⱬ╩♃כ♦√⇔ ╩ ∫≡

⇔⁸ ╩ ╕∆⁹ ⌐ ╩ ∫≡⁸ ╩ ⇔≡ ╩ ╕∆⁹ 

 

 

 1-25 ↕╣√ⱷכꜟⱷ♇☿כ☺─  

 

b. ♦☺♃ꜟ ─≈™√ⱷכꜟⱷ♇☿כ☺─  

♦☺♃ꜟ ╩≈↑√ⱷ♇☿⁸│☺כ  1-26─╟℮⌂ ⌐⌂∫≡™╕∆⁹ 

╩ ─♃כ♦╢∆ ≤◦ꜞ▪ꜟ ⅛╠ ─ ⅜ ╠⅛

⌐⌂╡⁸∕─ ⌐ ╕╣╢ ⌐╟∫≡⁸ ╩♃כ♦√╣↕ ⇔≡♄▬☺▼

☻♩╩ ╕∆⁹∕╣≤│ ⌐⁸ ⅛╠ ─ⱷ♇☿כ☺♄▬☺▼☻♩ ╩ ∫≡♄▬

                                                      
7 ─ │⁸RFC3850⁸RFC3851⁸RFC3852 ≢∆⁹  

http://www.ietf.org/rfc/rfc385 0.txt⁸http://www.ietf.org/rfc/rfc3851.txt ⁸

http://www.ietf.org/rfc/rfc385 2.txt  

 

 

 

 

ⱲⱩ╩ ) ♃כ♦╢∆ +◦ꜞ▪

ꜟ )  

─ ⌐ ™√⁸ ╩כ◐ ⱲⱩ─ ╩

≡⇔≥כ◐ ≢  ♃כ♦√⇔

▪ꜞ☻╩ ) ♃כ♦╢∆ +◦ꜞ

▪ꜟ )  

─ ⌐ ™√⁸ ╩כ◐ ▪ꜞ☻─

≡⇔≥כ◐╩ ≢  ♃כ♦√⇔

http://www.ietf.org/rfc/rfc3851.txt
http://www.ietf.org/rfc/rfc3851.txt
http://www.ietf.org/rfc/rfc3852.txt
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☺▼☻♩╩ ⇔╕∆⁹↓─ 2≈─♄▬☺▼☻♩╩ ═⁸ ⇔≡™╣┌₈ⱷ♇☿כ☺─

⌐ ╡─⌂™↓≤₉₈ ↨╪─⌂™↓≤₉⅜ ↕╣╕∆⁹ 

 

 1-26 ♦☺♃ꜟ ─≈™√ⱷכꜟⱷ♇☿כ☺─  

 

 

c. ♦☺♃ꜟ ≤ ╩ ╖ ╦∑≡ ℮  

1≈─ⱷ♇☿כ☺⌐♦☺♃ꜟ ≤ ╩ ℮≤╙⌐ ℮ ─⁸ ≤ ─

─ ╣╩╖≡╖╕⇔╞℮⁹ 

 

 

i. ♦☺♃ꜟ ╩⇔╕∆⁹ 

ii.  ♦☺♃ꜟ ─≈™√ⱷ♇☿כ☺╩ ≤⇔≡ ⇔╕∆⁹ 

 

 

iii.  ⇔√ⱷ♇☿כ☺╩ ⇔≡⁸♦☺♃ꜟ ↕╣√ⱷ♇☿ ☺╩ ╕∆⁹ 

iv.  ♦☺♃ꜟ ╩ ⇔╕∆⁹ 

 

ⱷ♇☿כ☺  

─ ) ♃כ♦ +◦ꜞ▪ꜟ ) 

♄▬☺▼☻♩╩ ─ⱪꜝ▬ⱬכ♩ ╩ ≤⇔≡

≢  ♃כ♦√⇔

─  ○ⱪ◦ꜛfi  
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 1-27 ♦☺♃ꜟ ≤ ─ ╖ ╦∑ 

 

d. ♦☺♃ꜟ ≤ ╩ ╖ ╦∑╢ 2≈─  

♦☺♃ꜟ ≤ ╩ 1≈─ⱷ♇☿כ☺⌐ ⇔≡ ℮ ⁸ ╡─ ⅜ ⅎ╠╣╕

∆⁹ 

(1) ♦☺♃ꜟ ╩♃כ♦√⇔ ≤⇔≡ Sign-Then-Envelop  

≢│⁸ ╩ ⇔♦☺♃ꜟ ╩♃כ♦√╣↕ ╕∆⁹∕─ ⁸♦☺♃ꜟ

─ ╩ ™╕∆⁹ 

≢│↓─ ⌐≈™≡ ⇔≡™╕∆⁹S/MIME ≢│↓─ ⅜ ╦╣╕∆⁹ 

 

(2) ♦☺♃ꜟ ≥♃כ♦√⇔ ╩♃כ♦√⇔╩ Sign-And -Envelop  

≢│⁸ ╩ ⇔≡ ╩ ╕∆⁹ 

─♄▬☺▼☻♩≤♦☺♃ꜟ ─ ↕╣√♄▬☺▼☻♩╩ ⇔⁸ ⅔╟┘
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╩ ™╕∆⁹ 

↓─ │⁸PEM ≤ ┌╣╢ S/MIME ⌐ √ ™ ≢ ↕╣≡⅔╡⁸S/MIME ≢│

PEM ≤─ ─√╘⌐─╖ ™╠╣╕∆⁹ 

 

 

 

 

e. ⱷכꜟ♁ⱨ♩≢─◘ⱳכ♩ 

∆╢╟℮⌐⁸S/MIME │ ⱷכꜟ╩ ∆╢√╘─ ─ ≤⇔≡⁸ ↄ─

ⱷכꜟ♁ⱨ♩≢◘ⱳ⁹∆╕™≡╣↕♩כ │⁸ ─ ⇔ ╩ ℮

∞↑≢⁸♦☺♃ꜟ ╛ │ ⌐ ∫≡ ⌐ ╦╣╕∆⁹ ─♦☺♃ꜟ

─ ╛ ─ ╙╒≤╪≥─♁ⱨ♩►▼▪≢│ ⁸№╢™│ⱷ♬ꜙכ─◖ⱴ

fi♪╩ 1≈ ∆╢∞↑≢ ↕╣⁸∕─ ╩ ╢↓≤⅜≢⅝╕∆⁹ 

 

ⱲⱩ╩ ) ♃כ♦╢∆ +◦ꜞ▪ꜟ

)  

─ ⌐ ™√⁸ ╩כ◐ ⱲⱩ─ ╩◐

≡⇔≥כ ≢  ♃כ♦√⇔

 

─ ) ♃כ♦ +◦ꜞ▪ꜟ ) 

♄▬☺▼☻♩╩ ─ⱪꜝ▬ⱬכ♩ ╩ ≤⇔≡

≢  ♃כ♦√⇔

─  ○ⱪ◦ꜛfi  

 1-28 ♦☺♃ꜟ ≥♃כ♦√⇔  ↄ∫≈↑╢⁹╩♃כ♦√⇔╩
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1.3.2. ♪ⱷ▬fi  

a. ⱨ▫♇◦fi◓ ╩ ∆╢√╘⌐ 

╩ ∆╢ⱨ▫♇◦fi◓ ⌂≥≢│⁸╕∏₈⌂╡∆╕⇔ⱷ₉ꜟכ╩ ⇔≡⁸

Web ◘▬♩⌐ ∆╢ ⅜ ↄ ╦╣≡™╕∆⁹₈⌂╡∆╕⇔ⱷ₉ꜟכ╩ ⇔ↄ

∆╢↓≤⅜≢⅝╣┌⁸ ⌂≥─ ≢ ⱷכꜟ─ ⌐ ╩ ∆╢ ⌐

™ ╢√╘⁸ⱨ▫♇◦fi◓ ─ ⌐ ™ ↄ⌂╡╕∆⁹ 

ⱷ⁸│ꜟכ∕─◦☻♥ⱶ │╙≤╟╡ ─ⱷ⁸≤⌂☻꜠♪▪ꜟכ ⌐⌂╡

∆╕∆↓≤⅜≢⅝╕∆⁹⇔√⅜∫≡ ⱷכꜟ╩ ⌐ ∆╢√╘⌐│⁸╟╡ ⌂

╩ ⇔≡ ⱷכꜟ ─ ╩ ∆╢ ⅜№╡╕∆⁹ 

 

b. ♪ⱷ▬fi ≤│   

₈ ♪ⱷ▬fi ₉≤│⁸ ⱷכꜟ╩ ⌐ ∆╢√╘─ ─ ≈≢⁸ ⌐

₈⌂╡∆╕⇔ⱷכꜟ╩ ∆╢₉√╘⌐ ™╠╣╕∆⁹ 

⇔ↄ ↕╣≡™╢ⱷכ◘ꜟכⱣ⁸│≢כ∕─ⱷכ◘ꜟכⱣכ≢ ╡ ℮═⅝ⱷכꜟ▪

♪꜠☻─ⱷכꜟ─ ⇔⅛ ⌂℮ ⅜≢⅝⌂™╟℮⌐ ↕╣≡™╕∆⁹↓─╟℮⌐ ⇔

ↄ ↕╣≡™╢ⱷכ◘ꜟכⱣכ≢│ ⌐ ⌂╡∆╕∆ ↓≤⅜≢⅝∏⁸₈⌂╡∆╕⇔ⱷ

─₉ꜟכ │⁸ ─ⱷכ◘ꜟכⱣכ╩ ∑↨╢╩ⅎ╕∑╪⁹↓─₈ ─ⱷכ◘ꜟכ

Ᵽכ⅜ ↕╣√₉ ╩ ∆╢ ╖⅜₈ ♪ⱷ▬fi ₉≢∆⁹ 

♪ⱷ▬fi ╩ ∆╣┌⁸ ⅜₈⌂╡∆╕⇔ⱷ₉ꜟכ─ ─№╢ⱷכ

ꜟ⅛≥℮⅛╩ ∆╢ ╙ ⌐⌂╡╕∆⇔⁸╕√ ─ⱷכ◘ꜟכⱣכ≢ ╩

∆╢ ╙≢⅝╕∆─≢⁸ ⱷכꜟ─◦☻♥ⱶ ≤⇔≡₈⌂╡∆╕⇔ⱷ₉ꜟכ ⅜

╡⌐ↄↄ⌂╡╕∆⁹ 

 

c. ₈ ♪ⱷ▬fi ₉─  

↕╣≡™╢₈ ♪ⱷ▬fi ₉│⁸ ⅝ↄ ↑≡ ─ ≈─ ⅜№╡╕∆⁹ 

 ̧ IP ▪♪꜠☻   

SPF(Sender Policy Framework)/SenderID  

 ̧   

DomainKeys/DKIM(DomainKeys Identified Mail)  

 

d. IP ▪♪꜠☻  

 ̧  

№╠⅛∂╘ ─♪ⱷ▬fi≢ ∆╢ⱷכ◘ꜟכⱣכ─ꜞ☻♩╩ DNS ╩ ™≡

⇔╕∆⁹ 
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 ̧  

⇔≡⅝√ⱷכꜟ─ ▪♪꜠☻─♪ⱷ▬fi ╩ ⌐⁸DNS ⅛╠∕─♪ⱷ▬fi

─ⱷכ◘ꜟכⱣכ─ꜞ☻♩╩ ╕∆⁹ 

⌐ ⇔≡⅝√ⱷכ◘ꜟכⱣכ⅜ DNS ⅛╠ ↑ ∫√ꜞ☻♩─ ⌐№╢⅛⌂™

⅛╩ ⇔╕∆⁹ 

 

 

 1-29 ₈IP ▪♪꜠☻ ₉╩ ™√ ♪ⱷ▬fi ─ ╣ 

 

↓↓≢ ─ⱷכ◘ꜟכⱣ⁸│כ ⌂ⱷכꜟ─ ⌐ ╩ ∆╢ ╙≢⅝╕∆

⇔⁸ ⇔√ⱷכꜟ─Ⱬ♇♄כ⌐ ╩ ⇔≡⁸∕─ ╩ ⌐ ⌡╢ ╙≢

⅝╕∆⁹ 

 

╩ ⇔√Ⱬ♇♄כ─  

Authentication -Results: spf=pass (SPF ⌐ ⇔√ⱷכꜟ) 

Aut hentication -Results: spf=fail (SPF ⌐ ⇔√ⱷכꜟ) 

Authentication -Results: spf=none ( ⅜ SPF ╩ ∫≡™⌂™ⱷכꜟ) 

 

⌐│⁸ ─╒⅛⌐₈ ╩ ─ꜟכ₉₈ⱷכⱣכ◘√∫ ⧵₉₈כⱣכ◘

─ ─ ─ ₉⌂≥⅜ ╕╣≡™╕∆⁹ 
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e.  

 ̧  

¶ ♪ⱷ▬fi ─ⱪꜝ▬ⱬכ♩ ≤ ─ ╩ ⇔╕∆⁹  

¶ ⇔√ ╩ DNS ╩ ™≡ ⇔╕∆⁹  

¶ ⇔√ⱪꜝ▬ⱬכ♩ ╩ⱷכ◘ꜟכⱣכ⌐▬fi☻♩⁹∆╕⇔ꜟכ  

¶ ⱷכꜟ╩ ∆╢ ⌐│⁸ ─ⱷכ◘ꜟכⱣכ⅜ⱪꜝ▬ⱬכ♩ ╩ ™≡

ⱷכꜟ⌐ ╩ ™╕∆( ─ⱷכꜟⱫ♇♄כ╩ ⇔╕∆)⁹ 

 

 ̧   

¶ ─ ⅛╠♪ⱷ▬fi ╩ ⇔╕∆⁹  

¶ ↕╣√♪ⱷ▬fi ⅛╠ DNS ╩ ™≡∕─♪ⱷ▬fi─ ╩ ⇔╕∆⁹  

¶ ⇔√ ≢ ╩ ⇔╕∆⁹ 

 

 

 1-30 ₈ ₉╩ ™√ ♪ⱷ▬fi ─ ╣ 

 

↓↓≢ ─ⱷכ◘ꜟכⱣ⁸│כ ⌂ⱷכꜟ─ ⌐ ╩ ∆╢ ╙≢⅝╕∆

⇔⁸ ⇔√ⱷכꜟ─Ⱬ♇♄כ⌐ ╩ ⇔≡⁸∕─ ╩ ⌐ ⌡╢ ╙≢

⅝╕∆⁹ 

 

╩ ⇔√Ⱬ♇♄כ─  

Authentication -Results: domainkey=pass ( ⅜ ⇔ↄ ≢⅝√ⱷכꜟ) 

Authentication -Results: domainkey=neutral ( ⅜ ⇔⌂™ⱷכꜟ) 

Authentication -Results: domainkey=permerror ( ⅜ ∫≡™╢√╘ ≢⅝⌂™

ⱷכꜟ) 

 

⌐│⁸ ─╒⅛⌐₈ ╩ ─ꜟכ₉₈ⱷכⱣכ◘√∫ ⧵₉₈כⱣכ◘
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─ ─ ─ ₉⌂≥⅜ ╕╣≡™╕∆⁹ 

 

f. ₈ ♪ⱷ▬fi ₉─  

↓╣╠─₈ ♪ⱷ▬fi ₉│⁸ ≢│ ↄ─ ISP ≢ ↕╣≡™╕∆⁹ 

 

 ̧ SPF/SenderID ╩ ⇔≡™╢ ⌂ ISP  

¶ Yahoo!  

¶ Hotmail  

¶ i ⸗כ♪  

¶ EZweb  

¶ WILLCOM  

¶ IIJ  

¶ ┴╠╠  

¶ BIGLOBE  

 ̧ DomainKeys/DKIM ╩ ⇔≡™╢ ⌂ ISP  

¶ Yahoo!  

¶ Gmail  

¶ IIJ  

 

 

 1-31 Yahoo! ⱷכꜟ ≢─ ♪ⱷ▬fi ─  

 

g. ∕─ ─₈ ₉≤─  

₈⌂╡∆╕⇔ⱷ₉ꜟכ╩ ∆╢ ≤⇔≡│⁸∕─ ⌐╙₈S/MIME, PGP(GPG) ₉≤

™∫√ ⱷכꜟ∕─╙─╩ ∆╢ ⅜№╡╕∆⁹↓╣╠─ ╙⁸ ⱷכꜟ─

⅜ ⇔™⅛≥℮⅛╩ ∆╢ ⅜≢⅝╕∆─≢⁸₈⌂╡∆╕⇔ⱷ₉ꜟכ⌂≥─ ⌐
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│ ⌐ ≢∆⁹╕√⁸₈ ♪ⱷ▬fi ₉≢│⁸♪ⱷ▬fi ≢─ ⇔⅛ ℮

⅜≢⅝╕∑╪⅜⁸↓╣╠─ ≢│ ₁─ ↔≤─ ╩ ℮ ⅜≢⅝╕∆⁹ 

√∞⇔⁸↓╣╠─ ─ ⁸ ⅜ ⱷכꜟ─ ─ ╩ ⇔⁸ ⱷ

─ꜟכ ╩ ℮↓≤⌐⌂╡╕∆⁹ ♁ⱨ♩►▼▪⌂≥─ ╙ ⌐⌂╡╕∆─≢⁸

כⱣכ◘⅜≡ ─ ≢ ⅜ ╦╣╢₈ ♪ⱷ▬fi ₉─ ⅜⁸ ⅜ ≤™

ⅎ╕∆⁹ 
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1.3.3. SSL/TLS  

(1) SSL/TLS 8─  

Web◘▬♩─☿◐ꜙꜞ♥▫ ─כⱣכ◘⁸≡⇔≥ ≤ ─ ─√╘⌐ ╦╣

╢ SSL/TLS ⱪ꜡♩◖ꜟ│⁸ ⌐ ⱷכ◘─ꜟכⱣכ≤◒ꜝ▬▪fi♩ ⱷכꜟ♁

ⱨ♩ ─ ≢╙ ↕╣╕∆⁹ 

◒ꜝ▬▪fi♩│◘כⱣכ⅜ ⇔√ SSL/TLS ⌐ ⇔√ ⱳכ♩⌐ ╩ ╖╕∆⁹

∆╢≤ ⁸ ─ ─ ⅜ ╦╣⁸▪ⱪꜞ◔כ◦ꜛfi─ ⅜ ╕╡╕∆⁹

↓─☻♥♇ⱪ╩ SSL/TLS ─Ⱡ◗◦◄כ◦ꜛfi≤ ┘╕∆⁹ ⌐ SSL/TLS ─Ⱡ◗◦◄כ

◦ꜛfi─ ╩ ⇔╕∆⁹ 

 

a. ◘כⱣכ  

SSL/TLS ≢│⁸Web◘▬♩≤─♦כ♃─ ╛ⱷכ◘ꜟכⱣכ♦─≥כ♃─ ⌐

♩fi▪▬ꜝ◒⁸כⱣכ◘⁸∟ ─ ╩ ™╕∆⁹◒ꜝ▬▪fi♩─ │○ⱪ◦ꜛ

fi≢∆⅜⁸◘כⱣכ │ ꜟ♃☺♦│כⱣכ◘⁹∆≢ ╩♃כ♦ ╡⁸♦☺♃ꜟ

╩♃כ♦ ⇔√◒ꜝ▬▪fi♩≢│⁸♦☺♃ꜟ ╩ ─כⱣכ◘⁸⇔ ╩ ™╕

∆⁹ 

 

b. ◒ꜝ▬▪fi♩  

─ ╩♩fi▪▬ꜝ◒│כⱣכ◘⁸╡√№⌐ ∆╢√╘⌐⁸◒ꜝ▬▪fi♩⌐╙♦☺

♃ꜟ ╩ ∆╢ ⅜№╡╕∆⁹↓─ │כⱣכ◘⁸ ⇔≡™╢ ─ ╩

◒ꜝ▬▪fi♩⌐ ╡╕∆⁹◒ꜝ▬▪fi♩≢│⁸ ∆╢ ⅜ ⇔√ ≢♦☺♃

ꜟ ⌐כⱣכ◘╩♃כ♦─⧵⁸≡⇔╩ │≢כⱣכ◘⁹∆╕╡ ⇔√ ╩♃כ♦

∆╢↓≤⌐╟╡◒ꜝ▬▪fi♩─ ╩ ⇔╕∆⁹◒ꜝ▬▪fi♩⅜⁸ ↕╣√

⅜ ⇔√ ╩ ∫≡™⌂™ ⁸◒ꜝ▬▪fi♩ │ ⇔⁸ ─ │ ⇔

╕∑╪⁹ 

 

c. ♦כ♃─ ─ ─  

─ⱨ▼כ☼⅜ ⇔ ≢⅝╢ ─ ╩ ∆╢≤⁸ │⁸ ─

⌐ ℮ ╩ ≢ ⇔≡ ╡╕∆⁹ │ ⇔√∕─ ╩ ∫≡⁸

⅛╠ ∆╢ ╩♃כ♦ ⇔╕∆⁹ 

 

╕∏ SSL/TLS ≢│ ─ ⌐№√╡⁸ ╩ ⇔⁸ ╩ ⇔╕∆⁹↓╣⌐╟

                                                      
8 SSL│ Netscape ⅜ ⇔√ⱪ꜡♩◖ꜟ≢∆⁹TLS │⁸SSLⱣכ☺ꜛfi 3─ ╩╙≤⌐▬fi♃כⱠ

♇♩ IETF ≢ ↕╣√ⱪ꜡♩◖ꜟ≢∆⁹ ⌂ │ ∂√╘⁸SSL/TLS ─╟℮⌐ ↕

╣╕∆⅜⁸ ⌐│ SSL№╢™│ TLS ™∏╣⅛─ⱪ꜡♩◖ꜟ⌐ ∫≡ ⅜ ↕╣╕∆⁹ 



39 

 

╡ ⇔√ ╩ ∫≡⁸ ─ ╩♃כ♦ ⇔╕∆⁹SSL/TLS │▪ⱪꜞ◔

fi─ⱪ꜡♩◖ꜟ≢│⌂™─≢⁸ꜛ◦כ ∆╢ ─ ⅜ ⇔ ∆╢ ⅜≢⅝

╢≤⁸HTTP⁸SMTP⁸POP3⁸IMAP⁸LDAP ⌂≥─▪ⱪꜞ◔כ◦ꜛfi─ⱪ꜡♩◖ꜟ≢

⅜♃כ♦╢∆ ⅜♃כ♦⁸╣↕ ↕╣≡ ╩ ╦∫≡™⅝╕∆⁹ 

↓─╟℮⌐ SSL/TLS │⁸S/MIME ╛♪ⱷ▬fi ≤ ⌂╡▪ⱪꜞ◔כ◦ꜛfi─♦כ♃╩

∆╢╙─≢│⌂ↄ⁸◘כⱣכ≤◒ꜝ▬▪fi♩─ⱡכ♪ ─ ╩♃כ♦ ∆╢

╙─≢∆⁹⇔√⅜∫≡⁸SSL/TLS ╩◘ⱳכ♩⇔√ SMTP ╩כⱣכ◘ ∫≡ ⱷכꜟ╩

∫√ ⁸ ≤ SMTP ─≥כⱣכ◘ ─ │ ⅜♃כ♦√╣↕ ╦╡╕∆

⅜⁸SMTP ─╠⅛כⱣכ◘ ─ ⌐ ↄ╕≢─╕™∞⌐ ∆╢ ≢│ ↕╣

╕∑╪⁹ 

 

(2) SSL/TLS ─ ⱷכꜟⱪ꜡♩◖ꜟ┼─  

ⱷכꜟ⌐ SSL/TLS ╩ ↕∑√ ─ⱪ꜡♩◖ꜟ╩ ⌐ ⇔╕∆⁹ 

 

 1-3 SSL/TLS╩ ∫√ ⱷכꜟ─ⱪ꜡♩◖ꜟ  

ⱷכ◘ꜟכⱣכ SSL/TLS ╩ ∫√ⱪ꜡♩◖ꜟ  ⱳכ♩  

SMTP SMTP over SSL כⱣכ◘  465 

SMTP STARTTLS כⱣכ◘  25 

POP  POP over SSL 995 כⱣכ◘

POP STARTTLS כⱣכ◘  110 

IMAP4 IMAP over SSL כⱣכ◘  993 

IMAP4 STARTTLS כⱣכ◘  143 

 

a. SMTP over SSL⁸POP over SSL⁸IMAP 4 over SSL 

Web◘▬♩─▪◒☿☻⌐ ╦╣╢ HTTP ≤ HTTPS ─ ≤ ≢∆⁹ 

↓╣╠╩◘ⱳכ◘╢∆♩כⱣ⁸│כ ─ⱳכ♩ ⌐ SSL ─ⱳכ♩╩ ⌐ ⇔╕∆⁹

◒ꜝ▬▪fi♩│⁸ ⌐SSLⱳכ♩╩ ⇔ ⅛╠SSL─ⱳ⁹∆╕⇔☻☿◒▪⌐♩כ

▪◒☿☻ ─♩fi▪▬ꜝ◒≥כⱣכ◘⌐ ≢ SSL─Ⱡ◗◦◄כ◦ꜛfi╩ ⇔╕∆⁹ 

Ⱡ◗◦◄כ◦ꜛfi⅜ │כⱣכ◘⁸≥╢∆ SSL─ⱳכ♩≢ ↑√ ╩♃כ♦ ⇔

╕∆⁹ ⇔√ ⌐♩כfi─ⱳꜛ◦כ◔ꜞⱪ▪│♃כ♦─ ↕╣⁸▪ⱪꜞ◔כ◦ꜛfi

│ ⌂ ╩∆╢≤ SSL─ⱳכ♩╩ ⇔≡◒ꜝ▬▪fi♩⌐ ╡╕∆⁹ 

b. STARTTLS  

SMTP⁸POP⁸IMAP4 ⌂≥≢ ↕╣≡⅔╡⁸ ─ⱪ꜡♩◖ꜟ⌐ ╩ ⇔√╙─

≢∆⁹↓↓≢│ SMTP ╩ ≤⇔≡ ─ ╩ ⇔╕∆⁹ 

◒ꜝ▬▪fi♩⅜ SMTP ─ ─ⱳ(25)♩כ⌐▪◒☿☻⇔ SMTP ☿♇◦ꜛfi─ ╩∆╢

│כⱣכ◘⁸ STARTTLS ╩◘ⱳכ♩⇔≡™╢↓≤╩ ⇔╕∆⁹ ⱳꜞ◦כ⌐╟
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∫≡│⁸STARTTLS ─╖⌐ ∆╢ ╙№╡╕∆ ◒ꜝ▬▪fi♩⅜ STARTTLS ╩◘

ⱳ⁸┌╣™≡⇔♩כTLS ─Ⱡ◗◦◄כ◦ꜛfi╩ ⇔╕∆⁹Ⱡ◗◦◄כ◦ꜛfi⅜ ∆╢

≤⁸TLS ⌐╟╢ ╩ ⇔╕∆⁹ 
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1.4. ☿◐ꜙꜞ♥▫ ─ ™ ↑ 

≢ ⇔√∕╣∙╣─ ─ ╩ ⱷכꜟ─◄fi♪♠כ◄fi♪≢╖╢≤

─╟℮⌐⌂╡╕∆⁹ 

 ̧ S/MIME  

ⱷכꜟ─ⱷ♇☿כ☺ ╩ №╢™│♦☺♃ꜟ ╩ ↑≡ⱷ♇☿כ☺╩

⇔√ ╩ ⇔╕∆⁹∕─√╘ ⌐ ↕╣√ⱷ♇☿כ☺⅜ ⅝⁸ ╛

─ ╩ ∆╢─│ ≢∆⁹↓─╟℮⌐◄fi♪♠כ◄fi♪≢ⱷ♇☿כ☺⅜ ↕

╣≡™╕∆⁹ ⁸ ─ ⅜ ╩ ∆╢ ⅜№╡⁸ ─

╛ ↔≤⌐ ─ ⅝⌂≥─ ↕╙№╡⁸ ╩ ⌐∆╢ ⅜№╡╕∆⁹ 

▬◄►♩כ◕ S/MIME  

─╟℮⌐⁸ ⌂≥≢ S/MIME ╩ ⇔╟℮≤∆╢≤⁸◄fi♪ꜚכ◙כ⅜ ₁⌐

╩ ∆╢↓≤⌐⌂╡╕∆⁹∕─╟℮⌂ ↕╩ ∆╢√╘⌐ⱷכ◘ꜟכ

Ᵽכ≤ ⇔≡ S/MIME ╩ ▬◄►♩כ◕℮ ─ ⅜™ↄ≈⅛№╡╕∆⁹ 

↓╣╠─ ≢│⁸ ╛ⱪꜝ▬ⱬכ♩ ─ ≢כⱣכ◘╙ ℮↓≤≢⁸ ─

ⱷכꜟ♁ⱨ♩─ ⌐ ╠ ╩ↄ╦ⅎ╢↓≤⌂ↄ⁸ ⇔√ ⱷכꜟ⌐ ⇔⁸

S/MIME ⌐╟╢♦☺♃ꜟ ╛ ─ ⅜ ╦╣╕∆⁹9 

 

 ̧ ♪ⱷ▬fi  

ⱷכꜟ╩ ⇔√♪ⱷ▬fi╩ ∆╢ ╖≢∆⁹ ≢⅝⌂™♪ⱷ▬fi⅛╠─ⱷ

ⱷ▬fi♪╩ꜟכ ≢ ∆╢↓≤⅜≢⅝╕∆⁹↓╣│♪ⱷ▬fi╩ ∆╢√╘─

╖≢∆─≢⁸ ↕╣≡ↄ╢ⱷכꜟ │ ↕╣╕∑╪⁹ 

 

 ̧ SSL/TLS  

ⱷכ◘ꜟכⱣכ≤◒ꜝ▬▪fi♩─ ≢ ╩⇔⁸ⱷכ◘ꜟכⱣכ≤◒ꜝ▬▪fi♩─ ─

╩♃כ♦ ∆╢ ╖≢∆⁹ │ ↕╣≡™╕∆⅜⁸ⱷכ◘ꜟכⱣכ

≢ ↕╣╢ⱷ♇☿⁸╛☺כ ⌐כⱣכ◘─ ↕╣╢ⱷ♇☿כ☺ │ ⌂≥

─ │↕╣╕∑╪⁹ 

 

™∏╣╙ ╩ ∫√ ╖≢⁸S/MIME ≤ SSL/TLS │⁸≤╙⌐ PKI ⌐ ≠ↄ

╩ ∫√ ╖≢∆⁹ 

 

♪ⱷ▬fi ⁸SSL/TLS כⱣכ◘⅜ ─ ≢№╢─⌐ ⇔≡ S/MIME │ ⅜ ℮

                                                      
9 ⌐╟∫≡⁸ ⱷכꜟ⌐♦☺♃ꜟ ╩∆╢╙─╙⅛╠⁸ ⱷכꜟ⌐ ╩ ℮╙─⁸ ⇔

√ S♦☺♃ꜟ ⱷכꜟ─ ⁸ ⱷכꜟ─ ╕≢╩ ™╙─╕≢№╡╕∆⁹ 



42 

 

≢∆⁹ ⁸ ≢│⁸ ─ ⅜ ⌂◖Ⱶꜙ♬◔כ◦ꜛfi╩ ∆╢

≤⇔≡⁸S/MIME ╩ ⌐ ⇔╕∆⁹ 

 

 

 1-32 SSL/TLS⁸♪ⱷ▬fi ⁸S/MIME∕╣∙╣⅜◌Ᵽכ∆╢  
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2. ≤∕─  

2.1. ─  

♦☺♃ꜟ ╛ ⌐ ╦╣╢ │⁸ₐ ∟ ₑ≈╕╡ ∆╢ⱪꜝ▬ⱬכ♩ ╩

∫≡™≡ ─♃כ♦ ⅜≢⅝╢ ⅜ₐ ≢№╢⅛ₑ⅜ ↕╣⌂↑╣┌⌂╡╕∑

╪⁹↓─ │⁸PKI ≤™℮ ╖╩ ™ ⅜ ╩⇔√─∟ ╩

∆╢≤™℮ ⌐╟╡ ↕╣≡™╕∆⁹ 

10│ ─ ≢∆⅜⁸ ─♦☺♃ꜟ ⌐ ⅜⌂™⅛ ∆╢─│

─▪ⱪꜞ◔כ◦ꜛfi─ ≢∆⁹╕√⁸ │ ╩ ∆╢⌐№√╡

™ↄ≈⅛─ ╩≈↑╢↓≤⅜№╡╕∆⁹∕─ ⌐ ∫√╙─⅜ ⌂ ≢

№╡⁸∕─ ⌐ ∫≡ ╦╣⌂↑╣┌⌂╡╕∑╪⁹ 

↓↓≢│⁸ ╩ ∆╢ⱳ▬fi♩≤ ─▪ⱪꜞ◔כ◦ꜛfi⅜ ⌂ ╩≥

─╟℮⌐ ∆⅛╩ ⇔╕∆⁹ ─▪ⱪꜞ◔כ◦ꜛfi≤⇔≡⁸Windows ─

11╩ ∫≡ ⇔╕∆⁹ 

                                                      
10 ╩☻ⱦכ◘─ ∆╢ ⁸ ─ ─ ™⌐ ╩☻ⱦכ◘≡∂ ↑≡ ∆╢↓

≤⅜№╡╕∆⁹ⱬꜞ◘▬fi ≢│⁸ ─ ─ ™╩ 4≈⌐ ⇔⁸ ⌂꜠ⱬꜟ⅛╠ ⌐◒

ꜝ☻ 1⅛╠◒ꜝ☻ 4⌐ ↑≡™╕∆⁹ 
11 Windows ≢─ ─ │ ₈4.3.1. ⱴ▬◒꜡♁ⱨ♩Windows ≢─ ─ ₉╩

⇔≡ↄ∞↕™⁹ 
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(1) ─♦☺♃ꜟ ⅜ ⇔™⅛ 

⌐│⁸ ─♦☺♃ꜟ ⅜≈™≡™╕∆⁹ ─ ⌂≥─ ⅜

↨╪↕╣≡™╢╟℮⌂ ⁸↓─♦☺♃ꜟ │ ≤⌂╡╕∆⁹∕─╟℮⌂ ⁸

─╟℮⌐ ⌐ ⅜№╢↓≤⅜ ↕╣╕∆⁹ 

 

 

 2-1  ⌐№╢ ─♦☺♃ꜟ ⅜ ⇔ↄ⌂⅛∫√  
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♩כꜟ╢™≡⇔ (2) ╕≢⁸  ⅛╢™≡⅝≢⅜fiכ▼♅

Windows ─ ⌐│⁸ ⁹∆╕╡№⅜☻כⱬ♃כ♦─ ≤∆╢

♩כꜟ⁸╠⅛ ╕≢─ ─∆═≡─ ⅜ ⌐☻כⱬ♃כ♦ ⇔⌂

™ ⁸ ─ ⅜ ≢⅝⌂™─≢⁸ ─ ⇔↕⅜ ≢⅝╕∑╪⁹∕─ ⁸

∕─ │ ∆╢↓≤│≢⅝╕∑╪⁹ ≢│⁸ ≤∆╢ ─ ─ ─

⌐☻כⱬ♃כ♦⅜ ⇔⌂™√╘⁸ ≤⇔≡ ╩ ⇔≡™╕∆⁹ 

 

 

♩כꜟ╢™≡⇔ 2-2  ╕≢⁸ ™⌂⅝≢⅜fiכ▼♅  

 

⅜fiכ▼♅ ≢⅝⌂™─≢⁸₈ ─Ɽ☻₉♃Ⱪ─Ɑכ☺≢ ─╟℮⌐ ↕

╣╕∆⁹ 
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™⌂⅝≢⅜fiכ▼♅ 2-3  ─  

 

 

fi⅜≢⅝≡™╢≤⁸₈כ▼♅ ─Ɽ☻₉♃Ⱪ─Ɑכ☺≢ ─ ⌐ כ▼♅

fi ─ כꜞ♠⅜ ⌐ ↕╣╕∆⁹ 

 

 

√⅝≢⅜fiכ▼♅ 2-4  ─  
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(3) ⅜ ≢№╢⅛ 

⌐│⁸ ─ ─ ╘√ ─ ≤ ⅜ ↕╣≡™╕∆⁹

◦☻♥ⱶ─ ⅜∕─ ⌐⌂™ ⁸ ⌂ ≤⇔≡ ⇔╕∆⁹ 

 

 

 2-5 ⌐⌂™  
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(4) ⱳꜞ◦כ CP ≤ CPS ⅜ ≢№╢⅛ 

≢│ ╩ ∆╢ ⌐№√╡⁸ ─ ⌂≥ ─ ─ ™

╩ ╘⁸ ─ⱳꜞ◦כ≤⇔≡ ⇔╕∆⁹↓─ⱳꜞ◦כ╩ ∆╢√╘⌐⁸ꜚ♬

♩◒▼☺Ⱪ○⌂◒כ ID ╩ ╘╕∆⁹╕√⁸∕─ⱳꜞ◦כ╩ ↕∑╢√╘─ ╩

╘╕∆⁹↓╣╩ CPS Certification Practice Statement ≤ ┘⁸Web≢ ∆╢⌂

╢∆⌐ⱪfiכ○≤ ⅜№╡╕∆⁹ ─ⱳꜞ◦כ⌐ ≠⅝ ↕╣√ ⌐│⁸

ⱳꜞ◦כ⅜○Ⱪ☺ꜗ◒♩ ID ≤⇔≡ ↕╣⁸CPS┼─▪◒☿☻⅜ URI ≤⇔≡ ↕╣╕

∆⁹ ⱳꜞ◦כ⅜№╢ ≢│⁸₈ ₉♃Ⱪ─Ɑ₈─☺כ ⱷfi♩כ♥☻─

♩₉Ⱳ♃fi⅜ ≤⌂╡╕∆⁹↓─Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸WebⱩꜝ►◙⅜ ⇔

─ URI ⅜ ↕╣╕∆⁹ 

 

 

 2-6  ⱳꜞ◦כ 
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(5) ⅜ ⇔√ ─ ⌐ ∫≡™╢⅛ 

כ◐ ⌐│⁸Digital Signature, Key Encipherment ⌂≥─╟℮⌐

↕╣≡™╕∆⁹Digital Signature │♦☺♃ꜟ ─ ≤♦☺♃ꜟ ─ ⌐ ⅎ╢≤

™℮↓≤≢№╡⁸Key Encipherment │ⱷ♇☿כ☺─ ⌐ ∫√ ↕╣≡™╢

╩ ∆╢√╘⌐ ℮↓≤⅜≢⅝╢╟™℮↓≤╩ ⇔≡™╕∆⁹ 

 

 

 2-7 ─  
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(6) ⅜ ⇔≡™⌂™⅛ 

≤⌂╢ ⅜ ⇔√ ꜞ☻♩ CRL ╩ ⇔⁸ ↕╣≡

™⌂™↓≤╩ ⇔╕∆⁹▪ⱪꜞ◔כ◦ꜛfi│⁸ ─ CRL ╩ ⇔≡ ─

CRL ╩ ⇔╕∆⁹CRL ╩ ∆╢ ⌐≈™≡│⁸₈1.2.4.1 PKI ₉─

₈(9)CRL ₉╩ ⇔≡ↄ∞↕™⁹ 

 

 

 2-8 ⇔≡™╢  
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2.2. ⱷכꜟ⌐⅔↑╢♦☺♃ꜟ ⌐╟╢ ─  

♦☺♃ꜟ ≤│⁸A↕╪⅜₈ ⅜ ⱷכꜟ╩ ╢ ⌐│ⱷכꜟ⌐♦☺♃ꜟ ╩≈↑

╢─≢⁸ ─♦☺♃ꜟ ⅜⌂™ ⌐│⁸ ⌐ ⅜ ─╟℮⌐ ⅎ≡╙∕─ⱷכꜟ

╩ ⇔⌂™≢⌡⁹₉≤ ∆╢↓≤⅛╠ ╕╡╕∆⁹ ⁸∕─ ⅛╠─ⱷכꜟ≢♦☺

♃ꜟ ⅜⌂™ ⁸ⱨ▫♇◦fi◓ⱷכꜟ⌂≥ ╡─ⱷכꜟ≤ ≢⅝╕∆⁹ 

≢│⁸♦☺♃ꜟ ⅜↕╣≡™╣┌⁸ ≡ ≢⅝╢─≢⇔╞℮⅛  ™ⅎ⁸∕℮≢│№

╡╕∑╪⁹♦☺♃ꜟ ⅜↕╣≡™√ ≢╙⁸ ⌂ⱷ⁸╘√─⧵⁹∆╕╡№│ꜟכ

ⱷכꜟ♁ⱨ♩≢│⁸ ⌂♦☺♃ꜟ ╩ ∆╢ ╖⅜ ╖↓╕╣≡™╕∆⁹ 

Outlook Express 6 ≢│⁸♦☺♃ꜟ ↕╣√ⱷכꜟ≢ ╩ ∆╢≤⁸ ⱷ♇☿כ

☺─ ⅜ ↕╣╢ ⅜₈☿◐ꜙꜞ♥▫ ₉ ≤⌂╡╕∆⁹ ⱷכꜟ♁ⱨ♩↔

≤─♦☺♃ꜟ ─ ─ ⌐≈™≡│⁸₈4.4₉─∕╣∙╣─ ⱷכꜟ─

╩ ⇔≡ↄ∞↕™⁹ 

 

 

 2-9 ⱴ▬◒꜡♁ⱨ♩ Outlook Express Ᵽכ☺ꜛfi 6 ≢─♦☺♃ꜟ ─ ╩ ⇔√  

 

Outlook 2007 ≢│⁸ⱷ♇☿כ☺─ ⁸ ─ ⌐ ™≡₈ ₉ ⅜ ↕╣⁸

∕↓⌐₈ ⌐ ⅜№╡╕∆₉≤™℮ⱷ♇☿כ☺≤ ─▪▬◖fi⅜ ↕╣╕∆⁹ 

 

 

 2-10 ⱴ▬◒꜡♁ⱨ♩ Outlook 2007 ≢─♦☺♃ꜟ ─ ╩ ⇔√  

 

Mozilla Thunderbir d≢│⁸♦☺♃ꜟ ─ ╩ ∆╢≤⁸  2-11─╟℮⌂▪▬◖
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fi Ɑfi⌐Ᵽ♠ ⅜ ↕╣╕∆⁹ 

 

 

 2-11 Mozilla Thunderbird ≢─♦☺♃ꜟ ─ ╩ ⇔√  

 

⌂♦☺♃ꜟ ⅜☻כ◔─≈⁸2│⌐ ⅎ╠╣╕∆⁹ 

 ̧ ♦☺♃ꜟ ⅜ ≢⌂™ 

ⱷ♇☿כ☺⅜ ↨╪↕╣≡™╢↓≤⌐⌂╡╕∆⁹ ─(1)⅜ ⇔╕∆⁹ 

 ̧ ♦☺♃ꜟ ⌐ ╦╣√ ⅜ ≢⌂™ 

⌂ ╩ ∫≡™╢⅛⁸ ≢⅝⌂™ ╩ ≢☻כ◔╢™≡∫

∆⁹ ─(2)⁸(3)⁸(4)⁸(5)⁸(6) ⅜ ⇔╕∆⁹ 

 

↓↓≢│⁸Windows ─ ⱷכꜟ♁ⱨ♩Outlook Express 6 ≤ Outlook 2007 ╩ ∫≡⁸

⌂♦☺♃ꜟ ─Ɽ♃כfi≤∕─ ─ ╩╖≡╖╕⇔╞℮⁹ 
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(1) ⱷ♇☿כ☺⅜ ↨╪↕╣≡™⌂™⅛ 

ⱷכꜟ─ ⅜♦☺♃ꜟ ⇔√ ⁸ ⌐╟∫≡ ⱨ□▬ꜟ╛ⱷ♇☿כ☺─

⌐ ⅜ ⅎ╠╣╢≤⁸ ⱷכꜟ♁ⱨ♩│ ⇔√ⱷכꜟ─ ≤♦☺♃ꜟ ─

╩ ⇔⁸ⱷכꜟ ↨╪─ ╩ ⇔╕∆⁹ 

 

 

 2-12 ⱴ▬◒꜡♁ⱨ♩ Outlook Express ≢ⱷ♇☿כ☺─ ↨╪╩ ⇔√  
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(2) ⌐№╢ ≢♦☺♃ꜟ ↕╣≡™╢⅛ 

⇔√ⱷכꜟ─♦☺♃ꜟ ╩ ⇔√ ≢⁸ ─ ─

≤ ─ ≢⌂™ ⁸ ⱷכꜟ♁ⱨ♩│♦☺♃ꜟ ⅜ ≢⌂™↓≤

╩ ⇔╕∆⁹  2-13─╟℮⌐ Outlook Express ≢│₈ ⇔≡™╢₉≤™℮ⱷ♇☿כ

☺≢∆⅜⁸ ⅜ ⇔≡™╢─≢│⌂ↄ⁸ ⌐⌂™─≢∆⁹ 

 

 

 2-13 ⱴ▬◒꜡♁ⱨ♩ Outlook Express ≢ ⌐ ⌐⌂™ ≢─♦☺♃ꜟ ╩ ⇔

√  
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(3) ─ ╩ ╗ fiכ▼♅ ─ ⅜ ≡ ≢⅝√⅛ 

⅜♦☺♃ꜟ ⌐ ∫√ ⅜⁸ ⌐☻כⱬ♃כ♦ ≈⅛╠⌂™⁸№╢™│

♩כꜟ ╕≢─ fiכ▼♅ ─ ⅜ ≈⅛╠⌂™ ⁸  2-14─╟℮⌐

─ ⅜≢⅝⌂™ ─ ⅜ ↕╣╕∆⁹ 

 

 

 2-14 ⱴ▬◒꜡♁ⱨ♩ Outlook Express ≢ ⌐ ⌂ ⅜ ≈⅛╠⌂™√╘⁸ ╩fiכ▼♅

≢⅝⌂™ ─  
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(4) ⱷכꜟ▪♪꜠☻≤ ─ⱷכꜟ▪♪꜠☻⅜ ⇔≡™╢⅛ 

S/MIME ─ ≢│⁸ ─ⱷכꜟ▪♪꜠☻ ⱷ♇☿כ☺─Ⱬ♇♄כ─ From ⌐ ↕

╣≡™╢▪♪꜠☻ ≤ ─ⱷכꜟ▪♪꜠☻⅜ ∆╢⅛╩♅▼♇◒⇔╕∆⁹┤√≈

─ⱷכꜟ▪♪꜠☻⅜ ∆╢ ⁸  2-15─╟℮⌐▪♪꜠☻─ ╩ ⇔╕∆⁹ 

↓─ ≢│⁸♦☺♃ꜟ ⌐ ∫√ ─ⱷכꜟ▪♪꜠☻⅜óinfo@orangesoft.co.jpó≢

№╢⌐╙⅛⅛╦╠∏⁸ⱷ♇☿כ☺─Ⱬ♇♄כ─ From ⌐ ↕╣√ⱷכꜟ▪♪꜠☻

⅜ósales@orangesoft.co.jpó≤⌂∫≡™√↓≤╩ ⇔≡™╕∆⁹ 

 

 

 2-15 ⱴ▬◒꜡♁ⱨ♩ Outlook Express ⱷכꜟ▪♪꜠☻≤ ─ⱷכꜟ▪♪꜠☻─ ∆

╢ ─  

mailto:info@orangesoft.co.jp
mailto:sales@orangesoft.co.jp
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(5) ♦☺♃ꜟ ⌐ ╦╣√ ⅜ ⇔≡™⌂™⅛ 

▪ⱪꜞ◔כ◦ꜛfi≢│⁸♦☺♃ꜟ ⌐ ╦╣√ ⅜ ⇔≡™⌂™⅛╩

⇔╕∆⁹↓╣│⁸ ─◦ꜞ▪ꜟ ⅜⁸CRL ꜞ☻♩ ⌐ ↕╣≡™⌂

™⅛╩♅▼♇◒∆╢ ≢∆⁹ 

♦☺♃ꜟ ╩⇔√ ─ ⅜ ⇔≡™√ ⁸ ╩ ∆╢≤  2-16─

╟℮⌐ ⅜ ↕╣≡™╕∆12⁹

 

 2-16 ⇔≡™╢ ─  

                                                      
12 Outlook Express ≢│ 4.4.1. 1 ≢ ∆╟℮⌐₈♦☺♃ꜟ ID ⅜ ╡ ↕╣≡™╢⅛≥℮⅛╩ ∆╢₉

≢₈○fiꜝ▬fi─≤⅝─╖₉⅜ ↕╣≡™╢ ⁸ ─ ⌐⇔╘↕╣√ CRL-DP ꜞ☻♩

─ ⌐⇔╘↕╣√ URL ⅛╠ ⇔≡ ─♅▼♇◒⅜↕╣╕∆⁹ 
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(6) X.509 ⌐ ↕╣√ ≢ ╦⌂™⅛ 

⌐ digitalSignature ⅜ ╕╣≡™╢⅛  

▪ⱪꜞ◔כ◦ꜛfi≢│⁸ ⅜♦☺♃ꜟ ⌐ ∫√ ╩ ∫≡♦☺♃ꜟ

─ ╩⇔╕∆⁹⇔⅛⇔⁸ ─ ⌐♦☺♃ꜟ ╩ ⇔≡™⌂™ ⁸♦

☺♃ꜟ ⅜ ⇔ↄ≤╙⁸ ⅜ ⌂─≢⁸∕─♦☺♃ꜟ │ ⌂╙─≤

↕╣╕∆⁹ 

 

⇔⅛⇔⁸Outlook Express 6 ≢│⁸ ⇔√♦☺♃ꜟ ⇔√ⱷ♇☿כ☺─ ─

─ ⌐ digitalSigna ture ⅜ ╕╣≡™⌂™ ≢╙∕─↓≤╩ ⇔╕∑╪⁹ 

 

↓↓≢│⁸Outlook 2007 ≢─ ⅜ ⌂ ─ ─ ⌐≈™≡  2-14⌐

⇔╕∆⁹ 
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 2-17 ⱴ▬◒꜡♁ⱨ♩ outlook 2007 ≢♦☺♃ꜟ ⌐ ∫√ ─ ─ ╩ ⇔≡™╢
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2.3. ─  

↕╣√ ⱷ⁸│ꜟכ ⅜ ⇔√ ∞↑⅜ ⇔≡ ─ⱷכꜟ╩ ╗↓

≤⅜≢╕∆⁹♦☺♃ꜟ │ ⅜∕─ ╩ ⇔╕⇔√⅜⁸ ─ ⌐│

⌂ │ ⅜№╢⅛≥℮⅛╩ ═╢ │№╡╕∑╪⁹ 

≢│⁸♦☺♃ꜟ ≤│ ⌐ ∆╢ ⁸≈╕╡⁸ ⅜ ⇔ↄ ∆╢

⅜№╡╕∆⁹↓─ ⁸ ⇔ↄ≤│₈2.1 ─ ₉≢ ⇔√╟℮⌐⁸

⌂ ─ ╩ ⇔≡ ∆╢↓≤≢∆⁹╕√⁸ ─ ⱷכꜟ▪

♪꜠☻≤ ─ ⱷכꜟ▪♪꜠☻⅜ ⇔≡™╢↓≤╩ ⇔╕∆⁹ 

↓╣╠♅▼♇◒─ │⁸╒≤╪≥─ ⁸ ⱷכꜟ♁ⱨ♩⅜ ⌐ ™╕∆⁹ 

 

 

 

 

 

 

 



61 

 

 fi◒כ♩▫♥ꜞꜙ◐☿ .3

⁸IC ♅♇ⱪ─ ↕╣√ ID ⁸⅜♪כ◌ ╛ ⌂≥⌐ ╦╣╢╟℮⌐⌂∫≡

⅝╕⇔√⁹╕√⁸IC ♅♇ⱪ─ ↕╣√ USB ╩fi◒כ♩ PC─▪◒☿☻ ─ ⌐

∆╢ ╙№╡╕∆⁹↓╣╠─ IC ╛♪כ◌ USB ◒כ♩▫♥ꜞꜙ◐☿⌂℮╟─fi◒כ♩

fi─ ⌐│⁸PKI ⌐ ⇔√ 13⅜№╡╕∆⁹ fi◒כ♩▫♥ꜞꜙ◐☿╠╣↓⁸│≢

╩ PKI ─♦Ᵽ▬☻≤⇔≡⁸ ⱷכꜟ♁ⱨ♩≢ ∆╢√╘─ ╩ ⇔╕∆⁹ ╡

℮ │ ─≤⅔╡≢∆⁹ 

 

 ̧ IC ⁸USB♪כ◌ ─fi◒כ♩▫♥ꜞꜙ◐☿─≤⌂fi◒כ♩ ⌐≈™≡ 

È PC/SC≤ Microsoft Cryptographic Service Provider  

È PKCS#11 

 

 ̧ ≥fi─☿♇♩▪♇ⱪ◒כ♩▫♥ꜞꜙ◐☿ ─  

╩fi◒כ♩▫♥ꜞꜙ◐☿ ♩כ═▬ꜝfi≢ⱪ◒כ♩▫♥ꜞꜙ◐☿∏╕⁸│⌐╘√╢∆ ≤

─Ɑ▪╩ ⇔╕∆⁹ ⇔√ Ɑ▪≢ ╩ ∆╢⌐│WebⱩꜝ►◙╩ ™

╕∆⁹∕╣∙╣─ ⌐ ⇔√WebⱩꜝ►◙╩ ∫≡ ╩ ⇔√ ⁸ ⱷכꜟ

♁ⱨ♩≢☿◐ꜙꜞ♥▫♩כ◒fi╩ ∆╢↓≤⅜ ⌐⌂╡╕∆⁹ 

È Internet  Explorer PC/SC⌐ ⇔√WebⱩꜝ►◙ 

Windows ⱷ⁸ꜟכOutlook Express ⁸Outlook ⌂≥╩ ℮  

È Mozilla Firefox PKCS#11 ⌐ ⇔√WebⱩꜝ►◙ 

Mozilla Thunderbird ╩ ℮  

 

─fi◒כ♩▫♥ꜞꜙ◐☿ .3.1  

☻כ▼ⱨכ♃fi≤─▬fiꜛ◦כ◔ꜞfi≤▪ⱪ◒כ♩▫♥ꜞꜙ◐☿⁸│≢↓↓ ─ ⌐

≈™≡⁸2≈ ⇔╕∆⁹ 

 

3.1.1. PC/SC14≤Windows  ─ Cryptographic Service Provider  

≥∟╠╙ⱴ▬◒꜡♁ⱨ♩⅜ ⇔Windows ≢ ⌐ ↕╣≡™╢ ≢∆⁹PC/SC

│▬fi♃כⱨ▼כ☻ ─ ╩fi◒כ♩▫♥ꜞꜙ◐☿⁸∏╠╕≤≥⌐ ╗

╩ ⇔≡™╕∆⁹Windows ≢│⁹▪ⱪꜞ◔כ◦ꜛfifi│ CryptoAPI ≤ ┌╣╢ OS─

                                                      
13 PKI fi≤│⁸PKI◒כ♩▫♥ꜞꜙ◐☿─ ≢ ╦╣╢⁸ ⁸ ⁸ⱷ♇☿כ☺♄▬☺

▼☻♩ ⌂≥─▪ꜟ◗ꜞ☼ⱶ⅜ ↕╣≡⅔╡⁸ ╛ⱪꜝ▬ⱬכ♩ ⁸ ─ ╛ ⁸ ⅎ

≡ ─ ⅜ ╢╙─╩™™╕∆⁹ 
14 PC/SC ─ ─ URL │ http://www.pcscworkg roup.com/ 
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╩fi◒כ♩▫♥ꜞꜙ◐☿≡⇔⅔≥╩ כ♄fi─ⱬfi◒כ♩▫♥ꜞꜙ◐☿⁹∆╕™

╩ꜟכꜙ☺⸗☻כ▼ⱨכ♃fi┼─▬fi◒כ♩▫♥ꜞꜙ◐☿⁸│ CSP Cryptographic 

Service Provider ≤ ┌╣╢ ⌐∕∫≡ ⇔╕∆⁹CSP⌐╟∫≡ ₁─Ɫכ♪

►▼▪─ │ ↕╣⁸▪ⱪꜞ◔כ◦ꜛfi│ CryptoAPI ─ ─ ╩ ∫≡

Windows ☻♩▪╩▪◒☿☻∆╢↓≤⌐╟∫≡ fi◒כ♩▫♥ꜞꜙ◐☿⌐ ─

╩ ∫√ ⅜ ╦╣╕∆⁹  3-1  

⇔√⅜∫≡⁸Windows ☻♩▪╩ ∫≡™╢ Internet Explorer 15 ╛⁸Outlook ╩│

∂╘≤∆╢ ⱷכꜟ♁ⱨ♩│ CSP╩ ╩fi◒כ♩▫♥ꜞꜙ◐☿╢™≡⇔ ∫≡

╛♦☺♃ꜟ ─ ⅜ ≢∆⁹ 

 

 

 3-1 ▪ⱪꜞ◔כ◦ꜛfi⁸CryptoAPI ⁸CSP⁸☿◐ꜙꜞ♥▫♩כ◒fi─  

 

╩fi─☿♇♩▪♇ⱪⱪ꜡◓ꜝⱶ◒כ♩▫♥ꜞꜙ◐☿ ⇔√ ⌐⁸꜠☺☻♩ꜞ╩ ∆╢

≤⁸CSP⅜ ↕╣≡™╢↓≤⅜ ≢⅝╕∆⁹  3-2 │כ◐

HKEY_LOCAL_MACHINE ¥ SOFTWARE ¥ Microsoft ¥ Cryptography ¥ Defaults ¥ Provid

er ≢∆⁹Image Path ≢כ◐ ↕╣≡™╢ⱨ□▬ꜟ⅜⁸ כ♩▫♥ꜞꜙ◐☿╢™≡╣↕

◒fi─ CSP≢∆⁹ 

 

                                                      
15 Internet Explorer ≢│⁸ ☻♩▪ ─ ⌐╙ ⌂≥ CSP╩ ∫≡ ⌂ ╩ ∫

≡™╕∆⁹ 
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 3-2 Windows ─꜠☺☻♩ꜞ─ CSP─  

 

Windows XP ≢│⁸™ↄ≈⅛─ IC ♪כ◌ ─ CSP⅜ ≢ ↕╣≡™╕∆⁹╕√⁸♁

ⱨ♩►▼▪≤⇔≡ ▪ꜟ◗ꜞ☼ⱶ╩ ╙ꜟכꜙ☺⸗√⇔ CSP≤⇔≡ ↕╣≡™╕

∆⁹  3-2─ ≢ΓMicrosoft ó≢ ⅜כ◐╢╕  ⁹∆≢ꜟכꜙ☺⸗

 

3.1.2. PKCS#1116 

RSA☿◐ꜙꜞ♥▫ ⅜ ⇔√ ≢∆⁹Windo ws ─ OS≢╙◘ⱳכ♩↕╣≡

™╕∆⁹Netscape ─WebⱩꜝ►◙╛ ⱷכꜟ♁ⱨ♩⅜◘ⱳ⁹√⇔╕™≡⇔♩כ

╙ Mozilla Firefox ╛ Mozilla Thunderbird ⅜◘ⱳ⁹∆╕™≡⇔♩כJava ─▪ⱪꜞ◔כ◦

ꜛfi⅛╠☿◐ꜙꜞ♥▫♩כ◒fi╩ ∆╢√╘⌐⁸JNI 17╩ ∫≡ PKCS#11 ╩ꜟכꜙ☺⸗

℮ꜝ▬Ⱪꜝꜞ╙ ↕╣≡™╕∆⁹ⱬfi♄⁸│כDLL ⱨ□▬ꜟ⌂≥ OS⌐ ∫√

≢ PKCS#11 ╩ ⇔√♪ꜝ▬Ᵽ╩ ⇔╕∆⁹OS⅜ ≢◘ⱳכ♩⇔≡™╢╙

─≢│⌂™√╘⁸ ₁─▪ⱪꜞ◔כ◦ꜛfi↔≤⌐ PKCS#11 ♪ꜝ▬Ᵽ╩ ∆╢ ⅜№

╡╕∆⁹▪ⱪꜞ◔כ◦ꜛfi≢│⁸ ↕╣√ PKCS#11 ♪ꜝ▬Ᵽ─Ɽ☻╩ ⌐ ⌐♪

ꜝ▬Ᵽ╩꜡⁸⇔♪כC_Initialize ⁸C_Digest ⌂≥≤™∫√ PKCS#11 ─ ─ ╩

┘ ⇔≡ ⇔╕∆⁹PKCS#11 ╩ ℮▪ⱪꜞ◔כ◦ꜛfi│ CryptoAPI ─╟℮⌂

                                                      
16 https://www.rsa.com/rsalabs/node.asp?id=2124  
17 Java Native Interface  Java ─ⱪ꜡◓ꜝⱶ⅛╠ OS─ ╛⁸ ─ C╛ C++⌂≥

≢ ↕╣√ⱪ꜡◓ꜝⱶ╩ ┘ ∆√╘─  
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⇔√꜠▬ꜘ╩ ∑∏⁸PKCS#11 ─ ╩ⱬfi♄כ⅜ ⇔√♪ꜝ▬Ᵽ╩ ┘ ∆

√╘⁸ ┼─ ─ ™⁸ ─ ╩ ⇔√ ≤∆╢ ⅜№╡╕∆⁹ 

 

3.2. ☿♇♩▪♇ⱪ≤ ─  

 fi─☿♇♩▪♇ⱪ◒כ♩▫♥ꜞꜙ◐☿ .3.2.1

≢♩fi╩◒ꜝ▬▪fi◒כ♩▫♥ꜞꜙ◐☿ ∆╢√╘⌐│⁸IC ╛♄כꜞ♪כ◌ USB כ♩

◒fi⌐ ∆╢☿♇♩▪♇ⱪⱪ꜡◓ꜝⱶ╩ fi─☿♇♩▪♇ⱪ◒כ♩▫♥ꜞꜙ◐☿⁸⇔

╩ ℮ ⅜№╡╕∆⁹ 

Windows ─ ⁸CSP╛ PKCS#11 ─♪ꜝ▬Ᵽ⅜☿♇♩▪♇ⱪⱪ꜡◓ꜝⱶ⌐╟∫≡⁸

Windows ─◦☻♥ⱶ♦▫꜠◒♩ꜞ ◦☻♥ⱶⱨ◊ꜟ♄ ⌐▬fi☻♩כꜚ⁹∆╕╣↕ꜟכ

│כ◙ ╩♪כfi─Ɽ☻꞉◒כ♩▫♥ꜞꜙ◐☿⁸⌐ ⱪ꜡◓ⱶ▫♥ꜞ▫♥כꜚ─╘√℮

ꜟכ♠ ╩▬fi☻♩כ♩▫♥ꜞꜙ◐☿⁹∆╕⇔ꜟכ◒fi─Ɽ☻꞉כ♪ PIN │

⌐ ⅜☿♇♩↕╣≡ↄ╢─≢⁸↓─ꜚכ♥▫ꜞ♥▫ⱪ꜡◓ⱶ⌐╟∫≡ ⇔╕∆⁹

│ Athena ─ ASECard ╩ⱪ꜡◓ⱶ≢∆⁹₈Change PIN₉Ⱳ♃fi▫♥ꜞ▫♥כꜚ─

◒ꜞ♇◒∆╢≤ PIN ─ ⅜ ↕╣╕∆⁹ 

☿♇♩▪♇ⱪⱪ꜡◓ꜝⱶ╩ ⇔⁸PIN ─ ⅜ ╪∞╠⁸ ▪ⱪꜞ◔כ◦ꜛfi⅛╠

⌐⌂╡╕∆⁹ 

 

 

 ⱪ꜡◓ⱶ▫♥ꜞ▫♥כꜚ─fi◒כ♩▫♥ꜞ◒☿ 3-3 
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3.2.2. Internet Explorer PC/SC⌐  

(1) ─  

Internet Explorer ╩ ∫≡ ╩ ⇔╟℮≤∆╢≤⁸₈  3-4  Internet 

Explorer ≢ ─♦Ᵽ▬☻╩ ∆╢≤↓╤₉─╟℮⌐⁸ ╩ ℮♦Ᵽ▬☻─

⌐☿♇♩▪♇ⱪ⇔√ CSP⅜ ↕╣╕∆⁹ 

─ │ 4.1.1╩ ⇔≡ↄ∞↕™⁹ 

 

 

 3-4  Internet Explorer ≢ ─♦Ᵽ▬☻╩ ∆╢≤↓╤ 

 

(2) ─ ╩Windows ☻♩▪┼  

Windows ☻♩▪╩ ∫√▪ⱪꜞ◔כ◦ꜛfi≢│⁸☿◐ꜙꜞ♥▫♩כ◒fi─ ⅜

≢∆⅜⁸ ⌐⁸ ─ PC≢ ╩ ⇔√ ⌂≥ ⌐fi◒כ♩▫♥ꜞꜙ◐☿⌐

⅜№╢ │⁸№╠⅛∂╘Windows ☻♩▪┼ ⇔≡⅔ↄ ⅜№╡╕∆⁹

⇔≡⅔ↄ↓≤⌐╟╡⁸ ⌐ ℮ ─ ╩ OS⅜ ≢ ⇔╕∆⁹ 

╒≤╪≥─ ⁸☿♇♩▪♇ⱪ⇔≡☿◐ꜙꜞ♥▫♩כ◒fi─ꜚכ♥▫ꜞ♥▫ⱪ꜡◓ⱶ│⁸

⌐fi◒כ♩▫♥ꜞꜙ◐☿ ↕╣≡™╢ ╩Windows ☻♩▪┼ ∆╢

⅜ ↕╣≡™╕∆⁹ 

 

3.2.3. Mozilla Firefox PKCS#11 ⌐  

(1) PKCS#11 ─ꜟ▬□ⱨꜟכꜙ☺⸗  

Netscape≢ PKCS#11 ╩ ∆╢ ⁸ ⌐╟∫≡│▬fi☻♩כꜝ⅜ PKCS#11 ⸗☺ꜙ

─ꜟכ ╩ ╕∑≡™╢╙─╙№╡╕∆⁹⇔⅛⇔⁸Firefox ≢ ∆╢⌐│⁸╒≤╪≥

─ ⁸ ⅜₈PKCS#11 ♦Ᵽ▬☻─ ╖ ╖₉╩№╠⅛∂╘ ⇔≡⅔ↄ ⅜№
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╡╕∆⁹Firefox ⱪ◦ꜛfi₉○₈╠⅛כꜙ♬₉ⱷꜟכ♠₈─ ╩ ⅝⁸◌♥◗ꜞ₈ ₉

─₈ ₉♃Ⱪ─Ɑ₈≢☺כ☿◐ꜙꜞ♥▫♦Ᵽ▬☻₉18╩◒ꜞ♇◒⇔≡₈♦Ᵽ▬☻ⱴⱠ

₉ꜗ☺כ ╩ ⅝╕∆⁹₈ ₉Ⱳ♃fi╩◒ꜞ♇◒⇔≡⁸₈PKCS#11 ♦Ᵽ▬☻─ ₉

 3-5 ≢☿◐ꜙꜞ♥▫♦Ᵽ▬☻─ PKCS#11 ─ꜟכꜙ☺⸗ DLL ⱨ□▬ꜟ╩ ⇔╕

∆⁹ⱨ□▬ꜟ │ⱴ♬ꜙ▪ꜟ⌂≥≢ ⇔╕⇔╞℮⁹╒≤╪≥─ ⁸Windows ─◦☻

♥ⱶ♦▫꜠◒♩ꜞ ◦☻♥ⱶⱨ◊ꜟ♄  C:¥ Windows ¥ system32 ⌐▬fi☻♩כꜟ↕╣≡

™╕∆⁹ 

 

 

 3-5 Firefox PKCS#11 ♦Ᵽ▬☻─  

 

⅜ ⇔≡꜡◓▬fi∆╢≤⁸₈♦Ᵽ▬☻ⱴⱠ₉ꜗ☺כ │ 3-6─╟℮⌐⌂╡╕∆⁹ 

 

 3-6 Firefox PKCS#11 ♦Ᵽ▬☻ⱴⱠכ☺ꜗ  

 

Firefox ≢│ ⁸ ⅜☻☿◒▪─┼fi◒כ♩▫♥ꜞꜙ◐☿≡╘ ⌐⌂∫√≤⅝⌐  

3-7─╟℮⌐ PIN ╩ ∆╢ ⅜ ↕╣╕∆⁹ 

                                                      
18 Mozilla ─ ⱷכꜟ♁ⱨ♩ Thunderbird ⱪ◦ꜛfi₉○₈╠⅛כꜙ♬₉ⱷꜟכ♠│≢ ╩ ⅝⁸◌♥

◗ꜞ₈ⱪꜝ▬Ᵽ◦₉▫♥ꜞꜙ◐☿₈─₉כ♃Ⱪ─Ɑ₈≢☺כ☿◐ꜙꜞ♥▫♦Ᵽ▬☻₉╩◒ꜞ♇◒⇔╕∆⁹ 
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 3-7 Firefox☿◐ꜙꜞ♥▫♩כ◒fi┼ PIN  

 

(2) ☿◐ꜙꜞ♥▫♦Ᵽ▬☻─  

─♃כ♦ ─└≤≈⁸PKCS#12 ⱨ□▬ꜟ╩▬fiⱳ⁸│≤⌂⅝≥╢∆♩כ

 3-8─╟℮⌐≥↓⌐ ∆╢⅛ ∆╢ ⅜ ↕╣╕∆⁹ 

 

 

 3-8 Firefox☿◐ꜙꜞ♥▫♦Ᵽ▬☻─  

 

(3) ─  

Firefox ≢│⁸₈4.1.1 ─ ₉⌐ ∆ ─ ≢⁸CSP╩

∆╢ ╦╡⌐₈Encryption Strength ₉ ≢ ─ ↕╩₈2048( ─ )₉⅛

₈1024( ─ ₉⅛╠ ≡⇔♩כfi⌐╟∫≡◘ⱳ◒כ♩▫♥ꜞꜙ◐☿⁹∆╕⇔

™╢ ─ ↕⌐│ ™⅜№╢─≢⁸ⱴ♬ꜙ▪ꜟ⌂≥≢ ⇔≡⅔⅝╕⇔╞℮⁹◘ⱳכ♩⇔
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≡™⌂™ ╩  ⁹∆╕╡⌂⌐כꜝ◄≥╢∆
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4. ⱷכꜟ♁ⱨ♩─  

─ ≤ ⱷכꜟ♁ⱨ♩≢─  

↓↓≢│⁸ ─ ≤⁸∕─ ⌐≈™≡ ╡ →╕∆⁹ ⌐⁸S/MIME

⌐ ⇔√ ⱷכꜟ♁ⱨ♩≢─ ≤ S/MIME ─ ⌐≈™≡ ⇔╕∆⁹ ╡

→╢ ⱷכꜟ♁ⱨ♩│ ─≤⅔╡≢∆⁹ 

 

 ̧ Windows ⱷכꜟ (Windows Vista ⁸Microsoft Outlook Express (Windows XP  

 ̧ Microsoft Outlook 200 7(Windows  

 ̧ Mozilla Thunderbird (Windows ⁸Mac ⁸Linux  

 ̧ RimArts Inc. ΓBecky!  Internet Mail Δ (Windows  

 ̧ ○꜠fi☺♁ⱨ♩ ΓWinbiff +S/Goma Δ(Windows  

 ̧ Mac ⱷכꜟ 

 

4.1. ─  

♦☺♃ꜟ ╛ ╩ ∆╢√╘⌐│⁸ ⅜ ⌐⌂╡╕∆⁹↓↓≢│⁸

⅛╠ ╩ ∆╢ ⌐≈™≡ ⇔╕∆⁹ 

│♦☺♃ꜟ ID ⌂≥≤╙╟┌╣⁸ ╩☻ⱦכ◘ ∫≡™╢ ⌂≥⅛╠

∆╢↓≤⅜ ≢∆⁹ 

≢╙ ⱬꜞ◘▬fi  (http://www.verisign.co.jp )⌂≥⅜⁸S/MIME ≢

⌂ ╩ ╩☻ⱦכ◘╢∆ ∫≡™╕∆⁹ 

 

4.1.1. ─  

↓↓≢│○fiꜝ▬fi≢ ─ ≢⅝╢ ⱬꜞ◘▬fi─Web◘▬♩╩ ∫√

╩ ⇔╕∆⁹ 

 ̧ ⱬꜞ◘▬fi─Web◘▬♩⌐№╢ ─ Ɑכ☺ 

http://www.verisign.com/products -services/security -services/pki/pki -application/email -

digital -id/index.html  

⌐▪◒☿☻⇔╕∆⁹19 

ⱬꜞ◘▬fi◘▬♩─♩♇ⱪⱭ⁸│╠⅛☺כ 

 

i. óProduct & Services ó╩◒ꜞ♇◒⇔╕∆⁹ 

                                                      
19 ⱬꜞ◘▬fi─Web◘▬♩│ⱴ▬◒꜡♁ⱨ♩ Internet Explorer ≤⁸Netscape ─ Mozilla Firefox

╙◘ⱳ⁹∆╕™≡╣↕♩כFirefox ╩ ⅎ┌⁸Linux ╛ Mac OS X ≢╙ ─ ⅜ ≢∆⁹ 
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ii.  óProduct & Services ó─Ɑ⁸≢☺כòSecurity Services ó─ ⅛╠òManaged PKI Services

╩◒ꜞ♇◒⇔╕∆⁹ 

iii.  ó Managed PKI Servicesò─Ɑכ☺≢óPKI Applications ó╩◒ꜞ♇◒⇔╕∆⁹ 

iv.  òPKI Applications ó─Ɑכ☺≢ó Digital IDs for Secure Email ó╩◒ꜞ♇◒⇔╕

∆⁹ó Digital IDs for Secure Email ó─Ɑכ☺⌐№╢"Buy  Now"▪▬◖fi╩◒ꜞ♇◒∆╢

≤ òDigital ID Enrollmentó Ɑכ☺⅜ ↕╣╕∆⁹ ⁸óBuy Nowó▪▬◖fi╩◒ꜞ♇

◒⇔╕∆⁹ 
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(1) ─ ─  

 

Ⱪꜝ►◙ Ɑכ☺⅜ ↕╣╢─≢⁸ ∆╢Ⱪꜝ►◙─ ╩ ∆╢≤⁸

Ɑכ☺⅜ ↕╣╕∆⁹ 

 

│⁸∆═≡ ≢ ™╕∆⁹  

 ̧ Contents of Your Digital ID 

─  

First Name: ₈ ₉╩ ⇔╕∆⁹  

Last Name: ₈ ₉╩ ⇔╕∆⁹  

Your E-mail Address: ₈ ⱷכꜟ▪

♪꜠☻₉╩ ⇔╕∆⁹ 

 

 ̧ Challenge Phrase ─  

↓↓≢ ⇔√⁸Challenge Phrase │

╩ ⌐⇔√™≤⅝⌂≥⌐⁸

↕╣╢↓≤⌐⌂╡╕∆⁹ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 ̧ Choose a Full -service Class1 Digital ID, or a 60 -day Trial Class 1 Digital ID ─   

¶ I'd like a on e-year, full -service Digital ID for only US$1 9.95 per year.  

─ⱨꜟ◘כⱦ☻⌐⌂╡╕∆⁹  

US$19.95─◒꜠☺♇♩◌כ♪ ≤⌂╡╕∆⁹  

₈Billing Information ─ ₉⌐ ╖╕∆⁹  

 4-1 Web ◘▬♩≢─ ─  
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¶ I'd like to test drive a 60 -day trial Digital ID for free.:  

60 ─⅔ ⇔ ⌐⌂╡╕∆⁹  

⁸ ⁸ ⌂≥   ⱦ☻⅜№╡╕∑╪⁹כ◘─₁

₈Option ─ ₉⌐ ╖╕∆⁹ 

 

 ̧ Billing Information ─ ⱨꜟ◘כⱦ☻╩ ⇔√   

─♪כ◌♩♇☺꜠◒ ╩ ⇔╕∆⁹  

Card Type: ₈◌כ♪─ ₉╩ ⇔╕∆⁹  

Card Number: ₈◌כ♪ ₉╩ ⇔╕∆⁹  

Expiration Date: ₈◌כ♪─ ₉╩ ⇔╕∆⁹  

Name on Card: ₈◌כ♪⌐ ─ ₉╩ ⇔╕∆⁹  

 

- ₔ154-0004 1-4-14 ⱦꜟ  ─  -  

Street Address : 1-4-24 Taishido   

Apartment/Unit Number: Hagitou Bldg 3F  

City: Setagaya -Ku Tokyo  

State/Province: JP  

ZIP/Postal Code: 154 -0004 

Country: Japan  

 

 ̧ Option al ─   

Internet Explorer ─   

₈Microsoft Base Cryptographic Provide v1.0 ₉╩ ⇔╕∆⁹  

Mozilla Firefox ─   

₈1024₉╕√│₈2048₉╩ ⇔╕∆⁹  

 

 ̧ Additional Security for Your Private Key ─ Internet Explorer ─ ─╖   

Check this Box to Protect Your Private Key:    

♅▼♇◒Ⱳ♇◒☻╩♅▼♇◒∆╢↓≤⌐╟╡⁸ⱪꜝ▬ⱬכ♩ ⌐Ɽ☻꞉כ♪╩ ∆╢↓≤⅜≢

⅝╕∆⁹  

 

 ̧ Digital ID Subscriber Agreement ─   

╪≢⁸ ≢⅝√╠⁸₈Accept₉╩ ⇔╕∆⁹ ₈Accept₉╩⇔⌂↑╣┌⁸ ⌐ ╖╕∑╪⁹ 

 

(2) ⱷכꜟ▪♪꜠☻─   

ⱷכꜟ▪♪꜠☻╩ ⇔⁸₈OK₉╩ ⇔╕∆⁹  
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 ̧ ♪כⱤ☻꞉─┼ꜟכꜙ☺⸗▫♥ꜞꜙ◐☿ Mozilla Firefox  ─ ─╖   

Communicator Ce rtificate DB ⌐Ɽ☻꞉כ♪╩ ⇔╕∆⁹  

 

(3) ─   

 4-2─╟℮⌂Ɑכ☺⅜ ↕╣╣┌⁸ ─ │ ≢∆⁹  

 

   

 4-2 Web ◘▬♩≢ ─ ─  
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(4) ⱷכꜟ╩ ⇔╕∆ 

⌐│ ⱷכꜟ⅜ ⅝╕∆⁹ 

 

 4-3 Web ◘▬♩≢─ ─ ⅜ ⇔⁸∕─ ─ ⌐≈™≡⁸ ⱷכꜟ≢─ ⌂≥╩ ⇔

≡™╢  

 

 4-4 ─ ⅜ ⇔√ ╩ →╢ ⱷכꜟ 

 

ⱷ⁸─ꜟכ ─ ─ ╩ ⇔╕∆⁹  

¶ ₈https:// ₉≤ ↕╣√URL  

¶ ₈Your Digital ID PIN IS: ₉≤ ↕╣√PIN  
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(5) ⁸Ⱪꜝ►◙╩ ™Web◘▬♩⌐▪◒☿☻⇔⁸♦☺♃ꜟ ID ╩▬fi☻♩כꜟ⇔╕∆ 

ⱷכꜟ≢ ⇔√ URL ⌐▪◒☿☻⇔╕∆⁹PIN ╩ ⇔⁸₈Submit₉Ⱳ♃fi╩

⇔╕∆⁹ 

 

 

 4-5 Web ◘▬♩⅛╠ ─▬fi☻♩כꜟ 

 

₈INSTALL ₉Ⱳ♃fi╩ ∆≤⁸№⌂√─Ɽ♁◖fi⌐♦☺♃ꜟ ID ⅜ ╡ ╕╣╕∆⁹ 

 

(6) ∕─ ─ S/MIME  ☻ⱦכ◘

 ̧ ⱬꜞ◘▬fi 

↓↓≢│⁸ ⱬꜞ◘▬fi─ ⅜ ∆╢♦☺♃ꜟ ID ╩ ∆╢ ╩ ⇔╕⇔√⅜⁸

ⱬꜞ◘▬fi ─♦☺♃ꜟ ID │⁸ ⱬꜞ◘▬fi─ ⅛╠ ∆╢↓≤⅜≢⅝╕

∆⁹ ⱬꜞ◘▬fi─Web◘▬♩ 

http://www.ve risign.co.jp/personal/partner.html#class1  

⌐ ─ ⅜№╡⁸ ┼ꜞfi◒⇔≡™╕∆⁹ 
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 ̧ ◖⸗♪ 

◖⸗♪─Web◘▬♩≢│⁸ⱨꜞכ─ ⱦ☻⅜№╡╕∆⁹כ◘ ⱬꜞ◘▬

fi─◘כⱦ☻≤ ─ ≢ ⅜ ↕╣╕∆⁹ 

http://www.comodogroup.com/products/certificate_services/email_certificate.html  

↓↓≢ ↕╣╢ ♩כꜟ│ ₈AddTrust External CA Root ₉─╙─≢∆⁹ꜟ

♩כ ₈AddTrust External CA Root ₉─ │⁸Windows ─ ☻♩▪╛

Mozilla Firefox ⁸Thunderbird ≢№╠⅛∂╘Ᵽfi♪ꜟ↕╣≡™╕∆⁹20 

 

 4-6 ◖⸗♪─ ⱦ☻─Webכ◘ ◘▬♩ 

 

                                                      
20 ◖⸗♪─◘▬♩≢ ╩◘ⱳכ♩⇔≡™╢─│ Internet Explorer ∞↑≢∆⁹ 

http://www.comodogroup.com/products/certificate_services/email_certificate.html
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4.1.2. ─ ╩ ∆╢⌐│ 

ⱷכꜟ─ ⌐│⁸ ─ ⅜ ≢∆⁹♦☺♃ꜟ ╩

℮ ⌐│⁸ ─ ⅜№╣┌╟™─≢∆⅜⁸ │ ─ ╩ ∆

╢√╘⁸ ─ ─ ╩ ∆╢ ⅜№╢─≢∆⁹ ─ ╩

∆╢⌐│⁸™ↄ≈⅛─ ⅜№╡╕∆⁹ 

 

a. ♦☺♃ꜟ ╠⅛♃כ♦─ ╡ ∆ 

⌐ ∟⁸♦☺♃ꜟ ╩⇔√ⱷ♇☿כ☺╩ ⌐ ╡╕∆⁹ 

♦☺♃ꜟ ⇔√ ⁸ ⇔√ ─ ⅜♦☺♃ꜟ ⌐♃כ♦ ↕╣≡

™╕∆⁹S/MIME ⌐ ⇔√ ⱷכꜟ♁ⱨ♩≢│⁸ №╢™│ ≢♦☺♃ꜟ

╠⅛♃כ♦ ╩ ⅝∞⇔⁸○Ɑ꜠כ♥▫fi◓◦☻♥ⱶ─ ⱬ♃כ♦

⁹∆╕⅝≢♩כfiⱳ▬⌐☻כ ⌐☻כⱬ♃כ♦ ⅜ ╖ ╕╣√№≤│⁸

─ⱷכꜟ▪♪꜠☻⌐ ∆╢ ╩ ∫≡ ∆╢ ⱷכꜟ╩

≢⅝╕∆⁹ ⌐ ─ ⅜ ≢№╣┌⁸↓─ ⅜ ╙ ≢⇔╞℮⁹ 

 

b. ─ⱨ□▬ꜟ╩ⱷכꜟ⌐ ⇔≡ ∫≡╙╠℮⁹ 

╩ꜟכ♠ ∫≡◄◒☻ⱳכ♩⇔√ ─ ⁸╩♃כ♦ ⱷכꜟ⌐

⇔≡ ⇔╕∆⁹ │⁸ ⇔√ⱨ□▬ꜟ╩⁸ ╩ꜟכ♠ ∫≡▬fiⱳכ

♩⇔╕∆⁹↓─ │⁸ ⌂≥⅜╕≤╘≡™ↄ≈⅛─ ╩ ∆╢╟℮⌂

⌐ ™╠╣╕∆⁹ 

 

c. ♦▫꜠◒♩ꜞ◘כⱣכ╩ ∆╢⁹ 

ⱦ☻≢⁸כ◘ꜞ♩◒꜠▫♦ ╩ ─ 1≈≤⇔≡ ⇔≡⅔⅝╕∆⁹

─☻ⱦכ◘ꜞ♩◒꜠▫♦⁸│ ⅛╠ ≤∆╢ ─ ╩ⅎ╢↓≤⅜≢

⅝╕∆⁹▪♪꜠☻ ⌂≥≢ LDAP 21╩◘ⱳכ♩⇔≡™╢ ╩☻ⱦכ◘ꜞ♩◒꜠▫♦⁸

∫≡ ─▪♪꜠☻ ─ ⌐ ╙ ⅎ╢↓≤⅜≢⅝╕∆⁹ 

 

d. Web◘כⱣכ≢ ∆╢ 

⌐╟∫≡│⁸↓─Web◘כⱣכ ≢ ─ ╩ ⌐⇔≡™╢ ⅜№╡

╕∆⁹ 

ⅎ┌⁸ ⱬꜞ◘▬fi─ ⁸ 

https://onsite.verisign.com/services/VeriSignJapanKKVeriSignClass1CAIndividualS

ubscriber/client/search.htm  

                                                      
─♩♇Ⱡכ♃ⱦ☻⌐▪◒☿☻∆╢√╘─▬fiכ◘ꜞ♩◒꜠▫♦ 21 ─ ≢∆⁹ ─

╙ ≤⇔≡ ↕╣≡™╕∆⁹ 
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⌐▪◒☿☻⇔⁸ ⱷכꜟ▪♪꜠☻⅛ ≢ ∆╣┌⁸ ≤∆╢ ─

╩ ≈↑╠╣╕∆⁹ ⅛╠▪ⱪꜞ◔כ◦ꜛfi⌐ ∂√ⱨ◊כⱴ♇♩─

╩♄►fi꜡⁹∆╕⅝≢♪כ 
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4.2. ⱨ□▬ꜟ 

⇔√ │⁸ⱨ□▬ꜟ⌐ ◄◒☻ⱳכ♩ ⇔≡ ─ ≢ ⌐∆

╢↓≤ ▬fiⱳכ♩ ⅜≢⅝╕∆⁹↓─≤⅝⌐ ╦╣╢ⱨ□▬ꜟ─ ⌐≈™≡ ⇔╕

∆⁹ 

 

 4-1 ╛ⱪꜝ▬ⱬכ♩ ╩♃כ♦─≤⌂ ℮ⱨ□▬ꜟ─  

─♃כ♦  ⱨ□▬ꜟ─   

X.509  cer X.509 ⅜ 1≈∞↑ ∫√ⱨ□▬ꜟ≢∆⁹ 

PKCS#7  p7b ╕√│ p7c ♦☺♃ꜟ ─ⱨ◊כⱴ♇♩≢│⁸ ╩ ∆

╢↓≤⅜ ≢∆⅜⁸∕─ⱨ◊כfiⱴ♇♩≢♦☺♃

ꜟ ↄ⁸⌂⅜♃כ♦ ─╖⅜ ↕╣√ⱨ□

▬ꜟ≢∆⁹ 

↓─ ⁸ ─ ╩ ∆╢↓≤⅜≢⅝╕

∆⁹ 

PKCS#12 p12 ╕√│ pfx PKCS#12 │ⱪꜝ▬ⱬכ♩ ≤ ╩Ɑ▪

≢ ∆╢ⱨ◊כⱴ♇♩≢∆⁹↓─ⱨ◊כⱴ♇♩≢

│Ɽ☻꞉כ♪╩ ≤⇔√ ╩ ™╕∆⁹ 

PEM 22 pem ♦כ♃ │⁸∕─ ⌐ ∂√ⱨ◊כⱴ♇♩≢

↕╣⁸ ⇔√Ᵽ▬♫ꜞ♦כ♃╩ BASE64 ◄fi

⁸≡⇔♪כ◖ ⌐ ─♃◓╩ ↑√╙─≢∆⁹ 

X.509 ╩ PRM ⌐⇔√ ⁸ ╩ cer

≤∆╢ ╙№╡╕∆⁹ 

 

 

                                                      

22 S/MIME ─ ≤⌂∫√ ™ ⱷכꜟ─ ⱪ꜡♩◖ꜟ PEM RFC 1421 1424 ≢─

─♃כ♦ ⅜ ⌐⌂∫≡™╕∆⁹ ─☻כ♁ⱪfiכ○⁸╙≢ SSL ⱪ꜡♩◖ꜟ ≢№

╢ OpenSSL ≢ ╦╣≡™╕∆⁹http://www.openssl.org/  
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----- BEGIN CERTIFICATE -----  

MIICYDCCAcmgAwIBAgIBATANBgkqhkiG9w0BAQUFADBUMQswCQYDVQQGEwJKUDEY 

MBYGA1UEChMPT3Jhbmdlc29mdCBJbmMuMRAwDgYDVQQLEwdUZXN0IENBMRkwFwYD 

VQQLExBFLU1haWwgU2VjdXJyaXR5MB4XDTA3MDIwMzEyNDgwMFoXDTA4MDIwMzEy 

jxdkFEGgG/LzpjhzRl+sHYEqQlX5F yqQcpmba76H1UMWPL9LwGMrZylTx10OsrXM 

zZy2/ohZdLd7v+7HWMGwZeeftKOmQDMlF0Pja1FaXtsBzEyHBr5gq1D9yR4YW6er  

sdtSGdNza3UCAwEAAaNCMEAwDwYDVR0TAQH/BAUwAwEB/zAOBgNVHQ8BAf8EBAMC 

AcYwHQYDVR0OBBYEFIGHK03263Bk75gNZbuwkeg+W5PeMA0GCSqGSIb3DQEBBQUA 

A4GBACR9gmXphz615y4YHJpzjCgr2M+H9g5B0ieT7mtc3ESwdcrrowq5zCuRgUhL  

/KBEOohzvLR4fsatNxfZ8+sUfA9uEpjD7lVhvdNx8hqzA6SqWzNL/ohHOm0bDHOv  

KQ53zyqWioPhNitJrGVH1JeztP97BOHH4Fec8iVIkYb0PQ2Y  

----- END CERTIFICATE-----  

 4-7 PEM ─  
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4.3. ─  

PKI │⁸Windows ╛ Java ⌂≥▪ⱪꜞ◔כ◦ꜛfi─ ⅜⁸ ≢◘ⱳכ♩⇔≡™╢

≢∆⁹↓╣╠─ ≢│⁸ │◦☻♥ⱶ≢ ↕╣≡™╢ ♃כ♦─

ⱬכ☻⌐ Windows╩☻כⱬ♃כ♦─↓⁹∆╕™≡╣↕ ≢│₈ ☻♩▪₉⁸Java

≥₉▪♩☻כ◐₈│≢ ┘╕∆⁹ 

Windows ⌐╙ Java ⌐╙⁸ ╩☻כⱬ♃כ♦ ⇔≡ ╩ ⅜ꜟכ♠─╘√╢∆

⇔≡™╕∆⁹∕╣∙╣─  ℮⁹╞⇔╕╖≡╖╩ꜟכ♠─

 

4.3.1. Windows ≢─  

 

(1) ─  

Windows ─◖fi♩꜡כꜟⱤⱠꜟ⌐№╢▬fi♃כⱠ♇♩○ⱪ◦ꜛfi─₈◖fi♥fi♠₉♃Ⱪ

⌐№╢ Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ ♄▬▪꜡◓Ⱳ♇◒☻⅜ ↕╣⁸▬fi☻♩

╢™≡╣↕ꜟכ ⅜ ↕╣╕∆⁹ ─ ⌐╟∫≡♃Ⱪ↔≤⌐ ↕╣≡

↕╣╕∆⁹23 

 ̧ ₈ ₉⌐│⁸ ≤ⱪꜝ▬ⱬכ♩ ╩Ɑ▪≢╙∫≡™╢ ─ ⅜

↕╣╕∆⁹ 

 ̧ ₈╒⅛─ ₉⌐│⁸ ─ ≢│⌂™⁸ ≤⌂╢ ─

⅜ ↕╣╕∆⁹ 

 ̧ ₈ ♩כꜟ⁸│⌐₉ ⅛╠ ◄fi♪◄fi♥▫♥▫ ─ ╕

≢╩≈⌂←⁸ ─ ─ ⅜ ↕╣╕∆⁹ 

₈ ♩כꜟ√╣↕ ♩כꜟ⁸│⌐₉ ─ ⅜ ↕╣╕∆⁹ 

 

                                                      
23 Windows ─ MMC Microsoft Management Console ╩ ⇔≡⁸₈ ₉☻♫♇ⱪ▬fi╩ ℮≤⁸

╟╡ ⌐ ☻♩▪─ ⅜≢⅝╕∆⁹ 
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 4-8 Windows ─  
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(2) ─  

⅛╠ ╩ ⇔≡₈ ₉╩◒ꜞ♇◒∆╢≤  4-9─╟℮⌂ ≢ ─

⅜ ≢⅝╕∆⁹ 

 

 

 4-9  Windows ─ ─  
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(3) CRL ꜞ☻♩ ─  

∆╢╟℮⌂ CRL ⱨ□▬ꜟ╩₈ ↄ₉≤⁸  4-10─╟℮⌐ CRL ─ ╩ ≢⅝╕

∆⁹ ─ ─ ⅜№╡╕∆⁹₈ ꜞ☻♩₉♃Ⱪ─Ɑ⁸│≢☺כ ⇔√

─◦ꜞ▪ꜟ ≤ ⇔√ ⅜ ↕╣≡™╕∆⁹ 

 

 

 4-10 Windows ≢─ CRL ꜞ☻♩ ─  
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4.4. ⱷכꜟ♁ⱨ♩─ ≤  

4.4.1. Microsoft Windows ⱷכꜟ (Windows Vista ⁸Microsoft Outlook Express  (Windows 

XP  

Windows Vista ⌐ ⇔≡™╢ ⱷכꜟ♁ⱨ♩ó Windows ⱷכꜟó ≢─♦☺♃ꜟ ⅔

╟┘ ⌐ ∆╢ ⌐≈™≡ ⇔╕∆⁹Windows ⱷ⁸│ꜟכVista ─Windows  

⌐ ⇔≡™√óOutlook Express ó─ ─ ≢∆⁹⇔√⅜∫≡⁸Windows ⱷכꜟ≤

Outlook Express │⁸╒╓ ∂ / ≢∆⁹ 

╡ →╢Ᵽכ☺ꜛfi│⁸Windows Vista Microsoft Windows 6.0 ⱦꜟ♪ 6000 ⌐

⇔≡™╢Ᵽכ☺ꜛfi─╙─≢∆⁹24 

(1)  

Windows ⱷ⁸ꜟכ⅔╟┘ Outlook Express ≢│⁸ ─ⱷכꜟ▪◌►fi♩╩ ≢⅝╕

∆⁹⇔√⅜∫≡⁸S/MIME ⌐ ∆╢ ╙ ▪◌►fi♩≢ ─ ≤⁸▪◌►fi♩↔≤

─ ⅜№╡╕∆⁹ 

 ̧ ▪◌►fi♩ ─ S/MIME ─  

Windows ⱷ₉ꜟכ♠₈─ꜟכⱷ♬ꜙכ ₈○ⱪ◦ꜛfi₉─₈☿◐ꜙꜞ♥▫₉♃Ⱪ─Ɑכ

☺≢ ╩ ™╕∆⁹ 

                                                      
24 ó Wind owsⱷכꜟó ⌐ⱪ꜡◓ꜝⱶ ─Ᵽכ☺ꜛfi │№╡╕∑╪⁹ 
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 4-11 Windows ⱷכꜟ─☿◐ꜙꜞ♥▫  

 

¶ ₈♦☺♃ꜟ ID₉Ⱳ♃fi 

◒ꜞ♇◒∆╢≤ ─ ⅜ ↕╣₈ ₉─Ɑכ☺≢№⌂√─ ⅜ ≢⅝╕

∆⁹ 

¶ ₈♦☺♃ꜟ ID ─ ₉Ⱳ♃fi 

◒ꜞ♇◒∆╢≤⁸WebⱩꜝ►◙⅜ ⇔óDigital ID ð Office Marketplace ó Web◘▬♩⌐

▪◒☿☻⇔╕∆⁹↓─◘▬♩≢│⁸○fiꜝ▬fi≢ ─ ⌂ ╩☻ⱦכ◘
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∫≡™╢ ⅜ ↕╣≡™╕∆⁹ 

¶ ₈ ₉Ⱳ♃fi 

◒ꜞ♇◒∆╢≤ ↕╣╢  4-12─╟℮⌂ ≢⁸S/MIME ⌐ ∆╢ ⌂ ⅜≢⅝

╕∆⁹ 

 

 

 4-12 Windows ⱷכꜟ─☿◐ꜙꜞ♥▫─  

  

e. ─○ⱪ◦ꜛfi 

 ̧ ₈ ↕╣√ⱷ♇☿כ☺⅜ ─ ─ ⌐ ∆╢₉ 

⌐╟∫≡⁸ ─ ⌐ ∆╢ ─ ⅜ ↕╣╢ ⅜№╡╕

∆⁹ ⅜↓─○ⱪ◦ꜛfi≢ ⇔√ ↕ ⌐⌂∫≡⇔╕℮≤⅝⁸ ∆╢╟℮

≢⅝╕∆⁹ ⇔√ ⱷכꜟ⌐ ╦╣√ ─ ↕⌐≈™≡╙⁸ ⌐ ≢⅝╕∆⁹ 

 ̧ ₈ ↕╣√ ⱷ♇☿כ☺╩ ↑⌐╙ ∆╢₉ 

↓─○ⱪ◦ꜛfi╩♅▼♇◒∆╢≤⁸ ─ ⌐ ─ ⌐ ⅎ⁸№╠⅛∂╘

↕╣≡™╢ ─ ╙ ∫≡ ↕╣╕∆⁹ 
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f. ♦☺♃ꜟ ─○ⱪ◦ꜛfi 

 ̧ ₈ ⅝ⱷ♇☿ ☺⌐♦☺♃ꜟ ID ╩ ∆╢₉ 

↓╣╩♅▼♇◒∆╢≤⁸♦☺♃ꜟ ─ ⌐ ⌐ ∫√ ╩ ⇔╕∆⁹ ╡

─ ⅜№⌂√─ ╩ ∫≡™⌂™ ⅜№╢─≢⁸ │♅▼♇◒⇔≡⅔™√╒℮

⅜ ≢∆⁹ 

 ̧ ₈ ∆╢ ⌐ⱷ♇☿כ☺╩◄fi◖₉╢∆♪כ 

↓─○ⱪ◦ꜛfi╩♅▼♇◒∆╢≤⁸♦☺♃ꜟ ─ ⌐ ╩ ↑√ multipart/signed

⌐∑∏⁸ ≤ ─♃כ♦ ╩ PKCS#7 ─Ᵽ▬♫ꜞ♦⁸≡⇔⌐♃כ ⱨ□▬

ꜟ≤⇔≡ ⇔╕∆⁹ 

 ̧ ₈ ─ ╩Windows ▪♪꜠☻ ⌐ ∆╢₉ 

↓─○ⱪ◦ꜛfi╩♅▼♇◒∆╢≤⁸ ⅝ⱷ♇☿ ☺⌐ ⅜ ™≡™╣┌⁸

Windows ☻♩▪⌐ ⌐ ╩▬fiⱳ⁹∆╕⇔♩כ ─ ⅜

⌐ ╢─≢⁸ ∆╢ ⌐⁸ √⌐ ╩ ∆╢ ⅜⅛⅛╠⌂™─≢

≢∆⁹ 

 

g. ─ ─ ─○ⱪ◦ꜛfi 

 ̧ ₈♦☺♃ꜟ ID ⅜ ╡ ↕╣≡™╢⅛≥℮⅛╩ ∆╢₉ 

─ ꜞ☻♩╩ ⇔≡ ∆╢⅛≥℮⅛≥℮⅛╩ ∆╢○ⱪ◦ꜛfi≢∆⁹₈○

fiꜝ▬fi─≤⅝─╖₉╩♅▼♇◒⇔≡⅔ↄ≤ ─ CRL ⅜ ↕╣⁸Ⱡ♇♩

꞉כ◒⅛╠ ─ CRL ╩ ⇔⁸ ─ ⅜ ⇔≡™⌂™⅛ ↕╣╕∆⁹ 

 ̧ ▪◌►fi♩↔≤─ S/MIME ─  

כꜙ♬₉ⱷꜟכ♠₈ ₈▪◌►fi♩₉─₈ⱪ꜡Ɽ♥▫₉Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸  4-13

─╟℮⌂ ⅜ ↕╣╕∆⁹↓─₈☿◐ꜙꜞ♥▫₉♃Ⱪ─Ɑכ☺≢▪◌►fi♩↔≤⌐

S/MIME ─ ╩⇔╕∆⁹ 
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 4-13 Windows ⱷכꜟ─▪◌►fi♩↔≤─  
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 4-14 Windows ⱷכꜟ─ ─  

 

 ̧ ₈ ─ ₉ 

¶  

₈ ₉Ⱳ♃fi╩◒ꜞ♇◒∆╢≤  4-14─╟℮⌂ ⌐ ⌂ ⅜ ↕╣

╢─≢⁸ ⇔╕∆⁹ 

 ̧ ─  

♦☺♃ꜟ ─ ⁸↓↓≢ ⇔√ ⅜⁸ ∆╢ ⌐ ∫≡╒⇔™№⌂√─

≤⁸ ∫≡╒⇔™ ─▪ꜟ◗ꜞ☼ⱶ≤⇔≡⁸♦☺♃ꜟ ─♃כ♦─ ⌐

↕╣╕∆⁹ 

¶  

₈ ₉Ⱳ♃fi╩◒ꜞ♇◒∆╢≤  4-14─╟℮⌂ ⌐ ⌂ ⅜ ↕

╣╢─≢⁸ ⇔╕∆⁹ ─ ≤ ─ │ ∂≢╙⅛╕™╕∑╪⁹ 

¶ ▪ꜟ◗ꜞ☼ⱶ 

⌐ ℮ ▪ꜟ◗ꜞ☼ⱶ╩ ⇔╕∆⁹ 

 

(2) ─ ─  

 ̧ ♦☺♃ꜟ ⅝─ⱷכꜟ╩ ∆╢ 

─ ╩ ∆╢√╘─╙∫≤╙ ⌂ │⁸ ⱷכꜟ╩ ╡√™ ⌐⁸

♦☺♃ꜟ ⇔√ⱷכꜟ╩ ∫≡╙╠℮↓≤≢∆⁹○ⱪ◦ꜛfi─ ⌐╙╟╡╕∆⅜⁸

│♦☺♃ꜟ ⌐│ ∆⌂╦∟ ─ ⅜ ↕╣≡™╕∆⁹

Windows ⱷכꜟ≢│ ╩ ⌐ ∆╢─≢⁸№⌂√⅜ ⌂≤⅝⌐ ℮↓≤⅜

≢⅝╕∆⁹ 
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 ̧ ▪♪꜠☻ ≢▬fiⱳכ♩∆╢ 

Windows ▪♪꜠☻ ≢ ─ⱪ꜡Ɽ♥▫╩ ⅝⁸₈ ₉─Ɑכ☺╩ ⇔╕∆⁹

₈▬fiⱳ₉♩כⱲ♃fi╩◒ꜞ♇◒⇔ ⱨ□▬ꜟ╩ ∆╣┌⁸ ─ ╩

▪♪꜠☻ ⌐ ╡ ╘╕∆⁹ 

 

 

 4-15 Windows ▪♪꜠☻ ─ ─ ─ⱪ꜡Ɽ♥▫─ ─Ɑכ☺ 
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 ̧ ╠⅛כⱣכ◘ꜞ♩◒꜠▫♦ ∆╢ 

Windows ⱷ⁸│⌐ꜟכ ⌂▪♪꜠☻ ⅜ ⇔≡™╕∆⁹↓─▪♪꜠☻ │⁸♦▫

≥כⱣכ◘ꜞ♩◒꜠ ┌╣╢▬fi♃כⱠ♇♩ ─▪♪꜠☻ ≤╙™ⅎ╢◘כⱦ☻⌐▪

◒☿☻⇔≡⁸ ─ ╩ ╡ ⇔≡ↄ╢↓≤⅜≢⅝╕∆⁹ 

⌐כⱣכ◘ꜞ♩◒꜠▫♦─↓⁸│≡∫╟⌐ ╙ ⌐ ⇔≡™╢ ⅜№

╡╕∆⁹ ╠⅛כⱣכ◘ꜞ♩◒꜠▫♦⁸│≢ ╩ ╡ ⇔≡ↄ╢ ⌐≈™≡

⇔╕∆⁹ 

₈ⱷ♇☿כ☺─ ₉ ≢₈ ₉╩◒ꜞ♇◒∆╢≤₈ ─ ₉ ⅜ ↕

╣╕∆⁹₈ ₉╩◒ꜞ♇◒∆╢≤₈ ─ ₉ ⅜ ↕╣╢─≢⁸₈ ─ ₉

⌐ ╩ ⇔≡₈ ₉╩◒ꜞ♇◒⇔╕∆⁹ ─ │ ╕∆⁹ ⌂

⅜∕╤∫√╠₈ ₉╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

 4-16 Windows ⱷכ◘ꜞ♩◒꜠▫♦⁸≢ꜟכⱣכ─ ╩ ∆╢  

 

⅜ ↕╣╕∆⁹ꜞ☻♩─ ⅛╠ ∆╢ ╩ ⇔₈ⱪ꜡Ɽ♥▫₉╩◒

ꜞ♇◒∆╢≤⁸₈ ─ⱪ꜡Ɽ♥▫₉ ─₈ID₉Ɑכ☺≢ ⅜ ≢⅝╕∆⁹

≢₈▪♪꜠☻ ⌐ ₉╛₈ ₉╩◒ꜞ♇◒⇔≡⁸ ╩ ⇔╕∆⁹ 
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 4-17  Windows ⱷכꜟ≢♦▫꜠◒♩ꜞ─ ⅛╠ ╩ ⇔╕∆⁹ 

 

(3) ⱷ♇☿כ☺─  

 ̧ ♦☺♃ꜟ ╩ ↑≡ ⱷכꜟ╩ ╢ 

₈ⱷ♇☿כ☺─ ₉►▫fi♪►≢₈♠₉ꜟכⱷ♬ꜙכ ₈♦☺♃ꜟ ₉╩ ⇔╕
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∆⁹♦☺♃ꜟ ╩ ∆ꜞⱲfi─▪▬◖fi⅜ ↕╣╕∆⁹ 

♦☺♃ꜟ ╩ ⇔√ ⁸№╦∑≡₈☿◐ꜙꜞ♥▫≢ ↕╣√ ⱷ♇☿כ☺─

₉╩ ∆╢↓≤⅜≢⅝╕∆⁹↓╣│⁸ ⌐♦☺♃ꜟ ↕╣√ ─ⱷ

─ꜟכ ╩ ∆╢╙─≢⁸S/MIME Ᵽכ☺ꜛfi 3─ ≢∆⁹◘ⱳכ♩⇔≡

™╢ ⱷכꜟ♁ⱨ♩│ ⌂™─≢∆⅜⁸Windows ⱷ⁸ꜟכOutlook Express ⁸Outlook

⌂≥≢│◘ⱳ⁹∆╕™≡╣↕♩כ 

 

 

 4-18 Windows ⱷכꜟ≢ⱷ♇☿כ☺─ ≢♦☺♃ꜟ ╩ ⇔╕∆⁹ 

  

 ̧ ⇔≡ ⱷכꜟ╩ ╢ 

₈ⱷ♇☿כ☺─ ₉►▫fi♪►≢₈♠₉ꜟכⱷ♬ꜙכ ₈ ₉╩ ⇔╕∆⁹

╩ ∆ ─▪▬◖fi⅜ ↕╣╕∆⁹ 

 

 

 4-19 Windows ⱷכꜟ≢ⱷ♇☿כ☺─ ≢ ╩ ⇔╕∆⁹ 

 

 ̧ ♦☺♃ꜟ ≤ ╩ ╖ ╦∑≡ ℮ 

─ ≈╩≤╙⌐ ⇔≡⅔ↄ≤⁸♦☺♃ꜟ ≤ ╩ ╖ ╦∑≡ ⅎ╕∆⁹ 
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 4-20 Windows ⱷכꜟ≢ⱷ♇☿כ☺─ ≢♦☺♃ꜟ ≤ ╩ ⇔╕∆⁹ 

 

(4) ⱷ♇☿כ☺─  

 ̧ ♦☺♃ꜟ ⅝ⱷ♇☿כ☺╩ ↑╢ 

♦☺♃ꜟ ⅝ⱷ♇☿כ☺╩ ↑╢≤⁸ⱷ♇☿כ☺─ ⌐ ⅜ ↕╣╢

⌐  4-21─╟℮⌂ ⅜ ↕╣⁸♦☺♃ꜟ ⅜ ™≡™╢↓≤⅜╦⅛╡╕∆⁹

₈ ₉╩◒ꜞ♇◒∆╢≤⁸♦☺♃ꜟ ─ ⅜ ╦╣√ ⱷ♇☿כ☺⅜ ↕╣╕

∆⁹ 

 

  

 4-21 Windows ⱷכꜟ≢♦☺♃ꜟ ⅝ⱷכꜟ╩ ⇔√≤⅝─  

 

 ̧ ↕╣√ⱷ♇☿כ☺╩ ↑╢ 

↕╣√ⱷ♇☿כ☺╩ ↑ ╢≤⁸ⱷ♇☿כ☺─ ⌐ ⅜ ↕╣╢

⌐  4-22─╟℮⌂ ⅜ ↕╣⁸ ↕╣≡™╢↓≤⅜╦⅛╡╕∆⁹₈ ₉

╩◒ꜞ♇◒∆╢≤⁸ ↕╣≡ⱷ♇☿כ☺⅜ ↕╣╕∆⁹ 
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 4-22 Windows ⱷכꜟ≢ ↕╣√ⱷ♇☿כ☺╩ ⇔√≤⅝─  

 

 ̧ ♦☺♃ꜟ ≤ ↕╣√ⱷ♇☿כ☺╩ ↑╢ 

♦☺♃ꜟ ≤ ↕╣√ⱷ♇☿כ☺╩ ↑ ╢≤⁸ⱷ♇☿כ☺─ ⌐

⌐  4-23─╟℮⌂ ⅜ ↕╣⁸♦☺♃ꜟ ≤ ⅜⌂↕╣≡™╢↓

≤⅜╦⅛╡╕∆⁹₈ ₉╩◒ꜞ♇◒∆╢≤⁸ ≤♦☺♃ꜟ ─ ⅜ ╦╣⁸ⱷ

⅜☺כ☿♇ ↕╣╕∆⁹ 

 

 

 4-23 Windows ⱷכꜟ≢♦☺♃ꜟ ≤ ↕╣√ⱷ♇☿כ☺╩ ⇔√≤⅝─  
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 ̧  ♦☺♃ꜟ ≤ ─ ─  

♦☺♃ꜟ ╕√│ ─▪▬◖fi╩◒ꜞ♇◒∆╢≤⁸ⱷ♇☿כ☺─ⱪ꜡Ɽ♥▫

─₈☿◐ꜙꜞ♥▫₉Ɑכ☺⅜ ⅝⁸♦☺♃ꜟ ≤ ⌐ ∆╢ ⅜ ≢⅝╕∆⁹ 

 

 

 4-24  Windows ⱷכꜟ≢♦☺♃ꜟ ≤ ↕╣√ⱷ♇☿כ☺─  

 

₈☿◐ꜙꜞ♥▫₉Ɑ⁸│≢☺כ ⅜ ≢⅝╕∆⁹ 

 

¶ ♦☺♃ꜟ ─  

¶ ♦☺♃ꜟ ─ ─ ↨╪↕╣≡™⌂™↓≤  

¶ ─ ─  

¶ ☿◐ꜙꜞ♥▫≢ ↕╣√ ⱷ♇☿כ☺─ S/MIME V3 ESS ─₈♦☺♃ꜟ

⅝ ⱷ♇☿₉☺כ─ ─ ╩ ⇔╕∆⁹ 

¶ ♦☺♃ꜟ ─ ─ ─ ≤∕─  

¶ ☿◐ꜙꜞ♥▫ꜝⱬꜟ S/MIME V3 ESS ─₈☿◐ꜙꜞ♥▫ꜝⱬꜟ₉⅜№∫√ ⌐

↕╣╕∆⁹ 

¶ ─  

¶ ─▪ꜟ◗ꜞ☼ⱶ ⌐ ∫√ ─▪ꜟ◗ꜞ☼ⱶ⅜ ↕╣╢≤↓╤≢∆⁹

⁸™∏╣─ ╙ n/a≤ ↕╣╢╟℮≢∆⁹ 
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₈☿◐ꜙꜞ♥▫₉Ɑ₈≢☺כ ─ ₉╩◒ꜞ♇◒∆╢≤⁸  4-25─ ⅜

↕╣ ⌐ ∆╢ ╩ ≢⅝╕∆⁹ 
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 4-25 Windows ⱷכꜟ─ ─  

 

 

¶ ─  

ⱷ♇☿כ☺─ ⅜♦☺♃ꜟ ⌐ ∫√ ─ ⅜ ≢⅝╕∆⁹ 

¶ ─  

ⱷ♇☿כ☺─ ⅜ ⌐ ∫√№⌂√─ ⅜ ≢⅝╕∆⁹ 

¶ ∆╢ ─▪ꜟ◗ꜞ☼ⱶ 

ⱷ♇☿כ☺─ ⅜ ⇔≡™╢ ─▪ꜟ◗ꜞ☼ⱶ⅜ ≢⅝╕∆⁹ 

¶ ─  

ⱷ♇☿כ☺─ ⅜ ⇔≡™╢ ─ ⅜ ≢⅝╕∆⁹ 

¶ ▪♪꜠☻ ⌐  

ⱷ♇☿כ☺─ ⅜ ⇔≡™╢ ╛ ╩▪♪꜠☻ ⌐ ⇔╕∆⁹ 
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 ̧ ⌂ⱷ♇☿כ☺╩ ∆╢≤ 

⌂ⱷ♇☿כ☺╩ ↑√ ⁸₈ ₉Ⱳ♃fi╩ ⇔√ ⌂≥⌐⁸  4-26─╟℮⌂

⌐⌂╡╕∆⁹↓─ ≢│⁸ⱷ♇☿ ☺⌐ ↨╪⅜№∫√↓≤⅜╦⅛╡╕∆⁹ 

 

 

 4-26 Windows ⱷכꜟ≢ ⌂ⱷ♇☿כ☺╩ ⇔√≤⅝─  
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4.4.2. Microsoft Outlook 2007(Windows XP  

ⱴ▬◒꜡♁ⱨ♩ Office ⌐ ╕╣╢ ⱷכꜟ♁ⱨ♩ó Outlook ó ⌐≈™≡ ⇔╕∆⁹ 

╡ →╢Ᵽכ☺ꜛfi│ Outlook 2007 ≢∆⁹25 

(1)  

Outlook 2007 ≢│⁸ ─ⱷכꜟ▪◌►fi♩╩ ≢⅝╕∆⅜⁸S/MIME ⌐ ∆╢

│ ▪◌►fi♩≢ ≢∆⁹ 

כꜙ♬₉ⱷꜟכ♠₈⌂℮╟─4-27  ₈☿◐ꜙꜞ♥▫☿fi♃₈─₉כ ⱷכꜟ─☿◐

ꜙꜞ♥▫₉─Ɑכ☺≢ ╩ ™╕∆⁹ 

 

 

 4-27 Outlook 2007 ─☿◐ꜙꜞ♥▫  

 

a. ⱷכꜟ─  

 ̧ ₈ ⱷ♇☿כ☺─ ≤ ⱨ□▬ꜟ╩ ∆╢₉ 

∆╢ⱷ♇☿כ☺│ ≢₈ ₉╩ ⇔╕∆⁹ 

 ̧ ₈ ⱷ♇☿כ☺⌐♦☺♃ꜟ ╩ ∆╢₉ 

∆╢ⱷ♇☿כ☺│ ≢₈♦☺♃ꜟ ₉╩ ⇔╕∆⁹ 

 ̧ ₈ ↕╣√ⱷ♇☿כ☺╩ ∆╢ │⁸◒ꜞ▪♥◐☻♩≢ ∆╢₉ 

♦☺♃ꜟ ─ ⌐ ╩ ↑√ multipart/signed ⌐⇔╕∆⁹♅▼♇◒╩│∏≤

≤ ─♃כ♦ ╩ PKCS#7 ─Ᵽ▬♫ꜞ♦⁸≡⇔⌐♃כ ⱨ□▬ꜟ≤⇔≡ ⇔

                                                      
25 ó Outlook 2007 ó ⌐ⱪ꜡◓ꜝⱶ ─Ᵽכ☺ꜛfi │№╡╕∑╪⁹ 


