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EF.AOD

EF.PrkKD
EF.PrkD
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CIA

2
vl

PKCS#15

EF.OD

ClAlnfo

AID



RSA
ISO/IEC 7816-15

RSA
Diffee-Hellman DSA KEA
EF.PuKD
EF.PuKD
RSA RSA
ISO/IEC 7816-15
PrkD
EF.CD
EF.CD
X.509 X.509
Subject Issuer
ISO/IEC 7816-15 X.509 X.509
SPKI PGP WTLS ANSI X9.68
IC ID
flags
flags 3
17 flags
OPTIONAL
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17 flags

private

modifiable

internal

ISO/IEC 7816-15

authild

authld EFAOD

flags private

userConsent

userConsent

PIN

usage

usage

18

authld

flags private

authld 1

flags  private
userConsent

authld
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authld

userConsent

userConsent
authld
1



18 usage

encipher

decipher

sign

signRecover

keyEncipher

keyDecipher

verify

verifyRecover

derive

© | 0o (INlOO|a |~ W|IDN|F,|O

nonRepudiation

authority
authority
CA Authority BOOLEAN
IC CA

2.5.2. ISO/IEC 7816-15 PKCS#15

ISO/IEC 7816-15 RSA PKCS#15
Versionl.1
PKCS#15
UnusedSpace EF UnusedSpace
EF EF
PKCS#15 UnusedSpace

ISO/IEC 7816-15 UnusedSpace
EF FF

usage 19
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19 usage

PKCS#15 ISO/IEC7816-15
0 encrypt encipher
1 decrypt decipher
2 sign sign
3 signRecover signRecover
4 wrap keyEncipher
5 unwrap keyDecipher
6 verify verify
7 verifyRecover verifyRecover
8 derive derive
9 nonRepudiation | nonRepudiation

ISO/IEC 7816-15

PKCS#15

ISO/IEC 7816-15
PKCS#15
2.6. API
2.3 25
IC
API
API
API ISO/IEC 24727-3
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ISO/IEC 7816-15

API

PIN



PKCS#11

2.6.1. ISO/IEC 24727-3

ISO/IEC 24727-3 IC
IC
API
[ ]
[ ]
[ ]
[ ]
[ ]

Differential-ldentity

2.6.2. PKCS#11

PKCS#11  PKCS#15 RSA
API
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PKCS#11 API

API
2.6.3. 24727-3 PKCS#11
ISO/IEC 24727-3 PKCS#11 API
24727-3
PKCS#11
ISO/IEC 24727 IC

PKCS#11
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3. IC ID

3.1. ID
ID ID
FINEID ID BELPIC
ID PIV
2
3.2. FINEID
3.2.1.
FINEID ID 1998
ID 1999 12
FINEID
ID
PRC DB
2000
3.2.2.
FINEID 20
FINEID ID 2
3.2.3 ISO/IEC 7816-48 8201
FINEID S1 Electronic ID Application v2.1[32] ISO/IEC 7816-15[14]

FINEID S4-1 FINEID Imeplementation
profile 1 for FinnishElectronic ID Card v2.1AI[33]
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20 FINEID

FINID

FINEID S1 Electronic ID Application
v2.1

AID

FINEID S2 VRK(PRC) CA-model and

certificate contents v2.0

FINEID

FINEID S4-1 FINEID Implementation
profile 1 for Finnish Electoronic ID

Card v2.1A

FINEID

ISO/IEC 7816-15

FINEID S4-2 FINEID Implementation | S4-1 Organizational
profile 2 for Organizational Usage
v2.1A039]
FINEID S5 Directory Specification | FINEID
v2.1[36]
FINEID 21
CA
VRK Gov. Root CA
CA

VRK Gov. CA for Citizen Qualified Certificates

VRK Gov. CA for Multiplatform Citizen Qualified Certificates

CA

VRK CA for Qualified Certificates

CA

VRK CA for Service Providers

CA

21

FINEID
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FINEID
VRK(PRC) CA-model and certificate contents v2.0 [34]

CA CA
[ ) Citizen Certificate
o Organization Certificate
° Server Certificate
[ ) E-mail Certificate

CP CPS
2
commonName
Organization
CA
CA

3.2.3.
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| WWW browser I | S/MIME eMail I | Application X I

\ l /

Microsoft
CryptoAPI

PKCS#15 supportl PKCS#15 supportl PKCS#15 supportl

~N |7

| PC/SC Resource Manager I

PKCS #11 I Proprietary API I

RESR PN ARD FISLARMD PR AND
B LR TR

ISO/IEC
7816-4
7816-8

FINEID SPECIFICATION FINEID - S1/v1.1

22 FINEID

FINEID S1 Electronic ID Application v2.1
ISO/IEC 7816-4 7816-8
21 FINEID

21 FINEID
SELECT ISO/IEC
SELECT FILE 7816-4
READ BINARY ISO/IEC
UPDATE BINARY 7816-4
ERASE BINARY
GET DATA
VERIFY ISO/IEC
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CHANGE REFERENCE | 7816-4
DATA

RESET RETRY COUNTER

GET RESPONSE ISO/IEC
7816-4

MANAGE SECURITY ENVIRONMENT

SET ISO/IEC
RESTORE 7816-4
PERFORM SECURITY OPERATION

COMPUTE DIGITAL | ISO/IEC
SIGNATURE 7816-4
HASH

DECIPHER

GENERATE ASYMMETRIC KEY PAIR

SELECT SELECT FILE

FINEID SELECT  OpenPlatform
2.0.1 SELECT FILE ISO/IEC 7816-4
ISO/IEC 7816-4 SELECT FILE
SELECT FINEID AID
A0 000000 63504B 43532D 3135 AID PKCS#15
SELECT
SELECT FILE SELECT
AID ISO/IEC 7816-4 AID
FINEID
APDU Open
Platform ISO/IEC 7816-4

READ BINARY GET DATA
FINEID GET DATA
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RSA

GET DATA
MANAGE SECURITY ENVIRONMENT SET
RESTORE
PERFORM SECURITY OPERATION ISO/IEC 7816-8
12 8 FINEID HASH

COMPUTE DIGITAL SIGNATURE DECIPHER 3

HASH
COMPUTE DIGITAL SIGNATURE
IC
HASH SHA-1
COMPUTE DIGITAL SIGNATURE DECIPHER RSA

RSA RSA PKCS#1v1.5
S4-1 ISO/IEC 7816-15 FINEID
S4-1 ISO/IEC 7816-15 PKCS#15
EF.UnusedSpace
ISO/IEC 7816-15
2 S4-1 1
1 RSA 1024
2 RSA 2
2
FINEID CA CA
PIN authld
X.509 FINEID

23 24
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Gnssadspase e Empry v

23 FINEID

24 FINEID
FINEID DF.ESIGN
PIN DF AID
A0 0000016745534947 4E AID
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Application Interface for smart cards used

as Secure Signature Creation Devicesl37] CWA 14890

FINEID
DF FINEID 1
2
EF.CD#3 CA CA
CA 2 2
authority TRUE

EF.UnusedSpace
EF.Public EmptyArea EF.Private EmptyArea

2
24 FINEID
ISO/IEC 7816-15 DFE.CIA
S4-1 PIN#2 userConsent
PIN#2 PIN
S4-1 userConsent S1 userConsent
PIN
PIN#2
userConsent 1
S1
SE Empty
MANAGE SECURITY ENVIRONMENT SET /
MANAGE
SECURITY ENVIRONMENT SET RESTORE
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3.3. BELPIC

3.3.1.

BELPIC(Belgian Personal Identity Card)

Belgium elD
2002 2005
9 ID BELPIC
2009 12 2006
400 [22][39]
PKI
2 BELPIC 12
12 kid@card
22
22 IC ID
0-6 kid@card
6-12
12-18 BELPIC
18-
2
18
BELPIC 18
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3.3.2.

IC Axalto Cyberflex Java VM BELPIC
Java API Java Card 2.1API  Global
Platform 2.0.1 API PKCS#15
BELPIC
4.1 OpenSC
O
0 BELPIC
— | (OpenSC)
I/F W
JAVA
“BELPIC Applet"
(BELPIC
e | DF.CIA
=0 o w0 |PKCS#5
Java API
Java
Cyberflex 0S
JavaCard 32K Infineon SLE66CX322P
25 BELPIC
BELPIC FINEID 2
2 FINIED
BELPIC QC
CPS CP CPS
BELPIC BELPIC
PKI 26
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P

CRL | CRL

Server Cert

‘Card Admij |Cert Admiﬂ NO(';::DJ Auth Ceﬂ { Cogeesrign

i

26 PKI
CA IC
ID CA
GlobalSign CA CA GlobalSign CA
GlobalSign CA CA
Web
CA CA
2 1
CardAdmin CA 1 RRN
RRN Cert
ID
3.3.3.
BELPIC ISO/IEC 7816-4 8
2 ISO/IEC 7816-9 23 BELPIC
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[40]

23 BELPIC

SELECT FILE ISO/IEC
7816-4
READ BINARY ISO/IEC
UPDATE BINARY 7816-4
ERASE BINARY
VERIFY
CHANGE REFERENCE
DATA
RESET RETRY COUNTER
GET RESPONSE ISO/IEC
7816-4
MANAGE SECURITY ENVIRONMENT
SET
RESTORE
PERFORM SECURITY OPERATION
COMPUTE DIGITAL | ISO/IEC
SIGNATURE 7816-8
VERIFY DIGITAL
SIGNATURE
VERIFY CERTIFICATE
GENERATE PUBLIC KEY PAIR
ACTIVATE FILE ISO/IEC
DEACTIVATE FILE 7816-9

ACTIVATE FILE DEACITIVATE FILE
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2




2 ISO/IEC 7816-9

SELECT FILE
GENERATE PUBLIC KEY PAIR

BELPIC ISO/IEC 7816

SELECT GENERATE ASYMMETRIC KEY PAIR

VERIFY DIGITAL SIGNATURE

IC
IC
SIGNATURE BELPIC
FINEID DECIPHER
BELPIC IC ID
BELPIC
000177504B 43532D 3135 7
PKCS-15
BELPIC ISO/IEC 7816-15
27 28 BELPIC
EF.CIAINnfo EF Tokenlnfo
7816-15

27
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VERIFY DIGITAL

AID A000
PKCS#15 ASCII

PKCS#15v1.1

ISO/IEC

28



27 BELPIC

28 BELPIC

BELPIC BELPIC 2
1 PKCS#15

[EnN



28 2 DF
BELPIC 2
1 28 Private Key #1
Private Key #2
Private Key #3

Certificate #4 2 CA
Certificate #8 National Register RRN
DF.ID
Public Key #7
BELPIC userConsent
1
BELPIC ISO/IEC 7816-4

3.4. PIV
3.4.1.

2004 8

HSPD-12
NIST FIPS Federal Information
Processing Standard PUB 201 FIPS 201

Personal ldentity
Verification (P1V) of Federal Employees and Contractors(41]
PIV IC

Contractor
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2009 2000 1
FIPS 201 PIV
PIV-1 PIV-lI
PIV-11
2
PIV-I 2005 10 27
2006 10 PIV-11
3.4.2.
PIV
PIV
FIPS 201
1 NIST Jim Dray 2006 7 NICSS
NIST
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FIPS 201 2
PIV-I PIV

PIV-I

FINEID BELPIC

FIPS 201
29 PIV
[24][42]
e-1D



O Q I/F

- 7 SP800-73 6

— PIV
éz§ ( (SAL)
4N I/F
2 SP800-73 7
PV
(PIV. )

o SP80-73 FIPS-201

iﬂ-‘ SP800-73

SP800-76

JavaCard,Multos) SP800-78

29 PIV
NIST SP 800-73-1[21]
NIST SP 800-73-1
3.4.3.
SP 800-73-1 2 1
Transitional 1
2
IC DoD
IC CAC Common Access Card 450
IC
PIV
Transitional NIST

Specification GSC-1S[11]
PV
08 00 00 10 00 01 00
NIST A0 00 00 03 08
PIX 00 00 10 00

Government Smart Card Interoperability

AID  A00000 03
RID
PIV
0100
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PIV Transitional

24
24 PIV
SELECT ISO/IEC o o
7816-4

GET DATA ISO/IEC o o

PUT DATA 7816-4 o <

GENERAL AUTHENTICATE | ISO/IEC o o

VERIFY 7816-4 o =<

CHANGE REFERENCE o be

DATA

RESET RETRY COUNTER o >
GENERATE ASYMMETRIC KEY PAIR ISO/IEC o be

7816 8
ISO/IEC 7816-4
8 SLA INS
GET DATA PUT DATA 2
ISO/IEC 7816-4
FINEID BELPIC MANAGE
SECURITY ENVIRONMENT PERFORM SECURITY OPERATION
PIV

GENERAL AUTHENTICATE
PIV
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PIV

ISO/IEC 7816-15 PKCS#15

ISO/IEC 7816-4

NIST

PIV Personal Identity Verification Card Management

Reportl43] ISO/IEC 7816-15

PIV GSC-IS

25 PIV

0xDBO00

CHUID

0x3000

PIV

0x0101

0x6010

0x3001

0x6030

0x0100

0x0102

0x0500

0x9000

TLV
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o CardURL
® PKCS#15
[
°
® CARD APDU
[
o CT
L ST
[
o CardURL
()
)
PV
OID 26 OID
26 PIV oID
OID BER-TLV
2.16.840.1.101.3.7.1.219.0 0x5FC107
CHUID 2.16.840.1.101.3.7.2.48.0 0x5FC102
PIV 2.16.840.1.101.3.7.2.1.1 Ox5FC105

2.16.840.1.101.3.7.2.96.16 O0x5FC103

2.16.840.1.101.3.7.2.48.1 O0x5FC109

2.16.840.1.101.3.7.2.96.48 Ox5FC108

2.16.840.1.101.3.7.2.1.0 Ox5FC10A
2.16.840.1.101.3.7.2.1.2 Ox5FC10B
2.16.840.1.101.3.7.2.5.0 Ox5FC101

2.16.840.1.101.3.7.2.144.0 O0x5FC106

PIV
PIN
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PIN userConsent PIV

SP 800-73-1
GENERAL AUTHENTICATION

Transition
3.4.4. PIV
Java JavaVM Java
PV
Java
PIV
Java
BSD
(http://www.identityalliance.com/downloads/PIV-11-MSU.zip,
http://lists.musclecard.com/pipermail/muscle/2005-September/004387.html)
javacard.framework.Applet CardEdge
DEMS
Data Element Management System:492
PIV CardEdge DEMS
CardEdge
PIV
GET DATA GENERAL

AUTHENTICATE

MUTUAL AUTHENTICATE

install,select,process 3
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27 Java

public static void install(byte[]
bArray, short bOffset, byte
bLength) throws ISOException

public boolean select() IC
SELECT
AID
public  void process(APDU APDU
apdu) throws ISOException APDU
APDU
ISOEXxception
install
install CardEdge
CardEdge DEMS
DEMS
select
select
process
APDU
INS switch-case
PIV GetAdminKey AddPin
28
SELECT ISO/IEC | 19 APDU
7816-4
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GET DATA ISO/IEC | 52 APDU
7816-4
255
PUT DATA 43
GENERAL ISO/IEC | 303
AUTHENTICATE | 7816-4
VERIFY 36 0x00
PIN
CHANGE
REFERENCE PIN
DATA
PIN
RESET RETRY 38
COUNTER PIN
PIV
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GENERATE ASYMMETRIC 75
KEY PAIR

GENERAL AUTHENTICATE

CHALLENGE GET
CHALLENGE
CHALLENGE EXTERNAL AUTHENTICATE
INTERNAL AUTHENTICATE
MUTUAL AUTHENTICATE
GENERAL AUTHENTICATE
3.45. PIV
PIV Cryptographic Object Discovery

GET DATA

NISTIR 7284 "Personal ldentity Verification Card Management Report"
1SO7816-15 FINEID BELPIC PIV

SP800-73 API

API
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3.5.

3.5.1.

29
29
ISO/IEC | FINEID | BELPIC | PIV
24727-2
SELECT o o o o
MANAGE CHANNEL

READ BINARY

WRITE BINARY

UPDATE BINARY

SEARCH BINARY

ERASE BINARY

READ RECORD

WRITE RECORD

UPDATE RECORD

APPEND RECORD

SEARCH RECORD

ERASE RECORD

GET DATA

PUT DATA

INTERNAL AUTHENTICATE
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GET CHALLENGE

EXTERNAL AUTHENTICATE

GENERAL AUTHENTICATE

VERIFY

CHANGE REFERENCE
DATA

ENABLE VERIFICATION
REQUIREMENT

DISABLE VERIFICATION

REQUIREMENT

RESET RETRY COUNTER

GET RESPONSE

ENVELOPE

MANAGE SECURITY ENVIRONMENT

SET

STORE

RESTORE

ERASE

PERFOR

M SECURITY OPERATION

COMPUTE
CRYPTOGRAPHIC
CHECKSUM

COMPUTE
SIGNATURE

DIGITAL

HASH

VERIFY CRYPTOGRAPHIC
CHECKSUM

VERIFY
SIGNATURE

DIGITAL

VERIFY CERTIFICATE

ENCIPHER
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DECIPHER o o

GENERATE ASYMMETRIC KEY PAIR o o o

PIV  MANAGE SECURITY
ENVIRONMENT PERFORM SECURITY OPERATION
3 MANAGE SECURITY
ENVIRONMENT PIV
GENERAL AUTHENTICATE

PERFORM
SECURITY ENVIRONMENT
GENERAL AUTHENTICATE
3 24727-2 FINEID BELPIC
MANAGE SECURITY ENVIRONMENT 3 SET
RESTORE FINEID
RESTORE Empty SET
2
PERFORM SECURITY OPERATION FINEID BELPIC
ID
FINEID BELPIC
DECIPHER FINEID BELPIC
FINEID VERIFY DIGITAL
SIGNATURE  VERIFY CERTIFICATE 24727-2
2
3.5.2.
ISO/IEC 7816-15 PKCS#15 FINEID BELPIC 2

PIV PKCS#15
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30 FINEID BELPIC

FINEID BELPIC
DF.CIA
EF.CIAInfo
EF.OD
EF.AOD 2 PIN 2 PIN
EF.PrkD 2 3
EF.PUKD 1
EF.CD 1

5

EF.CD#1

EF.CD#2

EF.CD#3

CA

EF.CD#4

EF.UnusedSpace
EF.CD FINEID
EF.CD BELPIC 1 EF.CD
BELPIC FINEID EF.PuKD BELPIC
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IC ID
IC ID
OpenSCi44 3.4 PIV
OpenSC 0.11.1
4.1. (OpenSC)
4.1.1. OpenSC
OpenSC IC ID
31 OpenSC
OpenSC Linux,Mac OS, | 9
X-Windows
PKCS#11
Windows Installer | Windows
SCB Windows
Apple Mac 0OS X | MacOSX Mac
Installer SCA
OpenSSL  PKCS#11 | OpenSSL PKCS#11 1
Engine OpenSSL  IC ID
GTK Card IC ID GUI 8
OpenCT USB 3
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Pam PKCS#11 PAM 1
Pam P11 PAM 1
Libpll PKCS#11 6
OpenSC-Java Javal.5 IC ID 1
IC ID OpenSC
OpensC IC ID libopensc
libopensc IC ID uUsB
Linux Mac OS X Windows OpensSC
USB
32 OpenSC IC
ID
ID Card | PKCS#15
FINEID 0S Setec Setcos
PKCS#15
Posten elD elD
ID Card pkcsl5-esteid.c(
EstEID 100 ID
Infocamere pkcsl5-infocamere.c(
Postecert pkcs15-postecert.c(
Postecom
BELPIC PKCS#15
2006 10 400
OpenSC
Ceres PKCS#15
ID
ID Cards, eHBA, | pkcsl5-tcos.c( )
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eGK (SignTrust)
(Telesec)
PKCS#15
IC
pkcsl5-atrust-acos.c( )
Burgerkarte, e-card
PIV card applet pkcs15-postecert.c( )
card-piv.c( I/F)
OS( 1/F)
Schlumberger/Axalto card-flex.c( I/F)
Cryptoflex
Gemplus GPK card-gpk.c( I/F)
EMV card-emv.c( I/F)
Siemens CardOS M4 card-cardos.c( I/F)
IBM JCOP card-jcop.c( I/F)
Micardo card-mcrd.c( I/F)
Oberthur card-oberthur.c( I/F)
OpenPGP card-openpgp.c( I/F)
Setec Setcos card-setcos.c( I/F)
Giesecke & Devrient Starcos | card-starcos.c( I/F)
Giesecke & Devrient Seccos
TCOS based cards (NetKey | card-tcos.c( I/F)

E4, SignTrust, Smartkey)

usB

Aladdin eToken Pro

card-cardos.c

Siemens CardOS M4

Eutron

ITSEC

Cryptoldentity

card-starcos.c

G&D Starcos

Schlumberger/Axalto e-gate

card-flex.c

Cyberflex

Schlumberger/Axalto

Rainbow iKey 3000

card-starcos.c

G&D Starcos
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4.1.2.

OpenSC OpenSC
Smart Card Library libopensc
OpenSC t Crypto-API
. Pkcs11 PKCS
CS -
PK(-:Stls_ - tool MS CSP
Opensc- | Opensc- ini tool
tool expoler PKCS#11
OpenSC L
PKCS#15 PKCS#15 PKCS#15
il
OpenSC E
ISO-7816 '
| VF | qeeaen .
> OpenCT( PC/SC) B
: Device P
eeececcecececeececsenaee > R/W
e 1 A
J\ 0S
30 OpenSC
PC/SC OpenSC OpenCT
CT-API
OpenSC
OpenSC
OpenSC OpenSC PKCS#15

OpenSC PKCS#15
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PKCS#15

IC ID
PIN
PKCS#11 OpenSC PKCS#15 OpenSC
PKCS#11
OpenSC PKCS#15
OpenSC IC ID
33 OpenSC
opensc-tool
APDU
opensc-exploler
pkcsl5-init PKCS#15
pkcs15-tool PKCS#15
pkes#11 PKCS#11
OpenSC
PKCS#15
pkcsi1l-tool PKCS#11
CSP#11 Windows CSP OpenSC
Windows CryptoAPI
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OpenSC

4.1.3.
OpenSC
OpenSC
ISO/IEC-7816-4181,8[291,9[30]
ISO/IEC7816 SELECT,VERIFY,READ BINARY
ISO/IEC7816
OpenSC
IF
N
31
OpenSC (OR)
ISO/IEC7816-4,8,9 ISO/IEC7816-4,8,9
OpenSC

sc_card_operations

-06 -
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iso7816

sc_card_operations

[is07816.c]

OpenSC

static struct sc card operations iso ops = {
no match,
NULL, /* init */
NULL, /* finish */
1s07816 read binary,
1507816 write binary,
1s07816 update binary,
NULL, /* erase binary */
i1s07816 read record,
1507816 write record,
1s07816 append record,
1507816 update record,
is07816 select file,
is07816 get response,
1s07816 get challenge,
NULL, /* verify */
1s07816 logout,
i1s07816 restore security env,
1s07816 set security env,
i1s07816 decipher,
1s07816 compute signature,
NULL,
NULL, /* reset retry counter
1s07816 create file,
is07816 delete file,
NULL, /* list files */
is07816 check sw,
NULL, /* card ctl */
i1s07816 process fci,
is07816 construct fci,
1s07816 pin cmd,
NULL,
NULL,
NULL

/* get_data */
/* put data */
/* delete record */

}i

/* change reference data */

*/

match_card

finsh ISO/IEC7816

Cryptoflex

[card-flex.c]
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no_match init

OpenSC

Axalto IC

Cryptoflex 8K,16K,32K v4,32K e-gate,Multiflex,Cyberflex

16
iso7816.c




card-flex.c

struct sc card driver * sc get cyberflex driver (void)

{

if (iso ops == NULL)
iso ops = sc get 1507816 driver ()->ops;

cyberflex ops = *iso ops;
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
cyberflex ops.
return &cyberflex drv;

match card = cyberflex match card;

init = flex init;

finish = flex finish;

process fci = cyberflex process file attrs;
construct fci = cyberflex construct file attrs;
select file = flex select file;

list files =cyberflex list files;

delete file = flex delete file;

create file = flex create file;

card ctl = flex card ctl;

set security env = flex set security env;
restore security env = flex restore security env;
compute signature = cyberflex compute signature;
decipher = flex decipher;

pin cmd = flex pin and;

logout = flex logout;

4.1.3.1.
OpenSC
match_card
true
match_card

answer to reset ATR true
4.1.3.2.

OpenSC

is07816.c
2.4
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34

SELECT ISO/IEC | is07816_select_file
MANAGE CHANNEL 7816-4
READ BINARY ISO/IEC | is07816_read_binary
WRITE BINARY 7816-4 iS07816_write_binary
UPDATE BINARY iso7816_update_binary
SEARCH BINARY
ERASE BINARY
READ RECORD iso7816_read_record
WRITE RECORD iso7816_write_record
UPDATE RECORD iso7816_update_record
APPEND RECORD is07816_append_record
SEARCH RECORD
ERASE RECORD
GET DATA
PUT DATA
INTERNAL AUTHENTICATE | ISO/IEC
GET CHALLENGE 7816-4 iso7816_get_challenge
EXTERNAL AUTHENTICATE
GENERAL AUTHENTICATE
VERIFY

is07816_pin_cmd
CHANGE REFERENCE
DATA is07816_pin_cmd
ENABLE VERIFICATION
REQUIREMENT
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DISABLE VERIFICATION

REQUIREMENT

RESET RETRY COUNTER

is07816_pin_cmd

GET RESPONSE

ENVELOPE

ISO/IEC
7816-4

is07816_get_response

MANAGE SECURITY ENVIRONMENT

SET

STORE

RESTORE

ERASE

ISO/IEC
7816-4

iso7816_set_security_env

iso7816_restore_security_env

PERFOR

M SECURITY OPERATION

COMPUTE
CRYPTOGRAPHIC
CHECKSUM

COMPUTE
SIGNATURE

DIGITAL

HASH

VERIFY CRYPTOGRAPHIC
CHECKSUM

VERIFY
SIGNATURE

DIGITAL

VERIFY CERTIFICATE

ENCIPHER

DECIPHER

GENERATE ASYMMETRIC KEY PAIR

ISO/IEC
7816-8

iso7816_compute_signature

iso7816_decipher

SELECT

is07816_select file

SELECT
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DF

iso7816_process_fci




INTERNAL AUTHENTICATE, EXTERNAL AUTHENTICATE,
GENERAL AUTENTICATE

VERIFY,CHANGE REFERENCE DATA,RESET RETRY COUNTER

PIN
is07816_pin_cmd

MANAGE SECURITY ENVIRONMENT
MANAGE SECURITY ENVIRONMENT

SET STORE RESTORE ERASE SET
is07816_set_security_env RESTORE
is07816_restore_security_env STORE ERASE
STORE
ERASE OpenSC

PERFORM SECURITY OPERATION
PERFORM SECURITY OPERATION
COMPUTE DIGITAL SIGNATURE
is07816_compute_signature DECIPHER
is07816_dechiper 2
IC ID
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IC OpenSC

4.1.3.3. MANAGE SECURITY ENVIRONMENT PERFORM SECURITY
OPERASTION

PERFORM SECURITY OPERATION

iso7816_compute_signature iso7816_dechiper MANAGE
SECURITY ENVIRONMENT iS07816_set_security_env
1. VERIFY
2. SELECT

3. MANAGE SECURITY ENVIROMENT(SET)

4. PERFORM SECURITY OPERATION(COMPUTE DIGITAL SIGNATURE)

PKCS#11 OpenSC PKCS#15
OpenSC
4.1.7
35
PKCS#11 OpenSC PKCS#15 OpenSC
C_Login sc_pkecsl5_verify_pin sc_pin_cmd VERIFY
C_Sign sc_pkcsl5 _compute_signature | sc_select file SELECT
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C_SignFinal

sc_set_security_env

MANAGE
SECURITY
ENVIRONMENT

sc_compute_signature

PERFORM
SECURITY
OPERATION

C_Sign C_SignFinal

4.1.4.

OpenSC

OpenSC PKCS#15
OpenSC PKCS#15

1. OpenSC PKCS#15 OpenSC

OpenSC PKCS#15
2. OpenSC PKCS#15 PKCS#15
3. OpenSC PKCS#15 OpenSC
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————————\  CInitialize() C Sign
[ \/ PKCS#11
sc_pkes15 bind( sc_pkcs15 compute signature()
PKCS#15
_ PKCS#15 ‘
OpenSC COMPUTE
— SELECT DIGITAL —
READ Bln SIGNATURE ===
DF.CIA :""J @
(0N
32 PKCS#15
OpenSC PKCS#15
OpenSC PKCS#15
PKCS#15
FINEID BELPIC PKCS#15
1D
ID
1D PKCS#15
PKCS#15 OpenSC PKCS#15

33
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| PKCS#11

O
7
@l OpenSC PKCS#11
—_— OpenSC PKCS#15
|\ pkcs#ts
[ — A
OpenSC
4> L]
| N
PKCS#15 =
—;Ml [ O PKCS#15
PKCS#15
IC ID 0S
33 PKCS#15
PKCS#15 PKCS#15
PIV 11
PKCS#15 PKCS#15
[pkcs15-piv.c] PIV PKCS#15

34
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PKCS#11

O
N4

o OpenSC PKCS#11
— OpenSC PKCS#15 R
QI PKCS#15 PIV ;
OpenSC I/F I E
| I/F SP800-73 ==+
PIV /PIV i
SP800-73 ;

= wO

JavaCard,Multos)

34 PIV
PKCS#15
IC
PKCS#15 IC
IC ID
OpenSC PKCS#15
PKCS#11 OpenSC PKCS#15

OpenSC PKCS#15

36 OpenSC PKCS#15

ID

OpenSC

OpenSC

36

sc_pkcsl5 bind IC/ID
PKCS#15

sc_pkcsl5 _compute_signature

sc_pkcsl5_decipher

sc_pkcsl5 verify pin PIN
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unbind

4.1.4.1. PKCS#15

OpenSC IC ID PKCS#15
PKCS#15
OpenSC

typedef struct sc pkcsl5 card {
sc_card t *card;
char *label;
/* fields from TokenInfo: */
int version;
char *serial number, *manufacturer id;
char *last update;
unsigned int flags;
struct sc pkcsl5 algorithm info alg info[l];

sc _file t *file app;
sc file t *file tokeninfo, *file odf, *file unusedspace;

struct sc pkcsl5 df *df list;

struct sc pkcsl5 object *obj list;

int record lengths[SC PKCS15 DF TYPE COUNT];
sc pkcsl5 unusedspace t *unusedspace list;
int unusedspace read;

struct sc pkesl5 card opts {
int use cache;
} opts;

unsigned int magic;
void *dll handle; /* shared 1ib for emulated cards */

char *preferred language;
} sc_pkesl5 card t;

PKCS#15 obj_list CIO Cryptographic information
object obj_list
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37

EF.DIR sc_enum_apps
DF.CIA
DF.CIA
DF.CIA sc_pkcs15 bind PKCS#15
EF.CIAInfo sc_pkcs15 parse_tokeni | CIA
nfo
PKCS#11 ul
EF.OD parse_odf
EF.AOD,EF.PrkD
EF.AOD sc_pkcsl5_decode_aodf
_entry
VERIFY
EF.PrkD sc_pkcsl5_decode_prkd
f_entry
EF.PuKD sc_pkcsl5 decode pukd
f_entry
EF.CD sc_pkcsl5 decode cdf e
X509 ntry
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EF.DIR

OpenSC PKCS#15 sc_pkes15_bind [pkecs15.c]
sc_enum_apps [dir.c]
EFDIR EF.DIR OpenSC
DFCIA
DF.CIA EF.DIR DF.CIA
sc_find_pkcsl5_app [dir.c] EF.DIR
AID(Application ID) CIA
38 OpenSC AID
A0 00 00 00 63 50 4B 4353 2B 31 35 PKCS #15 FINEID
A0 000001 7750 4B 4353 2B 31 35 BELPIC
EF.CIAInfo
EF.CIAINnfo sc_pkcsl5_tokeninfo ClAlInfo
PKCS#11
39 OpenSC ClAlInfo
(4.1.7 )
version 1
serialNumber 0000ODDOAFFFF0200

manufacturelD

OpenSC Project

label CardHolder
cardflags 0x3

selnfo

recordinfo
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supportedAlgorithms

issureld

holderld

lastUpdate 20061120072405Z
preferredLanguage en

profilelndication

EF.OD
EF.OD PKCS#15
EF.AOD
EF.AOD OpenSC
sc_pkcs15_decode_aodf_entry[pkcsl5-pin.c] sc_pkcsl5 _pin_info

struct sc pkesl5 pin info {
struct sc pkcsl5 id auth id;
int reference;
unsigned int flags, type;
size tmin length, stored length, max length;
u8 pad char;
struct sc_path path;
int tries left;

unsigned int magic;

he

EF.PrKD EF.PrKD auth_id auth_id AOD
AOD VERIFY
PasswordFlag info.flag
OpenSC PKCS#15 OpenSC
PKCS#11 needs-padding PIN
OxFF
EF.PrKD
EF.PrKD OpenSC

sc_pkcsl5 decode prkdf entry[pkcsl5-prkey.c]
sc_pkes15 _prkey_info
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struct sc pkcsl5 prkey info {
struct sc pkcsl5 id id; /* correlates to public certificate id */
unsigned int usage, access flags;
int native, key reference;
size t modulus length;
u8 *subject;
size t subject len;

struct sc path path;
}i

RSA DSA 2
,Diffie-Hellman JKEA
EF.PrDK EF.OD
oD CommonObjectAttributes
CommonKeyAttributes
RSA PrivateRSAKeyAttributes OpensSC
EF.PrkD sc_pkcsl5_prkey info

40 sc_pkesl5_prkey_info

usage CommonKeyAttributes.usage
access_flag CommonKeyAttributes.accessFlags
native CommonKeyAttributes.native
key_reference CommonKeyAttributes.keyReference

modules_length PrivateRSAKeyAttributes.moduleLength

subject
subject_len
path PrivateRSAKeyAttribute.value
PrivateDSAKeyAttribute.value
40
CommonObjectAttributes CommonObjectAttributes

ClO
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OpenSC ClO sc_pkcsl5_object (pkcs15.h)

41 sc_pkcsl5_object

label CommonObjectAttributes.label

flags CommonObjectAttributes.flags
auth_id CommonObjectAttributes.authld
user_consent CommonObjectAttributes.userConsent

CommonObjectAttributes.accessControlRules

auth_id auth_id AOD
VERIFY AOD

EF.PuKD
sc_pkcs15_decode_pubkf_entry [pkcs15-pubkey.c]
sc_pkcsl5 pubkey_info

struct sc_pkecsl5 pubkey info {
struct sc pkesl5 id id; /* correlates to private key id */
unsigned int usage, access flags;
int native, key reference;
size t modulus length;
u8  *subject;
size t subject len;

struct sc_path path;
}i

RSA DSA 2

EF.CD
sc_pkcsl15_decode_cdf_entry sc_pkecs15_cert_info

struct sc pkcslS cert info {
struct sc pkecsl5 id id; /* correlates to private key id */
int authority; /* boolean */
/* identifiers [2] SEQUENCE OF CredentialIdentifier{{KeyIdentifiers}} */
struct sc _path path;
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sc pkcsl5 der t value;
}i

X.509 X.509
42 EFCD
id CommonCertificateAttribute.iD
authority CommonCertificateAttribute.authority
path CertAttrobites.value
value CertAttributes.value
4.1.5. API
ISO/IEC7816-8 8 4.1.3.3
OpenSC
COMPUTE DIGITAL SIGNATUR DECIPHER 2 OpenSC
PKCS#15 sc_pkcsl5_compute_signature sc_pkecsl15_decipher
OpenSC
sc_select file
auth_id
AOD VERIFY
sc_pkesl5_compute_signature
native false
SC_ERROR_EXTRACTABLE_KEY native
ISO/IEC7816-15
IC ID native true
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sc_select_file sc_set_security_env
sc_compute_signature

sc_set_security_env sc_compute_signature

sc_pkes15_decipher
sc_pkecsl5 compute_signature
native false
SC_ERROR_EXTRACTABLE_KEY
sc_select_file sc_set_security_env

sc_pkcs15_decipher

4.1.6. IC ID

4.1.6.1. FINEID

FINEID ISO/IEC7816-15

PKCS#15
SetCOS
FINEID
SetCOS [setec ] [card-setcos.c] FINEID
FINEID SetCOS
(setcos_match_card)
11 ATR

ATR ATR Historical bytes

FinEID

Historical bytes FinEID
FINEID-S4-1/2.1A 3.1.ATR bytes
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4.1.6.2. BELPIC

BELPIC PKCS#15
PKCS#15 BELPIC
[card-belpic.c]
Belpic Cyberflex Java card
card-flex.c BELPIC

Java Cyberflex

card-belpic.c PIN

BELPIC

static struct sc card driver *sc get driver (void)
{
if (iso_ops = NULL)
iso ops = sc_get 1507816 driver () ->ops;

belpic ops.match card =belpic match card;
belpic ops.init =belpic init;
belpic ops.finish =belpic finish;

belpic ops.select file =belpic select file;

belpic ops.read binary =belpic read binary;

belpic ops.pin cmd =belpic pin cmd;

belpic ops.set security env =belpic set security env;
belpic ops.logout =belpic logout;

belpic ops.compute signature =belpic compute signature;
belpic ops.get challenge = iso ops—>get challenge;
belpic ops.get response = iso ops—>get response;

belpic ops.check sw = iso ops—->check sw;

return &belpic drv;

(belpic_match_card)
5 ATR ATR
BELPIC

belpic_init
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BELPIC BELPIC ID

OpenSC BELPIC ID
EF.Preferences language EF.Preferences
3F00/DF01/4039 read_binary
language OpenSC
language ClAlnfo

preferredLanguage
belpic_set_security_env
BELPIC DECIPHER

SET SECURITY ENVIRONMENT

set_security_env

nonRepudiation GUI PIN

PIN

compute_signature compute_signature
compute_signature set_security_env

PIN

CommonObjectAttribute.userConsent OpensC

userConsent sc_pkcsl15_object.user_consent pkcs#1l
PIN

belpic_compute_signature
[iso7816.c]Jcompute_signature Security
status not satisfied GUI PIN
compute_signature
set_security_env nonRepudiation PIN
PIN
PIN

VERIFY VERIFY
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decipher
BELPIC decipher
iso7816_decipher

BELPIC DECIPHER
sc_deciher is07816_decipher
APDU
4.1.6.3. PIV
PIV ISO/IEC7816-15 PKCS#15
ISO/IEC7816-4,8 3.4.3

READ BINARY
BELPIC FINEID

PKCS#15
PKCS#15 3.4.3
PIN
PKCS#15
PKCS#15 DBO0O0 ” Card Capability Container”
sc_select_file
'DBO0’ sc_read_binary
PIV PIV

static struct sc_card driver * sc get driver (void)

{

struct sc _card driver *iso drv =sc get is07816 driver();

pPiv_ops = *iso drv->ops;
piv_ops.match card =piv match card;
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}

piv_ops

piv_ops.

Piv_ops.
piv _ops.

pPiv_ops

piv_ops.

pPiv_ops

piv ops.
piv_ops.
pPiv_ops.

piv_ops
pPiv_ops

.init =piv init;
finish =piv finish;

.get challenge =piv _get challenge;

read binary =piv read binary;

.write binary =piv write binary;

return &piv_drv;

set security env =piv set security env;

restore security env =piv restore security env;
compute signature =piv compute signature;
.decipher = piv decipher;

.card ctl =piv card ctl;

select file = piv select file; /* must use get/put, could emulate? */
logout =piv logout;

piv_match_card

false

PIV

piv_select_file

PIV
BER-T

PIV

Lv

SELECT

PIV

PIV

PIV

AID

piv_read_binary ,piv_write_binary

piv_get_challenge
GET CHALLENGE
GENERAL AUTHENTICATE

PIV

0x81
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PIV

DF

piv_select file

BER-TLV
GET DATA

ATR

[ISO/IEC7816-4 7.5.3]

PIV
PIV

PUT DATA




piv_read_binary
piv_select_file BER-TLV GET DATA
read_binary
PIV  GET DATA

piv_read_binary

piv_write_binary
piv_select
PIV X.509
X.509 X.509 X.509
SC_ERROR_NOT_SUPPORTED

piv_set_security_env,piv_restore_security_env
PIV piv_set_security_env
PIV
piv_restore_security_env
piv_set_security_env piv_compute_signature
piv_decipher

piv_validate_general_authentication

static int piv_compute signature(sc card t *card,
const u8 * data, size t datalen,
u8 * out, size t outlen)

SC_FUNC CALLED (card—>ctx, 4) ;
return piv validate general authentication (card, data, datalen, out, outlen);

}

static int piv decipher(sc_card t *card,
const u8 * data, size t datalen,
u8 * out, size t outlen)

SC_FUNC CALIED(card->ctx, 4) ;

return piv validate general authentication (card, data, datalen, out, outlen);

}
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piv_validate_general_authentication GENERAL AUTHENTICATE
AUTHENTICATE

piv_validate_general_authenticate
set_security_env

GENERAL AUTHENTICATE

PIV GENEARL AUTHENTICATE
piv_general_external_authenticate
piv_general_mutual_authenticate

GENERAL AUTHENTICATE

nonce nonce

nonce

nonce

piv_general_extern_authenticate nonce GENERAL

AUTHENTICATE
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nonce nonce

nonce

|
- »@@
35 externa_authenticate
piv_general_mutual_authenticate nonceA
nonceA nonceB GENERAL AUTHENTICATE
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nonceB

nonce

nonce

e

nonce

AR [N

nonce

C

nonceA

nonceA

nonceA &
nonceB

onceB

nonce

SRS

36 mutual_authenticate
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4.1.7.

PKCS#11API IC
pkcs11-tool
PKCS#11
Axalto Cryptoflex 32K Reflex USB v3
pkcsl5-init PKCS#15
pkcs15-tool

PKCS#15 Card [OpenSC Card] :
Version : 1
Serial number : O0OODDOAFEFEE0200
Manufacturer ID: OpenSC Project
Last update : 20061120072405Z
Flags : EID compliant

PIN [Security Officer PIN]
Com. Flags: 0x3

1D . £ff
Flags : [0xB2], local, initialized, needs-padding, soPin
Length :min len:6, max len:8, stored len:8

Pad char : 0x00
Reference : 2

Type : ascii-numeric
Path : 3f005015

PIN [CardHolder]
Com. Flags: 0x3
ID : 01 <

Flags : [0x32], local, initialized, needs-padding
Length :min len:4, max len:8, stored len:8

Pad char : 0x00
Reference : 1

Type : ascii-numeric PrivateKey
Path : 3f0050154b01

PIN

Private RSA Key [Private Key]
Com. Flags : 3
Usage : [0x10E], decrypt, sign, signRecover, derive
Access Flags: [0x1D], sensitive, alwaysSensitive, neverExtra¢t, local
ModLength : 1024
Key ref : 0
Native : yes
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Path : 3f0050154b0130450012
Auth ID : 01 <

<«

ID : 45 <

X.509 Certificate [/C=JP/ST=Tokyo/O=ROBOC/CN=Who am I/emailAddregs=info@roboc.com
]
Flags :2
Authority: no
Path : 3f0050154545
ID : 45 <

X.509 Certificate [/C=JP/ST=Tokyo/Il=Nerima-ku/0=ROBOC/CN=ROBOC root CA]
Flags :2
Authority: yes
Path : 30050154546
D : 46

X.509 Certificate [/C=JP/ST=Tokyo/0=ROBOC/CN=ROBOC mid CA]
Flags :2
Authority: yes
Path : 30050154547

ID : 47
EF.PrKD
EF.CD - CommonKeyAttribute.iD
CommonObjectAttributes.authid
CommonKeyAttribute.iD }4 A
EF.AOD
EF.PrKD CommonAuthenticationObjectAttributes.authld

CommonKeyAttribute.iD }4

37 PIN

pkcsl1l-tool

$ pkcsll-tool ——module /usr/local/lib/opensc—pkesll.so ——sign ——output—-file data.s
ign ¥

——input-file data

$ Please enter User PIN:

$ Using signature algorithm RSA-X-509

$

data data.sign
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$ cat data

This is TEST.

-

$ openssl rsautl -verify -in signed.data —certin —inkey ../../cert/certificate.pem
-raw

This is TEST.

S

-

$ openssl rsautl -verify -in signed.data —certin —inkey ../../cert/certificate.pem
-raw

) ?M?57?) 2 2?P?WA=

22272) 2027k0? >Z

$
PKCS#11API
PKCS#11
1. C_Initialize
PKCS#15
\ C Initialize \
‘ sc_connect_card ‘ ‘ match_card ‘
AID)
‘ sc_pkes15 bind ‘ sc select file
3f00/2f00
SELECT
AID PKCS#15
sc_select file
3f00/5015
SELECT
ODF
4
sc select file5031 | ~~—
SELECT

pkcs15.¢:598:sc_pkes15_ bind_internal: DF type 8, path 3f0050154401, index 0, count -1
pkcs15.¢:598:sc_pkes15 bind_internal: DF type 0, path 3f0050154402, index 0, count -1
pkcs15.¢:598:sc_pkes15 bind_internal: DF type 1, path 3f0050154403, index 0, count -1
pkcs15.¢:598:sc_pkes15 bind_internal: DF type 4, path 3f0050154404, index 0, count -1

sc_select file 5032
SELECT 4{ TokenlInfo

2. C_GetSlotList

3. C_GetTokenlInfo
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C_Initialize PKCS#15

4. C_OpenSession

5. C_Login
PIN sc_pkcsl5 verify pin sc_pin_cmd
VERIFY

AOD VERIFY

6. C_Signinit

7. C_SignUpdate

8. C_SignFinal
sc_pkcsl5 _compute_signature sc_set_security_env
sc_compute_signature
EF.PrKkD SELECT

sc_set_security_env

1SO7816-4
Cryptoflex sc_set_security_env MANAGE SECURITY
ENVIRONMENT
sc_compute_signature PERFORM SECURITY OPERATION
COMPUTE DIGTAL SIGNATURE
9. C_CloseSession
Cryptoflex flex_logout
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PKCS#15 C_Initialize

PKCS#11 IC ID PKCS#15

C_Initialize

4.1.8. PKCS#15

PKCS#15
PKCS#15 ASN.1
DER
IC
IC
IC IC
PKCS#15
IC
AID SELECT CIA
MF EF.CIAInfo EF.OD DER
DER IC
10
IC PKCS#15
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4.1.8.1. (Cryptofiex)

4.1.7 Axalto Cryptoflex 32K Reflex USB v3

4.1.7 PKCS#11
gettimeofday(2)

APDU
sc_transmit_apdu
43 PKCS#11
PKCS#11
2
C_LoadModule 84.0
C_Initialize 1975.5 SELECT * 10
READ BINARY *21
C_GetSlotList 0.1

C_OpensSession 0.0

C_Login 92.6 SELECT *1

VERIFY * 1
C_Signlnit 0.0
C_SignUpdate 0.1
C_SignFinal 338.8 SELECT FILE * 1

*1
C_CloseSession 46.9 (CLOSE * 1)
C_Finalize 0.0
2674.3
APDU sc_transmit_apdu

-128 -



2369.9 90

C_Initialize C_Initialize

SELECT READ BINARY

READ BINARY

4.1.9.

OpenSC OpenCT
Linux, Solaris PC/SC Windows, Mac OS X, Linux CT-API DOS,

OpenSC OpenSC PKCS#15
PKCS#11
Windows PKCS#11 OpenSC
Windows Crypto Service Provider Windows
CsSP
Mac OS X tokend OpenSC PKCS#15
Mac OS X
tokend OpenSC
Mac OS X (O Darwin
OpenDarwin.org(http://www.opendarwin.org)
OpenSC Mac OS X
Safari browser  Mail client Native Mac Applications

IC
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Linux Windows Mac Mac Native

Apps Apps Apps Apps
PAM Win CSP Sec API
PKCS#11 tokend
OpenSC
CT-API OpenCT PC/SC
Linux Windows Mac OS X
IC/ID
38
4.2. PIV
4.2.1.
34 PIV
PlV
API PI1V API
PIV PIV API
PIV API
API
OpenSC
API PV
APDU
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: PIV API PIV
PV
pPC/sC
TLP224 TCP/IP TLP224
39 PIV
2005 25
11
42.2. API
PIV API SP800-73[21] API
44 PIV API
SP800-73
API
pivConnect
pivDisconnect
pivSelectCardApplication SELECT
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pivLoglntoCardApplication VERIFY
GENERAL AUTHENTICATE

pivGetData GET DATA

pivLogOutOfCardApplication

pivCrypt GENERAL AUTHENTICATE
CHANGE REFERENCE
DATA

RESET RETRY COUNTER

pivPutData PUT DATA
pivGenerateKeyPair GENERATE ASYMMETRIC
KEY PAIR

CHANGE REFERENCE DATA RESET
RETRY COUNTER PIN

pivConnect

] | | g ||

#-| ScardCon
nect

A

pivConnect

A
A

pivDisconnect
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] | | e | [

o pivDisconnect g ek
< < connect
pivSelectCardApplication
ID SELECT
| | |~
> i A q AID——p| SCardExc >
pivSelectCardApplicati hangeAP SELECT

on

A
A

puU [<—Version ——

pivLoglntoCardApplication
authenticator authenticator PIN
SP800-73 Tablel2
Global PIN('00") Application PIN(‘80")

pivLoglntoCardApplication authenticator
Global PIN Application PIN VERIFY
pivCrypto GENERAL AUTHENTICATE
pivCrypt pivLoglntoCardApplication
pivCrypt

External Authentication not implemented yet
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PIV

- PINp- f SCardExc »
[PRLESIICEE hangeAP VERIFY
- Application - DU
pivLogintoCard CHALLENGE
— Lt Application >
- SCardEx CHALLENGE CENERAL
changeA
PDU N AUTHENTICATE
pivGetData
OID
26 GET DATA
] | | o ||
OID——p| TLV- SCardExc »
pivGetData hangeAP GET DATA
- DU
pivLogOutOfCardApplication
Logout
‘ ‘ ‘ PC/SC) ‘ ‘ PV
> pivLogoutOf P scardRec
- Application - onnect
pivCrypt
GENERAL AUTHENTICATE
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PIV

PC/SC)
E— —p ; I | SCardExc » GENERAL
< FUCIRT ha”Dgl‘jAP AUTHENTICATE
pivPutData
pivGetData OID
26
PUT DATA
L | | | eosn | [ ™
—OID — F—TLV | SCardExc »
pivPutData hangeAP PUT DATA
« DU
pivGenerateKeyPair
GENERATE ASYMMETRIC KEY PAIR
L | L e |
SCardExc » GENERATE
pivGenerateKeyPair hangeAP 7| ASYMMETRIC KEY
< U — — PAIR

GENERAL AUTHENTICATE
GENERAL AUTHENTICATE

PIV
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IC ID
PIV PIV PIV
4 Pl
PIV 3 4
PIV HSPD-12[23]
FIPS-201
PIV
5.1. PIV
5.1.1. HSPD-12
3 4 PIV 2004 8
HSPD-12
HSPD-12
PIV IC ID
2009 2000
HSPD-12
(1)

Identification

Identity
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()

(OMB)

HSPD-12 (2)
ID
DOS Department of State
OMB Office of Management and Budget

DOC Department of Commerce

40

HSPD-12

[50][51]

HSPD-12( )
FIPS 201-1 |
| SP-800-73-1 ( ) | |
| SP-800-76 ( ) _,
| SP-800-78 ( | |
SP-800-79 (PIV | .
| ( «"Electromagnetically Opaque Sleeve"
| SP-800-85A (SP-800-73 ) s () )
0 ( )
| SP-800-85B (PIV :OCSP
PIV
| SP-800-87 ( ) | .
‘ SP-800-96 (PIV  / ‘ : o >
& PIV

| M-05-24 (HSPD-12

)

PIV

M-05-05
(

«"Electromagnetically Opaque Sleeve"

) PV

“CHUID « )
«CHUID ( )

40 HSPD-12
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5.1.2. FIPS-201

HSPD-12

HSPD-12

Federal Employees and Contractors(41

FIPS-201
Personal Identity Verification (PIV) of
FIPS 201 HSPD-12

20056 2 25 FIPS 201-1 2006
3 FIPS 201
ID
ID
ID
FIPS 201 ID
(NIST) ITL Information

Technology Laboratory

FIPS 201
FIPS-201
41

PIV

PIV
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PIV
45 NIST PIV




— SP 800-73 - SP 800-85
HSPD 12 — 2005, 4 (NIST)2005 10
| =1 _[sPBo0 76| —
2004 "4 s Ld SP 800-85A
M-05-24 FIPS 201 SP 800-78 s
(Director OMB) ( ) (NIST) 5! 4
e ~— |_sps00-79 5 s
- FIF(’S 20];—1 --------------------------- e 2006 6
2006 2 L,/ SP 800-87
(NIST)
[ ] 2005 10
ﬁ
[ ]
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