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1.1. Sida IODEF Receiver / Archiver

PostgreSQL Data Server 8.0

® config/AlertReceiver.conf
< SNMPPORT 162 - SNMP Trap/Notification

<>

<>

DATA DIR data/ DATABASE
Snort
DATABASE true DB

® config/db.properties

<>

S

HOSTIP PostgreSQL

DBPORT 5432 PostgreSQL
DATABASE sidaAlertDB

USER sida DB
PASSWORD

SimpleAlertReceiverArchiver.bat

Cyber Solutions Inc., All rights reserved
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EIR CEXWINDOWS¥system32¥cmd.exe - SimpleAlertReceiver Archiver_bat

Initialize

1.2. Sida IODEF Generator

® daemon
ASPATHS

perl ./as_paths_dNew.pl tmp/*

® config/db.properties

Sida Receiver/Archiver
® config/sidaiodefgen.conf
< DOMAIN IODEF
< SOURCE_NAME
< QUEUE_DIR queue/

< ERROR_DIR invalid/

< LIMIT DB

Cyber Solutions Inc., All rights reserved
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Snort
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IODEF XML

® config/packetiodefaggr.conf
< DOMAIN IODEF
< SOURCE_NAME

< QUEUE_DIR queue/ IODEF XML

< ERROR_DIR invalid/ IODEF XML

< DUMP_DATA DIR dumpdata/

< TIMEOUT
< SENSOR_ID ID

® config/contact.xml

<ContactList> <Contact> <Contact>
Contact “contactrole” "contacttype”

<Contact> DTD

=== Contact class ===
=== - Name

=== - RegistryHandle

=== - PostalAddress

=== - Email

=== - Telephone

=== - Fax

=== - Timezone

=== - Contact (recursive)
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<IELEMENT Contact (Name?, Description*, RegistryHandle*, PostalAddress?,
Email*, Telephone*, Fax?, Timezone, Contact*)>
<IATTLIST Contact
contactrole (creator | admin | tech | irt | cc) #REQUIRED
contacttype (person | organization) #REQUIRED
restriction %attvals.restriction; #1MPLIED

SidalODEFGenerator.bat
PacketlODEFGenerator.bat

1.3. Manual authoring
® config/iodeftrans.conf
< SMTP_SERVER

< SENDER_ADDERSS E
< RECIPIENT_ADDRESS E
< COMPLETED_DIR completed/ IODEF XML

iodef_receiver

ManualAuthoring.bat

1.4. |IODEF Sender

® config/iodeftrans.conf
< SMTP_SERVER

< SENDER_ADDERSS E
< RECIPIENT_ADDRESS E
< COMPLETED_DIR completed/ IODEF XML

Cyber Solutions Inc., All rights reserved 4



iodef_receiver
IODEFSender.bat

v JEIR C¥WINDOWS¥system32¥cmd.exe

C:nl-xindice-1.0%iodef _senerator> I0DEFSender. bat

1.5. IODEF Receiver / Archiver

® Xxindice
XINDICE_HOME/

# XINDICE_HOME/startup

# XINDICE_HOME/bin/xindiceadmin shutdown -c /db

® xindice
xindice XML ““Document®” Document ID

iodef Collection

Cyber Solutions Inc., All rights reserved
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xindice (Native XML Database)

IncidentID

incidentl

IncidentID

incident2

IncidentlD

incident3

[ Document ]

db Collection db

/db/iodef Collection

# XINDICE_HOME/bin/xindiceadmin ac -c /db -n iodef
Created : /db/iodef

) config/db.properties
IODEF Receiver/Archiver XML DB
Mailet DB

< HOSTIP xindice
< DBPORT 4080 DB

<> DATABASE db Collection

<> COLLECTION iodef IODEF Collection
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® James (Java Apache Mail Enterprise Server)

IODEF
Mailet
IODEF XML
James
James

(1) apps/james/SAR-INF/config.xml

James

Windows

<config>
< <James>
< DNS <dnsserver>
Windows XP
4
<administrator_accounts>
(2) James
SMTP  POP

James

<servernames> <servername>

<servers> <server>

dnsserver

audodiscovery false

<remotemanager> <handler>

<account>

/usr/local/iodef_center/
“run.bat”

Unix

# lusr/local/iodef_center/bin/run.sh
Using PHOENIX_HOME:

Using JAVA_HOME:

Running Phoenix:

Phoenix 4.0.1

James 2.2.0

lusr/localfiodef_center
Using PHOENIX_TMPDIR: /usr/local/iodef_center/temp

lusr/local/java
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Remote Manager Service started plain:4555
POP3 Service started plain:110

SMTP Service started plain:25

NNTP Service Disabled

Fetch POP Disabled

FetchMail Disabled

(3) iodef

4555 telnet ( Remote

Manager Service )

(1)

root

# telnet <HOST ADDRESS> 4555

Trying 1<HOST ADDRESS>...
Connected to <HOST ADDRESS>.
Escape character is "]".

JAMES Remote Administration Tool 2.2.0
Please enter your login and password
Login id:

Password:

Welcome root. HELP for a list of commands

adduser iodef

iodef listusers

adduser iodef iodef
User iodef added

Cyber Solutions Inc., All rights reserved 8



listusers

Existing accounts 1

user: iodef
James (2) IODEF
XML James iodef
XML XML DB
shutdown

1.6. IODEF Analyzer

® Analyzer config/db.properties

IODEF Analyzer XML DB DB
<> HOSTIP xindice
<~ DBPORT 4080 DB
<> DATABASE db Collection
<> COLLECTION iodef IODEF Collection
°
Analyzer.bat

Cyber Solutions Inc., All rights reserved 9
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1.6.1. Analysis Conditions

Incident Analysis Analysis
Conditions
] analysis Conditions © 5° & [
Period
from: (2005509727 14:31:00 3
to: |2005/09/27 14:31:00 3

Analysis Type

DoS attack all around the world ‘ - ‘
Result View

Top Ranking: |10 ‘ hd ‘
Table View
[ | Map View
[ ] Graph View
Anahlyze | | Close |
Period
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B Eﬂ% 5 Eﬂ% #: gﬂ%
oA Lo F—2: DA

ok || #vven |
Analysis Type
Analysis Dos attack all around the world Widely operated attacks
Result View
Degree of Observation Table View Map

View Graph View

Analyze
Table View

D The results of DoS attack all around the worl
Table Wfiew r Map View r Graph VYiew

DoS Target Incident Marne # of Events Points Degree of Observation
195.204.1.132 TCP ack 12 catitoysols.com-emi, o5 |5
20210912829 TCP ack 4 ceritoysols.com-em32, s |4
61.129.102.86 TCF ack 25 csriteysols.com-em10, ... |4
61.174.171.134 TCF ack g cstitoysols.com-emlo, c.. |4
219.147.217.84 TCP ack B catitoysols.com-emi, cs. |4
218.90.161.156 TCP ack T ceritoysols.com-em0, cs.. |4
21912923937 TCF ack T2 csriteysols.com-em10, ... |4
61.152.85.148 TCF ack I} cstitoysols.com-emlo, c.. |4
218.75.231.165 TCP ack 9 catitoysols.com-emi, cs. |4
9148311163 TCP ack 13 ceritoysols.com-em0, cs.. |4

Close
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Map View

3 The results of DoS attack all around the worl

[ Table View | MapView | GraphView

ASE042

AB3E37

ASS

ASSE55

¥ A
P ASA2T

e AS3659

M‘l

AS15149

AS31

0144

AS17E24

Graph View

[ 1t st o s anttmchs ol ot e v bl
Tabhe View | MapView | Graph View

Mumkar & incidents § Day
gn._.-\..... rosnoBEGCIRESERd NHEEHEY

| |

Ll D0S 020200 :HDU.I.I-' D005
Day

W195.2041,132 B202100.120.29 06112010286 16117807085

MG139.239 37 W61 15295 148 021875231 165 B 11815311 163

Time Series Graph

o e [H
‘ | .
e e (AOS08  DSOAD
1994727724 D 21850960 058
s

1.6.2. DB Manager

DB Management
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»>

D DE Manage

Search Condition

Period Observation Point IncidentType
from: 2005/06/01 18:53:18 : | Select point Select type
ln:‘ZDDSIDQIZTHHSE II' ‘ALL |V‘ ALL |V‘
Search H Display All ‘
Detected Time Reported Time Incident Type Source Address Ineidernt MNarme Observation Point

20080601 19:37:18. | 2008/09/27 13:15:36.... |Alert 60.191.2.211 MS-SQL Warm propa..|csrit.oysals.com-20 =
20050614 18:47:03_|2005/09/27 13:15:36...|Alert 20210142176 M3-3QL Warm propa...|csriteysals.com-20 —
200800601 18:53:18.[2005/09/27 13:15:36.... |Alert MM7.205.64.130 MS-SQLWoarm propa...|esritoysols.com-20
20080603 15:11:32.|2008/09/27 13:19:36.... |Alert 222178.216.66 M3-SQL Warm propa..|csrit.oysals.com-20
20080608 03:01:44 | 2008/09/27 13:15:36...|Alert 611530102 M3-5QL Worm propa..[csritoysols.com-20
200570613 16:30:29...|2008/09/27 13:15:36.... Alert 222136.67.240 ICWP PING MMAP csfitoysols.com-20
2008622 00:47:50. | 2008/09/27 12:19:36.... |Alert 83.237.115.24 MS-SQL Warm propa..|csrit.oysals.com-20
20080621 02:08:14.|2008/09/27 13:15:36.... |Alert 23217411518 M3-SQL Worm propa...|csrit.oysols.com-20
200500611 12:36:07..[2005/09/2F 13:15:36.... |Alert 2031216849 MS-SaLWorm propa...|esritoysols.com-20
2008613 14:26:39. | 2008/09/27 12:19:36.... |Alert 22217815296 ME-SQL Warm propa..|csrit.oysals.com-20
20080619 00:52:51 .| 2008/09/27 13:15:36.... |Alert 231.236.9.54 M3-SQL Worm propa...|csrit.oysols.com-20
200500601 21:47:24.[2008/09/27 13:159:36.... |Alert 230176.14.200 MS-30L Worm propa...|esritovsols.com-20
2008607 03:07:37.|2008/09/27 12:19:36.... |Alert 202.99177.209 ME-SQL Warm propa..|csrit.oysals.com-20
20080605 19:58:05...| 2008/09/27 13:19:36.... |Alert 202.100.140.8 MS-SQL Warm propa..|csrit.oysals.com-20
20050607 13:36:09..|2005/09/27 13:15:36...|Alert 2321236954 M3-3QL Warm propa...|csriteysals.com-20 |

Period

ﬂ% B [

A L5 — 2 BAIEEER

ok || *een

Observation Point

Observation Point

Incident Type

Cyber Solutions Inc., All rights reserved
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Incident Type ALL Alert Packet Report

Analyze Display All
DB

Publish

#17: |J My Documents ‘v| EZEZIE

T M | |
IrANRA |xml [~]
i || mwEl |
2.1. |IODEF RidServer
°
$ bin¥catalina.bat start Tomcat(HTTP )

) iodef_ridserver

$ bin¥catalina.bat stop

Cyber Solutions Inc., All rights reserved
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2.2. |ODEF Wide AreaTracker

® config/ridgen.conf

&

DOMAIN I0DEF
SOURCE_NAME

&

NAME

SRC_ADDRESS 1P

EMAIL

RID_QUERY_URL /iodef_ridserver/services/RIDQuery RID URL

IR

&

MAP_FILE config/map/map.disp map

< DST_ADDRESS-0 RID

® config/AlertRecever.conf

< SNMPPORT 162 - SNMP Trap/Notification Snort
< DATA DIR data/ DATABASE
Snort
® daemon
ASPATHS

perl ./as_paths_dNew.pl tmp/*

WideAreaTracker..bat

Cyber Solutions Inc., All rights reserved 15



IrinD BEW D4SFUN : |
A -

2.2.1. Snort

Snort Short

& Snort 75— I' I::l —7 i

No \54msﬁ\mwp—'w7\\ FiEm | EhEE | 217 =)

oo d M

Fﬁ!!'“ﬁ}FEI 2005-09-28 17:45:12
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RID Query

A B B

RidServer

sidaMIB alert

RID Query RidServer
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3 Tracking Result Map ©

File \iew

ASE042

ASSESS

AS4  ePe as3esg

AS3E32

A531

AZR0144
e 507

AS15149

AS16484
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