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IETF
Incident Object Description Exchange Format

Incident Handling)

IODEF 2001

1.2.

CERT IETF
IODEF: Incident Object Description Exchange Format

1.2.1.

2004 2
Handling:Real-Time Inter-Network Defense  INCH WG

ISP (

CERT
IODEF:
INCH WG (Extended

XML

RID: Incident
IODEF

IODEF



1.2.2.

DB
DB

1.3.

IETF
Incident Object Description Exchange Format

Incident Handling)

IODEF

0l IODEF

1.4.

IODEF

IODEF

ISP (

CERT
IODEF:
INCH WG (Extended

IODEF



15.

IODEF API
API 2
1 IODEF [i]
1.5.1. IODEF-API
IODEF 2005 8 API 1 Interface
API CSIRT
CSIRT CSIRT
S + o - +
I I I I
| +-—--—-—--- S S + o - + e + ]
| | |<--| Interface|<--Incident-->| Interface|-->| | 1
| |Incident] +---—-—--—-- + Report e et + |Incident] |
| | Report | | | | Report | |
| |Database] | === FINE === | |Database]| |
|1 I I I I |1
R + | | #ommmmee +
I I I I
T + S +
1 10DEF
IETF
2



Manual Authoring

rincidentlD

[Incidentont

Issuer: |[lncidentlzsuer

Description: IncidentDescription

Observation point: EventData-Description

-Contact

contactrole: =

contactiype: organization =

Name: |T0m0hirn Tandai

Email: |tandai@cvsnls.cnm

Phone:  |022-000-0000

rTime

ReportTime: [20032/09027 19:03:40

StartTime: iZDDSJ’DQIZT 19:03:00

EndTime: EEDDEJ’DQIE? 19:03:00

DetectTime:

rAssessment

Impact

sty
L

completion: |succeeded =

Monetandmpact

severity: CUTTENCY: [IMCUITency

| wvalue: |m\ralue

| puplish | |

Send

2 IODEF-API

1.5.2.

IODEF

Internet




IODEF-RIDJ[jii]
1.5.3.
Internet
IODEF
3

IETF

DoS Worm

Internet

IODEF

IODEF

IODEF

Publish



D DB Manager

Search Condition
Period

Ohservation Point

from: | 2008/08/01 18:53:18 Select point

to: 2005/09/27 13:145:36 : | |ALL

|'|

IncidentType
Select type
ALL |'|
Search H Display All |

Detected Time

Reported Time

Incident Type

Source Address

Incident Mame

Ohseration Point

20050601 18:37:18

2005/08/27 131536

Alert

HO.191.2.211

MS-30L Worm propa

csrit cysols com-20

20050614 18:47:03...

ZO05/09/27 131536,

Alert

202101 42178

ME-S 0L Worrm propa..

catit.oysols.com-20

mD

2005/06/01 18:83018.

Z005/09727 13158:36...

Alert

21720564130

ME-S0L Worrn propa..

carit.oysols.com-20

2009/06/03 16:11:32....

2005/09/27 131936,

Alert

222179.216.66

ME-SQL Worrm propa..

cetiteysols.com-20

2005/06/09 03:01:44...

2005/09/27 131536,

Alert

61.153.0.102

MES-SaL Worrm propa..

cetiteysols.com-20

2009/0613 16:30:29....

2005/09/27 131536,

Alert

222136.87.240

ICMF FIMNG MbAP

csrit.eysole.com-20

2005i06/22 00:41:50

2005/08/27 131536

Alert

8323711524

MS-30L Worm propa

csrit cysols com-20

20050621 D208:14.

ZO05/09/27 131536,

Alert

22217411518

ME-S 0L Worrm propa..

catit.oysols.com-20

200900611 12:36:07....

2005/09/27 131936,

Alert

203121 689

ME-SQL Worrm propa..

cetiteysols.com-20

2005/06/13 14:26:39...

2005/09/27 131536,

Alert

222178162.08

MES-SOL Worrm propa..

cetiteysols.com-20

20080619 00:52:51....

2005/09/27 131536,

Alert

221.2369.54

MES-SaL Worrm propa..

cetiteysols.com-20

2005/06/01 21:47:24...

2005/09/27 131536,

Alert

220176.14.200

S-S 0L Worm propa..

csrit.eysole.com-20

20050607 08:01:31

2005/08/27 131536

Alert

202.89177.209

MS-30L Worm propa

csrit cysols com-20

20050605 18:58:05..

ZO05/09/27 131536,

Alert

2021001408

ME-S 0L Worrm propa..

catit.oysols.com-20

2009/06/07 13:36:09....

2005/09/27 131936,

Alert

221.2369.54

ME-SQL Worrm propa..

cetiteysols.com-20

1.5.4.
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2.1

2.2.

2.3.

XML

Packet
Alert

Source address
Time stamp
Type of event
Event name

Observation point
Source address
Incident name
Type of incident

Records

DB

IODEF
DB



2.4.

DB



3.1.
5
IODEF authoring AP
IODEF DB manager AP Analyzer AP Analyzer AP
IODEF
DB SNORT
SNMP SNORT (sidaMIB) DB sidaDB
DB Alert Receiver SNMP trap/inform
DB
r ________ 1
I Perl 1
AuthoringApPs | ~--=-=="--"
| JAVA |
aggregator |
______ I B
Iras_pasth_d J‘—-»I AS/Country analyzer | IODEF ’ | - _P_erl_ - ':

_ Alert v

" r r
aggregato | IODEF sender |
| AlertReceiver |<- “\

SNORT
\
I IODEF receiver |—| Apache James
PostgreSQL
A 4

[ o manager

->| Analyzer

Aapche
Xindice

AS map |

JFreeChart

DB manager AP and Analyzer AP

10



Authoring APs

JAVA
TCPDUMP > Packet | |
aggregator |
R Ll e || e
as_pasth_d — AS/Country analyzer IODEF ;
| as_pastn_d P | As/ountry analyzer: 1 I Perl |

Alert

t
aggregator | IODEF sender |
| AlertReceiver |<— ‘\

SNORT

I IODEF receiver |—| Apache James |
PostgreSQL

[ o manager

->| Analyzer

Aapche
Xindice

AS map |

JFreeChart

DB manager AP and Analyzer AP

6
3.2.

7

PacketChaser RID SNMP-10ODEF gateway AP

RID Wide area tracker
Wide area tracker SNMP-1ODEF gateway AP IODEF
RID Query  SOAP
RID SOAP

11



Alert

Wide area tracker

RID Query RID Query
receiver sender Internet
> 1ODEF-RID SOAP
SOAP —T—7\
RID Query RID Response
Schema Receiver Sender
V-
Wide area tracker
t
¥
Packet Chaser
JAVA
Perl

12




Wide area tracker

| SNORT |—

v
I
composer
~ 1
I A P

r r
Apache Axis |—| RID query | I AS/Country analyzer T as_pasth_d J'
[y

HTTP \

| RID server Apache Axis |

A

v

*
SNMP 7T T e R
¥’ v K
Packet Print Packet Print Packet Print EEEE1
Agent Agent Agent

13



IODEF authoring AP

IODEF authoring AP

IODEF
XML
9
Packet
Monitorl |
TCP/ACcKk filter

Key: Event Data Packet
*Source address Al

eInter arrival time ert

9
4.1,
A Snort SNMP
sida
DB
DB sida
IODEF XML
B tcpdump

IODEF XML

e N

Incident [

Incident «—— Event Data

------- *[ Incident analyzer ]

Source IP based aggregation

]

Snort

IODEF XML
E

14



IODEF XML

10

15



Email sendi/_:; to center

Email

IODEF xml file

—>| Sida Receiyer/Archiver |

| Sida IODEF Generator |

|  IODEF Sender |

DB archiving DB readipg after Last ID

10 IODEF

IODEF xml file|generation

file reading

Q
I IODEF xml file

from queue dir

completed dir stored

IODEF xml file

=

Email sending to center

Email

IODEF xml file

Packet IODEF Generator | |

IODEF Sender |

packet dump data

IODEF xml file|generation

P

[=

file reading from queue dir

completed dir stored

a=
I
IODEF xml file

16



1. Sida Receiver/Archiver

Snort DB
2. A Sida IODEF Generator
DB sida IODEF XML
B. Packet IODEF Generato
IODEF
XML
3. IODEF Sender
IODEF XML E
4.2. Sida Receiver/Archiver
Snort DB
Snort DB

11

17



snort alert
4>| Sida Receiver/Archiver

DB arghiving

v

PostgreSQL DB

sidaAlertTable

AlertReceiver.conf

* SNMPPORT: SNMP Trap
* DATA_DIR:
*« DATABASE: DB

db.properties

* DB_TYPE: PostgreSQL DB
« HOSTIP: DB

« DBPORT: DB

* DATABASE: sidaAlertDB DB
* USER: DB

* PASSWORD: DB

« ENCODING: EUC_JP

« INIT_POOL_COUNT: DB

* MAX_POOL_COUNT:

* TIME_OUT:

* INTERVAL:

(sec)

config/AlertReceiver.conf

< SNMPPORT 162 - SNMP Trap/Notification

11
» Snort
< DATA _DIR data/
Snort
< DATABASE true
> DB
DB
< HOSTIP
<~ DBPORT
<~ DATABASE
< USER
< PASSWORD
Snort
SNORT
MIB

DATABASE
DB
DB
PostgreSQL  sidaAlertTable

SNMP output plugin

Snort

18



ID SERIALS NOT NULL PRIMARY KEY
TraplD INT NOT NULL default 0
sidaSensorID INT NOT NULL default 0
sidaAlertSensorType INT NOT NULL default 1
sidaSensorAddress VARCHAR(39) NOT NULL
sidaAlertID INT default NULL
sidaAlertTimeStamp TIMESTAMP NOT NULL
sidaAlertMsg VARCHAR(255) default NULL
sidaAlertMorelnfo VARCHAR(255) default NULL
sidaAlertSrcAddressType INT NOT NULL default 1
sidaAlertSrcAddress VARCHAR(39) default NULL
sidaAlertSrcPort INT NOT NULL default 0
sidaAlertSrcMacAddress VARCHAR(20) default NULL
sidaAlertDstAddressType INT NOT NULL default 0
sidaAlertDstAddress VARCHAR(39) default NULL
sidaAlertDstPort INT NOT NULL default 0
sidaAlertDstMacAddress VARCHAR(20) default NULL
sidaAlertimpact INT NOT NULL default 0
sidaAlertEventPriority INT NOT NULL default 0
sidaAlertProto VARCHAR(64) NOT NULL default 0
sidaAlertRulelD INT NOT NULL default 0
sidaAlertRuleRivision INT NOT NULL default 0
sidaAlertPacketPrint VARCHAR(255) default NULL
SQL CREATE
CREATE TABLE sidaAlertTable (

ID SERIALS NOT NULL PRIMARY KEY,

TraplD INT NOT NULL default O,

sidaSensorID INT NOT NULL default O,

sidaAlertSensorType INT NOT NULL default 1,

sidaSensorAddress VARCHAR(39) NOT NULL,

sidaSensorinterfacelndex INT default NULL,

sidaAlertlD INT NOT NULL default 0,




sidaAlertTimeStamp
sidaAlertMsg
sidaAlertMorelnfo
sidaAlertSrcAddressType
sidaAlertSrcAddress
sidaAlertSrcPort
sidaAlertSrcMacAddress
sidaAlertDstAddressType
sidaAlertDstAddress
sidaAlertDstPort
sidaAlertDstMacAddress
sidaAlertimpact
sidaAlertEventPriority
sidaAlertProto
sidaAlertRulelD
sidaAlertRuleRivision
sidaAlertPacketPrint

TIMESTAMP ~ NOT NULL,
VARCHAR(255) default NULL,
VARCHAR(255) default NULL,

INT NOT NULL default 1,
VARCHAR(39) default NULL,
INT NOT NULL default 0,
VARCHAR(20) default NULL,
INT NOT NULL default 1,
VARCHAR(39) default NULL,
INT NOT NULL default 0,
VARCHAR(20) default NULL,

INT NOT NULL default 0,
INT NOT NULL default 0,
VARCHAR(64) NOT NULL default 0,
INT NOT NULL default 0,
INT NOT NULL default 0,

VARCHAR(255) default NULL

4.3. Sida IODEF Generator

sida
DB

IODEF XML
IODEF

20



lastindex.dat

Vo

ID
ID

| Sida IODEF Generator |

DB reading from Last ID to|\LIMIT

IODEF xinl file generation

PostgreSQL DB
sidaAlertTable

F
F
IODEF xml file

sidaiodefaggr.conf

T DUIVTATINY

* SOURCE_NAME: Generator
* QUEUE_DIR: XML

* ERROR_DIR: invalid XML

e TIMEOUT:

*LIMIT: 1 XML

contact.xml

Vot

« Contact

(e9)

<Contact contactrole="tech” contacttype="organization”>
<Name> Cyber Solutions Inc. </Name>
<Description> R&D </Description>
<Telephone> +81 22 303 4012 </Telephone>

</Contact>

db.properties

12 IODEF
Lastlndex Snort DB
IODEF XML QUEUE _DIR LastIndex
DB config/db.properties
Sida Receiver/Archiver Snort DB
IODEF config/sidaiodefaggr.conf
< DOMAIN IODEF
< SOURCE_NAME IODEF
IODEF Generator
< QUEUE_DIR IODEF XML
< ERROR_DIR IODEF XML
< TIMEOUT:
< LIMIT IODEF XML
IODEF ID
name
1D # + Snort

21



DB ID

IODEF XML

config/contact.xml
Contact <contact>
IODEF XML
Contact
sid-msg.map reference.config
Snort ID sidaAlertRulelD

Assessment-Classification

IODEF XML 13

22



7

Lastindex
0
DB  MaxID

)

Lastindex+1 Snort
DB  Limit

Snort

' J
Snort

XML

LastIindex

13 IODEF XML

IODEF XML QUEUE_DIR

incident- - - Xml

4.4. Packet IODEF Generator

IODEF
14 IODEF

IODEF XML

23



packetiodefaggr.conf

*« SOURCE_NAME: Generator
* QUEUE_DIR: XML

« ERROR_DIR: invalid XML

*« DUMP_DATA_DIR:

* TIMEOUT:

*LIMIT: 1 XML

Packet IODEF Generator |

reading the packet dump dgta

contact.xml

V-
« Contact
(e.9)
<Contact contactrole="tech” contacttype="organization”>
<Name> Cyber Solutions Inc. </Name>
<Description> R&D </Description>
- <Telephone> +81 22 303 4012 </Telephone>

dumpdata/
packet dump data

Q
P </Contact>
Q
IODEF xml file

L=

14 IODEF

4.5. |ODEF Sender

IODEF XML E
XML



15

Email sendi7é to center

Email

I0DEF xml file

| IODEF Sender  fe—

file reading from queue dir

completeq dir stored

Q
P
IODEF xml file

[

P
P
IODEF xml file

15 IODEF Sender

XML

iodeftrans.conf

* SMTP_SERVER:
* SENDER_ADDRESS:

* RECIPIENT_ADDRESS:

* COMPLETED_DIR:

E (mail from)
E mail to)
XML

25



E XML XML

IODEF config/iodeftrans.conf
< SMTP_SERVER
< SENDER_ADDERSS E
< RECIPIENT_ADDRESS E
< COMPLETED_DIR IODEF XML
IODEF Sender IODEF Generator IODEF XML
QUEUE_DIR
E IODEF XML COMPLETED_DIR
4.6. IODEF
IODEF

4.6.1. IncidentID

Name attribute

Value

Name attribute + + sensor ID + alert ID

Example

<IncidentID name="csirt.cysols.com">csirt.cysols.com#1-10</IncidentlD>

4.6.2. Contact

name

Description

26



Telephone

Example

<Contact role="tech” type="organization”>
<name> Cyber Solutions Inc. </name>
<Description> R&D </Description>
<Telephone> +81 22 303 4012 </Telephone>

</Contact>

4.6.3. Description

“Wide area observation message”

4.6.4. Assessment

Assessment -> Impact is static value “unkown”

4.6.5. DetectTime

<DetectTime> class

4.6.6. StartTime

<StartTime> class <DetectTime.>

4.6.7. EndTime

<EndTime> class

4.6.8. ReportTime

<ReportTime> class

4.6.9. Incident specific classes

IODEF

27



e  Observation point
e  Source address

¢ Incident name

e Type of incident

e Records

Observation point

Sensor ID

EventData -> Description

Source address

Source address

Incident -> EventData -> Flow -> System -> Node -> Address

Address — addrcat => “iv4-addr”

Incident name

Incident name  type of event

Incident -> EventData -> Method -> Description

Type of incident

Type of incident  type of event

Incident -> EventData -> Method -> Classification->name

Classification — origin => “local”

Records

Records

Incident -> EventData -> Record -> RecordData -> Recordltem

28




Recordlterm — type => “string”

4.6.10. Values / attributes for each type of incident

Packet Incident

Incident name “TCP ack”

Type of incident  “Packet”

Incident -> EventData -> Flow -> System

System — category => “target”

System- spoofed => “yes”

Records

1117552418.548500 PPPoE [ses  Ox4b65] IP 219.238.237.12.8600 >
61.211.33.142.43289: R 0:0(0) ack 1075184465 win 0

1117552424.289241 PPPoE [ses  0x4b65] IP 219.238.237.12.8600 >

61.211.33.142.43289: R 0:0(0) ack 1 win O

When type of record is Alert

Incident name

Type of incident  “Alert”

Incident -> EventData -> Flow -> System

System- category => “source”

Records

29




[**] [1:2004:7] MS-SQL Worm propagation attempt OUTBOUND [**]

4.7. Manual Authoring

AP

4.7.1. IODEF

IODEF

GUI

IODEF

DB

IODEF

10DEF
16 GUI

30




IncidentID ID Issuer
Description
Observation point
Contact contactrole A4 contacttype </
Name
Email
Phone
Time
ReportTime auto fill
StartTime select with calendar A%
EndTime select with calendar A%
DetectTime select with calendar A%
Assessment
Impact severity A% completion A% impacttypev
Monetary severity ] currency value

16 Manual Authoring AP  GUI

IODEF
IODEF

4.7.2. IODEF

IODEF 46 I10DEF

31



Type of Incident
““Report””

Incident -> EventData -> Method -> Classification->name

Classification — origin => ““local””

Source Address

Incident -> EventData -> Flow -> System -> Node -> Address

Address — category => “ipv4-addr”

Incident name
““Reported by administrator””

Incident -> EventData -> Method -> Description

Observation point

EventData -> Description

Purpose of Incident
““reporting””

Incident — purpose => “reporting”

32




5. IODEF DB manager AP

IODEF DB manager AP IODEF
DB
AP 17
DB manager
IODEF message receiver
GUI
L

Wide area Search and extraction

incident DB

17 IODEF DB manager AP

AP 4
e |ODEF DB
[ ]
[ ]
. IODEF
5.1. IODEF DB

IODEF XML
5.1.1. IODEF
IODEF XML
XML DB

XML DBV

33



SMTP

Server Mailet API

18

James' Java Apache Mail Enterprise
DB

xindice XML DB
/db/iodef

IODEF xml file DB archiving
Email from monitoring points
IODEF Receiver/Archiver
Email Mailet API
IODEF xml file| —— |__James(Java apache mail enterprise server)
18 IODEF
5.1.2. IODEF DB
Mailet API E
IODEF XML XML DB
19
xindice XML DB
/db/iodef
IODEF xml file DB archiving
IODEF Receiver/Archiver
Mailet API
James(Java apache mail enterprise server)
db.properties
config.xml

» DRIVER: xmldb

« HOSTIP: DB James SMTP

« DBPORT: DB Mailet

« DATABASE: db DB

* COLLECTION: iodef
RDB

19 IODEF DB

34



XML DB Xindice

» DB
DB DB
< DRIVER
< HOSTIP
< DBPORT
<~ DATABASE
xindice XML ““Document”” Document ID Collection

Collection Collection
20 XML

xindice (Native XML Database) -

[ Document ]

IncidentID

incidentl

IncidentID

incident2

IncidentID

incident3

20 XML DB

IODEF Receiver/Archiver Mailet E IODEF XML
Document XML DB
iodef Collection ID IncidentID

35



5.2.

21 GUI
Search Conditions
Period Observation point Incident type
from DateTime Select point Select type

to DateTime Dropdown

Detection | Reported | Incident Source Incident Observation
Type address point
Time Time name
Publish
21
5.3.
e Period

e  Observation point

e Incident type

”AND”

5.3.1. Period

Ul

IODEF <Incident> -> <DetectionTime>



5.3.2. Observation point

Observation point  GUI

Observation point IODEF <Incident> -> <EventData> ->
<Description> class

5.3.3. Incident type

Incident type Ul

Incident type IODEF <Incident> -> <EvemtData> -> <Method> ->
<Classification> -> name

5.4. IODEF

IODEF

1.
2. Publish
3. IODEF

37



6. |ODEF analyzer AP

IODEF analyzer AP DB

2

DoS
2.
6.1. DoS
DoS
Source address DoS
DoS
22 TCP-Ack
Packet

Monitorl Packet ]7

HPiAck filter Event Data <— Packet

Key:
*Source address
eInter arrival time

[ Incident generation ]

Incident «—— Event Data

[ Incident analyzer ]

DoS ’J

22 DoS

6.1.1.

DB

38



Top N
2. typeof incident “Packet”
3. source address

(Degree of observation)

5 TopN
6.1.2.

3

AS

23

39



M_Pomts I
61.129.115.106 292|lem2 em3 em4 em8 em9 em11 / Number of retry 6
/ Degree of ovservation 6
222.80.100.73 | HESE c2 em3 em4 em8 em9 em11 / Number of retry 0
/ Degree of ovservation 6
222.33.96.115 55]em2 em3 em4 em8 em9 em11 / Number of retry 0
/ Degree of ovservation 6
21883153180 | c 2 em3 em4 em8 em9 em11 / Number of retry [ 759]
/ Degree of ovservation 6
62.221.254.194 101{em0 em3 em4 em5 em11 / Number of retry 0
/ Degree of ovservation 5
81.169.185.47 27]em3 em5 em9 em10 / Number of retry 0
/ Degree of ovservation 4
202.96.140.88 27]em2 em8 em9 em11 / Number of retry 0
/ Degree of ovservation 4
202.97.170.137 54|em0 em3 em10 em11 / Number of retry 3
/ Degree of ovservation 4
70.85.216.13 34]em2 em5 em8 em10 / Number of retry 0
/ Degree of ovservation 4
67.159.5.193 33]em3 em9 em10 em11 / Number of retry 0
/ Degree of ovservation 4
61.187.185.26 69/em0 em3 em10 em11 / Number of retry 0
/ Degree of ovservation 4
218.15.21.101 68]em8 em9 em10 em11 / Number of retry 0
/ Degree of ovservation 4
61.174.171.195 63]em8 em9 em10 em11 / Number of retry 73
/ Degree of ovservation 4
61.152.95.148 22|em8 em9 em10 em11 / Number of retry 0
/ Degree of ovservation 4
61.152.252.235 66/em0 em3 em10 em11 / Number of retry 48
/ Degree of ovservation 4
61.145.116.211 87]em0 em3 em10 em11 / Number of retry 87
/ Degree of ovservation 4
23 DoS
AS
AS Top N
1. IP
2. AS AS
Top N AS

A) InRGB, R=255, G and B = (150 / (N -1) ) (n-1)

B) N is selected max Top N value, n = ranking, n =< N

IP address
Country

Number of events

Number of observation point

40



24 Bar

Number of event / day Source 1

Source 2

Source 3

Day

24 DoS

6.2.

SNORT

25

41



Packet

Monitorl ]7

SNORT alert Event Data <— Alert

Key:
*Source address
eInter arrival time

[ Incident generation ]

Incident «<—— Event Data

[ Incident analyzer ]

25
6.2.1.
DB TCP-A

1.

Top N
2. typeof incident “Packet”
3. source address

(Degree of observation)

5 TopN
6.2.2.

3

42



AS

26

Points

em0 em2 em4 em5 em8 e

/ Degree of ovservation
/ Number of alert types

em0 em2 em4 em5 em8 e

/ Degree of ovservation
/ Number of alert types

em0 em2 em4 em5 em8 e

/ Degree of ovservation
/ Number of alert types

em0 em2 em4 em5 em8 e

/ Degree of ovservation
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26
AS
AS Top N
IP AS
2. AS AS
Top N AS

A) InRGB, R=255, G and B = (150 / (N -1) ) (n-1)

em0 em2 em4 em5 em8 e

/ Degree of ovservation
/ Number of alert types

N 00N 00N OO N OO N OO 0O |N) OO N OO INY OO N OO N 00N 0O

43



B) N is selected max Top N value, n = ranking, n =< N

IP address

Country

Number of events

Number of observation point

Number of event / day

Source 1
Source 2

Source 3

v

Day

27
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7. SNMP-IODEF gateway

SNMP-IODEF gateway
IODEF RID

IODEF-RID
SNMP
SNMP
SNMP-IODEF gateway

28
@@1 %}J IODEF
API
CERT2 ) SNMP-IODEF gateway AP
)
28 SNMP-IODEF gateway

7.1.
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7.1.1.
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IODEF RID XML SOAP
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Query

SOAP

SOAP message

SOAP header

29 SOAP

sidaMIB

IODEF

RID

7.1.2.

SOAP body

SOAP
SOAP

SNMP

RID message

A

IODEF message

IODEF,RID

PacketPrint
RID

IODEF

SNORT

sidaMIB alert
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IODEF-RID
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7.2.  TraceRequest

7.2.1. IODEF message generation

IODEF

Element instance
IncidentID

Prefix “csrit.cysols.com#PacketChaser-

Query ID

<iodef:IncidentlID Issuer="csrit.cysols.com">
csrit.cysols.com#PacketChaser-1

</iodef:IncidentID>

Description

Description

<iodef:Description>
Host involved in DOS attack

</iodef:Description>

ReportTime

ReportTime “sidaAlertTimeStamp”

Assessment

Assessment

<iodef:Assessment>
<iodef:Impact iodef:severity="high"
iodef:completion="failed"

iodef:impacttype="none"/>
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</iodef:Assessment>

Contact

Contact

<iodef:Contact iodef:contactrole="creator" iodef:contacttype="organization">
<iodef:name>csrit.cysols.com</iodef:name>
<iodef:Email>packetchaser@ipa</iodef:Email>

</iodef:Contact>

Entire example

<?xml version="1.0" encoding="UTF-8"?>

<iodef:IODEF-Document version="0.40"

xmlins:iodef="draft-ietf-inch-iodef-043.xsd">

<iodef:Incident iodef:restriction="need-to-know" iodef:purpose="traceback">
<iodef:IncidentID Issuer="csrit.cysols.com">
csrit.cysols.com#PacketChaser-1
</iodef:IncidentID>
<iodef:Description>Host involved in DOS attack</iodef:Description>
<iodef:Contact iodef:contactrole="creator" iodef:contacttype="organization">
<iodef:name>csrit.cysols.com</iodef:name>
<iodef:Email>packetchaser@ipa</iodef:Email>
</iodef:Contact>
<iodef:ReportTime>2004-02-02T23:20:24+00:00</iodef:ReportTime>
<iodef:Assessment>
<iodef:Impact iodef:severity="high"
iodef:completion="failed"
iodef:impacttype="none"/>
</iodef:Assessment>
</iodef:Incident>

</iodef:IODEF-Document>
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7.2.2. RID message generation

RID

Element instance

IPVersion

IPVersion

<iodef-rid:1PVersion>1Pv4</iodef-rid:1PVersion>

HexPacket

HexPacket Snort “sidaAlertPacketPrint”

NPPath

NPPath IODEF

Query NPPath

iodef:name  iodef:Email

iodef:Node iodef:Address iodef:Address
NPPath query

Query

Query

<iodef-rid:NPPath>

<iodef:name>Cyber Solutions Inc.</iodef:name>
<iodef:Node>
<iodef:Address
iodef:addrcat="ipv4-addr">172.17.1.2
</iodef:Address>
</iodef:Node>

<iodef:Email>packetchaser@ipa</iodef:Email>

</iodef-rid:NPPath>

<iodef-rid:NPPath>
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<iodef:name>WIDE</iodef:name>
<iodef:Node>
<iodef:Address
iodef:addrcat="ipv4-addr">192.154.3.1
</iodef:Address>
</iodef:Node>

<iodef:Email>packetchaser@wide</iodef:Email>

</iodef-rid:NPPath>

RIDPolicy

MsgType “TraceRequest”

MsgDestination “RIDSystem”

iodef:Node IP address
PolicyRegion “InterConsortium”

TrafficType “Attack”

incidentlD 7.2.1 IncidentlD

<iodef-rid:RIDPolicy iodef:.dtype="xml">

<iodef-rid:MsgType>TraceRequest</iodef-rid:MsgType>
<iodef-rid:MsgDestination>RIDSystem
</iodef-rid:MsgDestination>
<iodef:Node>
<iodef:Address iodef:addrcat="ipv4-addr">172.20.1.2
</iodef:Address>
</iodef:Node>
<iodef-rid:PolicyRegion>InterConsortium
</iodef-rid:PolicyRegion>
<iodef-rid: TrafficType>Attack</iodef-rid: TrafficType>
<iodef:IncidentID
Issuer="csrit.cysols.com">csrit.cysols.com#PacketChaser-1

</iodef:IncidentID>
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</iodef-rid:RIDPolicy>

Entire example

<?xml version="1.0" encoding="UTF-8"?>

<iodef-rid:RID iodef:dtype="xml"
xmlins:iodef-rid="draft-ietf-inch-iodef-rid-05.xsd"

xmlins:iodef="draft-ietf-inch-iodef-043.xsd">

<iodef-rid:IPPacket>
<iodef-rid:IPVersion>IPv4</iodef-rid:1PVersion>
<iodef-rid:HexPacket>450000522ad90000ff06c41fc0a801020
a010102976d0050103e020810d94a1350021000ad6700005468616
e6b20796f7520666f72206361726566756c6c792072656164696€6
72074686973205246432e0a </iodef-rid:HexPacket>
</iodef-rid:IPPacket>
<iodef-rid:NPPath>
<iodef:name>Cyber Solutions Inc.</iodef:name>
<iodef:Node>
<iodef:Address
iodef:addrcat="ipv4-addr">172.17.1.2
</iodef:Address>
</iodef:Node>
<iodef:Email>packetchaser@ipa</iodef:Email>
</iodef-rid:NPPath>
<iodef-rid:RIDPolicy iodef:.dtype="xml">
<iodef-rid:MsgType>TraceRequest</iodef-rid:MsgType>
<iodef-rid:MsgDestination>RIDSystem
</iodef-rid:MsgDestination>
<iodef:Node>
<iodef:Address iodef:addrcat="ipv4-addr">172.20.1.2
</iodef:Address>
</iodef:Node>
<iodef-rid:PolicyRegion>InterConsortium

</iodef-rid:PolicyRegion>
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<iodef-rid: TrafficType>Attack</iodef-rid: TrafficType>
<iodef:IncidentID
Issuer="csrit.cysols.com">csrit.cysols.com#PacketChaser-1
</iodef:IncidentlD>
</iodef-rid:RIDPolicy>
</iodef-rid:R1D>

7.2.3. Soap message generation

SOAP message SOAP envelop

<?xml version="1.0" encoding="UTF-8"?>

<SOAP:Envelope

xmlns:SOAP="http://schemas.xmlsoap.org/soap/envelope/">

HEADER
BODY

</SOAP:Envelope>

Soap header

SOAP header 7.2.2 RID XML instance

Soap body

SOAP body 7.2.1 IODEF XML instance 7.2.2 RID XML
instance
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7.3. TraceAuthorization

traceRequest Ack

RID IODEF

MsgType

MsgType class

<iodef-rid:MsgType>TraceAuthorization</iodef-rid:MsgType>

TraceStatus

TraceStatus RID message

<iodef-rid: TraceStatus>
<iodef-rid:AuthorizationStatus>
Approved
</iodef-rid:AuthorizationStatus>

</iodef-rid:TraceStatus>
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7.4. Result

traceRquest Approved
RID IODEF

7.4.1. Local tracking

Network Found/NotFound
192.168.0.0/24 Yes
192.168.1.0/24 No
192.168.2.0/24 No
7.4.2. Generate Result

RID XML

Template

Result TraceAuthorization

MsgType

MsgType class

<iodef-rid:MsgType>Result</iodef-rid:MsgType>

IncidentSource

7.4.1 , IncidentSource
RID

IncidentSource class 7.4.1

If the result is positive “Yes”, then

The value of SourceFound is true
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else

The value of SrouceFound is false

If SourceFound is true, then

The address information is listed by iodef:Node class under IncidetSource class

<iodef-rid:IncidentSource>
<iodef-rid:SourceFound>true</iodef-rid:SourceFound>
<iodef:Node>
<iodef:Address
iodef:addrcat="ipv4-net">192.168.0.0/24
</iodef:Address>
<iodef:NodeRole noderolecat="server-public”/>
</iodef:Node>
<iodef:Node>
<iodef:Address
iodef:addrcat="ipv4-addr">192.168.1.10
</iodef:Address>
<iodef:NodeRole noderolecat="server-internal”/>
</iodef:Node>

</iodef-rid:IncidentSource>

<iodef-rid:IncidentSource>
<iodef-rid:SourceFound>false</iodef-rid:SourceFound>
<iodef:Node>
<iodef:Address
iodef:addrcat="ipv4-net">192.168.1.0/24
</iodef:Address>
<iodef:NodeRole noderolecat="server-public”/>
</iodef:Node>
<iodef:Node>
<iodef:Address
iodef:addrcat="ipv4-addr">192.168.1.11
</iodef:Address>

<iodef:NodeRole noderolecat="server-internal”/>
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</iodef:Node>

</iodef-rid:IncidentSource>

<iodef-rid:IncidentSource>
<iodef-rid:SourceFound>false</iodef-rid:SourceFound>
<iodef:Node>
<iodef:Address
iodef:addrcat="ipv4-net">192.168.2.0/24
</iodef:Address>
<iodef:NodeRole noderolecat="server-public”/>
</iodef:Node>
<iodef:Node>
<iodef:Address
iodef:addrcat="ipv4-addr'>192.168.1.12
</iodef:Address>
<iodef:NodeRole noderolecat="server-internal”/>
</iodef:Node>

</iodef-rid:IncidentSource>
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7.5.

GUI

7.5.1. Global map

AS Ul
AS 31

AS

Wide area tracker

(CySaol)
Local packet chaser

(WIDE)

Local packet chaser

(Tohoku univ.)

31 AS

7.5.2. Detail map

IncidentSource 32

192.168.0.0

192.168.0.1

192.168.0.2

32
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8. Appendix

IODEF Schema

8.1. |IODEF Schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="draft-ietf-inch-iodef-043.xsd"
elementFormDefault="qualified"
attributeFormDefault="unqualified"
xmIns:iodef="draft-ietf-inch-iodef-043.xsd"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

<xs:import namespace="http://www.w3.0rg/2000/09/xmldsig#"

schemalocation="http://www.w3.0rg/TR/xmldsig-core/xmldsig-core-schema.xsd"/>

<I--

R s S S S o o S 2 S S S T e e e e e e 2

R S b e S S 2 S S S T o o e e e e e 2

*** Incident Object Description and Exchange Format XML Schema  ***
Fxx Version 04, August 2005 Fhx
Fokk draft-ietf-inch-iodef-04 Fkk

R s s L b S S S 2 S S S T o e e e e e 2

R s S L S e o S 2 S S S T 2 S e e e e 2

Element definitions ==
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<I--

== |ODEF-Document class ==

>
<xs:annotation>
<xs:documentation>Root Element IODEF-Document</xs:documentation>
</xs:annotation>
<xs:element name="IODEF-Document">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:Incident" maxOccurs="unbounded"/>
<xs:element ref="ds:Signature” minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="version" type="xs:string" fixed="0.40"/>
</xs:complexType>

</xs:element>

<I--

=== Incident class ===

>
<xs:element name="Incident">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:IncidentID"/>
<xs:element ref="iodef:AlternativelD" minOccurs="0"/>

<xs:element ref="iodef:RelatedActivity" minOccurs="0"/>

<xs:element ref="iodef:Description" minOccurs="0" maxOccurs="unbounded"/>

<xs:element ref="iodef:Contact" maxOccurs="unbounded"/>
<xs:element ref="iodef:ReportTime"/>

<xs:element ref="iodef:DetectTime" minOccurs="0"/>
<xs:element ref="iodef:StartTime" minOccurs="0"/>

<xs:element ref="iodef:EndTime" minOccurs="0"/>

<xs:element ref="iodef:Expectation” minOccurs="0" maxOccurs="unbounded"/>
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<xs:element ref="iodef:Method" minOccurs="0" maxOccurs="unbounded"/>

<xs:element ref="iodef:Assessment" maxOccurs="unbounded"/>

<xs:element ref="iodef:EventData" minOccurs="0" maxOccurs="unbounded"/>

<xs:element ref="iodef:History" minOccurs="0"/>

<xs:element ref="iodef:AdditionalData" minOccurs="0" maxOccurs="unbounded"/>

</xs:sequence>

<xs:attribute ref="iodef:restriction" default="private"/>

<xs:attribute ref="iodef:purpose" use="required"/>

</xs:complexType>
</xs:element>

<l--

== IncidentID class

>

<xs:element name="IncidentID" type="iodef:IncidentIDType"/>

<xs:complexType name="IncidentIDType" mixed="true">

<xs:attribute name="Issuer" type="xs:string" use="required"/>

<xs:attribute ref="iodef:restriction"/>

</xs:complexType>

<l--

== AlternativelD class

<xs.element name="AlternativelD">

<xs:complexType>

<Xs:.sequence>

<xs:element ref="iodef:IncidentID" maxOccurs="unbounded"/>

</xs:sequence>

<xs:attribute ref="iodef:restriction"/>

</xs:complexType>
</xs:element>

<l--

== RelatedActivity class
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-—>
<xs:element name="RelatedActivity">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:IncidentID" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="iodef:restriction"/>
</xs:complexType>
</xs:element>

<l--

=== AdditionalData class ===

-—>
<xs:element name="AdditionalData" type="iodef:AdditionalDataType"/>
<xs:complexType name="AdditionalDataType" mixed="true">
<xs:sequence>
<xs:any namespace="##any" processContents="lax" minOccurs="0"
maxOccurs="unbounded"/>
<!I-- (0,unbounded) elements from any (target and external) namespace -->
</xs:sequence>
<xs:attribute ref="iodef.dtype" use="required"/>
<xs:attribute name="meaning" type="xs:string"/>
</xs:complexType>

<l--

=== Contact class ===
=== - Name

=== - RegistryHandle

=== - PostalAddress

=== - Email

=== - Telephone

=== - Fax

=== - TimeZone

=== - Contact (recursive)
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-—>
<xs:element name="Contact">
<xs:complexType>
<xs:sequence>
<I-- <xs:element ref="iodef:Nameldentifier" minOccurs="0"/> -->
<xs:element ref="iodef:name" minOccurs="0"/>
<xs:element ref="iodef:Description" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:RegistryHandle" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:PostalAddress" minOccurs="0"/>
<xs:element ref="iodef:Email" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef: Telephone” minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:Fax" minOccurs="0"/>
<xs:element ref="iodef: TimeZone" minOccurs="0"/>
<xs:element ref="iodef:Contact" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="iodef.contactrole" use="required"/>
<xs:attribute ref="iodef.contacttype" use="required"/>
<xs:attribute ref="iodef:restriction"/>
</xs:complexType>
</xs:element>
<l--<xs:attribute ref="iodef:format"/> -->
<xs:element name="RegistryHandle">
<xs:complexType mixed="true">
<xs:attribute ref="iodef:registrytype" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="PostalAddress">
<xs:complexType mixed="true">
<xs:attribute name="lang" type="xs:language"/>
</xs:complexType>
</xs:element>
<xs:element name="Email" type="xs:string"/>
<xs:element name="Telephone" type="xs:string"/>
<xs:element name="Fax" type="xs:string"/>

<l--
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=== Time-based classes ===

-->
<xs:element name="DateTime" type="xs:dateTime"/>
<xs:element name="ReportTime" type="xs:dateTime"/>
<xs:element name="DetectTime" type="xs:dateTime"/>
<xs:element name="StartTime" type="xs:dateTime"/>
<xs:element name="EndTime" type="xs:dateTime"/>
<xs:element name="TimeZone" type="iodef: TimeZoneType"/>
<xs:simpleType name="TimeZoneType">
<xs:restriction base="xs:string">
<xs:pattern value="[+¥-][0-9][0-9][0-9][0-9]"/>
</xs:restriction>
</xs:simpleType>

<l--

=== History class ===

== - Historyltem

<xs:element name="History">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:Historyltem" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="iodef:restriction" default="default"/>
</xs:complexType>
</xs:element>
<xs:element name="Historyltem">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:DateTime"/>
<xs:element ref="iodef:IncidentID" minOccurs="0"/>
<xs:element ref="iodef:Description" maxOccurs="unbounded"/>

</xs:sequence>
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<xs:attribute ref="iodef:restriction"/>
<xs:attribute ref="iodef:historycat" default="other"/>
</xs:complexType>
</xs:element>

<l--

=== [Expectation class ===

-—>
<xs:element name="Expectation">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:Description" maxOccurs="unbounded"/>
<xs:element ref="iodef:Contact" minOccurs="0"/>
<xs:element ref="iodef:StartTime" minOccurs="0"/>
<xs:element ref="iodef:EndTime" minOccurs="0"/>
</xs:sequence>
<xs:attribute ref="iodef:restriction" default="default"/>
<xs:attribute ref="iodef:priority"/>
<xs:attribute ref="iodef.expectcat"/>
</xs:complexType>
</xs:element>

<l--

== Method class ===

=== - Classification

<xs:element name="Method">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:Classification" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:Description" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="iodef:restriction"/>

</xs:complexType>




</xs:element>
<xs:element name="Classification">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:name"/>
<xs:element ref="iodef:url" minOccurs="0"/>
</xs:sequence>
<xs:attribute ref="iodef.origin" use="required"/>
</xs:complexType>

</xs:element>

<I--
=== Assessment class ===
=== - Impact
=== - Timelmpact
=== - Monetarylmpact
=== - Confidence
-—>

<xs:element name="Assessment">
<xs:complexType>
<xs:.sequence>
<xs:element ref="iodef:Impact" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef: Timelmpact" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:Monetarylmpact" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element ref="iodef:Confidence" minOccurs="0"/>
</xs:sequence>
<xs:attribute ref="iodef:restriction"/>
</xs:complexType>
</xs:element>
<xs:element name="Impact">
<xs:complexType mixed="true">
<xs:attribute ref="iodef:severity"/>
<xs:attribute ref="iodef.completion"/>

<xs:attribute ref="iodef.impacttype" use="optional" default="unknown"/>
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<xs:attribute name="lang" type="xs:language"/>
</xs:complexType>
</xs:element>
<xs:element name="Timelmpact">
<xs:complexType mixed="true">
<xs:attribute ref="iodef:severity"/>
<xs:attribute name="unit" use="required">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="labor"/>
<xs:enumeration value="elapsed"/>
<xs:enumeration value="downtime"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="metric" use="required">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="days"/>
<xs:enumeration value="hours"/>
<xs:enumeration value="minutes"/>
<xs:enumeration value="seconds"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
</xs:complexType>
</xs:element>
<xs:element name="Monetarylmpact">
<xs:complexType mixed="true">
<xs:attribute ref="iodef:severity"/>
<xs:attribute name="currency" type="xs:string"/>
</xs:complexType>
</xs:element>
<xs:element name="Confidence">
<xs:complexType>

<xs:attribute ref="iodef:rating" use="required"/>
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</xs:complexType>
</xs:element>

<I--

=== EventData class ===

-—>
<xs:element name="EventData">
<xs:complexType>

<xs:sequence>
<xs:element ref="iodef:Description” minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:Contact" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:DetectTime" minOccurs="0"/>
<xs:element ref="iodef:StartTime" minOccurs="0"/>
<xs:element ref="iodef:EndTime" minOccurs="0"/>
<xs:element ref="iodef:Flow" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:System" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:Method" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:Assessment" minOccurs="0"/>
<xs:element ref="iodef:EventData" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:Record" minOccurs="0"/>
<xs:element ref="iodef:AdditionalData" minOccurs="0" maxOccurs="unbounded"/>

</xs:sequence>

<xs:attribute ref="iodef:restriction" default="default"/>

</xs:complexType>
</xs:element>

<I--

=== Flow class ===

>
<xs:element name="Flow">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:System" maxOccurs="unbounded"/>

</xs:sequence>

68




</xs:complexType>
</xs:element>

<I--

=== System class ===

-—>
<xs:element name="System">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:Node"/>
<xs:element ref="iodef:Service" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:OperatingSystem" minOccurs="0"/>
<xs:element ref="iodef:Counter" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="iodef:restriction"/>
<xs:attribute name="interface" type="xs:string"/>
<xs:attribute ref="iodef:systemcat"/>
<xs:attribute ref="iodef:spoofed" default="unknown"/>
</xs:complexType>

</xs:element>

<I--

=== Node class ===

>
<xs:element name="Node">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:DateTime" minOccurs="0"/>
<xs:element ref="iodef:name" minOccurs="0"/>
<xs:element ref="iodef:Address" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:Location" minOccurs="0"/>
<xs:element ref="iodef:NodeRole" minOccurs="0" maxOccurs="unbounded"/>

<xs:element ref="iodef:Counter" minOccurs="0" maxOccurs="unbounded"/>
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</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Address">
<xs:complexType mixed="true">
<xs:attribute ref="iodef:addrcat" use="required"/>
<xs:attribute name="vlan-name" type="xs:string"/>
<xs:attribute name="vlan-num" type="xs:string"/>
</xs:complexType>
</xs:element>
<xs:element name="Location" type="xs:string"/>
<xs:element name="NodeRole">
<xs:complexType mixed="true">
<xs:attribute ref="iodef:noderolecat" use="required"/>
<xs:attribute name="lang" type="xs:language"/>
</xs:complexType>
</xs:element>

<I--

=== Service Class ===

-—>
<xs:element name="Service">
<xs:complexType>
<xs:sequence>
<xs:choice>
<xs:element ref="iodef:port"/>
<xs:element ref="iodef:portlist"/>
</xs:choice>
<xs:element ref="iodef:Application” minOccurs="0"/>
</xs:sequence>
<l--  Added attributes by CySOI -->
<xs:attribute name="ip_version" type="xs:integer" use="required"/>
<xs:attribute name="ip_protocol" type="xs:integer" use="required"/>
</xs:complexType>

</xs:element>
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<xs:element name="port" type="xs:string"/>

<xs:element name="portlist" type="xs:string"/>

<I--

=== Application class ===

-—>
<xs:element name="Application">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:url" minOccurs="0"/>
<xs:element ref="iodef:name" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="appid" type="xs:string" default="0"/>
<xs:attribute name="configid" type="xs:string" default="0"/>
<xs:attribute name="vendor" type="xs:string"/>
<xs:attribute name="version" type="xs:string"/>
</xs:complexType>

</xs:element>

<I--

=== OQOperatingSystem class ===

-—>
<xs:element name="OperatingSystem">
<xs:complexType>
<xs:attribute name="vendor" type="xs:string"/>
<xs:attribute name="version" type="xs:string"/>
<xs:attribute name="patch" type="xs:string"/>
</xs:complexType>
</xs:element>

<I--

=== Counter class ===
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-—>
<xs:element name="Counter">
<xs:complexType>
<xs:attribute ref="iodef.countertype" default="other"/>
<xs:attribute name="meaning" type="xs:string" use="optional"/>
</xs:complexType>
</xs:element>

<l--

=== Record class ===

-—>
<xs:element name="Record">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:RecordData" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="iodef:restriction"/>
</xs:complexType>
</xs:element>
<xs:element name="RecordData">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:DateTime" minOccurs="0"/>
<xs:element ref="iodef:Description" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="iodef:Application" minOccurs="0"/>
<xs:element ref="iodef:Recordltem” maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="iodef:restriction"/>
</xs:complexType>
</xs:element>
<xs:element name="RecordSource" type="iodef:RecordSourceType"/>
<xs:complexType name="RecordSourceType" mixed="true">
<xs:attribute name="recsourcetype" type="xs:string" use="optional"/>

</xs:.complexType>
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<xs:element name="Pattern" type="xs:string"/>
<xs:element name="PatternLocation" type="iodef:PatternLocationType"/>
<xs:complexType name="PatternLocationType" mixed="true">
<xs:attribute name="recdtype" type="xs:string" use="optional"/>
</xs:complexType>
<I-- <xs:element name="Count" type="xs:integer"/> -->
<l--Element Analyzer of IODEF is re-used from IDMEF (4.2.4.1) -->
<xs:element name="Sensor">
<xs:complexType>
<xs:sequence>
<xs:element ref="iodef:Node" minOccurs="0"/>
<I-- removed in expectation of Analyser simplification -->
<I-- <xs:element ref="iodef:Process" minOccurs="0"/> -->
<xs:element ref="iodef:Process" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="analyzerid" type="xs:string" default="0"/>
<xs:attribute name="manufacturer" type="xs:string"/>
<xs:attribute name="model" type="xs:string"/>
<xs:attribute name="version" type="xs:string"/>
<xs:attribute name="class" type="xs:string"/>
<xs:attribute name="ostype" type="xs:string"/>
<xs:attribute name="osversion" type="xs:string"/>
</xs:complexType>
</xs:element>
<xs:element name="Process">
<xs:complexType>
<xs:.sequence>
<xs:element ref="iodef:name" minOccurs="0"/>
<xs:element name="arg" type="xs:string" minOccurs="0"/>
<xs:element name="env" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Recordltem" type="iodef:AdditionalDataType"/>

<I--
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=== Description class ===

=== (contains attribute "transform" to preserve non-UTF-8 text encoding)

<xs:element name="Description" type="iodef:MultilingTextType"/>
<xs:complexType name="MultilingTextType" mixed="true">
<xs:complexContent mixed="true">
<xs:extension base="iodef: TextAbstractType">
<xs:attribute ref="iodef:preserve"/>
<xs:attribute ref="iodef:transform"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<I-- <xs:element name="Text" type="iodef: TextAbstractType"/> -->
<xs:complexType name="TextAbstractType" mixed="true">
<xs:annotation>
<xs:documentation xml:lang="en">Textual description, may use local languages.
For particular use may be extended with optional attributes "preserve"={0,1} and
"transformation”
</xs:documentation>
</xs:annotation>
<xs:complexContent mixed="true">
<xs:restriction base="xs:anyType">
<xs:sequence>
<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="lang" type="xs:language"/>
</xs:restriction>
</xs:complexContent>
</xs:complexType>
<I--
| Values for the Description.preserve attributes
-—>
<xs:attribute name="preserve">

<xs:simpleType>
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<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="no"/>
<xs.enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="transform">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="none"/>
<xs:enumeration value="Base64"/>
<xs.enumeration value="QP"/>
<xs:enumeration value="stringprep"/>
<xs:enumeration value="zip"/>
<xs:enumeration value="URI"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>

<l--

=== Miscellaneous simple classes ===
=== -name
=== -url
<xs:element name="name" type="MultilingTextType"/>
<xs:element name="name" type="xs:string"/>
<xs:element name="name" type="NameidType"/>
<xs:complexType name="NameidType">
<xs:complexContent>
<xs:extension base="iodef:MultilingTextType"/>
</xs:complexContent>

</xs:complexType>

>
<xs:element name="name" type="iodef:MultilingTextType"/>

<xs:element name="number" type="xs:string"/>
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<xs:element name="url" type="xs:string"/>

<l--

=== Attribute list declarations.

>

<l--

| Attributes of the IODEF element. In general, the fixed value

| of this attribute will change each time a new version of

| the DTD is released.
-—>
<I--
| Values for the Address.category attribute.
-—>
<xs:attribute name="addrcat">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="asn"/>
<xs:enumeration value="atm"/>
<xs:enumeration value="e-mail"/>
<xs:enumeration value="mac"/>
<xs.enumeration value="ipv4-addr"/>

<xs:enumeration value="ipv4-net"/>

<xs:enumeration value="ipv4-net-mask"/>

<xs.enumeration value="ipv6-addr"/>

<xs:enumeration value="ipv6-net"/>

<xs:enumeration value="ipv6-net-mask"/>

</xs:restriction>
</xs:simpleType>
</xs:attribute>
<l--
| Values for the Impact.completion attribute.
-—>
<xs:attribute name="completion">
<xs:simpleType>

<xs:restriction base="xs:NMTOKEN">




<xs:enumeration value="failed"/>
<xs:enumeration value="succeeded"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the Contact.role attribute.
-—>
<xs:attribute name="contactrole">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="creator"/>
<xs:enumeration value="admin"/>
<xs:enumeration value="tech"/>
<xs.enumeration value="irt"/>
<xs:enumeration value="cc"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<l--
| Values for the Contact.type attribute.
-—>
<xs:attribute name="contacttype">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="person"/>
<xs.enumeration value="organization"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the Counter.type attribute.
-—>
<xs:attribute name="countertype">
<xs:simpleType>

<xs:restriction base="xs:NMTOKEN">
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<xs:enumeration value="packet"/>
<xs:enumeration value="session"/>
<xs:enumeration value="event"/>
<xs:enumeration value="other"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the Recorditem.type attribute
-—>
<xs:attribute name="dtype">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="boolean"/>
<xs:enumeration value="byte"/>
<xs:enumeration value="character"/>
<xs:enumeration value="date-time"/>
<xs:enumeration value="integer"/>
<xs:enumeration value="ntpstamp"/>
<xs:enumeration value="portlist"/>
<xs:enumeration value="real"/>
<xs:enumeration value="string"/>
<xs:enumeration value="file"/>
<xs:enumeration value="path"/>
<xs:enumeration value="frame"/>
<xs:enumeration value="packet"/>
<xs.enumeration value="ipv4-packet"/>
<xs:enumeration value="ipv6-packet"/>
<xs:enumeration value="url"/>
<xs:enumeration value="xml"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<l--
| Values for the Expectation.expectcat attributes

>
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<xs:attribute name="expectcat">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="nothing"/>
<xs:enumeration value="contact-site"/>
<xs:enumeration value="contact-me"/>
<xs:enumeration value="block"/>
<xs:enumeration value="investigate"/>
<xs:enumeration value="other"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the File.category attribute.
-—>
<xs:attribute name="filecat">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="current"/>
<xs:enumeration value="original"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<l--
| Values for the Nameldentifier.format attribute.
-—>
<xs:attribute name="format">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs.enumeration value="emailAddress"/>
<xs:enumeration value="x509NameQualifier"/>
<xs:enumeration value="urn"/>
<xs:enumeration value="local"/>
<xs:.enumeration value="other"/>
</xs:restriction>

</xs:simpleType>




</xs:attribute>
<I--
| Values for the History.type attribute.
-—>
<xs:attribute name="historycat">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="triaged"/>
<xs:enumeration value="notification"/>
<xs:enumeration value="shared-info"/>
<xs.enumeration value="received-info"/>
<xs:enumeration value="remediation"/>
<xs:enumeration value="other"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the Impact.type attribute.
-—>
<xs:attribute name="impacttype">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="none"/>
<xs:enumeration value="admin"/>
<xs:enumeration value="dos"/>
<xs:enumeration value="file"/>
<xs:enumeration value="recon"/>
<xs:enumeration value="user"/>
<xs:enumeration value="unknown"/>
<xs:enumeration value="other"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the NodeRole.category attribute.

>
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<xs:attribute name="noderolecat">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">

<xs.enumeration value="client"/>

<xs.enumeration value="server-internal"/>

<xs:enumeration value="server-public"/>
<xs:enumeration value="www"/>
<xs:enumeration value="mail"/>
<xs:enumeration value="messaging"/>
<xs:enumeration value="streaming"/>
<xs:enumeration value="voice"/>
<xs:enumeration value="file"/>
<xs:enumeration value="ftp"/>
<xs:enumeration value="p2p"/>
<xs:enumeration value="name"/>
<xs:.enumeration value="directory"/>
<xs:enumeration value="credential"/>
<xs:enumeration value="print"/>
<xs:enumeration value="application"/>
<xs:enumeration value="database"/>
<xs:enumeration value="infra"/>
<xs:enumeration value="log"/>
<xs.enumeration value="other"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<l--

| Values for the Classification.origin attribute.

-—>

<xs:attribute name="origin">

<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">

<xs.enumeration value="bugtraqid"/>
<xs:enumeration value="cve"/>
<xs.enumeration value="certcc"/>

<xs:enumeration value="vendor"/>
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<xs:enumeration value="local"/>
<xs:enumeration value="other"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the Expectation.priority attributes
-—>
<xs:attribute name="priority">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="low"/>
<xs:enumeration value="medium"/>
<xs:enumeration value="high"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Defines purpose of the Incident
-—>
<xs:attribute name="purpose">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="traceback"/>
<xs:enumeration value="mitigation"/>
<xs:enumeration value="reporting"/>
<xs:enumeration value="other"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the Confidence.rating attribute.
-->
<xs:attribute name="rating">
<xs:simpleType>

<xs:restriction base="xs:NMTOKEN">
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<xs:enumeration value="low"/>
<xs:enumeration value="medium"/>
<xs:enumeration value="high"/>
<xs:enumeration value="numeric"/>
<xs:enumeration value="unknown"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<l--
| Values for the RegistryHandle.type attribute.
-—>
<xs:attribute name="registrytype">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="internic"/>
<xs:enumeration value="apnic"/>
<xs:enumeration value="arin"/>
<xs:enumeration value="lacnic"/>
<xs:enumeration value="ripencc"/>
<xs:enumeration value="ti"/>
<xs:enumeration value="local"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Defines restriction on access to an element's content
-->
<xs:attribute name="restriction">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="default"/>
<xs:enumeration value="public"/>
<xs:enumeration value="need-to-know"/>
<xs:enumeration value="private"/>
</xs:restriction>

</xs:simpleType>




</xs:attribute>
<I--
| Values for the Impact.severity attribute.
-->
<xs:attribute name="severity">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="low"/>
<xs:enumeration value="medium"/>
<xs:enumeration value="high"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the System.spoofed attributes
-—>
<xs:attribute name="spoofed">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="unknown"/>
<xs.enumeration value="yes"/>
<xs:enumeration value="no"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<I--
| Values for the System.category attribute
-—>
<xs:attribute name="systemcat">
<xs:simpleType>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="source"/>

<xs:enumeration value="target"/>

<xs.enumeration value="intermediate"/>

</xs:restriction>

</xs:simpleType>
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</xs:attribute>

<I--

Full Copyright Statement

Copyright (C) The Internet Society (2002). All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain it
or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

kind, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
Internet organizations, except as needed for the purpose of
developing Internet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or as required to translate it into languages other than

English.

The limited permissions granted above are perpetual and will not be

revoked by the Internet Society or its successors or assigns.

This document and the information contained herein is provided on an

"AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING
TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF

MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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>
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Internet Society.
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</xs:schema>

8.2. RID Schema

<?xml version="1.0" encoding="UTF-8"?>
<I-- edited with XMLSPY v2004 rel. 3 U (http://www.xmlspy.com) by
Kathleen M Moriarty (MIT Lincoln Laboratory) -->

<xs:schema xmins:iodef-rid="draft-ietf-inch-iodef-rid-05.xsd"
xmlns:iodef="draft-ietf-inch-iodef-043.xsd"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ns1="draft-ietf-inch-iodef-rid-05.xsd"
targetNamespace="draft-ietf-inch-iodef-rid-05.xsd"
elementFormDefault="qualified" attributeFormDefault="unqualified">

<xs:import namespace="draft-ietf-inch-iodef-043.xsd"
schemalLocation="http://www.cysol.co.jp/~kohei/draft-ietf-inch-iodef-044-5.xsd"/>

<xs:import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalocation=

"http://www.w3.0org/TR/xmldsig-core/xmldsig-core-schema.xsd"/>

< I o L R R R R R R R R R A R o R S A R R R e R R R R R R R R R R

kkkhhkkhkhkkhhkhkhhkkhhkhkkhhkhhkhkkhhkhkkihkhhkhkihkhkhhkhhhkhhkhkhhkkhhkhkhhkhkhhkihkhkhhkkhhhhhkhhhkihkhiikik

*** Incident Object Description and Exchange Format XML Schema falaled

Fkx Version 02,  April 2005 Fh*
AAKAAKA A A AR A AA KRR AR AR AR R A AR AR AR A AAR A AARAAAARAAARAAA A A AR A AR AR AA A hhhhhiiih
***  Real-time Inter-network Defense - RID XML Schema Frk
il Namespace - iodef-rid, July 2005 faleie
il The namespace is defined to support transport of IODEF il
falaled documents for exchanging incident information faladed
AAKAA KA A AAKRAAA AR AR AR AR R A AR AR AR A AAA A AARAAAARAAARAAA A A AL A AR AR AA A A hhhhhiih
-->

<I--RID acts as an envelope for IODEF documents to support the exchange

of messages-->
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<xs:annotation>
<xs:documentation>XML Schema wrapper for IODEF</xs:documentation>
</xs:annotation>
<xs:element name="RID" type="iodef-rid:RIDType"/>
<xs:complexType name="RIDType">
<xs:sequence>
<xs:element ref="iodef-rid:IPPacket" minOccurs="0"/>
<xs:element ref="iodef-rid:NPPath" maxOccurs="unbounded"/>
<xs:element ref="iodef-rid:TraceStatus" minOccurs="0"/>
<xs:element ref="iodef-rid:IncidentSource" minOccurs="0"/>
<xs:element ref="iodef-rid:RIDPolicy"/>
</xs:sequence>
<xs:attribute ref="iodef.dtype" use="required"/>
<xs:attribute name="meaning" type="xs:string"/>
</xs:complexType>
<!--The IP Packet to be traced with RID-->
<xs:element name="IPPacket" type="iodef-rid:IPPacketType"/>
<xs:complexType name="I1PPacketType">
<xs:sequence>
<xs:element name="IPVersion" type="xs:string" default="1Pv4"/>
<xs:element name="HexPacket" type="xs:hexBinary"/>
<xs:element ref="iodef-rid:IPPacket"
minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="iodef:restriction" default="default"/>
</xs:complexType>
<xs:element name="I1PVersion"/>

<xs.element name="HexPacket"/>

<!--Path of the RID trace includes information on each NP
involved in the upstream trace-->
<xs:element name="NPPath" type="iodef-rid:NPPathType"/>
<xs:complexType name="NPPathType">
<xs:sequence>
<xs:element ref="iodef:name" minOccurs="0"/>

<xs:element ref="iodef:RegistryHandle" minOccurs="0"
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maxOccurs="unbounded"/>
<xs:element ref="iodef:Node"/>
<xs:element ref="iodef:Email” minOccurs="0"
maxOccurs="unbounded"/>
<xs:element ref="iodef:Telephone" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element ref="iodef:Fax" minOccurs="0"/>
<xs:element ref="iodef:TimeZone" minOccurs="0"/>
<xs:element ref="iodef-rid:NPPath" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="restriction" type="xs:NMTOKEN"/>
<I-- Edited by CySol
<xs:attribute name="NPPath" type="xs:NMTOKEN" use="required"/>
>
</xs:complexType>
<xs:element name="TimeZone"/>
<!--Used in Trace Authorization Message for RID-->
<xs:element name="TraceStatus" type="iodef-rid: TraceStatusType"/>
<xs:.complexType name="TraceStatusType">
<xs:sequence>
<xs:element name="AuthorizationStatus" default="Approved">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:whiteSpace value="collapse"/>
<xs:enumeration value="Approved"/>
<xs:enumeration value="Denied"/>
<xs:enumeration value="Pending"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
<xs:attribute name="restriction" type="xs:NMTOKEN"/>
</xs:complexType>
<xs:element name="AuthorizationStatus" type="xs:decimal"/>
<I--Values for the NPPath.type attribute-->
<xs:attribute name="NPPath" type="xs:NMTOKEN"/>
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<xs:attribute name="vlan-name" type="xs:string"/>
<xs:attribute name="vlan-num" type="xs:string"/>
<I--Incident Source Information for Result Message-->
<xs:element name="IncidentSource" type="iodef-rid:IncidentSourceType"/>
<xs:complexType name="IncidentSourceType">
<xs:sequence>
<xs:element ref="iodef-rid:SourceFound"/>
<xs:element ref="iodef:Node" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:element name="SourceFound" type="xs:boolean"/>

<I--

<xs:annotation>
<xs:documentation>RID Policy used in SOAP header for transport of
messages</xs:documentation>
</xs:annotation>
<!-- RidPolicy information with setting information listed in RID
documentation -->
<xs:element name="RIDPolicy" type="iodef-rid:RIDPolicyType"/>
<xs:complexType name="RIDPolicyType">
<xs:sequence>
<xs:element ref="iodef-rid:MsgType"/>
<xs:element ref="iodef-rid:MsgDestination"/>
<xs:element ref="iodef:Node"/>
<xs:element ref="iodef-rid:PolicyRegion" maxOccurs="unbounded"/>
<xs:element ref="iodef-rid: TrafficType" maxOccurs="unbounded"/>
<xs:element ref="iodef:IncidentID"/>
</xs:sequence>
<xs:attribute ref="iodef.dtype" use="required"/>
</xs:complexType>
<xs:element name="MsgType" default="Report">

<xs:simpleType>
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<xs:.restriction base="xs:string">
<xs:whiteSpace value="collapse"/>
<xs.enumeration value="TraceRequest"/>
<xs.enumeration value="TraceAuthorization"/>
<xs:enumeration value="Result"/>
<xs:enumeration value="Investigation"/>
<xs:enumeration value="Report"/>
<xs:enumeration value="IncidentQuery"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="MsgDestination" default="RIDSystem">
<xs:simpleType>
<xs:.restriction base="xs:string">
<xs:whiteSpace value="collapse"/>
<xs:enumeration value="RIDSystem"/>
<xs:enumeration value="SourceOflncident"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="PolicyRegion">
<xs:simpleType>
<xs:.restriction base="xs:string">
<xs:whiteSpace value="collapse"/>
<xs:enumeration value="ClientToNP"/>
<xs:enumeration value="NPToClient"/>
<xs:enumeration value="InterConsortium"/>
<xs:enumeration value="PeerToPeer"/>
<xs:enumeration value="BetweenConsortiums"/>
<xs:enumeration value="AcrossNationalBoundaries"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="TrafficType" default="Attack">
<xs:simpleType>

<xs:.restriction base="xs:string">
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<xs:whiteSpace value="collapse"/>
<xs:enumeration value="Attack"/>
<xs:enumeration value="Network"/>
<xs:enumeration value="Content"/>
<xs:enumeration value="OfficialBusiness"/>
<xs:enumeration value="Other"/>

</xs:restriction>

</xs:simpleType>
</xs:element>

</xs:schema>
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