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<role-name>employee</role-name>
</security-role>
<security-role>
<description>
J2EE

</description>
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<role-name>administrator</role-name>
</security-role>

</assembly-description>

<security-role>
<role-name>
<description> Bean

<description>
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J2EE
4.1.8.
® 3.J2EE
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Rich Grenn
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J2EE ,Martin Bond ,
J2EE
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4.1.6.
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Web J2EE
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EJB JSP
Web
EJB
Web
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Web 6.3. EJB
4.2.2.
Bean supervisor EJB
J2EE
J2EE
manager ID
Bean <security-role-ref>
<role-link> EJB supervisor
manager
<role-link>
<security-role-ref> EJB supervisor J2EE
manager <role-link>
J2EE manager

<assembly-descriptor> <security-role> <role-name>

<enterprise-beans>

<entity>

<ejb-name>AddressEJB</ejb-name>
<ejb-class>com.j2eebootcamp.ejbbook.AddressBean</ejb-class>

<security-role-ref>
<description>

</description>

<role-name>supervisor</role-name>
<role-link>manager</role-link>

</security-role-ref>

</entity>
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<assembly-descriptor>
<security-role>
<description>

</description>
<role-name>manager</role-name>
</security-role>
<security-role>
<decription> </description>
<role-name>student</role-name>
</security-role>

</assembly-descriptor>

</enterprise-beans>

4.2.3.

Bean

<security-role-ref>

<role-link>
EJB
<security-identiy> <method-permission>

EJB

EJB

4.2.4.

EJB

<security-role-ref>
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<ejb-jar>
<display-name>BankJAR</display-name>

<security-role-ref>
<description> ( )</description>
<role-name>bankCustomer</role-name>
<role-link>bankCustomer</role-link>
</security-role-ref>
<security-identity>
<description></description>
<use-caller-identity></use-caller-identity>
</security-identity>

</enterprise-beans>
<assembly-descriptor>
<security-role>
<description> ( )</description>
<role-name>bankCustomer</role-name>
</security-role>

</ejb-jar>
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EJB

isUserInRole("bankCustomer") isUserInRole("cust™)
TRUE
bankCustomer
cust
cust
4.2.8.
Bean <security-role-ref> <role-name>

4.2.9.
® 5.10. Web
® 6.3.EJB
® 10.J2EE
4.2.10.
® J2EE , ,
® EJB , Pranvin V. Tulachan ,
° J2EE ,Martin Bond ,
® Java2 Platform, Enterprise Edition ,

Rich Grenn
(] EJB, Rahim Adatia ,

Java ) )

Javaz ,
® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
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ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
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® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

4.3. J2EE
J2EE J2EE
4.3.1. J2EE
EJB
EJB2.0 J2EE
J2EE
SDK EAR(Enerprise Application Resource) XML
sun-j2ee-ri.xml deploytool
EJB J2EE
EJB JAR
J2EE
J2EE
J2EE
J2EE
J2EE
SDK
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X.509 Web
J2EE SDK  deploytool
10.J2EE
4.3.2. J2EE
Account Bean Bean Sally
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J2EE SDK  deploytool J2EE
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deploytool 10. J2EE
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J2EE

<application>
<display-name>AccountBean</display-name>
<description> </description>
<module>
<web>
<web-uri>war-ic.war</web-uri>
<context-root></context-root>
</web>
</module>
<security-role>
<role-name>Teller</role-name>
</security-role>
<security-role>
<role-name>Manager</role-name>
</security-role>
</application>

4.3.3.
EJB
EJB2.0
4.3.4.
® 3.1.J2EE
® 10.J2EE
4.3.5.
® J2EE , ,
) J2EE ,Martin Bond ,
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J2EE ,Martin Bond ,
Java2 Platform, Enterprise Edition ,
Rich Grenn
EJB , Pranvin V. Tulachan

J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
J2EE

http://jp.sun.com/products/software/tools/jde/documentation/j2eeapps_ja.pdf

Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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5. Web

Web

5.1. Web

Web

5.1.1. Web

J2EE

Web

Web

Web

Web

JSP
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51.2.

J2EE  Web EJB

51.3.

® 6.EJB
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5.1.4.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

o J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

® J2EE
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® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
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® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.2. Web

Web Web HTML
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5.2.1.

Web
HTTP

5.2.2. Web

EJB

Web

Web

5.2.3.

Web

5.2.4.

® 6.EJB
e 7.

Web
J2EE
Web
Web
Web
Web
Web

URL

5.3. Web

Web
EJB

Web
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5.2.5.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

o J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee_tutorial/j2ee-1
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® Sun ONE Application Server 7 Web
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5.3. Web

Web

5.3.1. Web

Web Web
J2EE SDK  deploytool

1. Web WAR

- 34 - Copyright © 2003 IPA, All Rights Reserved.


ftp://docs-pdf.sun.com/816-6482/816-6482.pdf
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

B 70— B Y -l AecountBean
Frib KK YD ~LFH

(=]

@

ces msea

am| ¢l@lE ¢ B

eOz71I
e OrIFur—aw
@ ¢ AccountBean
?
@ index
By
localhost

274 N7 FY) ir— % 3 t.AccountBean.AccountWaR.

TG TR RN TGS e

WAR 7 7 L
|war—ic.war ‘

WAR & =4:
[Accountaar

CAWTRIR

© T3 WEB-INF
D index.jsp

THE)...

[ 2. || samt., ||

FAa .

- 35 - Copyright © 2003 IPA, All Rights Reserved.




- 36 - Copyright © 2003 IPA, All Rights Reserved.



4, Web
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URL HTTP
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Web
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Web
Web
<auth-constraint>

<web-resource-collection>

<security-constraint>
Web
Web

<web-app>

<display-name>AccountWAR</display-name>

<servlet>
<servlet-name>index</servlet-name>
<display-name>index</display-name>
<jsp-file>/index.jsp</jsp-file>

</servlet>

<security-constraint>
<web-resource-collection>

<web-resource-name>WRCollection</web-resource-name>

<url-pattern>/index.*</url-pattern>
<http-method>POST</http-method>
<http-method>GET</http-method>
</web-resource-collection>
<auth-constraint>
<role-name>Teller</role-name>
<role-name>Manager</role-name>
</auth-constraint>
</security-constraint>
<security-role>
<role-name>Manager</role-name>
</security-role>
<security-role>
<role-name>Teller</role-name>
</security-role>

</web-app>
5.3.2.
Web
5.3.3.
® 6.1.1.EJB
® 6.23.
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5.3.4.

® J2EE )

® Java2 Platform, Enterprise Edition ,

Rich Grenn
() J2EE
® EJB
® J2EE

,Martin Bond ,

, Pranvin V. Tulachan ,

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1

3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.4. Web

Web

5.4.1.

Web

J2EE

J2EE

Web

Web

Web Web
Web
login-config HTTP
Web
Web
Web
Web Web
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ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

Web

® HTTP
°
°
Web login-config
Web
J2EE Web HTTP
<web-app>

<login-config>
<auth-method>BASIC</auth-method>
<realm-name>sample<./realm-name>
</login-config>
</web-app>

J2EE Web

<web-app>
<login-config>
<auth-method>FORM</auth-method>
<form-login-config>
<form-login-page>login.jsp</form-login-page>
<form-error-page>error.jsp</form-error-page>
</form-login-config>
</login-config>
</web-app>

J2EE Web
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<web-app>
<login-config>
<auth-method>CLIENT-CERT</auth-method>
</login-config>
</web-app>

5.5. HTTP 5.6. 5.7.

54.2.

Web Web
J2EE

54.3.

® L5 HTTP
® 56
® 57

5.4.4.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

o J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
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ftp://docs-pdf.sun.com/816-6482/816-6482.pdf
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

55. HTTP

HTTP

5.5.1. HTTP

HTTP Web Web

Web

HTTP

5.5.2. HTTP
HTTP
base64 Web

base64

SSL HTTP

5.5.3. HTTP

HTTP Web
(O Web
oS
Web (O]
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ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.5.4.

HTTP
5.5.5.
® 541 Web
® 56.1.
e 571
5.5.6.
® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Enterprise JavaBeans Specification, Version2.0
ftp://ftp.java.sun.com/pub/ejb/947q9tbb/ejb-2 0-fr2-spec.pdf

° Sun™ONE Application
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® J2EE ) ,

® Java2 Platform, Enterprise Edition ,

Rich Grenn

5.6.

HTTP

5.6.1.

HTTP
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Web oS

5.6.2.

HTTP

uuencode base64

SSL(Secure Socket Layer)

5.6.3.

5.6.4.

® 541 Web
® G551 HTTP
e 571

5.6.5.

® J2EE )
® Java2 Platform, Enterprise Edition
Rich Grenn
J2EE ,Martin Bond ,
® EJB , Pranvin V. Tulachan
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® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1

3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.7.

5.7.1.

X.509

SSL

5.7.2. HTTPS

HTTPS

HTTPS(HTTP over SSL)

HTTPS(HTTP over SSL)
X.509

Web

SSL(Secure Sockets Layer)
TCP/IP

(Certification Authority:CA)
ID X.509
Web X.509
X.509
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ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.7.3. X.509

X.509

Infrastructure:

PKI)

X.509

(Certification Authority:CA)

X.509

5.7.4.

5.7.5.

5.7.6.

® 541

® G551 HTTP

® 56.1.

5.7.7.

® J2EE

® Java2 Platform, Enterprise Edition

Rich Grenn

X.509

(Public Key
X.509
X.509
(Registration Authority)
X.509
X.509
5.8.4.SSL HTTP
X.509
Web
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EJB
PKI
J2EE

J2EE

,Martin Bond ,
, Pranvin V. Tulachan

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1

3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.8. SSL

5.8.1. SSL

HTTP

5.8.2. SSL

SSL

HTTP
HTTP

SsL
HTTP

HTTP
5.7.4. X.509
X.509
SsL HTTP
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ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.8.3. SSL

SSL HTTP
SSL
SSL
SSL
5.8.4. SSL HTTP
SSL HTTP SSL

transport-guarantee
SSL HTTP

<web-app>
<security-constraint>

<user-data-constraint>
<transport-gurantee>CONFIDENTIAL</tranport-gurantee>
</user-data-constratin>

</security-constraint>

</web-app>

SSL

5.8,5. SSL HTTP

SSL HTTP J2EE SDK  deploytool
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1. Web

orwerterfpp

274 P 8EE YT ~nFH

Web

&

=l@s/Eeasa

ajo] ¢|o/4 ¢ B

e O771 I
¢ OTIUT-vay
@ < ConverterApp
Lo ConverterWAR
& (3 ConverterJAR
@] converterclient
@ Ey-
localhost

2 7 W7 F ) ir— % 3 2 ConverterApp.Converter AR,

WAR 2 r 1 N

‘ Wl CWAr

WAR & x4:

[comwertenwar
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@ [T WEB-INF
[ index jsp
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CONFIDENTIAL
8B 7 -3 By =) Converterfipp (EELEH) (O] x|
274 IE 8%E YD) ~FH
2 E 7
LEeen Beee s[D 209 ¢ B
PEOTr I 7 74 .7 F 1 ir— % 3 > ConverterApp.Converter"AR
o OATIUr—van [ [ [
@ < ConverterApp T g | awsxaer |
[0 ConverterWaR
& & ConverterJAR

ConverterClisnt
o @a—i

localhost

c¥a Y T4

SecurityConstraint

“Web Jy—X 3L n

I EI—D4Ea T4
| CONFIDENTIAL

=]

ABhiO—n

R

HTTP

<web-app>

transport-guarantee SSL

<security-constraint>

</security-constraint>
</web-app>

SSL

<user-data-constraint>

<transport-gurantee>CONFIDENTIAL</tranport-gurantee>
</user-data-constratin>

5.8.6.

SSL HTTP

SSL HTTP
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5.8.7.

® 522

® 531 Web

® 541 Web

® 551 HTTP

® 56.1.

e 571

5.8.8.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

o J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

® J2EE
http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee_tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web

ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.9. J2EE SDK

deploytool

J2EE SDK

5.9.1. J2EE SDK

J2EE SDK

deploytool

GUI

deploytool

5.9.2. J2EE SDK

Web

274D 8B%E W

deploytool

WAR

Web

GUI

Web

XML

Web

Web

Web

deploytool

GUI

WAR Web

=10l x|

eEees meaa =0 ¢0lE ¢ E

P77
e OTIUT—van
@ < Convertertpp
& &) ConvererniaR

@ (& ConverterAR WAR 2 »-f L4
& ConverterClient | war-ic war |
@ =i _
localhost WAR Frh:
|Cnnvene|‘WAF!

FANTRU

© ] WEB-INF

D indexjsp

R HE)...
O 2. || S || P4av. |
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B 75— 2 BRRY—1): Converter App =10l
.?r{»f) f#E Yl «ld(ﬁ) —
E = EeEa <0 [¢RE ¢ @

PEOTr I 7 74 .7 F 1 ir— % 3 > ConverterApp.Converter"AR
e AFFIT-a |7‘ Uy AREEE | Uu—ASE |

- ConverterApp

© (@ ConverterAR

& 3 ConverterlAR Rt it 2251
ConverterClient L V‘ ‘ BEE... |
o @Bg—
localhost EXa ) T4
SecurityConstraint [ ‘ 00

FARND)...
‘Web Uu—ZaLd it

Fo R )T B

RCollection (T [none -
"W‘ AB/hEo—n

administrator
[ indexjsp lGET

[vi POST

RHE)... R%(E)..

-
O R—
ndex.jsp -
I —ri—h
login_failed.jsp -

T #H0) WE LIC) ~WF(H)..
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Default

X
-
-
I5——%
-
THO) WA LC) ~ L Fi(H)...
5.9.3.
J2EE SDK GUI deploytool Web
5.94.
® 522Web
® 53.1.Web
® 541 Web
® 551 HTTP
® 56.1.
e 57.1.
5.9.5.
® J2EE , ,
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® Java2 Platform, Enterprise Edition ,

Rich Grenn
o J2EE ,Martin Bond ,
® EJB , Pranvin V. Tulachan
® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
® Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.10. Web
Web
Web
5.10.1. Web
Web

Web
Web

Alice
Bob
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ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.10.2. API

Web
HttpServietRequest

® public String HttpServletRequest.getRemoteUser()

HTTP
null
CGl REMOTE_USER
® public boolean HttpServiletRequest.IsUserInRole(String role)
true false

® public java.security.Principal HttpServletRequest.getUserPrincipal()

jJava.security.Principal

null
Pirncipal
X.509
® public String HttpServletRequest.getAuthType()
BASIC,SSL SSL, null
getRemoteUser
isUserInRole GetUserPrincipal
java.security.Principal
API Servlet
API Servlet
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Web

Web

5.10.3.
J2EE J2EE
Web
5.10.4.
Administrator Administrator

public void onlyAdministrators(){
out.printin(“onlyAdmnistrators was called by: “ + request.getUserPrincipal());

if (request.isUserInRole(“*Administrator™)) {
out.printlne(“Only admins are allowed in this method.”);
I
}else {
out.printlne(“User: “ + request.getUserPrincipal() + “ was not in the
Administrator role.”);
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5.10.5.

5.10.6.
® 42.6.
® 6.1.3.
5.10.7.
® J2EE , ,
® Java2 Platform, Enterprise Edition ,
Rich Grenn
) J2EE ,Martin Bond ,
® EJB , Pranvin V. Tulachan ,
) EJB, Rahim Adatia ,
) Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
® Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

5.11. Web

Web
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Web

5.11.1. Web
Web
Web

Web
5.11.2. Web

ANYONE ANYONE

ANYONE Web
5.11.3.
Web

5.11.4.
® 6.4. EJB
5.11.5.

J2EE , ,

Java2 Platform, Enterprise Edition ,

Rich Grenn
() J2EE ,Martin Bond ,
® EJIB , Pranvin V. Tulachan
) EJB, Rahim Adatia ,
() Java J2EE

Subrahmanyam Allamaraju
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J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

6. EJB

EJB

6.1. EJB

EJB

Web EJB

6.1.1. EJB

EJB

J2EE

EJB

EJB

6.1.2.

J2EE
EJB
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EJB
EJB

EJB

6.1.3.

EJB

Bean

6.1.4.

- 64 -

EJB Web

Bean
EJB
Web
6.5.1.Web
EJB
EJB
EJBContext
EJB
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6.1.5.

® 5 Web

e 7.

6.1.6.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

o J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

o EJB, Rahim Adatia ,

° Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
® Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

6.2. EJB

J2EE SDK deploytol EJB

6.2.1. EJB

EJB
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EJB

<method-permission>

<role-name>

<method-permission>

6.2.2.

<method-permission>

® Bean

*)

<method>
<ejb-name>ScheduleEJB</ejb-name>
<method-name>*</method-name>
</method>

<method>
<ejb-name>StudentName</ejb-name>
<method-name>getScheduleList</method-name>
</method>

<method>
<ejb-name>StudentName</ejb-name>
<method-name>getScheduleList</method-name>
<method-params>
<method-param>String</method-pram>
</method-params>
</method>
<method>
<ejb-name>StudentName</ejb-name>
<method-name>getScheduleList</method-name>
<method-params>
<method-param>String</method-pram>
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<method-param>String</method-pram>
</method-params>
</method>
<method>
<ejb-name>StudentName</ejb-name>
<method-name>getScheduleList</method-name>
<method-params>
<method-param>String</method-pram>
<method-param>StartDate</method-pram>

</method-params>
</method>
6.2.3.
J2EE SDK deploytool EJB
EJB
GUI
XML
deploytool
1. EJB
rier App ol x|
Y—M{T) -~ IFH)
2 7
PR nEEEEREEEEERE
POTrAI 7 7 .7 F 1 Ir— % 3 > ConverterApp.Converter JAR ConverterEJB
P OTIUT—az —r [ RRTYFY [EBS&RE UV ARESE | UY-ASE | btauT4 | RS0EILaY |
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@ ConverteryWaR
P @ ConverterlaR
@ ConvertetEJE
ConverterClient
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AT RN
T w8 — T4 A Hean g > A O—A A wE Ir—A
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ConverterEJB
I %4 — 5 ABean hE=A:
ConverterEJB YE— k%27 —R
YE— bih—LAYE P —A
| O =@ ConverterHome
| P42 .. YE—hAVE2—&
Converter
2.
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[aA—FEgkshaO— LR

o Fib& EETE | ,m
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ConverterEJB
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<ejb-jar>
<display-name>ConverterJAR</display-name>
<enterprise-beans>
<session>

<security-identity>
<description></description>
<use-caller-identity></use-caller-identity>
</security-identity>
</session>
</enterprise-beans>
<assembly-descriptor>
<security-role>
<role-name>customer</role-name>
</security-role>

<method-permission>
<role-name>customer</role-name>
<method>
<ejb-name>ConverterEJB</ejb-name>
<method-intf>Remote</method-intf>
<method-name>isldentical</method-name>
<method-params>
<method-param>javax.ejb.EJBObject</method-param>
</method-params>
</method>
</method-permission>
</assembly-descriptor>

</ejb-jar>
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6.2.4.

EJB EJB
1 EJB 2 MANAGER
isCallerIinRole EJB isCallerInRole
<security-role-ref> EJB 1
<seucurity-role-ref> MANGER bad-managers
<method-permission> employees EBJ1
EJB 2
employees, good-managers,bad-manager
<security-role> employees good-managers
EJB EJB3 EJB 3
MANGER isCallerIinRole
MANAGER good-managers
<security-ref> employees EJB3

<method-permission>
empployee  good-managers

employees  good-managers
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Application1

EJB1 Method

Application2
Security Roles Allowed to Access Method
a7 U7 G ol o
Y/ 5 @i A
$/a/2 &/
= f=s L -
£/.$/e8 g8
f;.r (%] i C_'?
x EJB3 Methed X

EJB2 Method

Security Attribute to Security Role Mapping

Y ol o
e A &) A
&
NG 35
&8/ 3 /8
W/ /Q S
User1 X | x
User2 X X User2 x | x
Application Role to Security Role Linkages
o/ @ é}f !
AR &l &
T )
L/o/8 SIS
&/ 8 m S/e
&/.9 o)
gl g8
MANAGER x Yo
MANAGER x EJB3AVWF x
EJB
EJB
<method-permission>
employees good-managers
employees
EJB <security-role-ref> MANAGER bad-managers
isCallerInRole(*"MANAGER”)
false EJB
IsCallerinRole
-EJB yes true
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-EJB yes fales
- EJB no
-EJB1 yes false
- EJB2 yes true
- EJB3 yes true
6.2.5.
GUI
EJB
6.2.6.
® 6.1.1.EJB
6.2.7.
J2EE , ,
® Java? Platform, Enterprise Edition ,
Rich Grenn
o J2EE ,Martin Bond ,
® EJIB , Pranvin V. Tulachan ,
) EJB, Rahim Adatia ,
L Java J2EE
Subrahmanyam Allamaraju
® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
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ftp://docs-pdf.sun.com/816-6482/816-6482.pdf
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

6.3. EJB
6.3.1. EJB API

EJB javax.ejb.EJBContext

EJB getCallerPrincipal
isCallerInRole EJB getCallerPricipal

isCallerIinRole

® java.security.Principal getCallerPrincipal()
Principal
getName GetCallerPrincipal
null
EJB getUser J2EE

public String getUser() {
Return context.getCallerPrincipal().getName();

}

® boolean isCallerInRole(String roleName)

true
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Boolean result = context.isCallerInRole(*Customer™);

Bean
EJB
6.3.2.
IsCallerInRole Bean
Bean
getCallerPricipal
J2EE
Java
getCallerPrincipal

6.3.3.

EJB
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Bean

- 76 - Copyright © 2003 IPA, All Rights Reserved.



6.3.4.

J2EE J2EE
6.3.5.
® 5.10.1. Web
6.3.6.
® J2EE , ,
® Java2 Platform, Enterprise Edition ,
Rich Grenn
) J2EE ,Martin Bond ,
® EJB , Pranvin V. Tulachan ,
) EJB, Rahim Adatia ,
) Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

6.4. EJB

EJB EJB EJB

<menthod-permission> <unchecked>

6.4.1. ANYONE

J2EE SDK EJB ANYONE
guest ANYONE
EJB
6.4.2. EJB
ANYONE EJB Catalogue
EJB browseSpecials

<method-permission>
<unchecked></unchecked>
<method>
<ejb-name>Catalogue</ejb-name>
<method-name>browseSpecials</method-name>
</method>

</method-permission>

updateEmployeelnfo employee
employee
employee

updateEmployeelnfo
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6.4.3.

EJB EJB
EJB
6.4.4.
® 5.11. Web
6.4.5.
® J2EE , ,
® Java2 Platform, Enterprise Edition ,
Rich Grenn
) J2EE ,Martin Bond ,
® EJB , Pranvin V. Tulachan
) EJB, Rahim Adatia ,
() Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

6.5. EJB

Web EJB

- 79 - Copyright © 2003 IPA, All Rights Reserved.


ftp://docs-pdf.sun.com/816-6482/816-6482.pdf
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf
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6.5.1. Web

J2EE
Web
J2EE 1.3 EJB2.0
EJB
Web Web

6.5.2.
EJB Web
EJB
6.5.3.
® 54 Web

F

Webh =35

HTTP HTTPS
Web
EJB
J2EE EJB
EJB
Web EJB
Web
6.1.2.
Web

EJR 3=k

Bean

Web
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6.5.4.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

° J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

o EJB, Rahim Adatia ,

° Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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7.1.
JAAS(Java
Authentication and Authorization Service) JAAS API
X.509 X.509
X.509
7.1.1.
J2EE J2EE
EJB Web
JAAS(Java Authentication and
Authorization Service) JAAS PAM(Pluggable Authentication
Module) Java PAM

LogicContext
LogicContext

javax.security.auth.callback.CallbackHandler
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CallbackHandler

GUI

handle
NamecCallback
PasswordCallback
NameCallback
CallbackHandler NameCallback
setNmae

7.1.2.

JAAS

7.1.3.

® 541 Web
® 6.1.1.EJB

7.1.4.

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® J2EE ) )
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http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee_tutorial/j2ee-1_3-doc-tutorial-j.pdf
http://java.sun.com/products/jaas/index-14.html

7.2.

7.2.1.
javax.security.auth.callback.CallbackHandler
CallbackHandler LoginContext
LoginContext
CallbackHandler (
) ( )
CallbackHandler
GUI CallbackHandler
GUI CallbackHandler
7.2.2.
CallbackHandler 1 JAAS

void handle(Callback]] callbacks)

throws java.io.lOException, UnsupportedCallbackException;

CallbackHander hanlde Callback
( NameCallback PasswordCallback)
Callback
NameCallback CallbackHandler

NameCallback setName

7.2.3.
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deploytool

JAR

J2EE SDK
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ConverterCallbackHandler

callback-handler

ConverterClient

<application-client>
<display-name>ConverterClient</display-name>
<ejb-ref>
<ejb-ref-name>ejb/SimpleConverter</ejb-ref-name>
<ejb-ref-type>Session</ejb-ref-type>
<home>ConverterHome</home>
<remote>Converter</remote>
</ejb-ref>
< callback-handler >ConverterCallbackHandler</callback-handler>
</application-client>

7.

7.

7.

2.4.
2.5.
7.1.1.
2.6.
J2EE , ,
Java?2 Platform, Enterprise Edition ,
Rich Grenn
J2EE ,Martin Bond ,
EJB , Pranvin V. Tulachan
EJB, Rahim Adatia ,
Java J2EE
Subrahmanyam Allamaraju
J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
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http://edocs.beasys.co.jp/e-docs/wls/docs70/dvspisec/atn.html
http://edocs.beasys.co.jp/e-docs/wls/docs70/dvspisec/atn.html

3-doc-tutorial-j.pdf
Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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http://edocs.beasys.co.jp/e-docs/wls/docs70/dvspisec/atn.html
http://edocs.beasys.co.jp/e-docs/wls/docs70/dvspisec/atn.html
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8. EIS

Enerprise Information System

8.1. EIS
ESI EIS
EIS
8.1.1. EIS

EIS;Enterprise

Information System

EIS
EIS ERP
EIS EIS
EIS
EIS 2
[ ]
EIS EIS

[ ]

EIS

EIS
J2EE EIS
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8.1.2. Java J2EE EIS

EIS
Java J2EE EIS
EIS EIS
JDBC API
EIS
8.1.3.
EIS EIS
EIS
EIS 2 EIS

8.1.4.
® 3821 EIS
® 383.1. EIS
® 384.1. EIS
® 852
8.1.5.

J2EE , ,

Java2 Platform, Enterprise Edition ,

Rich Grenn
() J2EE ,Martin Bond ,
® EJIB , Pranvin V. Tulachan
() EJB, Rahim Adatia ,
)
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Java J2EE
Subrahmanyam Allamaraju

J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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8.2. EIS
EIS
8.2.1. EIS
EIS

J2EE SDK

deploytool

J2EE SDK

deploytool
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L8 —J5 4 X Bean 45: |E|*7JJIHf‘J‘3 7= |
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FrAl
o CArsur-sa
§ < Bankapp
B BankJar
@ BankEJE
[ Bankciient
il

localhost

=3 AR Y —): BankApp EEEIER)
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4, Container

Application
B 705 -3 3uE Y -l BankAp 3 _|ol x|
274 &%E YD) ~LIFH
2 e
kEces mEee a0 epe ¢ F
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BankClient jdbeiBankDB javax.sgl DataSource Container [¥l
@@ o-
localhost
B HNA)
FRRD)...
Ao il 0 %5 jdbc/BankDB
JNDI 4:
|
a—%d: HAT— K
| I |
EIS jdbc/BankDB
<resource-ref>
<ejb-jar>

<display-name>BankJAR</display-name>
<enterprise-beans>
<session>
<display-name>BankEJB</display-name>
<ejb-name>BankEJB</ejb-name>
<home>BankHome</home>
<remote>Bank</remote>
<ejb-class>BankBean</ejb-class>
<session-type>Stateful</session-type>
<transaction-type>Container</transaction-type>
<security-identity>
<description></description>
<use-caller-identity></use-caller-identity>
</security-identity>
<resource-ref>
<res-ref-name>jdbc/BankDB</res-ref-name>
<res-type>javax.sql.DataSource</res-type>
<res-auth>Application</res-auth>
<res-sharing-scope>Shareable</res-sharing-scope>
</resource-ref>
</session>
</enterprise-beans>

</ejb-jar>




8.2.2. EIS

EIS deploytool Application
EIS

8.2.3.

EIS J2EE SDK  deploytool
Container
Application

8.2.4.

8.1. EIS
8.3.1. EIS
8.4.1. EIS
8.5.2.

8.2.5.
°
® J2EE , ,
® Java2 Platform, Enterprise Edition ,
Rich Grenn
J2EE ,Martin Bond ,
EJB , Pranvin V. Tulachan
EJB, Rahim Adatia ,
Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
® Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf
® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf
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8.3. EIS

javax.resouce.cci.ConectionFactory.getconnection EIS
EIS

getConnection

8.3.1. EIS

getConnection

/I Business method in an application component
Context initctx = new InitialContext();

/I perform JNDI lookup to obtain a connection factory

javax.resource.cci.ConnectionFactory cxf =
(javax.resource.cci.ConnectionFactory)initctx.lookup(
"java:comp/env/eis/MainframeCxFactory");

/I Invoke factory to obtain a connection. The security
/I information is not passed in the getConnection method
javax.resource.cci.Connection cx = cxf.getConnection();

8.3.2.

javax.resouce.cci.ConectionFactory.getconnection EIS
EIS

getConnection

8.3.3.
® 8.1 EIS
® 3821 EIS
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® 3841 EIS

® 852

8.3.4.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

) J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan ,

) EJB, Rahim Adatia ,

) Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
® Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

8.4. EIS

javax.resouce.cci.ConectionFactory.getconnection

javax.resouce.cci.ConnectionSpec EIS
getConnection javax.resource.cci.ConnectionSpec
( ) ConnectionSpec
getConnection (
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) EIS (

)
ManagedConnectionFactory EIS

8.4.1. EIS

getConnection()

/ Method in an application component
Context initctx = new InitialContext();

Il perform JNDI lookup to obtain a connection factory
javax.resource.cci.ConnectionFactory cxf =
(javax.resource.cci.ConnectionFactory)initctx.lookup(
"Java:comp/env/eis/MainframeCxFactory");

I/l Invoke factory to obtain a connection
com.myeis.ConnectionSpeclmpl properties = //..

I/l get a new ConnectionSpec
properties.setUserName("...");
properties.setPassword("...");
javax.resource.cci.Connection cx =
cxf.getConnection(properties);

8.4.2.

getConnection()

8.4.3.

® 8.1 EIS
® 3821 EIS
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® 3831 EIS

® 852

8.4.4,

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

) J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan ,

) EJB, Rahim Adatia ,

) Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

8.5.

8.5.1.
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8.5.2.

J2EE SDK  deploytool

- 100 - Copyright © 2003 IPA, All Rights Reserved.



1. RAR (Resource Adapter Archive)

; ol x|
ZrA M) &EE Y—I) ~uFiH)
i i = e
eEel@a me e e oo sRle ¢ B
POz 2 7 .Y Y — AT 7% BlackBoxNoTz
P O7Fur—a —m
@ < converertpp
o () ConverteriaR
& @ ConverterJaR ERShEERZ7 D LY
Cunv“enerohent ‘com.sun.connecior.hlackhux.NoTxManauedCunnectinnFactnry - |
R R e b
] HRZrI LY
BT A28
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|]mx.sql.DataSuurce i | kS g S R—
=z %L -]
,:.. sun JdbcD ce - |
| wvavmm. |
- Hedx
FAai.
R S ‘ et ‘
|ja\ra.sql.(:nnnectinn '| ‘ [0 =& ‘
)
,;n.sun.conneciur.hlackhux.thcConnedinn = |
Y N—ATH TEORTE:
‘ BlackBoxMoTx |
2.
y o ] 53
274 IE BRE Y ~IFH
- = = —
dEzes Baee on opg ¢
eOz71 2 74 WU —Z 7 & 74 BlackBoxNoTx
P O7IUr—yay (R | WETORT | w974 (RRTTAN]
@ <» ConverterApp maE
Lo Converten AR
@ 3 ConvererJAR v R — 1
Convererclient ¥ Kerberos Version 5.0
¢ OUL-ATHTA
[ BlackBoxMaTx [ mmiE L Fh— b
@B _
localhost XY TA TR
it |
iein
° tEIS
® Kerberos Version 5.0 : Kerberos

RFC-1510 The Kerberos Network Authentication Service
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(V5) http://www.ietf.org/rfc/rfc1510.txt

getConnection()

FAT=ay
F@ CanverterApp
ﬂ Converterywar
B ConverterJAR
[&] comvererclient
U =ATH IS
[l BlackBoxhoTx
Bg-

- B 1ocalhost

J2EE Connector Architecture Specification
1.0 Section 11.2 Table 2
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B 7T —2a By - BlackBoxNoTx EEEER)
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P OT71U Z 7 .Y — AT 72 BlackBozNoTx
§ Euo-x7as B | RETOS 4 | wAavTe  RRTTAN |
[ BlackBoxNaTx WA
By
localhost vl 27— K

[¥] Kerberas Version 5.0
v P SBEF 24 R— k

¥ VT TR

i [
permission java.net.SocketPermission *, "resolve” ]

D=2 FEdAaEEO) T F+R2A FORREmETI o L 5|:3’%;|

THRIO) ) W L(C) ~ L FiH)...

BlackBoxNoTx
BlackBoxNoTx
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<connector>
<display-name>BlackBoxNoTx</display-name>
<vendor-name>Java Software</vendor-name>
<spec-version>1.0</spec-version>
<eis-type>JDBC Database</eis-type>
<version>1.0</version>
<resourceadapter>

<authentication-mechanism>
<authentication-mechanism-type>BasicPassword</authentication-mechanism-type>

<credential-interface>javax.resource.security.PasswordCredential</credential-interface>
</authentication-mechanism>
<authentication-mechanism>
<authentication-mechanism-type>Kerbv5</authentication-mechanism-type>

<credential-interface>javax.resource.spi.security.GenericCredential</credential-interface>
</authentication-mechanism>
<reauthentication-support>true</reauthentication-support>
<security-permission>
<description>
<
/description>
<security-permission-spec>permission java.net.SocketPermission
"resolve";</security-permission-spec>
</security-permission>
</resourceadapter>
</connector>

8.5.3.

8.5.4.
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® 821 EIS

® 83.1.EIS

® 841 EIS

® 852

8.5.5.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

o J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

o EJB, Rahim Adatia ,

° Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
® Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

9.1.
9.1.1.
EJB Web
EJB
7?°'J "7'_"‘/3:/73“(7\/‘% EJBEF=1E L
iT:lé:Web’]?'rTl/f‘ Web:I:/-,-_-d- EJB:lJTd'

2EEtFHa )T, mESh-tHFa)T

FAF o TATA FATF o T174(J2EE)
° EJB
° EJB
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PR LR
FATLTATA
MEDTF AT

F AT

EJBZS1 7k

EBJ
Web

EJB

9.1.2.

EJB

9.1.3.

® 0921,

® 031.

® 10.1.1. J2EE

9.14.

® J2EE , ,
® Java2 Platform, Enterprise Edition

Rich Grenn
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o J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

o EJB, Rahim Adatia ,

° Java J2EE
Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
® Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

9.2.
J2EE SDK deploytool
9.2.1.
J2EE SDK deploytool EJB Web
EJB
Web
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ConverterJAR
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ConverterJAR

<ejb-jar>
<display-name>ConverterJAR</display-name>
<enterprise-beans>
<session>

<security-identity>
<description></description>
<use-caller-identity></use-caller-identity>
</security-identity>
</session>
</enterprise-beans>

</ejb-jar>

EJB
Web <security-identity>

<user-caller-indetity>

=i ter fpp
ZrAME BHRE YD ~LTH)

~=1alx|

eEleas maaa =0 ¢@ 4 ¢ 5

Q271 7 7 .77 U ir— & 3 .Converterpp.Converter JAR.CanverterEJB
eOTIUT-val i f i
X3 Convetterdpn

@ (§] CorvertervAR Bean 2 £ 7
? ConvertersR O TwF 4T
__ © ConverterEJB
ConverterClient O A v — PEHT
e iy @ rya
localhost
W AT—kLA
COAT—F2N
CO—ALARR 2T —2A
|Cunv9rterBean - | O—ArH—EfVEIT—X: |
-
el B R O—hntes Iz—2:

[conversresn |

I8 —F5 4 X Bean & TFH:

JE—FARETII—A
YE— k=LAt 82 —A:

|CDnver‘terEJE

| O &5

| ConverterHome

VE— hAMZ I —X:

| FAa.

| converter
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& ALEDEEE. x|

[ SSL At
= L I"' -
& 547w B T#I0)
) EFmE
OIS 9 Lr EEl 4 gL
O HR— &Y S 7 v ROER L FiH)...

43054 ID
run-as 1 —+&-

guest -

6. run-as EJB

ConverterJAR
ConverterJAR

<ejb-jar>
<display-name>ConverterJAR</display-name>
<enterprise-beans>
<session>

<security-identity>
<description></description>
<run-as>
<description></description>
<role-name>guest</role-name>
</run-as>
</security-identity>
</session>
</enterprise-beans>
<assembly-descriptor>
<security-role>
<role-name>guest</role-name>
</security-role>

</assembly-descriptor>
</ejb-jar>
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<security-identity> <run-as>

9.2.2.

J2EE SDK  deploytool

9.2.3.
e 011
® 031
® 041,
9.2.4.
® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Enterprise JavaBeans Specification, Version2.0
ftp://ftp.java.sun.com/pub/ejb/947q9tbb/ejb-2 0-fr2-spec.pdf

® J2EE )

® Java2 Platform, Enterprise Edition

Rich Grenn

9.3.

J2EE SDK deploytool
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9.3.1.
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1. EJB
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X207+ 1D
6.
9.3.2.
? X.509
X.509
9.3.3.
® 09.1.1.
® 0921,
® 041,
9.3.4.
® J2EE , ,
® Java2 Platform, Enterprise Edition ,
Rich Grenn
) J2EE ,Martin Bond ,
® EJB , Pranvin V. Tulachan ,
) EJB, Rahim Adatia ,
[ ) Java J2EE
Subrahmanyam Allamaraju
o
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® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
® Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

9.4.

9.4.1.
EJB
Bean Bean

Bean

isCallerinRole()

J2EE SDK
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ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

9.4.2.

J2EE SDK

9.4.3.

® 09.1.1.

® 0921.

® 031,

9.4.4.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

) J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan ,

) EJB, Rahim Adatia ,

[ ) Java J2EE
Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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10. J2EE

J2EE
10.1. J2EE
J2EE
J2EE
J2EE
10.1.1. J2EE
J2EE
J2EE
J2EE
J2EE
J2EE
10.1.2.
J2EE
J2EE
J2EE
J2EE
Web
HTTPS
X.509
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11.2.1.

Web
10.1.3. J2EE
J2EE
CUSTOMER
EJB EJB
10.1.4. J2EE J2EE
J2EE
10.1.5.
J2EE
10.1.6.

® 10.2.1. J2EE

J2EE
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10.1.7.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

o J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

o EJB, Rahim Adatia ,

° Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf
® Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

10.2. J2EE
J2EE J2EE SDK deploytool
10.2.1. J2EE
J2EE SDK GUI deploytool CuUl realmtool
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10.2.2. deploytool

deploytool

1.
B 77Uy LR =1l =i
ZrAIE &EE YD ~LFH
eHealen Beer s ¢ alo@
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? B
focalnest REEhEA TV

- 122 - Copyright © 2003 IPA, All Rights Reserved.



JIEEH =1
COa-v
CF-—au-2

[y 1=

AR
J.ms

NE: - r A

IRE=E

3. J2EE

CIJ2EEH—)§
_DE-w
CF-2w-2
[z
REDS
I Ims
Griggzrot
IREE

|_=—veun. |

- 123 - Copyright © 2003 IPA, All Rights Reserved.



8 1 —=ism

X
a—HE: HAT— K
|

|
AEN—TFA R

#HA6 RS
staff

eng

mgr

juest

gn—7

B

| Za—Trme. |

 TRo || || mmey || ~aTw.

8 1 —=ism

x|
a—44: HAT— K
[ guestot

| [ |

AEN—TFA R

#HA6 RS
staff

eng

mgr

juest

guest0d & n.—F

B

| Za—Trme. |

 TRo || mbLo || mEw || ~aow.

- 124 - Copyright © 2003 IPA, All Rights Reserved.



8 1 —=ism

x|

a—HE: HAT— K

[guestor /| |
TR T

#HA6 RS guestD 2 n.—

staff

eng

mgr

uest |

BN
| Za—Trme. |
 TRo || mbLo || mEw || ~aow.

& 2 -yuEm x|
a—#4: HAT— I
|guestD1 || |
=T Ay T

& An Al n— guestod o4 n—F

staff guest

eng

mar

guest

B =
| gn—TrEs.
| ymo || meLo || mBw || ~aow.
- 125 -

Copyright © 2003 IPA, All Rights Reserved.



Cigszrot
[y iz

_2—vemn. |

- 126 - Copyright © 2003 IPA, All Rights Reserved.



- 127 - Copyright © 2003 IPA, All Rights Reserved.



& 2 —rsEmn

5 |

D-

_Ir—Feam. |

- 128 - Copyright © 2003 IPA, All Rights Reserved.



guest

mor

2no

staff

- 129 -

Copyright © 2003 IPA, All Rights Reserved.



Ciaggarot
(s

ertificate File x|

I —

sampledl cer

- 130 - Copyright © 2003 IPA, All Rights Reserved.



Cigsarot
[y #igse

- 131 - Copyright © 2003 IPA, All Rights Reserved.



10.2.3. realmtool

J2EE SDK GUI deploytool CuUl
realmtool
J2EE SDK  deploytool GUI
J2EE SDK CuUl realmtool
realmtool
-show
-list realm-name
-add username password group|, group]
-addGroup group
-import certificate —file —alias alias
-remove realm —name username
-removeGroup group
10.2.4. deploytool  realmtool
deploytool realmtool realmtool
deploytool J2EE
realmtool J2EE deploytool
J2EE
10.2.5.
J2EE SDK GUI deploytool
CuUl realmtool
10.2.6.
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e 4
® 10.1.1. J2EE

10.2.7.

® J2EE , ,

® Java2 Platform, Enterprise Edition ,
Rich Grenn

o J2EE ,Martin Bond ,

® EJB , Pranvin V. Tulachan

o EJB, Rahim Adatia ,

° Java J2EE

Subrahmanyam Allamaraju

® J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

® Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

® Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

® Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

- 133 - Copyright © 2003 IPA, All Rights Reserved.


ftp://docs-pdf.sun.com/816-6482/816-6482.pdf
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

11.

J2EE
11.1. X.509
X.509
11.1.1. X.509
ITU X.509
(CA:Certificate Authority)

SSL

11.2. J2EE
J2EE HTTP over SSL
11.2.1.
Web HTTPS
J2EE HTTPS
J2EE J2EE SDK keytool
1.
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keytool J2EE SDK
keytool J2SE keytool
J2EE SDK RSA Java
Cryptographic Extension
RSA

keytool <certificatealias>

<keystore-filename>

keytool -genkey -keyalg RSA -alias <certificate-alias>
-keystore <keystore-filename>

2.  keytool
a. : (J2EE SDK
changeit )
b.
C.
d.
e.
f.
9.2 : USA us
h.
3.
VeriSign CA CA
VeriSign
VeriSign Test CA
a.CA CA
b. Java 2 Platform, Standard Edtion CA
keytool $JAVA_HOME/jre/lib/security/cacerts
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keytool -import -trustcacerts -alias <ca-cert-alias>
-file <ca-cert-filename>

4. CA

a. Certificate Signing Request (CSR)

keytool -certreq -sigalg MD5withRSA -alias <cert-alias>
-file <csr-filename>

b. <csr-filename> VeriSign CA

http://digitalid.verisign.com/ VeriSign

keytool -import -alias <cert-alias> -file <signed-cert-file>

11.2.2.
X.509 J2EE SDK keytool
11.2.3.
® 57
® 58.SSL HTTP
11.2.4.
J2EE . )
® Java? Platform, Enterprise Edition ,
Rich Grenn
J2EE ,Martin Bond ,
® EJIB , Pranvin V. Tulachan ,
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EJB, Rahim Adatia ,

Java J2EE
Subrahmanyam Allamaraju
Java ,Scott Oaks
X.500 , :
J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee_tutorial/j2ee-1
3-doc-tutorial-j.pdf

Sun ONE Application Server 7

ftp://docs-pdf.sun.com/816-6482/816-6482.pdf

Sun ONE Application Server 7

ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

Sun ONE Application Server 7 Web

ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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ftp://docs-pdf.sun.com/816-6482/816-6482.pdf
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

12.

J2EE Java
J2EE SDK
12.1.

J2EE J2EE SDK
EJB EJB

12.1.1.

J2EE
)
)
)
)

J2EE
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12.1.2.
J2EE
J2EE
J2EE
J2EE SDK
12.1.3. J2EE SDK
J2EE SDK (audit.log) (error.log)

(output.log)
%J2EE_HOME%logs/ CopmputerNamelj2eelj2ee
J2EE

temp

deploytool

J2EE SDK -verbose

%j2ee -verbose

j2ee
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12.1.4. EJB EJB
J2EE SDK EJB EJB
EJB
java.security.Exception
EJB
AuditProvider
AuditProvider
AuditProvider
AuditProvider
12.1.5.
J2EE
J2EE
J2EE
12.1.6.
® 2 J2EE
12.1.7.
® J2EE , ,
® Java2 Platform, Enterprise Edition
Rich Grenn
) J2EE ,Martin Bond ,
® EJB , Pranvin V. Tulachan
() EJB, Rahim Adatia ,
() Java J2EE

Subrahmanyam Allamaraju
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J2EE

http://sdc.sun.co.jp/NASApp/sdcpersonal/private/jdc/download/j2ee tutorial/j2ee-1
3-doc-tutorial-j.pdf

Sun ONE Application Server 7
ftp://docs-pdf.sun.com/817-0602/817-0602.pdf

Sun ONE Application Server 7 Enterprise JavaBeans
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf

Sun ONE Application Server 7 Web
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf
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ftp://docs-pdf.sun.com/817-0602/817-0602.pdf
ftp://docs-pdf.sun.com/817-0605/817-0605.pdf
ftp://docs-pdf.sun.com/817-0604/817-0604.pdf

13.

-Nn.Nn

1)

2)

3)

Bean

EJB

4)

5)

6)

7) Web

8) HTTP

9)

10)

11) SSL
SSL

12) Web

13) Web

14)
15)

Bean Web

Web

SSL
-55,5.8
SSL
-5.6,5.8

EJB
-3.1
Bean
-3.1
EJB
-3.1

-5.1

HTTP

-5.8

-5.7

SSL

J2EE SDK

-5.10

Bean
-6.2
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-5.10
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16) EJB

.6.3
17)
18) EIS

19) EIS

EIS
20)
21)

EJB
22)

23) Java
J2EE SDK

-7.1

X509
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JAAS -7.1

getConnection

-8.3

-9.1

-12.1
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