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1998
1998 5 PDD Presidentia
Decision Directive 63 NIPC National Infrastructure Protection Center
CIAO Ciritical Infrastructure Assurance Office
NIPC
FBI
CIAO
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anti-virus
McAfee Symantec Network Associates
Dr. Solomon’s

2000 12 7 SafeNet 2000

NIPC InfraGard CIAC Computer Incident
Advisory Capability CERT/CC Computer Emergency Response Team Coordination Center
IT-ISAC Information Sharing and Analysis Center for Information Technology
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InfraGard
FBI
Dorothy Denning
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NIPC Nationa Infrastructure Protection Center [DOJ, FBI]
http://www.nipc.gov/

CERT Computer Emergency Response Team [DARPA, Carnegie Méllon Univ.]
http://www.cert.org/

FedCIRC Federal Computer Incident Response Capability [ClIO Council]
http://www.fedcirc.gov/

CIAC Computer Incident Advisory Capability [DOE]
http://ciac.lInl.gov/

NASIRC NASA Incident Response Center [NASA]

http://www-nasirc.nasa.gov/

AFCERT (Air Force Computer Emergency Response Team) [DOD]
http://af cert.csap.af . mil/

Computer Security Division of NIST [NIST]
http://www.itl.nist.gov/div893/

CSl  Computer Security Ingtitute [Association]
http://www.gocsi.com/

FIRST Forum of Incident Response and Security Teams [Association]
http://first.org/

10. NU-CERT Northwestern University - Computer Emergency Response Team

http://grumpy.nsg.northwestern.edu/nu-cert/nu-cert.html

11. PCERT Purdue Computer Emergency Response Team

http://www.cerias.purdue.edu/pcert/pcert.ntml

12. SUNSeT  Stanford University Network Security Team

http://www.stanford.edu/group/itss-ccs/'security/index.html
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NIPC

NIPC
National Infrastructure Protection Center
J. Edgar Hoover Building
935 Pennsylvania Avenue, NW
Washington, D.C. 20535-0001
Voice: (202) 323-3205
Fax: (202) 323-2079
nipc.watch@fbi.gov
http://www.nipc.gov

1998 2
125 FBI 85

40
1)
2)
3)

NGO
FBI
FedCIRC
InfraGard 1AW
Incident Report
FBI

W32
NIPC FBI
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NIPC

NIPC Nationa Infrastructure Protection Center

"to detect warn of, respond to, and
investigate unlawful acts involving computer intrusions and unlawful acts, both physical and cyber, that
threaten or target our critical infrastructures”

1998 5
NIPC
Commission of Critical Infrastructure Protection

FBI

NIPC DC FBI
National Focal Point NIPC
NIPC
20
NIPC
NIPC
NIPC

NIPC
NIPC
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NIPC

Telecommunications
Banking and Finance

Water Supply Systems
Transportation

Government Operations

Emergency Services
Electrical Power
Gas and Oil Storage and Delivery

FBI FedCIRC 13

NIPC 3

Computer |nvestigations and Operations Section

Cyber Emergency Support Team

Analysis and Warning Section

Watch Operations
Center 1 24

Training, Outreach, and Strategy Section
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NIPC
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NIPC

NIPC
NIPC Director
|
[ |
NIPC NIPC
NIPC Deputy NIPC Deputy
Director Director
Computer Anaysisand Warning Training, Outreach,
Investigations and Section and Strategy Section
Operations Section
NIPC
NIPC
InfraGard
CITAC* FBI 2001 1
InfraGard InfraGard
FBI NIPC
InfraGard

IBM Condor Ssytems Nationa City Bank Secure Interiors Alcatel Americas

* CITAC Computer Investigations and Infrastructure Threat Assessment Center

FBI

1998 CITAC NIPC

CITAC FBI

1996

7
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NIPC

1AW
NIPC
IAW:
Indications, Analysis, and Warning Program
IT
IAW
60
NIPC
I nfrastructure Warning
NIPC FBI National Threat Warning System
Assessements Advisories
Alerts 3
2000 11 12 W32
navidad@M Worm "W32/ProLin@MM” Internet Worm
Training and Continuing Education Unit
Training and Continuing Education Unit
UNIX
NIPC CyberNotes 2 1
10

Copyright(C) 2001 Information-technology Promotion Agency, Japan  All rights reserved



NIPC

Copyright(C) 2001 Information-technology Promotion Agency, Japan  All rights reserved



CERT

CERT/CC
Computer Emergency Response Team Coordination Center

CERT® Coordination Center
Software Engineering Institute
Carnegie Mellon University
Pittsburgh, PA 15213-3890
U.S.A.

+1 412-268-7090
Fax +1412-268-6989

. cert@cert.org

www.cert.org
1988 11
1)
2)
3)
NGO
Software Engineering Institute
FBI
FedCIRC FIRST
24

Happy99 ExploreZip

CERT DARPA

12
Copyright(C) 2001 Information-technology Promotion Agency, Japan  All rights reserved



CERT

13
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CERT

Morris Worm
10 1988 12 DARPA Defense Advanced
Research Projects Agency CERT Computer Emergency Response
Team CERT CERT CERT/CC
Software Engineering Institute Networked

Systems Survivability Program

ARPA: Advanced Research Projects Agency

ARPANET 1980 1988 11 Internet
worm ARPANET
CERT
CERT/CC

85 CERT/CC

2000 4 CMISS Carnegie Méllon Ingtitiute for Survivable
Systems CERT CMISS

CMISS
14
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CERT

CERT DARPA
Software Engineering Institute
Networked Systems Survivability Program
CERT/CC FBI

CERT FIRST 34

CERT

Survivable Network Management
Survivable Netowrk Technology
Incident Response
Incident and Vulnerability Analysis
Knowledgebase Devel opment
Education and Training
Information Dissemination
Publications

Survivable Network Management

self-directed security ecaluation
method

Survivable Network Technology

Incident Response

1999 1 12 32,967
2,099

15
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CERT

419 8,268

Incident and Vulnerability Analysis

CERT/CC

Knowledgebase Devel opment

network survivability

Education and Training

Computer Security Incident Response Team

CERT/CC

Information Dissemination

majordomo@cert.org USENET
340

Publications
CERT CERT
4 6 USENET

CERT
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CERT

CERT http://www.cert.org/security-improvement/

Security Improvement Module

17
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FedCIRC

FedCIRC
Federal Computer Incident Response Capability

FedCIRC
7th and "D" Streets S.W.
Washington, DC 20407

888.282.0870
fedcirc@fedcirc.qov

1996 10
1)
2)
3)
NGO
CIO Council
NIST CERT/CC CIAC NIPC
24
FedCIRC
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FedCIRC

FedCIRC Federa Computer Incident Response Capability

FedCIRC

FedCIRC incident response advisory

activities

1996 GITS Government Information Technology Services NIST Nationa Ingtitute of

Standards and Technology 279 6 FedCIRC
FedCIRC ClO ! Federal Government’s Chief Information Officers Council
FedCIRC
FedCIRC
NIPC
National Infrastructure Protection Center
FedCIRC
FedCIRC Advisories
FedCIRC
CERT/CC
FedCIRC GTIS NIST 1996 ClO
1 C10 Council 1996
19

Copyright(C) 2001 Information-technology Promotion Agency, Japan  All rights reserved



FedCIRC

FedCIRC Basdine Serivice
Fee Based Serivices 2

Baseline Serivice

[ ] Incidnet Response
Incident Reporting
m 24 1-888-282-0870
] fedcirc@fedcirc.gov

m Fax 1-412-268-6989
Incident Handling

|
|
|
|
[ ] Incidnet Prevention and Recognition
Security
Bulletins, Advisories and Linksto Security and Anaysis Tools
|
|
|
|
|
Competency Devel opment

|
|
|
|

20
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FedCIRC

Fee Based Serivices
On-site containment and recovery
On-site computer incident recovery assistance
and consultation
On-site audit trail analysis
Risk Analysis
Netowrk Security Profiling

21
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CIAC

CIAC
Computer Incident Advisory Capability

Computer Security Technology Center (CSTC)
University of California

Lawrence Livermore National Laboratory (LLNL)
7000 East Avenue

Livermore, CA 94550

+1 925 422-8193
Fax +1 925 423-8002
ciac@lInl.gov
http://ciac.linl.gov

1989

1)
2)
3)

NGO
(DOE) Computer Security Technology
Center (CSTC) Lawrence Livermore National Laboratory (LLNL)

FIRST CERT

http://HoaxBusters.ciac.org

22
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CIAC

1989
CIAC Computer Incident Advisory Capability CIAC
2 LLNL Lawrence Livermore National Laboratory

CSTC Computer Security Technlogy Center

1
CIAC
CIAC
CIAC
(ON]
3
2001 1 IBM
19 CIAC CERT

IT-ISAC Information Sharing and Analysis Center for Information

2

3 Information Today. July 1, 1999

23
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CIAC

Technology

IT-ISAC

CIAC CSTC Computer Security Technology Center
Lawrence Livermore Nationa Laboratory CIAC
FIRST 34 1

Incident Handling Consulting
Computer Security Information
On-site Workshop

White-hat Audit
CIAC CIAC
24
CIAC
CIAC NIPC DOE Office of Counterintelligence
FedCIRC
CIAC

The CIAC Computer Virus Informatin Update
MS-DOS

CIAC http://HoaxBusters.ciac.org hoax

24
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NASIRC

NASIRC
NASA Automated Systems Incident Response Capability

Goddard Space Flight Center
Code 630.2
Greenbelt, MD 20771 USA

1-800-7NASIRC (+1-800-762-7472)
+1-301-286-7777
Fax +1-301-286-7483
http://www-nasirc.nasa.qov/

1987

1)NASA
2)NASA
3)

|| NGO

NASA

FIRST FedCIRC

NASA

NASA
NASA

NASA

NASA

25
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NASIRC

1987 Computer Security Act of 1987 NASIRC
NASA Automated Systems Incident Response Capability NASIRC
NASA
NASA NASIRC
NASA NASIRC
NASIRC

NASA

NASA NASA
NASA NASIRC FedCIRC

Computer Emergency Response Team

NASIRC NASA

NASA

26
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NASIRC

NASIRC
NASA
NASA
NASIRC
Centralized Incident tracking
NASA Inter-Center coordination

Trend Analysis
Proactive and responsive corrective action

27
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AFCERT

AFCERT
Air Force Computer Emergency Response Team

250 Hall Blvd Ste 139
San Antonio TX 78243

210-977-3157
afcert@afcert.kelly.af.mil
http://afcert.csap.af.mil

1992 10

1)
2)

|| NGO

CERT

ASIMS

lloveYou

CERT

28
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AFCERT

AFCERT Air Force Computer Emergency Response Team
Information Protection

Defense Information Systems Agency
Investigations

AFCERT IT
NIPRNET
Atomated Secure Instrument Measuring Systems
ASIMS
30 AFCERT

AFCERT

AFCERT

AFCERT Advisories AFCERT IPBulletins ASSIST Bulleltins CERT/CC Alert

AFCERT
AFCERT

AFCERT
AFCERT

Air Force Office of Specid

100

24

ASIMS

29

Copyright(C) 2001 Information-technology Promotion Agency, Japan  All rights reserved



AFCERT

ILOVEYOU
2000 5 4 ILOVEYOU AFCERT
AFCERT
3
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CSD of NIST

Computer Security Division of NIST

National Institute of Standards and Technology
Information Technology Laboratory

100 Bureau Drive, Stop 8900

Gaithersburg, MD 20899-8900

301-975-2144
Fax 301-840-1357

itlab@nist.gov
1996
55
1)
2)
3)

| | NGO

NIST Technology Administration
CSRC (Computer Security Resource Center)
NSA (National Security Agency)
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CSD of NIST

NIST National Institute for Standards and Technology ITL Information Technology Laboratory

ITL NIST

Computer Security Division NIST ITL 8 1

NIST IT Labo

William O. Mehuron
Direclor

Susan F. Zevin
Deputy Director
Office of Associate Director Associate Director for
for computing Program Implementation
Office of Assistant Director Special Advisor for
for Boulder Computing Security Operations
Office of Associate Director for :
Federal and Industrial Relations Executive Office
I I . DIVISIONS i l
Mathematical and High Performance _ Software
: Computer Diagnostics and
Cornlpulatl-:-rlal Security System:s and Comeimanse
Sciences Services Testing
Mﬁ" Information cﬂ?,:ﬂﬁ,‘gaﬁnd Statistical
. Access Information Engineering
Technologies Services
NIST
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CSD of NIST

IT
Advanced Encryption Standard
Authorzation Management and
Advanced Access Control Models
Cryptographic Toolkit Standard
National Information Assurance Partnership
- PKIl Public Key Infrastructure
CSD Computer Security Division CSRC Computer Security Resource Center
http://csrc.nist.gov NIST CSD CSRC
CSRC
CSRC
CSRC
ICAT |CAT Vulnerablity Database
ICAT
Virus Information
Incident Handling Information
1989 NIST Computer Security Division

Computer Security Patches

33
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CSD of NIST

FedCIRC
FedCIRC
NIST Computer Security Resource Clearinghouse CSRC Computer Security
Resource Center http://csrc.nist.gov/welcome.html
clearinghouse NIST

CSRC
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CSI

Csl
Computer Security Institute

600 Harrison Street, San Francisco, CA 94107

415-905-2626
Fax 415-905-2218

http://www.gocsicom

1974

1)

2)
3)

NGO

FBI

24

NetSec
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CSI

CSl  Computer Security Ingtitute

1974
Csl 6 NetSec 11 CSl Annua
2
Alert Computer Security Journd
Buyers Guide
Csl
1 197 237
2 349 423
3 469 567
Csl
Csl

1 The Computer Security Alert
Csl

2 The Computer Security Jounal
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CSI

3 Educational Discount
CSI  NetSec

4 Hotline

5 Networking

6 Career opportunity

7 Computer Security Products and Services Buyer’s Guide

8 Issues& Trends

9 Pubulications Disocounts

Csl
FBI Computer Intrusion Squad
Computer Crime and Security Survey
csl
5 Computer Crime and Security Survey 2000
- 90 12

- 85
- 60 DOS Denia-of-Service

Csl
CISSP Certified Information Systems
Security Professoinal

37
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CSI

2000 6 NetSec2000 Network Security Conference 85
NetSec
2 2000
NetSec 10
forensic investigation
CSl
2000 Information Security Seminars 2000
Csl 2000

2
A Practical Guideto Encryption and Certificate Authorities

3
Firewalls and Internet Security
Forensic Investigation: Tools and Techniques

4
Intrusion Techniques and Countermeasures
Essential Skillsfor the Computer Incident Response Team

5
How to Develop a Winning Security Architecture

6
How to Conduct a Network Vulnerability Assessment
How to Develop Information Security Policies and Procedures

CSl
38
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FIRST

FIRST
Forum of Incident Response and Security Teams
FIRST
First Secretariat
first-sec@first.org
http:/first.or
1990
1)
2)
3)

NGO

CERT
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FIRST

FIRST Forum of Incident Response and Security Teams
CIRT computer security incident response teams

1990 1 1997 60 70
FIRST CERT
1988 11 ARPANET
CERT/CC CIAC Computer Incident Advisory
Capability 2 CERT
CERT
CERT CERT
1990 FIRST FIRST
FIRST
FIRST
3 2
3
- FIRST
FIRST
- SC 2 Steering committee
40
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FIRST

AT&T CERT/CC BCERT Boeing CERT

NASIRC NASA AFCERT CERT CIAC Computer |ncident
Advisory Capability

AUSCERT Australian Computer emergency Response Team BTCERTCC British

Telecommunications CERT Co-ordination Centre  CERT-IT CERT Itdiano JPCERT/CC  Japan

CERT Coordination Centre  DFN-CERT RENATER IRIS-CERT
JANET-CERT MxCERT

BadglRT  University of Wisconsin-Madison

FIRST

FIRST Computer Security Incident

Handling conference

FIRST FIRST Technica Colloquia FIRST

FIRST

41
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FIRST

w

FIRST

FIRST
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NU-CERT

NU-CERT
Northwestern University Computer Emergency Response Team

Northwestern University

Academic Computing and Network Services (ACNS)
2129 N. Campus Drive

Evanston, lllinois 60208-2850

(847) 491-4058
nu-cert@nwu.edu

http://grumpy.nsqg.northwestern.edu/nu-cert/nu-cert.html

1994

1)
2)
3)

NGO | |

Northwestern University — ACNS, UCC and UMS

CERT

CERT
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NU-CERT

NU-CERT Northwestern University Computer Emergency Response Team 1994
NU-CERT
CERT
CERT
NU-CERT
NU-CERT UNIX
CERT NU-CERT
NU-CERT

DarpaCERT DOE CIAC

NU-CERT
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NU-CERT

NU-CERT

nwu.comp.security
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PCERT

PCERT
Purdue Computer Emergency Response Team

Purdue University
West Lafayette, Indiana

765-494-4600
pcert-request@cs.purdue.edu
http://www.cerias.purdue.edu/pcert/pcert.html

1990

1)
2)
3)

NGO | |

Purdue University
CERIAS Center for
Education and Research in Information Assurance and Security
FIRST CERT

CERT
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PCERT

PCERT Purdue Computer Emergency Response Team

CS Computer
Science Department ECN Engineering
Computer Network PUCC Computing Center
ADPC Administrative Data Processing Center
PCERT
PCERT
PCERT DARPA Defense Advanced Research Project Agnecy CERT Computer
Emergency Response Team CERT PCERT
PCERT PCERT FIRST
Forum of Inident Response Teams CERT
PCERT CERIAS Center for
Education and Research in Information Assurance and Security
PCERT CERIAS
http://www.cerias.purdue.edu/coast/hotlist/
PCERT
47
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PCERT

- DarpaCERT DOECIAC

CERIAS
CERIAS
1999 CERIAS
COAST Computer Operations, Audit, and Security Technology
COAST CERIAS
CERIAS
CERIAS 2001 NIST IT
IT
CERIAS PCERT
Eugene Spafford 2000 11

NIST NCSC Nationa Computer Security Center 23 Nationa Computer Systems
Security Award Morris Worm
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SUNSeT

SUNSeT
Stanford University Network Security Team

Stanford University

Sweet Hall, 3" Floor

590 Escondido Mall

Stanford, California 94305-3090

1.650.723.2911
Fax 1.650.725.9121
security@stanford.edu

http://www.stanford.edu/group/itss-ccs/security/index.html

1995 6
1)
2)
3)

NGO

Stanford University Anti-Spam Team

(SUAST)

FIRST

CERT
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SUNSeT

SUNSeT CERT
ITSS Inforamtion Technology Systems and Services
DCG Distributing Computing Group

SUNSeT

SUNSeT SUAST Stanford University Anti-Spam Team

SUNSeT  FIRST

ID PIN
SUNSeT
[junkmeil @stanford.edu]
[security @standord.edu]
ID
6 16
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SUNSeT

SUNSeT
1999 6 27
Solaris2.x
1999 6 26 22 00
SUNSeT
1999 2 25
Netbus  Back Orifice
Back Orifice 95/98
Netbus 95/98 NT
1999 2 23
Happy99.exe
HAPPY 99.EXE
95/98 NT
SUNSeT
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CIAO Ciritical Infrastructure Assurance Office
http://www.ciao.gov/default.htm

NCCS National Computer Crime Squad [FBI]
http://mww.emergency.com/fbi-nccs.htm

IPCIS Infrastructure Protection and Computer Intrusion Squad [FBI]
http://www.fbi.gov/programs/ipcis/index.htm

. NSA National Security Agency [NSC, DOD, DOJ, 10B, Congress|
http://www.nsa.gov/

. NCIC Nationa Counterintelligence Center [NSC]
http://www.nacic.gov/

. CCIPS Computer Crime and Intellectua Property Section [DOJ|
http://www.cybercrime.gov/

. IATAC Information Assurance Technology AnalysisCenter  [DISA, DOD]
http://iac.dtic.mil/iatac/

. CSSPAB (Computer System Security and Privacy Advisory Board) [NIST]
http://csrc.nist.gov/csspab/
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Critical Infrastructure Assurance Office
CIAO

U.S. Department of Commerce 202-482-7450

Bureau of Export Administration Fax 202-482-7498

Critical Infrastructure Assurance Office media@ciao.gov
1401 Constitution Avenue, N.W.

Basement Mezzanine 024

Washington, D.C. 20230 http://www.ciao.gov/default.htm

CIAO

CIAO ClO
Chief Information Officers Council
1998 5 PDD
Presidential Decision Directive 63 CIAO

CIAO

53
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National Computer Crime Squad

NCCS
Federal Bureau of Investigation (202) 324 9164
Washington Metropolitan Field Office nccs  fbi.gov
601 4th Street, N.W.
Washington, D.C. 20535-0002 http://www.emergency.com/fbi-nccs.htm
Federal interest computers
2
two or more computers involved in a crimina offense, which are located in different
states
NCCS 1986 Federal
Computer Fraud and Abuse Act of 1986
FBI DC
FBI
1996 Economic Espionage Act of 1996
DC
NCCS
FBI
54
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Infrastructure Protection and Computer Intrusion Squad

IPCIS
Federal Bureau of Investigation (202) 323-3205
National Infrastructure Protection Center FAX:(202) 323-2079
935 Pennsylvania Avenue N.W. nipc@fbi.gov

Washington, D.C. 20535-0001
http://www.fbi.gov/programs/ipcis/index.htm

IPCIS FBI NIPC

DC

1998 NIPC NIPC

Intrusion Report Form
IPCIS

FBI NIPC
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National Security Agency
NSA

National Security Agency 301 688-6524

9800 Savage Road http://www.nsa.gov/
Fort George G. Meade, MD 20755-6000

NSA/CSS National Security Agency/ Central Security Service

1952
CSS Central Security Service
NSA 1972
NSA/CSS
CIA
NSA
IOB: President’s
Intelligence
Oversight Board
NSC: National
SSCI: Senate Select Security Council
Committee on
Intelligence
A/ Department of
NSA . ==
HPSCI: House \
Permanent Select Department of
Committee on Justice
Intelligence
NSA
56
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National Counterintelligence Center
NACIC

National Counterintelligence Center (703) 874-4123

Room 3WO01, NHB http://www.nacic.gov/
Washington, DC 20505

NACIC

Networked Information Systems:. Protecting Against the Threat 2000 10

NACIC 1994
NACIC NSC
National Security Council FBI
CIA NSA

NACIC Program Integration Office  Threat Assessment Office  Executive
Secretariat 3

Program Integration Office 703 874-4122

Threat Assessment Office 703 874-4119

Executive Secretariat 703 874-4121

NSC National Security Council
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Computer Crime and Intellectual Property Section
CCIPS

Department of Justice (202) 514-1026

Computer Crime and Intellectual Property Fax (202)514-6113

Section www.cybercrime.gov/
P.O. Box 887

Ben Franklin Station
Washington, D.C. 20044-0887

CCIPS 50
CCIPS

CCIPS

CCIPS Criminal Section General Litigation
and Legal Advice Section Computer
Crime Unit 1991 1996 Criminad
Division

CCIPS NCTP Nationa Cybercrime Training Partnership

CCIPS G-8 Subgroup
15
CCIPS NSA CIA
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Information Assurance Technology Analysis Center

IATAC
IATAC 703 289-5454
3190 Fairview Park Drive Fax 703 289-5467
Falls Church, VA 22042 iatac@dtic. mil
http://iac.dtic.mil/iatac/
Information Warfare attacks
1983 STIP: Scientific and Technical

Information Program

Information Assurance

IATAC

R&D

DISA
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IT Booz Allen & Hamilton

Computer System Security and Privacy Advisory Board
CSSPAB

Computer System Security and Privacy elaine.frye@nist.gov.
Advisory Board http://csrc.nist.gov/csspabl
Executive Secretariat

National Computer Systems Laboratory

Technology Building, Room B-154

National Institute of Standards and

Technology

Gaithersburg, MD 20899

NIST

CSSPAB 12 NIST
4
CSSPAB
CSSPAB
OMB Office of Management and Budget NSA
1987 Computer Security Act of 1987
CSSPAB

CSSPAB
CSSPAB 2 NIST
NIST
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