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8 Winbiff ~ S/IMIME

() Winbiff S/Goma
SIMIME

() http://www.orangesoft.co.jp

() http://www.orangesoft.co.jp/products.html
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1
Winbiff 2 Web
(Certificate)Signing Request Signing Request
PKCS#10 PKCS#10
CSR CSR
Winbiff CSR
CSR

P CSR — P -
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9 S/MIME

9.1 0000
1
RFC2311 "SIMIME Version 2 Message Specification"
RFC2312 "SIMIME Version 2 Certificate Handling"
2) RSA
RFC2313 "PKCS #1 : RSA Encryption Version 1.5"

3)
RFC2314 "PKCS #10 : Certification Request Syntax Version 1.5"
4)
RFC2315 "PKCS #7 : Cryptographic Message Syntax Version 1.5"
+ CRL
5) MIME
RFC 1847 “Security Multiparts for MIME”
6) CRL
RFC1422 "Privacy Enhancement for Internet Electronic Mail : Part 11: Certificate-Based Key
Management”
7) PKCS
SMIME RSA Data Security Inc.
SIMIME PKCS(Public Key
Crypt System) RSA Data Security Inc.

9.2 MIMEO O[O
SMIME
PKCSH7
Base64 RFC2311 MIME
Internet Draft
MIME

_45-



1

2)

3)

4)

5)

RFC

Content-Type: application/pkcs7-mime; smime-type=enveloped-data; name=smime.p7m
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

Internet Draft

Content-Type: application/x-pkcs7-mime; name=smime.p7m
Content-Transfer-Encoding: base64
Content-Disposition: attachment; flename=smime.p7m

RFC

Content-Type: application/pkcs7-mime; smime-type=signed-data; name=smime.p7m
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

Internet Draft

Content-Type: application/x-pkcs7-mime; name=smime.p7m
Content-Transfer-Encoding: base64
Content-Disposition: attachment; flename=smime.p7m

RFC

Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64
Content-Disposition: attachment; flename=smime.p7s

Internet Draft

Content-Type: application/x-pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64
Content-Disposition: attachment; flename=smime.p7s

RFC

Content-Type: application/pkcs10; name=smime.p10
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p10

Internet Draft

Content-Type: application/x-pkcs10; name=smime.p10
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p10

RFC

Content-Type: application/pkcs7-mime; smime-type=cert-only; name=smime.p7c
Content-Transfer-Encoding: base64
Content-Disposition: attachment; flename=smime.p7c

Internet Draft

Content-Type: application/x-pkcs7-mime; name=smime.p7c
Content-Transfer-Encoding: base64
Content-Disposition: attachment; flename=smime.p7c
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1) multipart/signed

To: Hiroyuki Sawano <sawano@orangesoft.co.jp >

From: Taro Sawano <sawanol@orangesoft.co.jp >

Subject: Digital Sign

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/x-pkcs7-signature"; micalg=shal;
boundary="------------ ms8B7876C5A4971B52E1D24E61"

This is a cryptographically signed message in MIME format.

—————————————— ms8B7876C5A4971B52E1D24E61
Content-Type: text/plain; charset=iso-2022-jp
Content-Transfer-Encoding: 7bit

JIS

—————————————— ms8B7876C5A4971B52E1D24E61

Content-Type: application/x-pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7s"
Content-Description: S/MIME Cryptographic Signature

MIIQDwYJKoZIhveNAQcCollQADCCD/wWCAQEXCzAIBgUrDgMCGgUAMASGCSqGSIb3DQEHAaCC
DnOwggnHMIIIMKADAQECAhA4kcRP4AQGC7RTq2FZKZFOTMAOGCSqGSIb3DQEBBAUAMGIXETAP

MjQ2MzRaMB4GCSqGSIb3DQEIJDZERMABwWDQYIKoZIhveNAWICASgwDQYJKoZIhveNAQEBBQAE
QBOPytIm3nmFp6lYXCZHIDyG9VULKk8hhgyUOVAHELLV/9Grx4+5fVbeerP/YXSmoZx8G6CTw
J7/hi+ooJvN4cuM=

—————————————— ms8B7876C5A4971B52E1D24E61--

2) PKCS#7 signedData

To: Hiroyuki Sawano <sawano@orangesoft.co.jp >

From: Taro Sawano <sawanol@orangesoft.co.jp >

Subject: Digital Sign

MIME-Version: 1.0

Content-Type: application/x-pkcs7-mime; name="smime.p7m"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7s"

MIAGCSqGSIb3DQEHAqCAMIACAQEXDJAMBggghkiGOwWOCBQUAMIAGCSqGSIb3DQEHAaCAJIAEbKNYV
bnRIbnQtVHIWZTogdGV4dC9wbGFpbg0KQ29udGVudClUcmFuc2ZIcilFbmNvZGluZzogcXVvdGVk

hvcNAQKEMRIEEFE6IM/MZQmMTGdIaAG17hE4wDQYJKoZIhveNAQEBBQAEQC+f4FYqZiV4QgzS3BAB
YpazDyMF61HtuVOU5rZ91guQzFB/nHEK+GOcF1+hAmaGdpFkC3ICVhOPy2XnMPg5TVOAAAAAAAAA
AA==

94 0OOO

To: Hiroyuki Sawano <sawano@orangesoft.co.jp >

From: Taro Sawano <sawanol@orangesoft.co.jp >

Subject: Digital Envelop

MIME-Version: 1.0

Content-Type: application/x-pkcs7-mime; name="smime.p7m"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; flename="smime.p7m"
Content-Description: S/MIME Encrypted Message

MIAGCSqGSIb3DQEHA6CAMIACAQAxgc8wgcwCAQAwd|BIMREWDwWYDVQQHEwhJbnRIcm5IdDEX
MBUGA1UEChMOVmVyaVNpZ24slEluYy4xNDAyBgNVBASTK1ZlcmITaWdulENsYXNzIDEgQOEg

Bh0SaWCqCd9p00OpbNnHyi2G3tvMEuC74u+nvWjZT8fXeBAggdxGjYOObZQQIUHEOvVgb2InIA
AAAAAAAAAAAA

_47 -



95 O0ODOO+00O0

To: Hiroyuki Sawano <sawano@orangesoft.co.jp >

From: Taro Sawano <sawanol@orangesoft.co.jp >

Subject: Digital Sign And Digital Envelop

MIME-Version: 1.0

Content-Type: application/x-pkcs7-mime; name="smime.p7m"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; flename="smime.p7m"
Content-Description: S/MIME Encrypted Message

MIAGCSqGSIb3DQEHAECAMIACAQAXgC8WgCWCAQAWd|BIMREWDWYDVQQHEWhJIbnRIcm5IdDEX
MBUGA1UEChMOVmVyaVNpZ24s|EluYy4xNDAyBgNVBASTK1ZIcmITaWdulENsYXNzIDEgQOEg
LSBIJbmRpdmlkdWFsIFN1YnNjcmlizXICEDIRXE/hAYLFOrYVkpkXRMwDQYJKozIhveNAQEB

BJ/HfTc8/7A5BBBpHHa3fZXWmEA4T/uRhx4NiBDCGvxP7QFMih9IWyt6FPuCfmwwHJOrjgBkQ
e€ORM8+HsW8F50a47Pk7VZ6cEBs7TNXWBECIhYSKF/fCVhAAAAAAAAAAAAAA==
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To: smime-enroll@digitalid.verisign.com
From: sawanol@orangesoft.co.jp
Reply-To: sawanol@orangesoft.co.jp
Subject: Cert Request

Mime-Version: 1.0

Content-Type: application/x-pkcs10
Content-Transfer-Encoding: base64

MIIBQDCB6wWIBADAIMRkwFwYDVQQDEXBBbGV4YW5kecmUgRGVhY29uMSAwHgYJKoZ!

YTEwWDQYJKoZIhveNAQECBQADQQABpH1/egAnA6bA6zxDYZvIp8I8gXabrlitGda7
j5spUISbUZKPIAODgw2021FytHz5NYb6009MJeiytHgw3VoH
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9.7 DDOOOO
1

From: smime-info@verisign.co.jp
To: sawano@orangesoft.co.jp
Subject: Your VeriSign Class 1 S/MIME Digital ID
Errors-to: errors@verisign.co.jp
MIME-Version: 1.0
Content-Type: multipart/mixed;
boundary=" VeriSignOnlineCA_926060059_"
X-winbiff-flags: Seen

VeriSignOnlineCA_926060059
Content-Type: application/x-pkcs7-mime; name="verisign.p7c"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; flename="verisign.p7c"

MIIH4gYJKoZlhveNAQcCollHOzCAAQEBMQAwWCWYJKoZlhveNAQcBolAwggRzMIID
3KADAgECAhBSHbxudA47yQAKkoRWHWCKOMAOGCSqGSIb3DQEBBAUAMIGIMRwWwWGQYD

nBBRIT38GgTh5UzC1d3ItwRUluUEWZTYSGQFZdIPGMNWLIHSVRQ+8ICnLOHzjk4b
htMvdlekbp84WuohKzi2m7b90OcHvIVJI0rlIxfqjgi2D/bjCCgfyZzg4lpzazlGwBz
AAAXAAAA

VeriSignOnlineCA_926060059
Content-Type: text/plain; charset=iso0-2022-jp
Content-Transfer-Encoding: 7bit

S/MIME ID
JIS

VeriSign Digital ID Center
id-center@verisign.co.jp

-- VeriSignOnlineCA_926060059_
Content-Type: text/plain; charset=iso-2022-jp
Content-Transfer-Encoding: 7bit

VeriSignOnlineCA_926060059_--

2) PKCS#7 1

From: Taro Sawano <sawanol@orangesoft.co.jp>

Mime-Version: 1.0

Content-Type: MultiPart/Mixed; Boundary="--------- 971840212-66036305"
X-winbiff-flags: Seen

----------- 971840212-66036305
Content-Type: text/plain; charset=iso-2022-jp

JIS
----------- 971840212-66036305
Content-Transfer-Encoding: Base64
Content-Type: application/pkcs7-mime; name="sawanol.p7c"
Content-Disposition: attachment; flename="sawanol.p7c"

MIAGCSqGSIb3DQEHAqCAMIACAQEXADALBgkghkiGO9w0OBBwGggDCCBHQwggPdoAMCAQICEDS
IXamPnts5jp/062cvbMwDQYJKoZIhveNAQEEBQAwgbUxHDAaBgNVBAOTE1ZIcmITaWdulEph

ZdIPGMNWLiHsVRQ+8ICnLOHzjk4bhtMvdlekbp84WuohKzi2m7b9OcHvIVJIO0rlJIxfqjgi2D/
biCCgfyZg4lpzazlGWBZAAAXAAAAAAAAAA==

——————————— 971840212-66036305—

-49-



3) DER X.509

From: Taro Sawano <sawanol@orangesoft.co.jp>

Mime-Version: 1.0

Content-Type: MultiPart/Mixed; Boundary="--------- 971840212-66036305"
X-winbiff-flags: Seen

——————————— 971840212-66036305
Content-Type: text/plain; charset=iso-2022-jp

JIS
----------- 971840212-66036305
Content-Transfer-Encoding: Base64
Content-Type: application/ pkix-cert; name="sawanol.cer"
Content-Disposition: attachment; flename="sawanol.cer"

MIAGCSqGSIb3DQEHAqCAMIACAQEXADALBgkghkiG9w0BBwGggDCCBHQwggPdoAMCAQICEDS
IXamPnts5jp/062cvbMwDQYJKoZlhveNAQEEBQAwgbUxHDAaBgNVBAOTE1ZIcmITaWdulEph

ZdIPGMNWLiHsVRQ+8ICnLOHzjk4bhtMvd1ekbp84WuohKzi2m7b90cHvIVIOrlIxfqjgi2D/
bjCCafyzg4lpzazl GWBZAAAXAAAAAAAAAA==

——————————— 971840212-66036305—
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VeriSign

2

25 F3 74 4F 14 10 11 C6 OA 36 51 1A AC 48 19 F7

md5withRSAEnNcryption

DN

CN = VeriSign Class 1 CA Individual Subscriber-Persona Not Validated
OU = www.verisign.com/repository/RPA Incorp. By Ref,,LIAB.LTD(c)98
OU = VeriSign Trust Network

O = VeriSign, Inc.

2000 3 9  9:00.00
2000 5 9 85959

DN

E = sawanol@orangesoft.co.jp

CN = Taro Sawano

OU = Digital ID Class 1 - Microsoft

OU = Persona Not Validated

OU = www.verisign.com/repository/RPA Incorp. by Ref,LIAB.LTD(c)98
OU = VeriSign Trust Network

O = VeriSign, Inc.

RSA(1024 )

30 81 89 02 81 81 00 B4 B6 30 57 A5 57 C9 40 9C
B4 DA 47 50 5B D3 13 6F 30 E4 1E 6F 36 97 5D 59

73 1A 05 67 D5 AC FF F1 06 86 4D EB 63 2F 57 70

X.509 V3

Subject Type=End Entity

Path Length Constraint=None

Policyldentifier=2.16.840.1.113733.1.7.1.1
[1,1]Policy Qualifier Info:
Policy Qualifierinternet Draft=CPS
Qualifier:
https://www.verisign.com/CPS
[1,2]Policy Qualifier Info:
Policy Qualifierinternet Draft=

Qualifier:
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Notice Reference:
Organization=VeriSign, Inc.
Notice Number=1
Notice Text=VeriSign's CPS incorp. by reference liab. Itd. (c)97

VeriSign

Digital Signature , Key Encipherment(AQ)

Netscape Cert Type

ssL (80)

CRL

Distribution Point Name:
Full Name:

URL=http://crl.verisign.com/classl.crl

md5withRSAEnNcryption

49 AB 1D AC 7A BF 6D 54 09 E0 53 0C DB CF 53 8E

327D OE 1E EB 17 F9 A6 BC 5B 12 D2 8A 6D C3 DE

CC 7C 4B 47 A9 20 DA 31 3F B9 C6 50 46 26 31 36
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Classl( ) 4 )
Classl
OK

(2

e
etiet

X.500

OU = Class 1 Public Primary Certification Authority

O = VeriSign, Inc.

C =US OU = Class 1 Public Primary Certification Authority
O = VeriSign, Inc.

C=UsS

CA X.500

CN = VeriSign Class 1 CA - Individual Subscriber

OU = Terms of use at https://www.verisign.co.jp/RPA (c) 98
OU = VeriSign Trust Network

O = VeriSign Japan K.K.

X.500

E = sawano@orangesoft.co.jp

CN = Hiroyuki Sawano

OU = Digital ID Class 1 - SMIME Orangesoft Inc./Winbiff/2.1

OU = www.verisign.com/repository/CPS Incorp. by Ref.,LIAB.LTD(c)96
OU = VeriSign Class 1 CA - Individual Subscriber

O = VeriSign Japan K.K.

Cc=JpP

VeriSign VeriSign Web Repository  VeriSign PKI Hierarchy

http://www.verisign.com/repository/hierarchy/hierarchy.pdf
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()
()

PKI

()

PGP
Simon Garfinkel ()

()

UNIX &
Simon Garfinkel ~ Gene Spafford

()

E-Mail
Bruce Schneier

()

1998.2

()

IPA RFC  http://lwww.ipa.go.jp/security/rfc/RFC.html

()
http://www.sisnet.or.j p/sis/dokuhon/index.html

(ECOM)

http://www.ecom.or.jp/gecom/about_ wg/wg05/cr-swa/code-index.html

PKIX Working Group  http://www.imc.org/ietf-pkix/
SMIME Working Group http://www.imc.org/ietf-smime/
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http://www.ecom.or.jp/qecom/about_wg/wg05/cr-swg/code-index.html
http://www.imc.org/ietf-smime/

S/MIME

113-6591

2-28-8

16F
FAX:03-5978-7518

e-mail: isec-info@ipa.go.jp
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