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4.4.2.

4.4.3.

4.5.

5.1.2.

BIND




Web

1.1.

1.1.1.

Web

1.1.2.



1.1.3.

1P
DNS

0N

(0N



o v M w

) OS
) 2
) OS
) OS
) oS
)
)
)
)
RFC2196

http://www.ipa.go.jp/security/rfc/RFC2196-00JA.html
RFC2504

http://www.ipa.go.jp/security/rfc/RFC2504JA.html
Steps for Recovering from a UNIX or NT System Compromise

http://www.cert.org/tech_tips/root_compromise.html
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The World Wide Web Security FAQ
http://www.w3.org/Security/Fag/001031wwwsfj.ja.sjis.htmI#Q96



2.1

2.1.1.

2.1.2.

ISP

ML

Web



2.1.3.

RCPT TO:

sendmail

RECIPIENT

sendmail 8.8.x check_relay

2.1.4.



sendmail

MTA Mail Transfer Agent SMTP 7 ASCII

Web

2.1.5.



2.2. sendmail

sendmail MTA
sendmail
sendmail 8
sendmail
2.2.1. sendmail
sendmail
sendmail
sendmail
5.x sendmail R5 sendmail
8.X.X
sendmail R8 sendmail
sendmail-8.8.x
check_relay
8.8.8 sendmail
sendmail
sendmail-8.9.0 sendmail.cf
8.9.0 sendmail

Bugtraq http://www.securityfocus.com



2.2.2.

sendmail
sendmail
1
sendmail
sendmail
sendmail
sendmail sendmail.cf
sendmail.cf CF
2.2.3.
sendmail
VRFY EXPN R5
sendmail R8 sendmail mail.cf
debug 5.58 debug
CA88-01 CA93-14 BID:1 CVE-1999-0095
mail from rcpt to 5.58 5.59 8.6.10
SMTP
mail from rcpt to
CVE-1999-0203
ident 8.6.9 IDENT

BID:2311



MIME

8.8.0 8.8.1 8.8.3 8.8.4
8.8.0 8.8.1

MIME

8.8.3 8.8.4 CVE-1999-0206 CVE-
1999-0047
mail.local 8.9.3 sendmail mail.local

¥n XN
2047

mail.local LMTP sendmail

CVE-2000-0319
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2.2.4.

sendmail
NetWin DMail ETRN CVE-2000-0490
Dmail 260 ETRN
DMail 2.7r 2.8k
Netwin DMailWweb and CWMail Server CVE-2000-0610
2.6j
Lotus Domino Server ESMTP CVE-2000-
0452
ESMTP rcpt to saml from soml from FROM
4KB
Lotus Domino Version 5.0.5
Lotus Domino Server ESMTP CVE-2000-0452
ESMTP rcpt to saml from soml from FROM
4KB
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5.0.5

MsgCore/NT CVE-2000-0075
smtp (
HELO/ MAIL FROM/ RCPT TO / DATA

MsgCore 2.x
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2.3. IMAP

IMAP Internet Message Access Protocol

IMAP
IMAP
2.3.1. IMAP
IMAP
IMAP
IMAP
IMAP
SSH
2.3.2. IMAP
IMAP
SUuSE IMAP
IMAP

IP IMAP

CRAM-MD5

CVE-2000-0233

imap
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2.4. POP
POP Post Office Protocol

sendmail MTA
POP

POP 3 POP3

2.4.1. POP
POP

POP

APOP
APOP

SSH

2.4.2. POP
POP

vpopmail

vpopmail vchkpw

PASS
vpopmail
4.8

14

POP

POP

PC

CVE-2000-0583
vsprintf()

USER



Netwin DMailWeb CWMail Server CVE-
2000-0611

POP3
SMTP
SMTP
2.6g DMailWeb
DmailWeb - force_primary = true - valid_pop =
{ POP } POP
MDaemon 2.8.5.0 POP UIDL
CVE-2000-0501
POP pass UlIDL
2.8.6.0
Qualcomm Qpopper fgets CVE-2000-0320
gpopper ¥n
fgets()
mfgets() 1024
¥n 1023 ¥n
1023 ¥n
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3. WEB

Web

Web

3.1. Web
Web
API CaGl

Web

Web
Web

3.1.1.
Web
Web CGl

Web Web
CGl

3.1.2.

16

httpd

Web



Web

Web

Web

Web

Anonymous FTP httpd

CGlI

SSI exec

chroot

root

17

include

Web



Web

syslog
Web

access_log error_log
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3.2.
Web
Web

3.2.1. Web

GET
CGl

3.2.2.

index.html

3.2.3.
Web

Web
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3.3. Web
CaGl

Web
Web

3.3.1.

3.3.2.

Web

Web

Web

Web

CGlI

Web

testcgi

20

phf

Web
Web

Web



3.3.3.

strcpy()  strcat()
strncpy()  strncat()

3.3.4.

3.3.5.

URL  Cookie

data.csv
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3.3.6. CGI

Common Gateway Interface test-cgi
phf Irix webdist.cgi
CaGl
CGlI
CERT
http://www.cert.org/advisories/CA-1997-25.html
W3C WWW FAQ

http://www.w3.org/Security/Faqg/www-security-fag.html

http://www.w3.org/Security/Fag/001031wwwsfj.ja.sjis.html

3.3.7. ASP
ASP Active Server Pages Microsoft VBScript
HTML
11S3.0 4.0 ASP
1S
1S ASP
Linux ChiliSoft ASP forLinux 3.0/3.5/3.5.2
Bugtraq
http://www.securityfocus.com/bid/978
http://www.securityfocus.com/bid/2454
http://www.securityfocus.com/bid/2407
http://www.securityfocus.com/bid/2409
http://www.securityfocus.com/bid/2410
http://www.securityfocus.com/bid/2376
http://www.securityfocus.com/bid/2334
3.3.8. php
PHP HTML php.cgi
CaGl Apache
CERT W3C php.cgi cgi-bin
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Web

PHP
CERT
http://www.cert.org/advisories/CA-1996-11.html
W3C WWW FAQ
http://www.w3.org/Security/Fag/www-security-fag.html
http://www.w3.0rg/Security/Faq/001031wwwsfj.ja.sjis.html
PHP
http://www.php.net/manual/en/
http://www.php.net/manual/ja/
3.3.9. SsI
SSI  Server Side Include HTML
SSI exec include
CaGl
SSi HTML SSI
exec cmd mail
SSi
SSi
.shtml
SSi
3.3.10.
hidden
hidden
1 hidden
<INPUT TYPE="hidden" NAME=" " VALUE="2000">
<INPUT TYPE="hidden" NAME=" " VALUE="173">

23



HTML

173 VALUE
2 hidden
<INPUT TYPE="hidden" NAME=" " VALUE="help@target_com.com">
HTML
sendmail
hiddden
HTML
3.3.11.
JavaScript
SSlI exec SSlI
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3.4.

DoS Denial of Service Web
3.4.1. DoS
oS
WWW FTP DNS SMTP
2
SYN flood
SYN
SYN-ACK
SYN /
Linux 2.0.30 SYN Cookie
Ping of Death
65536 ping
oS 1996

25



ON

e-mail bombing

WinNuke
Win9x Win NT SP2 NETBIOS TCP 139
OOB/URG Out of Bounds/
Windows ooB
Window
Windows
3.4.2. DDoS
DDoS Distributed Denial of Service
DDoS
/
1
Web Web
DDoS DDoS

PC

26



DDoS

3.4.3.

DDoS

DDoS

DDoS

DDoS

DDoS

DDoS
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PC

PC

PC

DDoS

DDoS



PC

3.4.4. DDoS
DDoS
smurf
ICMP flood IP
DDoS smurf

IP ping ICMP echo
IP
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fraggle
UDP flood 1P

UDP

UDP

7 echo

ICMP UDP smurf

ICMP echo

trinoo/Trin00

0S

DDoS
UDP UDP flood
trinoo UDP
UDP ICMP port unreachable
trinoo IP
UDP
trinoo Solaris Linux UNIX
Windows WinTrin00
trinoo 1999 UNIX RPC
trinoo UDP
IP
UDP trinoo
trinoo
http://www.fbi.gov/nipc/trinoo.htm.
UDP 17
27655 TCP 6 telnet
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TEN
TFN Tribal Flood Network trinoo /

TFEN  UDP flood ICMP flood ICMP

SYN flood

SYN flood DoS

UDP flood trinoo

ICMP smurf
ICMP flood ICMP echo

ping

TEN

TEN

16

ICMP
TEN

TFN
tfn

DDoS

TEN IP

ICMP echo-reply

ICMP echo-reply
ID

Blowfish

TFN ICMP echo-reply

TEN
ICMP

TFN2K

TFN2K  TFEN TFN2K
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TEN



TCP UDP ICMP

IP
Stacheldraht
Stacheldraht ( )
TFEN trinoo /
Stacheldraht rcp
Stacheldraht DoS IP
Stacheldraht UDP

flood TCP SYN flood ICMP echo request flood ICMP directed broadcast

Stacheldraht

ICMP echo  echo-reply ICMP echo
echo-reply Stacheldraht
ping
IP
Blowfish
2 sniffer
ID 666
skillz ICMP echo-reply
667 ID ficken
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Stacheldraht

3.3.3.3
ICMP
spoofworks Stacheldraht

ICMP echo-reply
ICMP Stacheldraht
David Dittrich

http://staff.washington.edu/dittrich/misc/ddos_scan.tar
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3.5. IS

3.5.1. lIS4.0
11S4.0 Windows NT4.0 Server

/Web

IP /DNS
1S
SSL (Secure Sockets Layer)

Index Server

Microsoft Certificate Server  Web ASP
IISADMPWD

RDS

<FORM>
1S ACL
SSI  #exec

3.5.2. lIS5.0
11S 5.0 Windows2000 Server Windows2000 Advanced Server

(1) OSs
Windows 2000 Service Pack 1

(2)
MS00-086 Web

(3) MDAC  RDS
RDS MSADC

33



IISAdmin Scripts

® |ISHelp
® |ISSamples
® MSADC
® Printers
® vti bin
(4)
WWWwW
(5) Administrator
Administrator
(6)
9
8
7
(7) Hisecweb.inf
Microsoft
(8) IPSec
IPSec
9) ACL

34

IPSecPol



(10)
W3C Extended

(11)

(12)

dot dot

Inetpub
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3.5.3.

2000 1S
11S 4.0
Hit-Highlighting CVE-2000-0097
hit-highlighting WebHits ISAPI
hit-highlight
Web
MS00-006
Internet Data Query CVE-2000-0098
Internet Data Query
Web
Web
MS00-006
CVE-2000-0226
POST PUT
Web
MS00-018
Link View CVE-2000-0260
Dvwssr.dll

dll

36



Dvwssr.dll

directory traversal

025
URL
1S
1S
NT4.0
UNICODE
UNICODE
Everyone
11S 4.0 11S5.0
UNC
1S
URL
UNC

MSO00-
CVE-2000-0858
INETINFO.EXE
NT
MS00-063 1S
SP6a
CVE-2000-0884
/ ¥ ..l dot dot

IUSR_machinename

IUSR_machinename

MS00-078 NT 4.0 SP5

IUSR_machinename

User

CVE-2000-0246
UNC
ISAPI

Web .ASP

MS00-019
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CVE-2000-0258

HTR
ISAPI
HTR
URL
HTR CVE-2000-0630
.asp (
HTR
CPU
HTR

URL
CPU
Web
MS00-023
CVE-2000-0304
inetinfo.exe
MS00-031
CVE-2000-0408
URL
MS00-030
.asa .ini )
ISM.DLL
MS00-044

CVE-2000-0631

3.0

38

URL

+.htr

HTR

HTR



Web

CGl

URL

ON)

11S5.0

...bat

ISAPI
Web

MSO00-057

CVE-2000-0886
.bat .cmd
cmd.exe
IUSR_machinename
IUSR_machinename
/ / /

MS00-044

CVE-2000-0770

(ON

MS00-086 2000

NT 40 SP5 Windows 2000
SP2
.cmd Web
IUSR_machinename cmd.exe
CVE-2000-0970
Web 1D
Web
ID
Web
Web
MS00-080
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SP1

SSL
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URL

IWAM_machinename

Front Page Server Extension

FPSE
1S

FPSE

11S 5.0

Translate:f

HTTP GET

CVE-2000-1089

1S

IUSR_machinename

MS00-094

CAN-2001-0096

FrontPage Server Extensions (FPSE)

browse-time Web

11S 5.0
MS00-100

CVE-2000-0778

Translate: f

ASP

MS00-058
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3.6. Apache

Apache  UNIX / Web
Linux Web Apache
3.6.1. Apache
Apache
Apache
Web
Web
<option> "Indexes”
CGl

httpd.conf  CGI

CGl
CGlI
SSiI

CGlI

SSI

SSI

SSI shtml SSI
SSI exec include
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SSI SSI

3.6.2. Apache
Apache
Apache

Apache 1.3.19
BID:2503

PHP3
PHP Apachel.3
Web

Apache 1.3.6
CAN-2001-0042 BID:2060 XF:apache-php-disclose-files(5659)

Rewrite
Apache 1.2 mod_rewrite

RewriteRule

Apache 0.8.11 Apache 0.8.14 Apache 1.0 Apache 1.0.2 Apache
1.0.3 Apache 1.0.5 Apache 1.1 Apache 1.1.1 Apache 1.3.11win32 Apache 1.3.12
BID:1728 CVE-2000-0913 XF:apache-rewrite-view-files(5310)

SUSE Apache WebDAV
WebDAV PROPFIND HTTP

Apache 1.3.12
BID:1656 CVE-2000-0869

Windows Apache
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config index
IBM HTTP Server 1.3.3win32 IBM HTTP Server 1.3.6.2 win32
Apache 1.3.12 win32
BID:1284 CVE:CVE-2000-0505

ScriptAlias
ScriptAlias DocumentRoot
cgi-bin
Apache 0.8.14 NSCA httpd 1.5a-export
BID:2300 CVE:CVE-1999-0236
MIME
8000 MIME
Web
Apache 1.2.5 Apache 1.3.1 MessageMedia UnityMail 2.0
BID:1760
GET
/ GET
Apache 1.2.5
BID:2216 CVE:CAN-1999-0107
mod_cookies
Apache httpd mod_cookies.c
make_cookie
Apache 1.1.1

NAI:NAI-2 XF:http-apache-cookie BID:1821 CVE-1999-0071
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nph-test-cgi
nph-test-cgi

NCSA NSCA httpd 1.5.2a Apache 1.1 Netscape
Commerce Server 1.12 Netscape Communications Server 1.1/1.12 Netscape
Enterprise Server 2.0a
CERT:CA-97.07.nph-test-cgi_script CVE:CVE-1999-0045 XF:http-cgi-nph
BID:686

test-cgi
test-cgi
NCSA NSCA httpd 1.5.2a Apache 1.0.5
XF:http-cgi-test BID:2003 CVE:CVE-1999-0070
phf

CGlI phf
Apache 1.0.3 NSCA httpd 1.5a-export

CERT:CA-96.06.cgi_example_code XF:http-cgi-phf CVE:CVE-1999-0067
BID:629
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4.1.

4.2.

TCP

HTTP  FTP

UDP
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4.3.

socks, udprelay, plug-gw

46

TCP/UDP



4.4.

4.4.1.
Web DNS
ICMP UDP
Web DNS
4.4.2.
DCOM Distributed Component Object
Model
4.4.3.
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CD-R

PPP
4.5.
Check Point Firewall-1 CVE-2000-0482
Check Point Firewall-1
100%
Firewall-1
Firewall-1 CPU
Firewall-1 4.1 service pack 2 Firewall-1
module $FWDIR/bin/fw ctl debug -buf
$FWDIR/bin/fw/fwstart
Checkpoint Firewall-1 CVE-2000-0181

CheckPoint Firewall-1
CPU 40% 200

Firewall-1
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IPFilter Firewall Race Condition CVE-2000-0553

"return-rst”, "keep state"

49



5.1. DNS
DNS
5.1.1.
DNS
DNS
DNS DNS
HINFO 0Ss
Windows NT
DNS
TCP 53
HINFO
5.1.2. BIND
DNS UNIX BIND
BIND
BIND DNS
PTR
IP
BIND
BIND  Transaction CAN-2001-0010

transaction signature (TSIG)

TSIG
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named root

SuU
BIND 4.9.8 BIND 8.2.3
8.2.3
nslookupComplain CAN-2001-0011
syslog
DNS DNS

DNS
BIND 4.9.7
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