13



1. WINDOWS 1

St T TP OPPTPPPR 1
1.0, WINAOWS  eeteeereeeee e ————————————————————— 1
0 PP 2
0 O T PO OO PUTT PP 5

1.2, WINDOWS e 6
0 RS 6
L 2 . e e e e e e 7
R TP 10
L 2 ., e e e e e e e e e e e a e e e e e e anaeees 14

L. 3. WIND OWS 16
1.3.1. Windows NT 4.0 Server / 11S4.0 e 16
L 3 . 18
1.3.3.  Windows 2000 Server / 11S 5.0 20

2. LINU X 21

5 SRR 21
2.1.0. LINUX e ————— 21
2. L 2. et eeee e e e e e e e e e e e e e e r e e e e e e e e e 21
2.1.3. UNIX 24

2.2. REDHATLINUX 25
2. 2. . et e e e e e raaaea e e 25
A PP 26

2.3, RED HAT LINUX e eas 27
2. 3 . e 27
2.3 . e e e e e 27
2.3, 3. 27
2.3, 4. FO0L e 28
2.3.5.  TCP Wrapper s 29
R T T o (TP 29
A T A O USRS 30
23,8, BB e e a e e e e 32




1. Windows

Windows

1.1.
1.1.1. Windows
Windows Windows NT4.0 / Windows 2000

Windows 9x oS
Windows NT4.0/2000
Windows NT 4.0/2000
NTFS
SP SP
Windows
Windows
- Windows NT NetBIOS CIFS SMB
- LanManager

Windows



1.1.2.

(ON

(1) TechNet Online — Security

URL http://www.microsoft.com/japan/technet/security/default.asp

Windows
1
(2) TechNet Online -
URL http://www.microsoft.com/japan/technet/security/current.asp
MSyy-nnn vy nnn



2000

FAQ

(0N

us

KB

(3) Microsoft TechNet Security

URL http://www.microsoft.com/technet/security/default.asp

Micosoft Windows NT 2000

FAQ

100



e \Windows

(1) NT Security
URL http://www.port139.co.jp/ntsec.htm

NT 11S4.0/5.0

(2) Win

URL http://winsec.toranoana.ne.jp/



1.1.3.

0N

Windows



1.2. Windows

1.2.1.

Windows NT / Windows 2000

CVE-2000-0475
Windows 2000

telnet NTLM CVE-2000-0834
Windows 2000
telnet.exe
Windows telnet Windows NT Challenge/Response

LanMan

Web

2000 9 16
NTLM



1.2.2.
Windows

Windows

Windows NT

Windows

Windows NT Windows 2000

Windows 2000 ADMIN$ Share
CVE-2000-0222
Windows 2000

ADMINS$

2001 3

Windows NT 4.0

CVE-2000-1149

Windows NT 4.0
RegAPI.DLL

3389



LPC CVE-2000-0070

Windows NT 4.0
LPC
API

Shell CVE-2000-0663
Windows NT 4.0 Windows 2000
DLL

. ¥System32  ..¥¥System  Windows

CVE-2000-0737
Windows 2000

(SCM)

PATH



Windows 2000

WM_USER

IME CVE-2000-0933
Windows 2000
IME
LocalSystem 0s

LocalSystem

Terminal Server

CVE-2000-0851

LocalSystem



1.2.3.

Windows

Windows

WindowsNT/2000

TCP/IP CVE-2000-0232
Windows NT 4.0 Windows 2000

TCPSVC.EXE DHCP

Active Directory CVE-2000-0311
Windows 2000

Active Directory
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IP CVE-2000-0305
Windows NT4.0 Windows 2000
1P
CPU

cmd.exe CVE-2000-0331
Windows NT 4.0 Windows 2000
(CMD.EXE)

Web

CVE-2000-0377
Windows NT 4.0

HostAnnouncement flooding CVE-2000-0403
Windows NT 4.0
CIFs

HostAnnouncement

11



AntiSniff DNS CVE-2000-0405
Windows NT4.0 Windows 2000

DNS AntiSniff
DNS 1.02
1-1
NetBIOS Name Server Protocol Spoofing CVE-2000-0673
Windows NT4.0 Windows 2000
NetBIOS Name Server (NBNS) WINS
NetBIOS
WINS

CVE-2000-0771
Windows 2000
RPC LSP
LSP

LSP

Microsoft NetMeeting
CVE-2000-0983
Windows NT 4.0 Windows 2000
NetMeeting 1720
null CPU
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1.2.4.

Web

Windows

Windows Microsoft

ActiveX
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Windows

Windows

DOS CVE-2000-0168

DOS Windows95/98

DOS
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1.3. Windows

Windows

1.3.1. Windows NT 4.0 Server / 11S4.0

Microsoft Windows 4.0 Server

http://www.microsoft.com/japan/technet/security/checklist.asp

http://www.microsoft.com/japan/technet/security/CheckListFurtherDetails.asp

Windows NT 4.0

Windows NT
NTFS
NTFS Access Control List (ACL)
NTFS 8.3
0
0s/2
POSIX
Net Share
/ /
[ ] [
Guest

Administrator

Admin

SYSKEY
[ ]
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[Everyone]

Authenticated



Users]

TCP/IP NetBIOS
IP

TCP/IP

11S 4.0
1S
/Web
1P /DNS
1S

SSL (Secure Sockets Layer)

Index Server

Microsoft Certificate Server  Web ASP
IISADMPWD
RDS
<FORM>
1S ACL
SSI  #exec

17



1.3.2.
WindowsNT4.0 Cc2

http://www.microsoft.com/japan/technet/security/C2config.asp

C2

C2 Update hotfix
NetBIOS

0s/2 POSIX
DirectDraw

Guest

NetBT TCP UDP

LSA(Local Security Authority)

Administrator

Administrators Power Users

CD-ROM
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1.3.3. Windows 2000 Server / 1IS 5.0
Windows 2000 Server / 11S 5.0 Microsoft

http://www.microsoft.com/japan/technet/security/iisschk.asp

Windows NT 4.0/11S 4.0

Windows 2000

hisecweb.inf

Windows NT 4.0 /IS 4.0
Windows 2000/11S 5.0

Hisecweb.inf

IPSec
Telnet
Access Control List (ACL)
1S ACL
IP
1S CA
COM
IISADMPWD
ASP FORM
IP

20



2. Linux

Linux Red Hat Linux
Red Hat Linux Red Hat Linux Linux
RPM Red hat

Package Manager

2.1
2.1.1. Linux
Linux
RedHat Linux SecurityFocus Bugtraq
2.1.2.
(D Linux

URL http://www.linux.or.jp/security/

(2) Linux Security Knowledge Base

URL http://www.securityportal.com/Iskb/

21



Linux

(3) Linux Help Online Security Resources

URL http://www.linuxhelp.org/security.shtml

Redhat SuSE Debian Linux

Linux

(4) Debian GNU/Linux
URL http://www.debian.org/security/

Debian

(5) redhat.com Red Hat Linux Errata

URL http://www.redhat.com/support/errata/index.html

Security Advisery
Bug Fixes
Package Enhancement
Security Advisery
Bug Fixes

PackageEnhancement Kerberos

(6) Updates for Vine Linux
URL http://vinelinux.org/errata.html

Vine Linux

URL Redhat

22
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2.1.3. UNIX

(1) FreeBSD Security Information
URL http://www.freebsd.org/security/security.html

FreeBSD Tips

(2) Sun Security Information

URL http://sunsolve.sun.com/pub-cgi/show.pl?target=security/sec

Sun

(3) hp IT resource center hp-ux forums — security
URL http://forums.itrc.hp.com/cm/CategoryHome/1,1147,155,00.html

hp

24



2.2. Red Hat Linux

2.2.1.
Red Hat Linux

dump

setgid

EIP(

makewhatis

UNIX man

Linux

rpcd.stated

rpc.statd
syslog()
0.1.9.1
suidperl

suidperl spearl

CVE-2000-0186

/bin/mail

25

Redhat root

CVE-2000-0666

dump dump
-f a
CVE-2000-0566
makewhatis tmp
/tmp
symlink
man
nfs-utils

CVE-2000-0703



suidperl
/bin/mail

set interactive

2000-1134
tcsh csh sh bash

2.2.2.
Red Hat Linux

pam_console
2000-0668
Xdm, gdm, kdm

PAM

suidperl

setuid RedHat

~/.mailrc

CAN-

<<

RHSA-2000-117 RHSA-2000-121

CVE-

XDMCP

0.72
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2.3. Red Hat Linux
Red Hat Linux

2.3.1.

2.3.2.
kernel sendmail apache ftp bind
Web
syslogd glibc mailx perl RPM PAM packages

man wu-ftpd kernel

2.3.3.
inetd inetd letc/inetd.conf

letc/inetd.conf #

systat netstat chargen finger discard
ps auxw netstat —a
letc/rc.* oS

sendmail nfs

ntsysv chkconfig

Web crond httpd inet keytable

network random syslog
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2.3.4. root

root
root
root
root
root root
root
su root
root root fetc/group
root root fetc/login.defs
SU WHEEL_ONLY yes login
root
letc/securetty root Red Hat Linux
vty
root ssh
su root
root rlogin rsh rexec r-
root
r- .rhosts root
.rhosts
* 2
root
Is
root
PATH

28



2.3.5. TCP_wrapper
inetd
TCP_wrapper tcpd

inetd
/

TCP_wrapper

ftp
TCP_wrapper
fetc/hosts.deny

IP
letc/hosts.deny
/etc/hosts.allow

2.3.6. ssh
ssh telnet r- rsh rcp
TCP
telnet r-
ssh
ssh X X-Window

POP3

root

TCP_wrapper
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inetd

TCP_wrapper inetd

/etc/hosts.allow

telnet



2.3.7.

sendmail MTA
sendmail
sendmail 8
sendmail
sendmail
sendmail
sendmail
sendmail
5.x sendmail R5 sendmail
8.X.X
sendmail R8 sendmail
sendmail-8.8.x
check_relay
8.8.8 sendmail
sendmail
sendmail-8.9.0 sendmail.cf
8.9.0 sendmail

Bugtraq http://www.securityfocus.com
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sendmail

sendmail
sendmail
sendmail
sendmail
sendmail sendmail.cf
sendmail.cf CF

31



2.3.8. Web

Web Apache Apache UNIX
Web Linux Web
Apache

Apache

Apache
Apache
Web
Web
<option> "Indexes”
CGl

httpd.conf  CGI

CGl
CGlI
SSiI

CGlI

SSI

SSI

SSI shtml SSI
SSI exec include

32



SSI SSI

Apache
Apache
Apache

Apache 1.3.19
BID:2503

PHP3
PHP Apachel.3
Web

Apache 1.3.6
CAN-2001-0042 BID:2060 XF:apache-php-disclose-files(5659)

Rewrite
Apache 1.2 mod_rewrite

RewriteRule

Apache 0.8.11 Apache 0.8.14 Apache 1.0 Apache 1.0.2 Apache
1.0.3 Apache 1.0.5 Apache 1.1 Apache 1.1.1 Apache 1.3.11win32 Apache 1.3.12
BID:1728 CVE-2000-0913 XF:apache-rewrite-view-files(5310)

SUSE Apache WebDAV
WebDAV PROPFIND HTTP

Apache 1.3.12
BID:1656 CVE-2000-0869

Windows Apache
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config index
IBM HTTP Server 1.3.3win32 IBM HTTP Server 1.3.6.2 win32
Apache 1.3.12 win32
BID:1284 CVE:CVE-2000-0505

ScriptAlias
ScriptAlias DocumentRoot
cgi-bin
Apache 0.8.14 NSCA httpd 1.5a-export
BID:2300 CVE:CVE-1999-0236
MIME
8000 MIME
Web
Apache 1.2.5 Apache 1.3.1 MessageMedia UnityMail 2.0
BID:1760
GET
/ GET
Apache 1.2.5
BID:2216 CVE:CAN-1999-0107
mod_cookies
Apache httpd mod_cookies.c
make_cookie
Apache 1.1.1

NAI:NAI-2 XF:http-apache-cookie BID:1821 CVE-1999-0071
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nph-test-cgi
nph-test-cgi

NCSA NSCA httpd 1.5.2a Apache 1.1 Netscape
Commerce Server 1.12 Netscape Communications Server 1.1/1.12 Netscape
Enterprise Server 2.0a
CERT:CA-97.07.nph-test-cgi_script CVE:CVE-1999-0045 XF:http-cgi-nph
BID:686

test-cgi
test-cgi
NCSA NSCA httpd 1.5.2a Apache 1.0.5
XF:http-cgi-test BID:2003 CVE:CVE-1999-0070
phf

CGlI phf
Apache 1.0.3 NSCA httpd 1.5a-export

CERT:CA-96.06.cgi_example_code XF:http-cgi-phf CVE:CVE-1999-0067
BID:629
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