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SECTION 1030: Fraud and related activity in connection with computers
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(A) knowingly causes the transmission of a program, information, code, or command, and as a
result of such conduct, intentionally causes damage without authorization, to a protected
computer;
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(B) intentionally accesses a protected computer without authorization, and as a result of such

conduct, recklessly causes damage; or
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(C) intentionally accesses a protected computer without authorization, and as a result of such

conduct, causes damage;
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CALIFORNIA PENAL CODE, TITLE 13. Crimes Against Property, CHAPTER 5. Larceny
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502. Computer crimes
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(b)

(10) "Computer contaminant” means any set of computer instructions that are designed to modify,

damage, destroy, record, or transmit information within a computer, computer system, or
computer network without the intent or permission of the owner of the information. They include,
but are not limited to, a group of computer instructions commonly called viruses or worms, which
are self-replicating or self-propagating and are designed to contaminate other computer programs
or computer data, consume computer resources, modify, destroy, record, or transmit data, or in
some other fashion usurp the normal operation of the computer, computer system, or computer
network.
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(8) Knowingly introduces any computer contaminant into any computer, computer system, or computer
network.
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ARTICLE 16D COMPUTER CRIME
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Short Title: Computer Crime Prevention Law
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Sec. 16D-3 Computer Tampering
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()

(4) Inserts or attempts to insert a “program” into a computer or computer program knowing that such
“program” contains information or commands that will or may damage or destroy that compute, or
any other computer subsequently accessing or being accessed by that computer, or that will or may
alter, delete or remove a computer program or data from that computer, or any other computer
program or data in a computer subsequently accessing or being accessed by that computer, or that
will or may cause loss to the users of that computer or the users of a computer which accesses or
which is accessed by such “program”.
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TITLE XLVI CRIMES, CHAPTER 815, COMPUTER-RELATED CRIMES
0000 Xwvioooooooosidoooooooooaod

815.06 Offenses against computer users.

815.060 00000000 OODODOODOD

(1) Whoever willfully, knowingly, and without authorization accesses or causes to be accessed any
computer, computer system, or computer network; or whoever willfully, knowingly, and without
authorization denies or causes the denial of computer system services to an authorized user of such
computer system services, which, in whole or part, is owned by, under contract to, or operated for, on
behalf of, or in conjunction with another commits an offense against computer users.
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TITILE 16. CRIMES AND OFFENSES, CHAPTER 9. FORGERY AND FRAUDULENT PRACTICES
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ARTICLE 6. COMPUTER SYSTEMS PROTECTION
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(9) “use” includes causing or attempting to cause:
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(A) A computer or computer network to perform or to stop performing computer operations;
dddddoooooooooooooooobobobobooooooooooooogoo
ogooooono

(B) The obstruction, interruption, malfunction, or denial of the use of a computer, computer network,
computer program, or data; or
oo ooouooooooo
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(C) A person to put false information into a computer.
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PENAL LAW PART THREE Specific Offenses TITLE J Offenses Involving Theft
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ARTICLE 156 Offenses Involving Computers; Definition of Terms
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156.05. Unauthorized use of a computer
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A person is guilty of unauthorized use of a computer when he knowingly uses or causes to be used a
computer or computer service without authorization and the computer utilized is equipped or programmed
with any device or coding system, a function of which is to prevent the unauthorized use of said computer
or computer system.
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Unauthorized use of a computer is a class A misdemeanor.

30



ubooooooboobo AbObOOoo0oooog

3. OOOOoooaoO

ooooooon
booboboooboobooooboooobooboooboobooboboooobooo
ubooboobobooboooobooboobobooboboobbooobobooooboobOooog
uboobobooobobooboboooboobooboboboooboooboooobooboobo
boobobooobooboboboooooboboooooobooboooboobooboobooa
uboooooboobbooboobooboooobobobooboooobooobooooobooo
ugboooooogoo

gbooboboooboobooooboobooboooobobooobobooooboOooo
ubooboobobooboooooboobooboboboobobooobooboooboOoboOoooo
ubhoobOobooobooboobooboooooboboooooooooboooboobooooon
gboboboobobobobooooooooooooooooooooobooobobOoD
OO00D00OO0OOOvenueprovisionsO O OO OO0OO00D0OOO0O00OOOOO0ODODOOODODOOOIO
oboobooboooboobbooooobooooboboobooooobooboooobooboog
gobobooobobobmobobobobobobobobUobobDOobDobDobDooo
uboobooboobooboboboboobooooboboboobOooooobooooboobOooog
uboobooboobooobobooooboooooboobooboooobooooonooon
ubooooboobbooboboooboboooobobooobooobobooobobooooooon
ubooboobooobooboboboobobooboobolooboboobooobooobooonooo
gboooooooobooobogo

ooooo

ubboobobooobobooobooboobboooobobooobooboooooboooon
ubooboobooobooooooooboobooooboboooboboooobOooog
ubhoobooboobobobobooboboooboboobesounooooooboonoon
uboobooboooboooboboooboooboooobobooooobooboooboOooboog
ubhoobOoboobooboboooobooboobobooeocobuoooobobooong
ubooobooobooboooobooboobob4b00000b00000D0O00O0O0000O0
ooobo0oooboooooboooobooooobobo0o 19970ooboboOooooboOoon
ubobooobooboobooboboboboooooooobooobooboobon

31



bboobooobooboooooobooboooboboboooboboooboobooooobooono
uboobooboboobooboboooboobobooooboooooboobooboobaoon
ubooboooooboobobobobobooooooboobobobo

ooon

gboobobooobobooooboboboobooooboboooboobooooobooo
uboobooboobobooboobbooboobooboboboooboooobobOoooa
ubooboobooboboobobobobooobobooooboobobooboboobooog
ubooboooobooboooobooboobobobbooboooboboooboobOooog
ubooboboobboobobooobooboooobobooooooboboooboooog
ubooboobooboobboooboboooobooboboobooooboobooboobooog
ubooboooooboobobobobobooooooboobobobo

oooooon
uoooooooopoobooooobdooobobooboooboooooobooooooban
ggodobobotbooooboboobooooobboobboobboooubbooooboboboooo
goggobbboooobobooboboooobooobnbbooooobbbboobbuoooobo
gogdobooobboobbbotooooobbbooouboooobbobooouobobooboo
uooboooobooboooooboobooobobbooboobobbobobooboaoo
uoooooogan

32



