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(Social Engineering)

(Herbert Croly)

1925 " Better future would drive from

the beneficient activities of expert social engineers who would bring to the

service of social ideas all the technical resources which research could
discover and ingenuity could devise." (

http://www.soc.titech.ac.jp/titsoc/whatissoc.html

social engineering
1 1 social
engineering social engineering
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social engineering

http://nit.nikkeibp.co.jp/column/19980811/index.shtml

4 * Social Engineering’

Social engineering n. Term used among crackers and samurai for
cracking techniques that rely on weaknesses in wetware rather than
software; the aim is to trick people into revealing passwords or other
information that compromises a target system's security. Classic scams
include phoning up a mark who has the required information and posing
as a field service tech or a fellow employee with an urgent access problem.
See also the tiger team story in the patch entry.

http://members.tripod.com/~bernz/socenfaq.txt

Social Engineering ‘n.

http://www.members.tripod.com/~ayanamiz/shakai.html

Social
Engineering =
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Social Engineering
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(Trashing, Dumpster Diving)
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48 13
105 28
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94 20
102 2
10 Web
Web spoofing
91 23

43 21

45 26

98 18

a7 6
BBS
BBS
57 26
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BBS



59 5

Web Spoofing

106

Web Spoofing

Web
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1 DNS

2 URL URL
3 E-mail URL
4
5 URL
Web

6 JAVA

ID
7
8
Web Spoofing 54 28
Web Spoofing 71 3
Web Spoofing 111 17
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1996 10
ISBN 4-7942-0726-3

1996 10
ISBN 4-7942-0727-1

1995 12
ISBN 4-04-791237-9

1995 11
ISBN 4-8207-1133-4

1999 11
ISBN 4-89814-034-3

1998 5
ISBN 4-89621-207-X
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1IPA - RFC - RFC2504

http://Amww.ipa.go.jp/SECURITY/index-j.html
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http://nit.nikkeibp.co.jp/column/19980811/index.shtml
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200X
1999 6 6
http://www.ntv.co.jp/FERC/research/19990606/f1231.html
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4 YAMAGATA Hiroo: The Official Page
http://mars.postl.com/home/hiyoril3/asahi/beyondhope.html

Hackers in New York—— Beyond HOPE 1997
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5 CNET Japan TECH News
http://japan.cnet.com/News/1998/1tem/980710-8.html
TV

By Jim Hu/
Wed 8 July 1998 13:45 PT
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6 PC WEEK ONLINE JAPAN
(http://www.zdnet.co.jp/pcweek/archives/981221/981221p3501.html)

PC WEEK 98.12.21  --
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Editor's Letter 1999 6 7
http://www.president.co.jp/pre/editor/990607.html
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3

http://www.iis.u-tokyo.ac.jp/~makoto/security/

http://www.iis.u-tokyo.ac.jp/~makoto/security/imp.html

http://www.ecei.tohoku.ac.jp/~mita/imp2.html
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9 Wired NEWS
http://www.hotwired.co.jp/news/news/technology/story/775.html

http://www.wired.com/news/news/technology/story/t12758.html

James Glave
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10 UG Akademeia

http://www.net-web.ne.jp/ipusiron/Kiso_sosyaru.htm

http://www.net-web.ne.jp/ipusiron/hyoujyunn_so-syaru.htm

1

http://www.net-web.ne.jp/ipusiron/source/ug_text_so-

syaru_samplel.htm

written by ipusiron(2000,2,18)

2

http://www.net-web.ne.jp/ipusiron/source/ug_text so-

syaru_sample2.htm

written by ipusiron(2000,2,20)

web spoofing

http://www.net-web.co.jp/ipusiron/kiso_web spoofing.htm

web spoofing

written by ipusiron(1999,11,2)
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11

Bernz's Homepage - Social Engineering Homepage
http://members.tripod.com/~bernz/socenfaq.txt
THE COMPLETE SOCIAL ENGINERING FAQ!

"There's a sucker born every minute." PT Barnum

"Don't touch me, sucka." Mr. T
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12 Weird NEWS

http://www.wired.com/news/news/technology/story/15673.html
AOL: "You've Got Weak Security!

by Michael Stutz

3:50 p.m. 16.0ct.98.PDT
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13  About.com
http://netsecurity.miningco.com/compute/netsecurity/library/weekly/a
a101998.htm
Loose Lips Sink Networks
Dateline: 10/19/98
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14  System Security
http://www.artsci.net/~johnm/docs/security/se.html
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15 The University of Memphis - Department of Mathematical
Sciences — Paul Ryburn, Instructor — Computer Literacy — Computers
in Society

http://www.msci.memphis.edu/~ryburnp/cl/cis/crime.html

32 of 52



16 Cafe au Lait Java FAQs, News, and Resources - Java Lecture
Notes - Introduction to Java Programming: Week 5

User Security Issues and Social Engineering
http://metalab.unc.edu/javafag/course/week5/15.html

Preventing Applet Based Social Engineering Attacks
http://metalab.unc.edu/javafag/course/week5/15.5.html
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Trashing

37 of 52



38 of 52



39 of 52




40 of 52




41 of 52




42 of 52




43 of 52



44 of 52



45 of 52



Q6-1
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Q6-2

Q6-3

Q8-1

Q8-2
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Q6-1

Q6-2

Q6-3
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Q8-1

Q8-2
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