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Dr. Stephen D. Bryen
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Mr. Fukuyama
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|nformation security: Trendsin
threats

Increasing threats I

from espionage and
information brokers: ~I\ Malicious | Accidental
“Information Warfare’
N \
| Threats to , Oversights,
Fraud increasing Confidentiality Leaks Breaches
with restructuring b P ?ﬁ{ﬁ%’j
& economic pressures
i —
Increasing Integrity w Failures concer,
sophistication —— ——
g -

of viruses, Threats to Sabotage, Breakdowns

hacker groups, o Vandalis ,

involvement Availability /

organised crime Theft /

Theft of notebooks l/

PSEC copyright Large-Scale Network Security Committee All right reserved 1.0ct. 1999

\

Information “warfare” |

@ Shell Services International
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H6(Fatal Accident)
H6
E3(Intrude to DCS) F4(Alter Control

Parameters) H6
1] DCS ”

E3(Intrude to DCS)
F4(Alter Control Parameters)

Preliminary Risk Analysis (PRA)
Hazard and Operability studies (HAZOP)
Failure Mode and Effects Analysis (FMEA/FMECA)

Fault Tree Analysis (FTA)

Event Tree Analysis (ETA)
( FTA ETA

Dynamic Event Tree Analysis Method (DETAM)

Cause-Consequence Analysis (CCA)
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2000 1 1.0
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