


AMAZONE.COM i i e 7
L O X O 7
SO 8

B 9

X 00 9
SO L e 13
S MM 17
SSL  S/IMIME s 20
X 00 23

DN S X 30

O R B S 40



ORBS

ORBS 40



3 (ANA,JASJAL) WEB

(
3
SSL
3 JAS
ID/
SSL
1-1
1-1
SSL LOGIN SSL SSL
ANA
JAS (SSL ) (SSL ) (SSL )
JAL
SSL: ( ) SSL
LOGIN SSL: LOGIN ID/ SSL
SSL : ( ) SSL
SSL: ( ) SSL
SSL
ID/



URL
WEB
WEB
(From:)
From:
WEB (From)
(From:)
(Cc)
Received: MTA

WEB



3
JAS SSL
SSL
ID/ SSL
SSL
SSL
JAS
WEB
JAL SSL
ANA
SSL
3
JAS ID
SSL
SET (Secure Electronic Transaction)
SET

JAS

SSL

JAS



amazon.com

amazone.com
amazone.com
SSL
SSL

thisco.com
thisco.com

URL HTTPS

HTTP

SSL

Hyatt, Westin

SSL

SSL



SSL

SSL
TCPIP 80 HTTP
HTTPS SSL

HTTPS
HTTPS
HTTPS
HTTPS

443



2. X.509

X.509
3
(trusted third party) (Certificate Authority)

X.509 X.509 ITU
(International Telecommunication Union) ISO (International Organization for Standardization)

X.500 1

X.500 X.500

SPKI (Simple Public Key Infrastructure) SDS

(Simple Distributed Security Infrastructure) SMIME  SSL

X.509
X.509 1988 1
1993
1996 3

X.509 v3

X.509 ASN.1 (Abstract Syntax Notation One)
X.509 DER (Distinguished Encoding Rules)



CA

version
serial Number
signature
Issuer
validity
subject
_SUbJ e‘SPPb' |(I‘|;eyl_]rc]fo extnld extnld
'SEL_H Unl que I dentl_]:_er critical critical
subject niguet entifier extnValue |...| extnValue
extensions
1 X.509 v3
( 1X.509v3 )
version X.509
vl
serialNumber CRL
signature
issuer X.500
validity
subject X.500
subjectPublicKeylnfo
issuerUniquel dentifier subjectUniquel dentifier v2
extensions v3 (extnld)
(extnVaue) (criticd) 3
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X.509 keyUsage
basicConstrains

subjectAltName

v3 X.509
v3
X.509 (CRL, Certificate Revocation List)
( 2CRL V2 ) X.500
CRL vl V2 2 v2 CRL
CA
version
signature
h'IsSUSUZr userCertificate
thi Up date revocationDate
nextUp .a.te crlEntryExtensions
revokedCertificates
crlExtensions
2 CRL v2
( 2CRLV2 )
version CRL vl
v2



signature CRL
issuer CRL
thisUpdate CRL
nextUpdate
revokedCertificates

(revocationDate)

CRLReason
crlExtensions
cRLNumber CRL

X.500

CRL

(userCertificate)

(crlEntryExtensions)

CRL
cRLDidributionPoints CRL CRLL

X.509 (Attribute Certificate)
X.509 v3 FPDAM (Proposed Draft Amendment)
X.509
2000 3
IETF PKIX Working Group X.509
1999 1 RFC Standard Track RFC 2459
RFC 2459 X.509 CRL
PKIX WG

(Online Certificate Status Protocol)
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SSL
SSL (Secure Socket Layer) Netscape Communications

oSl 5
HTTP, FTP, TELNET
EIT (Enterprise Integration Technology) SHTTP (Secure
HTTP) HTTP
2 NetscapeCommunicator InternetExplorer SSL
SHTTP SSE WWW
SSL SSL 10 Netscape
Navigator (1.0 2.X) SSL 2.0
1996 3 n SSL 3.0
NetscapeCommunicator SSL 20 SSL 30
RFC
SSL Microsoft PCT (Private Communication
Technology) PCT InternetExplorer SSL
InternetExplorer 3.0 SSL 3.0
IETF  TLS Working Group 1996 6 36th IETF SSL 30
RFC2246 TLS 1.0 TLS10
31 SSL 31
TLS PCT Fortezza
SSL 2 SSL Record Protocol

SSL Handshake Protocol
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| HTTP|| FTP | ... |TELNET]

= Record Protocol
Handshake Protocol
TCP/IP
3 Leyer
SSL Record Protocol 214 SSL Plaintext
(MAC) SSL Handshake Protocol
SSL v3 SSL Handshake Protocol
ClientHello
ServerHello
Certificate
ServerK eyExchange RSA Diffie-Hellman
SSL X.509 v3
CertificateRequest
ServerHelloDone ServerHello
CertificateRequest Certificate
Alert

14



48 PreMaster Secret ClientKeyExchange

CertificateVerify
Finished SSL Handshake Protocol

ChangeCipherSpec
SSL Handshake Protocol

Client Server
ClientHello
ServerHello
Certificate*
ServerKeyExchange*
" CertificateRequest*
ServerHelloDone
Certificate*

Clientk eyExchange
CertificateVerify*
[ChangeCipherSpec]
Finished
[ChangeCipherSpec]
Finished

4 SSI. Handshake

SSL 2.0/3.0 RSA

(cipher suite )
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Cipher suite

|| SSL 2.0 SSL 3.0

3DES EDE CBC_SHA

o

o

DES CBC MD5

DES CBC SHA

IDEA CBC MD5

IDEA_CBC_SHA

RC4 128 MD5

RC4 128 SHA

RC2 CBC 128 MD5

DES CBC 40 SHA

RC4 40 MD5

RC2 CBC 40 MD5

NULL_MD5

NULL_SHA

X [X]O |O X [|O|X|O|X]|O|X|O

O |O O[O |O |X|[O[O]|]O |X |[O|X

5 RSA cipher suite

SSL 3.0
DSS/DSA

DiffieeHdllman

16
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SMIME

SMIME (Secure Multipurpose Internet Mail Extensions)

RSA Data Security

PKCS (Public Key Cryptography Standards) MIME
1
2 NetscapeCommuni cator InternetExplorer SMIME
S/Goma ( ) (NTT
) SecureMessenger ( ) AT ( )
/
SMIME InternetFAX ( )
MIME MOSS (MIME Object
Security Services) RFC 1848
FEAL for EUDORA PRO (NTT )
RFC 1421 1424 PEM (Privacy
Enhanced Mail) PGP (Pretty Good Privacy)  MIME PGP/MIME (PFC 2015)

PGP
PEM
Authority)

SMIME

(web of trust)
SMIME

SMIME 1995

IETF
RFC 2311 (SMIME v2
) 2 RFC

RFC

RSA Data Security

SMIME Working Group

PKCS

RFC 2313 (PKCS#H1, RSA
RFC 2315 (PKCS#7,

Informational RFC

17

(Certificate

X.509 v3

S/MIME version 2

) RFC 2312 (SMIME v2

) RFC 2314 (PKCS#10,

Standard RFC



RSA RSA Data Security SMIME v2

RSA
SMIME v2 RC2, RC2/40 DES, Triple-
DES(EDE3 CBC, 168hits) MD5, SHA-1
SMIME Working Group SMIME v3
RSA 40 Standard RFC
SMIME v3 Diffie-Hellman/DSS SHA-1
RFC 2315 (PKCSH#7) 6 SMIME
SignedData ( ) EnvelopedData ( ) SignedAndEnvelopedData (
) 3
RFC 2311 application/pkcs7-mime, application/pkes7-signature, application/pkcsl10
3 MIME
application/pkcs7-mime .p7m SignedData
EnvelopedData PKCSH7
application/pkcs7-signature multipart/signed MIME (RFC 1847)
SignedData PKCSH7 p7s
application/pkcs10 RFC 2312 PKCS#10
application/pkcs7-mime .p7c
CRL SignedData

18



MIME

application/ |signedData, envelpedData p7m
pkcs7-mime | signedData(certs-only) p7c
application/pkcs7-signature p7s
application/pkcs10 .p10

6 MIME
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SSL  S/IMIME

PKCS#12
NetscapeCommunicator 4.04 InternetExplorer 4.0 /
PKCS#12
PKCS#12 Microsoft PFX0.020

PFX (Personal Exchange Syntax and Protocol Standard)

Microsoft NetscapeCommunicator 4.03
PKCS#12 PFX
PFX PKCS#12
NetscapeCommunicator 4.04 InternetExplorer 4.0
PFX
PFX PKCS#12
NetscapeCommunicator 4.04 InternetExplorer 4.0
PKCS#12 PKCS#12 NetscapeCommunicator 4.03
Netscape 3.x InternetExplorer 3.x
PFX PKCS#12
import | export | import | export
Netscape 4.03 X X ¢ o)
Communicator | 4.04 o) ¢ o) X
Internet Explorer4.0 o) o) o X

7 PFX/PKCSH12
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PKCS#H12 PKCSH8 RSA

DH/DSS PKCSH8 PKCS#11
PKCS#12 SHA-1 RC4/128,
RC4/40, Triple-DES(2key), Triple-DES(3key), RC2/128 RC2/40
InternetExplorer
/ RC2/40
NetscapeCommunicator /
RC2/40 Triple-DES(3key)

RC4/40  RC2/40

Internet import
Explorer export RC2/40 RC2/40
Net import
SE  Foort RC2,RC4/40| RC2/40
Communicator ,
export RC2/40 | Triple-DES
8
InternetExplorer NetscapeCommunicator PKCSH12 /
SMIME SSL
NetscapeCommunicator X.509 v3 nsCertType
SSL client(bit-0) SMIME(bit-2) Netscape
SSL SMIME

21



InternetExplorer
nsCertType

PKCS#H12

NetscapeCommunicator

NetscapeCommunicator
OpenSSL

22

InternetExplorer

v3



X.509

X.509 3
v3 extensions
X.509 v3 IP
subjectAltName CA CA
basicConstraints
SET v3 authorityKeyldentifier, keyUsage, privateKeyUsagePeriod,
certificatePolicies, subjectAltName, issuerAltName, basicConstraints, cRLNumber SET

hashedRootKey, certificateType, merchantData, cardCertRequired, tunneling,
SetExtensions
keyUsage, basicConstraints, hashedRootKey, certificateType

Netscape Communicator authorityKeyldentifier, basicConstraints, cRL DistributionPoints,
extKeyUsage, keyUsage, subjectAltName, subjectKeyldentifier
subjectAltName subject
extkKeyUsage
Netscape Communicator netscape-cert-type, netscape-comment
1997 8 Netscape Jeff Weingtein
2 netscape-base-url, netscape-revocation-url, netscape-

ca-revocation-url, netscape-cert-renewal-url, netscape-ca-policy-url, netscape-ssl-server-name

(obsolete)
netscape-cert-type 0. SSL
, 1. SSL , 2. SMIME 3 4 , 5. SSL
, 6: SMIME , 7
netscape-cert-type extkeyUsage basicConstraints
Navigator 3.x

23



netscape-cert-type

basicConstraints 2 2
2 2
Netscape Communicator CRL X.509
CRL authorityKeyldentifier, CRLNumber, deltaCRLIndicator, issuerAltName,
i ssuingDistributionPoint CRL Entry certificatel ssuer, holdlnstructionCode,

invalidityDate, reasonCode

24



SSL SMIME SET (Secure
Electronic Transaction)

SSL, SMIME SET

InternetExplorer NetscapeCommunicator

SSL
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CA

CA-1

CA-2

InternetExplorer

CA CA ->

NetscapeCommunicator

26

CA



10
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UNIX

MTA

(Linix,FreeBSD

MAC

)

HUB

SMTP(RFC821)

(tcpdump

SwitchingHUB

28

MTA

)



DNS'  MX ( 11LMX )
MTA
MTA

ISP(Internet Service Provider)
( )

DNS MX
SMTP (25 ) DoS
SMTP DoS
DoS
! DNS: Domain Name System
IP IP
Unix  hind Unix  bind
8x

2 MTA Mail Transfer Agent
Unix  sendmail
3 DoS: Denia of Service

29

MTA?

4.x

MX

Syn Flood*



MX

MX 20

11 MX

DNSM X
MX MX 1

4 Syn Flood
TCP 3
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Internet

DNS

31



MTA

32

MTA

MTA
MTA



SSL

X.509
X.509 SMIME X.509
X.509
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WEB
SSL

DNS DNS
WEB DNS



PUSH

SMIME

Netscape, OutlookExpress
SMIME
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WEB WEB

( )
( ) ISP
ISP
(RA)®, (CA)® X.509
5 (RA : Registration Authority)
RA
(CA)
6 (CA : Certification Authority)
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X.509
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5. (UCE?)

PUSH
Microsoft Windows NT GUI oS
Linux
MTA UCE
CPU
MTA ORBS
CPU
P
WEB MTA

7 UCE: Whsolicited Commercia Electronic mail
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ORBS

http://www.orbs.org/

ORBS

ORBS

ISP

ISP

ORBS

ORBS

ORBS
IP ORBS

ORBS

ORBS
ISP

ORBS

ORBS

JPNIC

ISP

ISP

40

ORBS
ISP
ORBS
JPNIC  (ISP)
ISP
P
IP



(MTA) ( )

MUA MTA MTAMTA

| SO-2022-JP
Shiftdis  Unix EUC
MTA MTA
MUA MTA Q B
MUA  MTA Shiftdis MTA
7hit Shiftdis Q
MUA MIME  Content-Type: charset: charset
charset MTA
charset
MUA
MUA
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1SO-2022-JP
Js ESC 3byte

ESC

ESC (B ASCII

ESC (JJS X 0201-1976

ESC $ @ JS X 0208-1973

ESC $B JS X 0208-1983

Shiftdis JS X 0208-1973
JS X 0208-1973
Shiftdis JS X 0208-1973 EC$@
JIS X0208-1973 Js

X 0208-1983

EUC
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From:

Received:

Received:

From:
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Received:

SMIME



webmaster.info

"mail to: “



ORBS

Date: Tue, 11 May 1999 08:43:19 +1200

Message- |1 d: <199905102043. | AAO5531@rai | 2. manawat u. net . nz>

To: post nast er @oma. XXX. €O.j p, postnaster @ona. XXX. co. j p

From The Open Rel ay Behavi our-nodification System <listings@rbs. org>
Repl y-To: ORBS listings <listings@rbs. org>

Subj ect: Network security problem 203.nnn.nnn.nnn is an open enail relay

Pl ease read this entire message carefully before replying

If you are not the technical contact for yor organisation, please
forward this to the person who is.

203. nnn. nnn. nnn has been detected as an open enail relay and has been added
to the ORBS dat abase.

An open email relay is a SMIP server that accepts E-nmil from anywhere
on the Internet and forwards it to anywhere el se on the |nternet

Sorreone nomi nated 203. nnn. nnn. nnn for testing, probably because they
recei ved unwanted junkmai |l which was delivered via the server.
I nspection of your mailserver logs will reveal nore information.

ORBS (http://ww. orbs.org) has confirmed this by sending an aut omat ed
test nessage through 203. nnn.nnn.nnn. Delivery of that message back to the
testing program has triggered this warni ng message.

Bei ng an open relay used to be a desirable thing in the past, as the
Internet operated in an atnosphere of trust and servers weren't normally
abused. As such, alnost all older SMIP transport software defaults to
this behaviour. Alnost all SMIP server software has changed this policy
in recent rel eases because of rapidly escalating | evel s of abuse.

An open relay is a "Bad Thing" in the nodern net environnent,

because they are used extensively by junkmailers to bypass filters

and of fl oad costs. Many admi ns have decided they won't accept mail from
known open rel ays because of this. Many refer to the ORBS dat abase

to assist in detection and rejection of connections from such nachi nes.

If you are happy for your machine to remain an open relay and be
included in ORBS, you need do nothing, however you probably want to
secure it. Apart fromlosing connectivity to hosts subscribing to the
ORBS system you nmay be breaching your supplier's terns and conditions.

The ORBS database is not downl oadabl e. The only way anyone can "see"
that the machine is included is to nmake a special DNS query or visit
our website and nake a specific query about 203.nnn.nnn.nnn

Pl ease check the ORBS website (http://ww. orbs.org/) or the Mail Abuse
Prevention Systemis Transport Security Initiative (MAPS TSI) website
(http://maps.vix.conmtsi/) for links to other sites that may be able to
hel p you cl ose your relay. The TSI website contains |inks covering nost
known Mail Transport Agents (MIAs), with the information on securing each
MTIA usually witten by the MIA author, or user support group. Mst nail
transport agents can be secured quickly by the operator, usually for no
cost other than the tinme take to read the appropriate instructions for
your software.

To be renoved fromthe ORBS database, you need to disable the external relay
features of your mail server and then report the |P address 203. nnn. nnn. nnn
to our web site at http://ww:. orbs. org/cl osedl. cgi .

VW will inmmediately renove your site's entry, then re-test it for
third-party relay capabilities.

ORBS is an automated testing system if your mailserver has multiple
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IPinterfaces, it is likely that you will receive multiple copies of
this nmessage. You should only receive one notice per |P nunber

Thank you for your attention to this natter.
Sincerely,

listings@rbs.org
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ITU-T Recommendation X.500, X.509

ITU-T X.500 X.509
http://www.ietf.org/html.charters/pkix-charter.html

IETF  PKIX (Public-Key Infrastructure X.509) WG
http://www.imc.org/ietf-pkix/

Internet Mail Consortium PKIX WG
http://www.cs.auckland.ac.nz/~pgut001/pubs/x509guide.txt

Peter Gutmann X.509
http://csrc.nist.gov/pki/welcome.html

NIST  PKI
http://www.ietf.org/html.charters/spki-charter.html

IETF  SPKI (Simple Public Key Infrastructure) WG
http://www.clark.net/pub/cme/html/spki.html

S
http://theory.lcs.mit.edu/~cis/sdsi.html

SDSI (Simple Distributed Security Infrastructure)
http://devedge.netscape.com/docs/manual §/security/sslin/index.htm

Netscape Communications SSL
http://home.netscape.com/eng/ssl 3/ssl-toc.html

SSL ver 3.0
http://jnetcom.jeida.or.jp/ec/papers/1-05/

SSL SHTTP
http://robin.dl.cae.ntt.co.jp/~motoda/SSL/

SSL

http://www.ietf.org/html.charters/tls-charter.html

IETF  TLS (Transport Layer Security) WG
RFC 2246

TLSVerson 1.0
http://www.fortify.net

Fortify
OpenDesign No.31

Linux Apache HTTPS

http://www.netscape.com/eng/security/SSL_2.html

SSL ver 2
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http://home.netscape.com/eng/ssl 3/
SSL ver 3.0
http://www.rsa.com/smime/
RSA SMIME
http://www.rsa.com/smime/html/fag.html
RSA SMIME FAQ
http://www.imc.org/ietf-smime/
Internet Mail Consortium SMIME WG
http://www.imc.org/smime-pgpmime.html
SMIME  OpenPGP
http://www.fujitsu.co.jp/hypertext/Products/Software/tswks/taka/mail .html#3
SMIME
RFC 1421-1424
PEM (Privacy Enhancement for Internet Electronic Mail)
RFC 1847
MIME
RFC 1848
MOSS (MIME Object Security Services)
RFC 2015
PGP MIME
RFC 2311
SMIME version 2
RFC 2312
SMIME version 2
RFC 2313
PKCS#1, RSA
RFC 2314
PKCS#10,
RFC 2315
PKCSH7,
RFC 2459
X.509 CRL
http://www.ipa.go.jp/SECURITY/rfc/RFC_2311 index.html
RFC 2311 (IPA )
http://www.ipa.go.jp/SECURITY /rfc/RFC_2312_index.html
RFC 2312 (IPA )
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http://www.ietf.org/internet-drafts/draft-ietf-smime-cms-13.txt
CMS (Cryptographic Message Syntax)

http://www .ietf.org/internet-drafts/draft-ietf-smime-ess-12.txt
SMIME

http://www .ietf.org/internet-drafts/draft-ietf-smime-msg-08.txt
SMIME version 3

http://www .ietf.org/internet-drafts/draft-ietf-smime-cert-08.txt
SMIME version 3

http://www ietf.org/internet-drafts/draft-i etf-smime-x942-07.txt
SMIME Diffie-Hellman

OpenDesign No.14

http://www.rsa.com/rsal abs/pubs/PK CS/html/pkcs-12.html
PKCS#12

http://www.drh-consultancy.demon.co.uk/pkcs12fag.html
Stephen Henson PKCS#12 FAQ

http://home.netscape.com/eng/security/commd4-cert-exts.html
Netscape X.509 v3

http://www.drh-consultancy.demon.co.uk/nscertype.html
Netscape X.509 v3

http://www.ecom.or.jp
(ECOM)
http://www .visa.com/nt/ecomm/set/setprot.html
SET
http://www.verisign.com/set/
Veriggn SET

http://www.jipdec.or.jp/security/privacy/
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