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<div class=òmaincontentó>
/* start - topic area */
<div class=òtopicó id=òtopic_xxxxó>

<p> </p>
<p> </p> 
<p> </p> 
<p> </p> 
</div>
</div>

<div class=òmaincontentó>
/* start - topic area */
<div class=òtopicó id=òtopic_xxxxó>

<p> </p>
<p> </p> 
<p> </p> 
<p> </p> 
</div>
</div>

<div class=òmaincontentó>
/* start - topic area */
<div class=òtopicó id=òtopic_xxxxó>

<p> </p>
<p> </p> 
<p> </p> 
<p> </p> 
</div>
</div>

<div class=òmaincontentó>
/* start - topic area */
<div class=òtopicó id=òtopic_xxxxó>

<p> </p>
<p> </p> 
<p> </p> 
<p> </p> 
</div>
</div>

<div class=òmaincontentó>
/* start - topic area */
<div class=òtopicó id=òtopic_xxxxó>

<p> </p>
<p> </p> 
<p> </p> 
<p> </p> 
</div>
</div>

www: tail ðf /var/log/apache/access_log           [~/work]

<div class=òmaincontentó>
/* start - topic area */
<div class=òtopicó id=òtopic_xxxxó>

<p> </p>
<p> </p> 
<p> </p> 
<p> </p> 
</div>
</div>
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C:¥ WINDOWS>nslookup www.m.example.jp

Server:  mobile.isp.example.com

Address:  10.1.1.1

Non-authoritative answer:

Name:www.m.example.jp

Addresses:  192.168.0.2 192.168.0.3 172.16.44.193

C:¥ WINDOWS>nslookup ðtype=ns m.example.jp

Server: mobile.isp.example.com

Address: 10.1.1.1

Non-authoritative answer:

m.example.jp     nameserver = ns.m.example.jp

m.example.jp     nameserver = ns-itaku.server.test

IP

!?
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DNS
192.168.0.1

DNS
172.16.44.193

www.example.jp 

Web

Ÿ172.16.44.193

Ÿ172.16.44.193

www.example.jp 

Web

Ÿ192.168.0.2

MX

Ÿ192.168.0.4

192.168.0.4 172.16.44.193

IPIP

who@m.example.jp 
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: 
http://www.ipa.go.jp/security/fy19/reports/sequential/index.html
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http://www.example.jp 

DNS

DNS
13

A.DNS.JP
JP 5

NS.EXAMPLE.JP
example.jp.

DNS

DNS

WWW.EXAMPLE.JP .

A.DNS. JP.

WWW.EXAMPLE. JP.

NS. EXAMPLE.JP. 

WWW.EXAMPLE.JP.

192.168.0.2

www.example.jp 192.168.0.2
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dns.jp
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ns.exma

ple.jp

root-servers.net

LAME Delegation 

example.jp
ns.exmaple.jp

ns2.example.jp

example.jp
ns.example.jp

ns2.example.jp
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Å DNS

Åwhois DNS

Åwhois DNS IP

nslookup NS

Å NS 

OK

ͨ : DNS (IPA)
http://www.ipa.go.jp/security/vuln/20050627_dns.html

27
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DNS Bajaj ( http://www.zonecut.net/dns/ )
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DNS

DNS

DNS

DNS

Å DNS TCP 53/udp 53/tcp 

DNS EDNS0
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www.example.jp? www.example.jp?

XX.YY.XXX.YYYXX.YY.XXX.YYY
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www.example.jp? www.example.jp?

XX.YY.XXX.YYY
XX.ZZ.VVV.ZZZ

XX.ZZ.VVV.ZZZ

www.example.jp?

ID
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www.example.jp? 001.example.jp?
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Å IPA  DNS 
http://www.ipa.go.jp/security/vuln/20050627_dns.html

Å IPA 
http://www.ipa.go.jp/security/fy19/reports/sequential/index.html

Å JPRS DNS 
http://jprs.jp/tech/

Å JPNIC 

http://www.nic.ad.jp/ja/dns/lame/announce.html
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id:sonodam

password:sonopass

select * from 

idtable where id = 

ósonodamô and 

password= 

ósonopassô;
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id:sonodam

password:testô  or  

óAô = óA

select * from idtable

where id = ósonodamô 

and password= ótestô  

or  óAô = óAô;

SQL
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$p=foo' or ' a' =' a ”

SELECT * FROM a WHERE id='              ';

$p=foo ”

SELECT * FROM a WHERE id='   ';

$p=foo ”

SELECT * FROM a WHERE id='foo';

SQL 

SELECT * FROM a WHERE id='$p';

$p=foo' or ' a' =' a ”

SELECT * FROM a WHERE id='foo' or ' a' =' a';
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CMS

Å
HTML

Å

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"> 

<html lang=ñjaò>

<head>

<title>Welcome to ñCò shopping site</title>

<link rel="stylesheet" href="style.css" TYPE="text/css"> 

<script src=ñhttp//othersite.example.net/3.jsò></script>
</head>
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http://www.lac.co.jp/info/alert/alert20090805.html

SQL

JSOC

2009 1

1,508,852

2009 3

285,548

2009 7

60,638

2008 12

15,027,791
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UPDATE pages SET "created_at" = '2006-09-05 

16:19:46', "template" = 'toppage.tmpl', 

"verified" = 1, "role" = NULL, "published" = 0, 

contents=ñ<html><head> ...

/shop/cart/?no= ... %20SELECT%20 ... %20FROM%20 ... %20WHER

E%20 ... %20HAVING%20 ...

(...)

/shop/cart/?no= ... %20SELECT%20 ... %20FROM%20 ... %20WHER

E%20 ... %20ORDER%20 ...
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 Å

47 SQL

0

Å

IP

iLogScanner

http://www.ipa.go.jp/security/vuln/iLogScanner/index.html
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( : Perl DBI)

SQL

$sth = $dbh - >prepare(
"SELECT id, name, tel, address, mail FROM usr 
WHERE uid=? AND passwd=?");

$sth- >execute($uid , $passwd); 

DB
http:// www.ipa.go.jp/security/awareness/vendor/programmingv1/a02_01.html
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String parameter = ;

Connection c = ;

// SQL

PreparedStatement st = c.prepareStatement("SELECT name, 
price FROM product_table WHERE code=?");

st.setString(1, parameter); // ? 

ResultSet rs = st.executeQuery(); // 

http://www.ipa.go.jp/security/awareness/vendor/programmingv2/web02.html

http://www.thinkit.co.jp/cert/tech/7/5/3.htm 
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<?php
String parameter = ≠╒₭Ό  ‍ ;
$dbc = pg_connect("dbname=pg_db");  // ℮╒₿∂╒₰
// ₀ ‼ › ” ”SQL ₀₪└←ₐ⌂ ᾿ ₀
$result = pg_prepare($dbc, "query1", 'SELECT name, price 

FROM product_table WHERE code=$1');
// $1 ” ‚ ₀  ―₦ₔ≥”
$result = pg_execute($dbc, "query1", array( parameter));
?>

http://www.ipa.go.jp/security/awareness/vendor/programmingv2/web02.html

http://www.phppro.jp/phpmanual/php/function.pg-prepare.html 
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& З &&  ” ⁯  

$p=foo' or ' a' =' a ”

SELECT * FROM a WHERE id='foo'' or '' a'' ='' a';

͆
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Perl DBI quote() PHP 

dbx_escape_string()

Å

s/'/''/g; 

ï
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<html>

<form>

<input type="hidden" value="SELECT * FROM ...">

</form>
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Å
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ï SQL Ÿ
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SQL error with query SELECT  a.name, 

a.displname, a.passwd, a.expire_date, a.create_date, a.misc 

FROM account as a WHERE a.category=7 ORDER BY c.date: 

Can't open file: óaccount.MYD'. (errno: 145) 
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ïMicrosoft IIS 6

Å ASP 

ͨ

ASP 
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(php.ini )

display_errors=Off HTML

display_startup_errors=Off ; PHP

HTML

error_reporting ; 

log_errors ; 
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Å

sa (System Administrator)

dba (Database Administrator)

Å

Å

Å
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ÅSQL
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SQL
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ÅCookie 
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