Attachment 2

Unauthorized Computer Access Incident Report for May 2010

1. Details of the Cases Reported
(1) Report count by Month
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(2) Report Count by Month (Classified by Type)
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Note: shaded regions indicate the causes involving actual damages.
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Attachment 2

(3) Report Count by Report Submitter
Report count by report submitter is as follows:

Report count
Type Apr. 2010 May 2009 (the same
May 2010 (Previous month) month a year ago)

Corporate user 5 62.5% 5 45.5% 6 75.0%
Individual user 2 25.0% 3 27.3% 2 25.0%
_Edqcapon/research/publlc 1 12.5% 3 27 3% 0 0.0%
institution
Total 19 11 8

Note: All the ratios shown in the Table above are rounded to one decimal place, so they may not add up to 100

percent.

(4) Report Count by Cause of Damage
Of the 5 cases involving actual damages, 1 case was caused by "Poor ID & password

management.”
Reported counts
Cause May 2010 Apr. 2010 (previous May 2009 (the same
month) month a year ago)

Poor ID & password management 1 20.0% 2 20.0% 1 16.7%
Oldgr version used/patch not 0 0.0% 1 10.0% 0 0.0%
applied

Inappropriate settings 0 0.0% 2 20.0% 1 16.7%
Unknown 4 80.0% 5 50.0% 1 16.7%
Others(e.g., DoS) 0 0.0% 0 0.0% 3 50.0%
Total 5 10 6

Note: All the ratios shown in the Table above are rounded to one decimal place, so they may not add up to 100

percent.

Unauthorized Computer Access Reporting Program

This program was established and enforced in August 1996 by the Ministry of Economy, Trade and
Industry (METI) according to its unauthorized computer access prevention guidelines and encourages
those who suffered from unauthorized computer access to report them to IPA so that recurrence or the
spread of such incident can be prevented.

While IPA responds individually to each report submitter, it also establishes countermeasures against
unauthorized computer access, based on the reports submitted. Submitted reports are carefully handled
to protect the privacy of report submitters and used solely for the purpose of analyzing damage situation
and periodically releasing our findings.

Unauthorized Computer Access Prevention Guidelines:
Established on August 8, 1996 (METI release No. 362)
Amended on September 24, 1997 (METI release No. 534)
Amended on December 28, 2000 (METI release No. 950)
Amended on January 5, 2004 (METI release No. 3)

Contact to:

IT Security Center, Information-technology Promotion Agency, Japan
(IPA/ISEC)

Hanamura/Kagaya/Ooura

Tel: +81-3-5978-7527; Fax: +81-3-5978-7518;

E-mail:  jzec-info@@ipa.go.jp




