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Corporate Profile（15 Items）
・Number of employees, sale figures, number of basis 
・Number of people whose information is held, degree 
of dependence on Information Technology

Information Security Measures (25 Items)
・Organizational security

・Physical and environmental security

・Communications and operations management

・Access control, Systems development and maintenance

・Security incidents and malfunctions

Assessment Items (40 Items in Total)

Outline of Information Security Management Benchmark
(ISM-Benchmark)

Input

Provides answers to 40 questions 
on the web site
i.e. Does your company have any policies or rules 
for information security and implement them? 

Self Assessment Result

1.Displays your company’s position using 
a scatter chart. 
2.Compares your organization’s score 
with the desirable security level and the 
average in your business industry, using 
a radar chart.
3.Shows your score
4.Displays recommended security 
approaches.

Example of Self Assessment Result 
(Scatter Chart)

Categorized into 3 groups:Categorized into 3 groups:

Group I   : High level IT security measures are required. Group I   : High level IT security measures are required. 
Group II  : Medium level IT security measures are required. Group II  : Medium level IT security measures are required. 
Group Group ⅢⅢ : Not thorough IT security measures are required. : Not thorough IT security measures are required. 

Your companyYour company’’s positions position
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2Self Assessment Result : Scatter Chart
Self Assessment Result： Displays your company’s position using a scatter chart. 

Information Security Risk Index

Horizontal Axis： Information Security Risk Index

Security Measures：25 Questions

Respondents answer to 25 
questions and each answer is 
assessed into five grades
5 x 25 Items = 125 Points

Corporate Profile： An Index indicating the risk level calculated based on the 
answers to 15 Questions（number of employees, sales figure, number of people 
whose information is held, degree of dependence on Information Technology etc)

Based on the risk index，organizations are classified into three groups: 
Group I, Group II, and Group III．

Example Answer：Option 4 
Selected

The rules and controls have been 
established under the leadership 
and approval of the management, 
and they are disseminated and 
implemented company-wide with 
its status reviewed on a regular 
basis by the responsible person.

Information Security Risk Index = Vulnerability index on business structures + Social Influence Index
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The dot of red indicates 
your organization’s 
position

Each group that is determined 
based on the risk index is 
displayed using the 
corresponding color 

Vertical Axis：Total Score

（125 points）
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Your diagnosis is presented as a radar chart

As the line comes close to the center, 
your security level indicates low.

Your score is 
indicated in red line

Ideal Level

Average

Self Assessment Result : Radar Chart
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ISMISM--Benchmark is being used by more than 17Benchmark is being used by more than 17,,0000 companies00 companies!!

Based on the 40 responses 
given to  the Part 1 and 
Part 2 questionnaires, you 
will be mapped to this chart.
Dots represent data 
provided by other 
enterprises.

Number of Access:  ca. 17,000 casesNumber of Access:  ca. 17,000 cases
(Aug. 4, 2005 (Aug. 4, 2005 –– JanJan.. 30, 2009)30, 2009)
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Group I   : High level IT security measures are required. Group I   : High level IT security measures are required. 
Group II  : Medium level IT security measures are required. Group II  : Medium level IT security measures are required. 
Group Group ⅢⅢ : Not thorough IT security measures are required. : Not thorough IT security measures are required. 
Your companyYour company’’s position s position 

How many companies use the ISM-Benchmark?

Information Security Risk Index

Companies are
Categorized 
into 3 group


