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Self Assessment Result

InpUt 1.Displays your company * s position usin
plays 'y pany = s p g
a scatter chart.
2.Compares your organization * s score

Provides answers to 40 questions with the desirable security level and the
on the web site average in your business industry, using
l.e. Does your company have any policies or rules a radar chart.
for information securityTa}rd\implement them? 3.Shows your score
, 4.Displays recommended security
Assessment Items (40 Items in Total) approaches.
Information Security Measures (25 Items) -
Organizational security -

Physical and environmental security

Communications and operations management

Access control, Systems development and maintenance
Security incidents and malfunctions

& ' Group | : High level IT security measures are required.
@ Group Il : Medium level IT security measures are required.
'Group : Not thorough IT security measures are required.

Corporate Profile 15 Items
Number of employees, sale figures, number of basis

Number of people whose information is held, degree & Your company”s position

of dependence on Information Technology ST T dmedawiooarie
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V Example of Self Assessment Result
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Self Assessment Result ;: Scatter Chart |pA

Self Assessment Result Displays your company * s position using a scatter chart.

125
Vertical Axis Total Score 115 Each group that is determined  |—
125 points 1085 based on the risk index is |
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Security Measures 25 Questions
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assessed into five grades L
5 x 25 Items = 125 Points The dot of red indicates
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Example Answer Option 4 25 ' — ' — — ' —
Selected -4 -3 -2 44 o 1 2 3 4 5 & 7 8 @ 10 11 12
The rules and controls have been Information Security Risk Index
established under the leadership
and approval of the management, Horizontal Axis Information Security Risk Index
and they are disseminated and
implemented company-wide with Corporate Profile An Index indicating the risk level calculated based on the
its status reviewed on a regular answers to 15 Questions number of employees, sales figure, number of people
basis by the responsible person. whose information is held, degree of dependence on Information Technology etc)

Based on the risk index organizations are classified into three groups:
Group I, Group Il, and Group Il

Information Security Risk Index = Vulnerability index on business structures + Social Influence Index
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Self Assessment Result ;: Radar Chart

Your diagnosis is presented as a radar chart

Your company is classified aa Group [I1 where not thorough 1T security sessures are reéquired (details described in a separate sheet).

Among Group 111, your company is in the position of 31 - 40% from the top.
(Among all the 3 groups, your company is in the position of 51 - 60% from the top.)

The radar chart below shows your company's score on each security countermeasure, the desirable security level and the average in the
group you belong to.

The desirable security level indicates the level Lo be targeted which is average of the top /3 organizations in your group. If your score
doesn't reach the average score shown below, your organization shall target the average score in the first stage.

Your organization's score. the desirable security level and the 4

: Ideal Level —
Your score Is our organization's score
ness Cant ity FUEIE SR Security Oreani Towlscore  T0points/125point

Indlcated In red ||ne cidents,~~ i T Informs ; ;
denta, \ ] Friins Average score 2. 8points/5point

on each security
coUntermensure

Ideal security level in Group 111
Security in Ii'well:-pmn\.': ; h, et Total score EEPU ints/1 EEPU int
Average score 3 dpoints/Spoint

on EHE‘I‘! security
Metwork Access Controll---- : | ) 1 _f couniermeasare
! |

Average in Group 111
Total score Glpoints/125point
Averagescore 2 Spoints/Spoint

on each security
countermensure  (Sample n = 1374)

Access Control - Applications|
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wmemitiy L et Ag the line comes close to the center,
your security level indicates low.

Average
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How many companies use the ISM-Benchmark? |pA

ISM-Benchmark is being used by more than 17,000 companies!

1= 5
- : Based on the 40 responses
- given to the Part 1 and
Part 2 questionnaires, you
ni will be mapped to this chart.
0 ™ Dots represent data
S m provided by other
- enterprises.
@©
S =
a5

Number of Access: ca. 17,000 cases
(Aug. 4, 2005 — Jan. 30, 2009)

- | = - - | [

Information Security Risk Index

re 4 Group | :High level IT security measures are required.
® Group Il : Medium level IT security measures are required.
into 3 group

Group : Not thorough IT security measures are required.
® Your company S position

opyright © 200/ 1inurinduuni-Lesinuiugy FIuiuvuull AYenvy, Jdpdil (1IFA)



