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How to start your self-assessment

IPA ISM-Benchmark Portal Site
http://www.ipa.go.|p/security/english/benchmark system.html
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Information Security Measures Benchmark
- The Self-Assessment Tool for Security Measures -

Information-technology Promotion Agency
IT Security Center

Please answer 40 questions in this web site. The result will show you vour
company's security status. You can use the results to review and improve
YOur company's security level,

click here for your Self-Assessment: ’.’ ENTER 1

Japanese Benchmark Portal Site is here

Cutline of Information Security Measures Benchmarkﬂ( 196KEB PDF File)
Current version is 3.1

You can download 25 guestions regarding security measures from here 'E
{ 412KB PDF Fila)

[Sample of the Self-Assessment Results]

- . Based on your answer to 25

s s questions asking the information

:: : security countermeasures, your

e score is calculated. Based on your
answer to 15 questions regarding
wour company profile, you will be

classified into one of the 3 groups,

e Low, Medium or High.

M| SEC R _ The distribution chart shows the

e ey distribution of all the companies and
wour position,

Bl
Eow

5]

Click here to the
assessment page




How to start your self-assessment 1PA

Click here to start your
self-assessment

. . . nt Test
What iz Information Security Measureszs Benchmark?

Information Security Meazures Benchmark iz a self-azseszment tool to visually check

Click here to begin
your Self-Assessment

>

where the level of yvour company's security measures resides by responding to
guestions relevant to security measures 25 questions? and to company profile 06
guestions),
If wou have yvour log—in account,
Izsue of your log—in account pleaze enter your ID and paszsword to
log in.
You can apply to izsue vour log in account after wou answered all the guestions n wour
zelf-azzeszment. The registration of the log-in account iz optional. If wou register ID:

your login account, you can enter your own page named “MY Page” where you can

use wariety of functions such az conduct a new diaenosis using your answers stored in Password:

the swstem, or correct answerz and =0 on.

* If wvou apply to regizter wour log—in account, the account number will be dizgplayved in Login ||

the diaenoziz rezult page.
Fleaze keep and remember vour account and password az it is necessary to enter it
when vou log-in to yvour “MY Page™.
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The Flow of your self-assessment IPA

1. Respond to the 40 Questions:

Respond to all the questions provided on the web site. There are 25 questions in the
first part and 15 questions in the second.

Your responses will be calculated to show the results of your assessment. To increase
the granularity of this tool, please input precise information, accordingly.

Your responses stored in our system will be strictly and adequately managed.
Responses will only be used in this tool to calculate the result and for statistic
purpose.

2. Confirm the Input :
Be sure to confirm your input before submitting the responses.

3. Display the Result of your Self-Assessment:

The result of your self-assessment as well as the recommended approaches will be
displayed based on your responses.

The desirable security level and average is calculated based on the data stored in
Japanese benchmark system in the first stage. In future, if the sufficient amount of
the assessment data of the particular nation will be stored in the English benchmark
system, it might be possible to calculate and show the result based on the data of the
particular nation.

Copyright © 2008 Information-technology Promotion Agency, Japan (IPA)



1. Respond to the 40 Questions

Respond Confirm The Result of
to the 40 Questicns > the Input before Submitting » your Self-Azzessment

Fezpond to all the guestions provided on thiz web site. There are 25 questionsz in the firgt part and 15 questions in the second.

Part 1 : About Information Security Countermeasures (5 Sections/25 Questions)

Q1 : The gquestions @1-{) to Q1-(7) are askineg about the oreanizational approaches to information
security. Answer the questions by selecting one of the options 1 to 5 provided below which you
think 1z the most appropriate for your company.

Options for G- ta G1-07)

L e | Part 1 25 Questions

o The management iz awars Answer the queStIOn by Selectlng one of the Opt|0ns 1 to 5

controls, but only some pan

5 The rules and controlz have been established with tHe gpproval of the management, and thew are dizze minated and
" implemented company—wide, but the state of implenfentation has not been reviewsd.
4 The rules and controlz have been established undef iHe leadership and approval of the management, and they are
" dizzeminated and implemented company—wide with/ i s/status reviewed on a reeular basis by the responsible person.
E In addition to those described in item 4 abowe, wolir gompany has improved it to become a good example for other

companiez by dvnamically reflecting the chaneges/ o frecurity environment.

Click here to see Tips and
i1 Does your company have any policies or rules/ oy information security an recommended approaCheS

establish policies/rules bazed on vour compafiy # business and operational

of a zample or template. To ensure the enfo ment of thoze policies and -

everyohe within the company, check the( (of implementation, and revw /é:asis.]'

Select w [ Recommended Approaches ]

1. Mo policy or rule has been establizhed.

2 2. Only some part af it iz implemented.

3. Implemented but the state has not been reviewsed.

4 Implemented and the state reviewed on a regular baszis.
5. Implemented enoueh to be recoenized as a good example for others ilitiez azsigned to each person in chares,

nagement to promate infarmation
e information security, it iz impartant for

including auditorz. To ensure the enforcement of thoze policies and rules, evervbody within the company needs to

understand them fully and clear k.

opyr




25 questions about security measures IPA

Consists of 5 sections, each of which has 3 to 7 questions, 25 guestions in total.

(a) Organizational Approaches to Information Security 7 questions

(b) Physical (Environmental) Security Countermeasures 4 questions

(c) Operation and Maintenance Controls over Information Systems and Communication
Networks 6 questions

(d) Information System Access Control and Security Countermeasures during the
Development and Maintenance Phases 5 questions

(e) Information Security Incident Response and BCM (Business Continuity Management)
3 questions

The 25 questions of ISM-Benchmark based on 133 security controls in
ISO/IEC 27001:2005, Annex A (ISO/IEC 27002:2005).
Characteristics of this questions are:
Developed by a working group of security specialists
Uses simple and easy-to-understand expressions
Number of questions(= evaluation items) is limited t025 so that it is not
difficult for SMEs to conduct self-assessment

You can download 25 questions from:
http://www.ipa.go.jp/security/english/documents/InfoSec_Benchmark_V3_25questions.pdf

Copyright © 2008 Information-technology Promotion Agency, Japan (IPA)
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How to Answer 25 guestions IPA

For each answer, the user selects the most
appropriate level from the five levels below

Not implemented

The management is not aware of its necessity or no rule and control has been established
even though they are aware of its necessity.

The management is aware of its necessity and they are proceeding to formulate and
disseminate the rules and controls, but only some part of them is implemented.

rules and controls have been established with the approval of the management, and they
are disseminated and implemented company-wide, but the state of implementation has not
been reviewed.

The rules and controls have been established under the leadership and approval of the
management, and they are disseminated and implemented company-wide with its status
reviewed on a regular basis by the responsible person.

In addition to those described in item 4 above, your company has improved it to become a
good example for other companies by dynamically reflecting the changes of security
environment.

Implemented

Copyright © 2008 Information-technology Promotion Agency, Japan (IPA)



25 questions and 146 tips for the measures

IPA

<} https-/fizec.ipa.eo.jp — Tips for the Measures — Microsoft Internet Explorer 146 tl pS for the Secu rlty
Tips for the Measures Q1 —{6): measu reS In Total

1. Prior to emploving a person Sncluding temparary staffl, does vour company check the fereorro——eree oo rosere
etc. to see if the person is suitable for the job, and have him (or her) sign nondisclosure agreements.

2. Are security roles and responsikilities clearly stated in vour company's terms and conditions of emplowvme nt?
3. Are the rules that should ke followed by employvees clearly stated in vour company's rule—book and service disciplines?

4. Umn termination of & person’s employment, does your company make sure that the person has returmed the
company's information sssets in his (or her? possession and then remowve his (or her? access rght in an appropriate
manner?

5. Does wour company pledze a person going to leave the company to satisfy reguirements for confide ntiality or non—
disclosure agreements, which are still valid after the termination of his (ar her? employvme nt?

6. Does wour company have a formal disciplinary proceeding for emplovees who hawve

7. Does wour company have a framework for managing employees from their recruitms]

7 1f you click this button, you will

termination of their employment? And are these responsikilities clearly defined? See tlpS for the SeCurlty measures

&) H-ufETmEnELE

(_and recommended approaches.

il Does vour company make the security obligations clear to vour emplovees fincluding temporary staffl,
nondizclosure agreements signed when they enter or leave your company? (To ensure that everybod
gatizfy information security reguirements, vou need to azszien a pergon rezpongzible for it, make clear
be followed, and let evervbody know them.)

o0 mMpany
that should

Select W [ Fecomme

nded fpproaches

1. Mo policy or rule has been established.

7 2. Only zome part of it iz implemented.

3. Implemented but the state has not been reviewed,

4. Implemented and the state reviewed on a regular bazis.
b. Implemented enoueh to be recoenized az a good example for others. security requirements, pr

ary staff) zecurity educati

information security threats and countermeasures.)

garding infor mation =ecurity® It i important

on and training

ohibited matters,
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Part 2 : About Your Company Profile {16 Guestions)

AN How many emplavees lnecluding temparary staff and part—-time worker) does vour company have and what iz the percentage of
per manent emplovess?
(Even for departmental assessments, pleaze enter the numbers of vour whaole oreganization)

Total number of Bpproximate by, #lze one-byte numerical characters only, for example, 10007

5]

gmplovess:

e Part 1l 15 Questions about your
company profile, including
T e meeea NUMber of employees, category of
¢ Even for departmental asse

wese wemnenaiore [NAUSETY @and number of personal
Information held etc.

Examy

Capital fund: 000 USD. #*Use one-byte numerical characters only, put dallars in thowsand, for
example, if vou nput 1000, it means 1000000 U500

Total number of #lze one-byte numerical characters only, for example, 100
domestic offices

(e luding
headquarters and
branch offices:

The number of #lze one-byte numerical characters only, for example, 13
overseaz offices

G ludine
headquarters and
branch offices:

Tour country: Select hd

Copyright © 2008 Information-technology Promotion Agency, Japan (IPA)
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Enter yvour Organization name/The scope of your self-assessment

Organization/CGompany Name:

The zcope of vour zelf-azsezzment:

[zzue of vour log-n
account

The oreganization/company name and the scope of your self-assessment you entered would be included in the
diagnostic outcome fcan be output in the hitml or pdf format.} They are optional. but if you did not specify anything
for theze columns, vou would zee blanks in the corresponding fields in the outcome.

If you apply to issue your log—in account, to enter the creanization/fcompany name is a must.

#ze one-byte alphabetical characters o The Organlzatlonlcompany name

and the scope of your self-

i#Jze one-byte alphabetical characters o assessment you entered Would be

The zcope of vour zelf azszessment meang
the whole organization, please enter wour
If wvou azzeszz one zpecific divizion, pleasze

Do wou want to issue vour log-in account?

® ves O Mo

included in the diagnostic outcome.

If wou apply to i=zue wvour log
Wour loe=in I will be izzued

Fleaze enter wour pazsword:

Fleaze enter wour paszword
confirmation purpose:

¥Mumber of characters
Maore than 8 charactd
#0nly following characters a

Once you have applied for issuance of
login account and received it, you can use
it from the next time you use the ISM-
Benchmark.

To apply for issuance of login account,
you need to enter your
organization/company name

Cne-byte numerical amoT apraoeTCar oraracTers, 107 BRamplE, 8% A—Z 09

One-byte code, for example '# % & ()= "7+ -/ o <>9[]1 {13

Click here to confirm the input.

Gﬂﬁl‘n‘l the Input

opyright © 2008 Information-technology Promotion Agency, Japan (IPA)
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1. Respond to the 40 Questions

Fezpond to all the questions provided on this web zite. There are 25 guestions in the first part and 15 questionz in the zecond.

Part 1 :

There i1z something wrong with the input data as described below. Check the items displaved in

vellow.

*Mot all the required items are entered. Enter or zelect text for the miszing items.

About Information Security Countermeasures (5 Sections/25 Questions?

Respond Confirm The Result of
to the 40 Questions (44 the Input before Submitting " your Self-Assessment

al -

Options for @1-07 to o1 -0

1.

il

The questions Q@1-{1) to @1-) are asking about the organizational approaches to information
security. Answer the questions by selecting one of the options 1 to b provided below which you
think iz the most appropriate for your company.

5]

The management iz hot aware of itz nece
amare of its necessity.

The management iz amare of itz necessit
controls, but only some part of them is im

The rules and contralz have been establiz
imple mented company-wide, but the state

The rules and controls have been establizhed under the leadership and approwal of the management,
dizzeminated and imple mented company-wide with its status reviewed on a regular basiz by the respon

Ih addition to those described in item 4 above, wour company has improved it to become a good example
companies by dvnamically reflecting the changes of security environment.

Does your company have any policies or rules for information security and implement them? T iz important to
establizh policies rules based on vour company's business and operational risk, rather than just applving a simple copy
of a zample or template. To ensure the enforcement of thoze policies and rules, vou need to make them known to
everyone within the company, check the state of implementation, and review them on an as-needed bazis.)

Unanswered questions are highlight in
yellow color; you need to select the most
appropriate one from the list.

Select

v| [ Recommended dpproaches

12



Confirm your Input 1IDA

Be zure to confirm wour input before submitting the responzes

Part 1 : About Information Security Countermeasures (5 Sections/25 Questions)

al - The questions Q1-{1) to Q1-7) are asking about the organizational approaches to information security.
fnswer the guestions by selecting one of the options 1 to b provided below, which you think 1= the most

appropriate for your company.

i1 Does wour company have any policies or rules for information secur ity 2. 0nly some part of it iz implemented.
and implement them?

2 Coesz wour company have an organizational framewark which includes the 3. Implemented but the state has not been reviewed.
management to promote information security and compliance with lam
and rules?

ey fire the key information azzets (nformation and information svstems) 3. Implemented but the state has not been reviewsd.

clazsified bazed on the level of impartance? 8nd are there any rules to
manage and prezent such aszets bazsed on the level?

4] Does vour company exercise appropriate security measures to Login ID iS inCIUded in the diagnOS'[iC Outcome.
keyv information fncluding perzonal data and canfidential infarmg YOU can use the |Ogin ID and password from the

each phaze of the information life cycles including acquisition,

utilization, zaving, exchange, provigion, deletion and digposal? neXt tlme yOU use the |S|\/|-BenChmal’k. Be sure

not to forget them.

Enter your Organization name/The scope of your self-assessment

Oreganization/Company Mame : SAMPLE Company / CheCk the iI’IDUt. |f everything iS
The zcope of vour =elf-aszeszment : whole organization OK, C“Ck “TO Self Assessment

opyrigr
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How to Make Use of the Assessment Result

> Used as a reference material given to external organizations that
describes your company’s approaches to information security.

» Used as an evaluation indicator for the company you are going to
outsource part/parts of your business.

3. The Result of yvour Self-Assessment

Respond Confirm The Result of
to the 40 Guestions 44 the Input before Submitting 4 g your Self-Assessment

This page shows the rezult of vour self-azzeszment for vour security meazures

Bazed on wour answer to 15 gquestions regarding vour company profile, wvou will be clazzified into one of the 3 eroupz, Low, Medium or High, Bazed
oh vour anawer to 26 questions asking the information security countermeasures, wvour zcore iz calculated. In the rezult, vou can zee vour
zecurity level the ideal zecurity level and the average, along with recommended zecurity approaches.

Fleaze click the "PDF file” button, if vou would ke to zave thr{

Results can be saved in PDF format.

Ihformation Security Meazures Benchmark Wer.3.1

Date zove/ni/uz 18 Your login ID is displayed.
FEAnIZatian : Dml:l .

You can use it from the next time you use
the ISM-Benchmark.

EET-azEesEment:

SELF ASSESSMENT RESULT

Your company is classified as Group I where medium level IT security measures are required {details de=scribed in a
separate csheet)

Among Group I wour company iz in the pozition of 51 - G60% from the top.

tmone all the 3 eroups, your company iz in the position of 51 - 60% from the top.)

opyright © 2008 Tnformation-technology Promotion Agency, Japan (IPA)
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Assessment Result (Radar Chart)

Your diagnosis is presented as a radar chart

Your company i85 classified as Group [II]

Among Group 111, your company is in the position of
(Among all the 3 groups,

whare not thorough 1T security sessures are reéguired (details described in & separate sheet),

31 - 40% from the top.
your company is in the position of

51 - 60% from the top.)

The radar chart below shows your company's score on each security countermeasure, the desirable security level and the average in the

group you belong to.

The desirable security level indicates the level 1o be targeted which is average of the top 1/3 organizations in your group. If your score
doesn't reach the average score shown below, your organization shall targel the average score in the first stage.

Your organization's score. the desirable security level and the 4

~ Your score is
indicated in red line josms ]

Access Control - Applications|
11‘

L

Access Comtrol - !'Iata'nlI

Prevent Thef

ness Contir ui \g““”“}g ey Setunt\' Drsamz

Ideal Level

our organization's score
Total score Tlpoints/125point
2. 8points/Spoint

Average score

on each security

coUntermensure
Ideal security level in Group 111
Bhpoints/125point
3.4points/Spoint

Total score

Average score
on each security
COUMErmease

Average in Group 111
Glpoints/125point
2.5points/5point
1374}

Tatal score

Average score
on each security
countermensure  (Sample n =

—— Your oroaniFation's score

ICT Hum:ﬂ: T s \ 0
Averag '||'1.I|11!rBhI¢IH' “-—,_.-:______!-,,-*""ﬁpera.s
waATE IT systes ope
£
C

opyright © 2008 Information-technology Promotion Agency, Japan (IPA

AS the Ilne comes close to the center,
your security level indicates low.




What is the Ideal Level?

125

1/3

A

\ 4

1/3

Average of Top
1/3

Ideal Level

N\

Goal to achieve ]

/

opyright © 2008 InformaticQ—technology Promotion Agency, Japan (IPA)

|| Interim goal that should be achieved as
early as possible

Average for all
the organizations
in the group

IPA
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Assessment Result: Scatter Chart

IPA

Displays your company * s position using a scatter chart.

125

Y-AXis 115 Each group is displayed |—
Total Score 105 ——— giilr;? the corresponding
. g5 et o priiA Sl Pen G o ||

125 points e L ¥ T

Fi=

25 questions of
security measures

g5
55

The dot in red indicates
your organization’s

Total Score

each answer is P EREN I 7 TAN YO THEGORLE bosition ]
assessed with five 35 i M

grades: 5 x 25 25 |

ltems = 125 -4 -3 -2 4 ©o 1 2 3 4 5 & 7 8 5o 10 11 12
Points X-Axis Information Security Risk Index

Index: indicating the risk level calculated based on the
answers of Corporate Profile number of employees,
sales figure, etc)

Based on the risk index organizations are classified
Into three groups: Group I, Group Il and Group IlI

Copyright © 2008 Information-technology Promotion Agency, Japan (IPA)
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Classification Based on Information Security Levels Requir

Sogial Influence Index

Organizational Value

= Bales figures

- Brand mnage

Social Hesponsibility

= Public wiility in busingsses
(national, social, economical)

- Intluence W econswmers

{lives, physical, financial, 3. UTIL'IT.ID 111
honorable, e, Mot 1_hu.n:|ugh
Information Assets IT security measures
- UI.!anm}'. of Im[ﬁ:n‘a!ul are required.
Inlformation Possessed

{nationalloperational
SECTEls, PrivEies, elc.)

= Featnres in category of business
= Dependency 1o information Sysiem
i missicn-crical asks

= Dependency 1o agencies, eic,

= Dependency 1o the Intemel

- Koo in penmnanent employeas:
nonpermanent employess

2. Group 11
Medium level

Based on the risk index organizations are classified into
three groups: Group I, Group Il and Group 111

5]

1. Group 1

High lewvel

I'T security measures
are required.

IT security measures

are required.

Vulnerability Index on Business Structures
Dependency to Information System in Crperation

Operational Dependency to Outsource

Extent of Concerned Parties/Personnel

= Momber of hases, with/without of the hases
il OWETREas

- Job separation rate

Information Security Risk Index=

opyr

Vulnerability index on business structures + Social Influence Index
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Assessment Result: Ip A
frequency distribution and T-score of total score

The frequency distribution chart of total score among the Group 11T (%)
Your Total Score 62points/125points
Your T-Score
15.0
] 46. 7
gﬂﬁ
2 100
E' 75 T - Score is a score converted
= ] to an equivalent standard
50 - gcore in & normal distribution
- with & mean of 50 and a
2.5 standard deviation of 10.
0.0 -
h PR S E DL EE R R D DO 0P P
Total score (Sample size(G-T11)=698)

The T- Score is derived by using the equation below.
(Your organization’s total score — the average total score of the group) / standard deviation x 10 + 50

T - Score is a score converted to an equivalent
standard score in a normal distribution with a mean
el of 50 and a standard deviation (o) of 10.
As shown in this figure on the left, 68.26% of
organizations are within the range of =21o(40 to
60). That is to say, if your organization’s T-score is

. —e826%~ 60, it means that your organization has been ranked
opyright ©2008  ~—— a9730 - ) in around 15.87% from the top. 19

134.13%

0.13% 2.14%413 580,
ol : ;




Assessment Result:

op

Recommended Approaches (in HTML only)

IPA

The recommended security approaches

The tems which woLl hawve an=wered with l:ll:ltil:ll"l 4 Menlenamtad cemd ty ot b bacem vawismad cm ragnlar hoeiz' o aedine BiTmnlamamtad

enough to be recoenized as a good example for oth YOU can see recommended approaches for
bt = -1 12251 I Bl e (e
Fleaze refer it for further improvement. than reqU|red

The items which you have answered with option 1 USIng thIS |nf0rmat|0n, Improve those

improved security measures.

The recommended approaches are shown below. P

21-6)  fre information security requirements included in vour company's written contract, which is exchaneed when vou outzource your
buzinesz operation or information svstem manage ment?

Explanations :

The cantract for buziness operation ar information system management should include information security requirements
neceszary to prevent information leakage or lozs of data, mizuze of information and information svstems and =0 on. Thew zhould
cover the work contents, reguired level of services that haz to be reached, and zafety controlz that should be implemented in each
phaze. You alzo need to reguest vour subcontractor to =ubmit reports and records pertaining to the job, =0 wou can enszure that
things are in proerezs az planed, in pursuance of the terms of the contract.

More information

13-}  Does vour company take appropriate protective measures 'such as encryption? for data being transferred across communication
networks and data stored on a public =erver?

Explanations :

dppropriate protective measures include using WPH, 5501, or other secure protocolz It = effective to encrypt important data sent
by email.

More information

)
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Assessment Result: Score Chart

Information Security Measures Benchmark - Score Chart
Score
Q1 | {1} | Does your company have any policies of rules for information secarity and impdement them? 3
@ Dkoes your company have an organizational framework which incledes the management to promoie information security ]
and compliance with law and rules? Z
@ Are the key information assets (information and information systems) classified based on the level of importance? ]
Amnd are there any mbes to manage and presant such assats based on the level? Z
) Does your company exerciss appropriabe security measares o prodect key information (including personal data and confidential information) ]
in each phase of the information life cycles, including acquisition, creation, utilization, saving, exchange. provision, deletion and disposal? Z
Are information security requirements included in your company's written contract, which is exchanged when you outsoarce your .
3} | pusiness operation or information sysiem management? 4
& Dkoes your company make the sscurity obligations clear to your emplovees {including temporary siaffy, for example, nondisclosure ;
&) agreemenis signed when they enter or leave your compamy? Z
m Dkoes your company give your employees (incloding management and temporary staff) secority education and iraining regularly to teach ]
them your company's approaches and associated mles regarding information security? 3
Q35 | (1} | Dkoes your company take appropriate measares for the case of information system: failures? @
2 [hoes yowr comgpany have written procedwres for security incident responses that determine how to act in a quick-and-approprizie 5
manner when such an incident occurs?
(3} | Does your company have a company-wide framework for BCM iBuosiness Continuity Management jfor the case of system down? i
Tistal G4
Average 2.6

opyright © 2008 Information-technology Promotion Agency, Japan (IPA)
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Assessment Result Summary |pA

Both comparative and quantitative assessments
with various comparative functions

< Distribution of total scores and position are shown in a scatter chart
Shows two types of information: 3 groups or company-size-based
Can compare current position and past two positions

< Rader chart shows scores in the following four different forms:
Risk based group (classified by IS Risk Index)
Company-size based (Large company and SME)
Business industry based
Your company’s current position and past two positions

& Shows frequency distribution and T-score of total scores

& Shows a list of scores

4 Displays recommended approaches

Results can be shown both in Html & PDF formats

Assessment results can be used to provide information to contractors etc
Copyright © 2008 Information-technology Promotion Agency, Japan (IPA)
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2. How to use ISM-Benchmark
- using your log-in account

opyright © 2008 Information-technology Promotion Agency, Japan (IPA)
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Using your log-in account IPA

; . . Self-Accegem ent Test
What iz Information Security Measures Benchmark?

Information Security Measures Benchmark iz a self-azsessment tool to wizually check

> Click here to begin

your Self-Assessment

where the level of vour company's security measures resides by responding to
guestions relevant to security measures 25 gquestions! and to company profile 065

the svstem, or correct answers and =0 an.

= If wvou apply to register wour loeg—in account, the account number will be dizplaved in
the diagnozis result page.

Fleaze keep and remember vour account and password as it iz necessary to enter it
when vou log-in to your “MY Page™.

Login ||

If you have login ID and password,
please enter them.

Then you can use “my page function™!

opyright © 2008 Information-technology Promotion Agency, Japan (IPA)

guestionsl
If wou have vour log—in account,

Izzue of your log—in account pleaze enter vour ID and pazzword to
log in.

You can appl to izgue vour log in account after wou answered all the questions in wour

gelf-aszeszment. The regigtration of the log-in account iz optional If vou register ID:

your login account, you can enter vour own page named “MY Page™ where vou can

use variety of functions such as conduct a new diaenosis Wsing your answers stored in Paccword:

24



The My Page IPA

The previous self-check: 200870609

MY Page The latest loe-in: 2008/06/12
»Corrects answers {conducts diagnosis aeain) kDisplays the result of the latest diagnosis

Dizplavs the latest answersz stored and shows the result

Dizplavs the latest answersz stored, enabling vou to
af the latest diagnosis.

correct answers you entered before.
{If you made correction. the previous answers
would be overwritten and the current answers

regictered.)

rConducts a new diagnosis using the answers rChanees your password
stored Chaneges vour pazsword to log in.

Dizplays the latest answers stored, enabling wou to
change where necesszary, 2o that vou can zave time of
answer ing all the questions.

{The previous answers remain as it is and the

current result would be registered as the N

latest one.)

If you log into the system, My Page is displayed; you can
»Deletes account correct answers stored in the system and conduct the

Deletes and disable= your loein ID and diggnosis again (or conduct a new diagnosis).
Because the answers you gave in the previous diagnosis are
displayed, you do not need to reenter all the necessary

information.

opyright © 2008 Information-technology Promotion Agency, Japan (IPA) 2 5



IPA

3. Other informations
- Statistic data
- What you can do with ISM-Benchmark?

opyright © 2008 Information-technology Promotion Agency, Japan (IPA) 26



The Statistic data of ISM-Benchmark |pA

& From ver. 3.1, statistic information for basic data that

4 To Increase trust level of and transparency to diagnosis

Is used for the diagnosis Is made available to the public.

Statistic information is available at:
http://www.ipa.go.jp/security/benchmark/benchmark tokuchover31.html#toukei

The desirable security level and average is calculated based on the
data stored in Japanese benchmark system currently.

In future, If the sufficient amount of the assessment data of the
particular nation will be stored in the English benchmark system, it
might be possible to calculate and show the result based on the data
of the particular nation.

Copyright © 2008 Information-technology Promotion Agency, Japan (IPA)
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What you can do with ISM-Benchmark? IPA

« Use to grasp your company’s security level
— Where to start?
— Plan: What controls should be considered?
— Consider which security level you should aim?
— Do and Check : Analyze your weakness comparing
with other companies.
— Act: Use for further improvement.

» Use to show your business partners your
security level In order to be competitive.

« Use to provide consultation
— can be used as educational materials

Copyright © 2008 Information-technology Promotion Agency, Japan (IPA) 28



Japanese ISM-Benchmark Portal Site
http://www.ipa.go.jp/security/benchmark/

IPA
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Information contained in ISM-Benchmark portal site

»What is the ISM-Benchmark
» Characteristics of the ISM-Benchmark ver.3.1

Click here to move to the
Self-Assessment page.

- Statistical Information 42
»How to use the ISM-Benchmark

ISM-Benchmark portal site
contains various information.

»Handbook on how to make use of the ISM-Benchmark
»List of questions about the ISM-Benchmark
»Recommended approaches

»FAQ about the ISM-Benchmark

»Materials on the ISM-Benchmark

opyri ht © 2008 Infnrmnfinn-fnr‘hnnlngy Praomation Agency, Japan (IDA)
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It takes only about 30 minutes to finish Self-assessment. pA
Please feel free to use this diagnosis system.

Self Assessment Result
InpUt » 1.Displays your company = s position using

a scatter chart.
2.Compares your organization * s score

Provides answers to 40 questions on with the desirable security level and the
the Web average in your business industry, using
l.e. Does your company have any policies or rules a radar chart.
for information securit%qd implement them? 3.Shows your score
_ 4.Displays recommended security
Assessment Items (40 Items in Total) approaches.
Information Security Measures (25 ltems) .
Organizational security -
Physical and environmental security |
Communications and operations management p 2l >
Access control, Systems development and maintenance i " AR _': %
Security incidents and malfunctions 3 ,l}&
= Categorized into3groﬁps;: -
Corporate Profile 15 Items = & Groupl :High level IT security measures are required.
. . = @ Group Il : Medium level IT security measures are required.
Number of employees, sale figures, number of basis wl 'Group : Not thorough IT security measures are required.
Number of people whose information is held, degree . [E=E Your °°mpa"V:s position 1
of dependence on Information Technology ST T dmedanieyaviig
V Example of Self Assessment Result

opyright © 2008 Information-technology Promotion Agency, Japan (IPA) (Scatter Chart) 30



Thank you!

IPA htto:/imww.ina.qo.ip/

Email : isec-info@ipa.go.ip
2-28-8 Hon-Komagome
Bunkyo-ku, Tokyo 113-6591, Japan

opyright © 2008 Information-technology Promotion Agency, Japan (IPA)
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