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ISO/IEC 15408
(222)
SFR [15408-2]
(223)
[15408-2]
SFR
(
)
PP ST
SFR
(224)
(
SFR FMT_MSA.3.1
(225)

DAC



(226)

PP ST
(PP ST ) (227)
E (228)
6.3 PP ST
6.3.1
(229)
a)
b)
c)
d) TOE
e) ( )
f)
(230)
(
)
(231)
SAR
(232)

50



a) TOE TOE

AVA VLA4
b)
AVA_CCA
c) TOE
ALC_DVS
SAR
SAR ISO/IEC 15408 EAL (10 )
( EAL [15408-3] 6 )
(
) (233)
PP ST
PP ST EAL3 AVA VLA.22
EAL3 ADV LLD.1  ADV_IMP.1 (234)
6.3.2
[15408-3] 2.1.4 [15408-3]
(235)
a)
b) SAR
TOE
TOE
PP ST (9.2.4 )
TOE ( )
(236)
SAR (237)
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b)
~  ADV_IMP.1 TOE
~  AVA VLA1 TOE
6.3.3 [15408-3] SAR PP ST
PP ST [15408-3]
SAR [15408-3]
ISO/IEC 15408
( [15408-3] 2.1.3.5
a)
b)
c)
[15408-3]
a)
( )
b)
c)
( )
SAR

52

SAR

SAR

(238)

(239)



SAR

(240)
SAR  [15408-3]
([15408-3] 2.1.4 10 ) SAR [15408-3]
[15408-3] 2.4
(241)
[15408-2] ISO/IEC 15408
SAR
SFR (242)
6.4
6.4.11T
ISO/IEC 15408 IT PP ST
(243)
a) (DBMS)
DBMS
b)
IC
IT TOE IT PP ST
[15408-2] (244)
IT (245)
a) TOE
b) TOE
TOE IT IT
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SFR

(TOE ) TOE IT SFR
IT TOE
IT (246)
ISO/IEC 15408 IT TOE
ISO/IEC 15408
(indicates) PP ST
(247)
[15408-2] IT
PP [15408-2]
ST ( )
(248)
6.42 IT ( )
[15408-1] B.2.6 C.2.6 IT TOE
PP ST
ISO/IEC 15408 (249)
IT IT
IT PP
ST PP/ST IT
2
(250)
IT IT
PP IT
(8.3.1 ) (251)
IT
IT
(
) ( )
(252)
PP ST IT
(AGD
PP ST ) (253)
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7 TOE

7.1

(PP

TOE

ST

(254)

(255)

TOE

[15408-1] C.2.7

IT

SFR

a)

IT

b)

c)

(256)

TOE

A

SAR

TOE

SFR
A

5-TOE

TOE

ST

TOE

TOE

TOE

TOE
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TOE
SFR TOE
IT
a) IT
b) IT TOE
ST TSF (
TOE
1 SFR
TOE
SFR
ST
c) TOE ( NT
(elaboration)
TOE TOE

TOE

7.21T
ISO/IEC 15408 TOE
ST TOE ST IT
1 SFR
TOE IT
SFR IT

56

TOE

SFR

TOE

(257)

ST
ST
(258)
TOE
IT
SFR IT
TOE (elaboration)
(259)
IT
SFR IT
(260)
IT
SFR



IT
a)
b)
a)
b)
7.3

ISO/IEC 15408

b)

7.4

ISO/IEC 15408

IT 1 SFR
);
SFR 1 IT
SFR ;
ST
IT SFR
ST
TOE
ST
(value) (
)
TOE

ISO/IEC 15408

57

TOE
(261)
(
SFR
(262)
(
( TOE
)
(263)
IT
ISO
(264)
(265)

([15408-1] C.2.7
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a)
b)
c)

d)

EALS

ST

)

58

(266)

(267)

(268)



ISO/IEC JTC 1/5C 27 N3816 PP

12 PP
12.1
ST PP
ISO/IEC 15408-1,C.2.8 PP
a) PP
b) PP
c) ST PP TOE
PP PP
ST
PP
ST PP TOE
PP ST
12.2 PP
PP ST PP
PP([1] ) 1ISO
(a _reqgister entry in the ISO Registrer of Packeges and Protection
Profiles)
PP PP
12.3 PP
PP IT
ST PP
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12.4PP

PP

PP

TOE

ST
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ST

8 PP

8.1

(269)

ST

PP

IT

TOE TOE

ST

PP

IT

TOE

ST

PP

ST

PP

(270)

ST

PP

(271)

PP

6 — PP

(272)

PP

(APE_REQ.1.4C);

a) TOE
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b) PP

ISO/IEC 15408
(APE_REQ.1.9C)

(273)

(274)

PP SFR SFR(APE_REQ.1.6C)
PP SFR PP
ST ST 7
| TOE i
| SFR SAR !
i I | ;
7 - ST
ST PP
(ASE_PPC.1 )
82PP ST
PP ST PP ST TOE
1 OsP
( )
a) 1 OSP

62

(275)

(276)

277)

(278)



b) OSP 1
) (
TOE
a)
- (
- (
b) OSP
OSP
TOE
a) oSsP
b) TOE
OSP
PP

63

OsP

)

(279)

(280)

(281)



(up to)
PP ST
a)
b)
c)
OSP
8.3 PP ST
8.3.1
PP
1 TOE
)
a) SFR
b) TOE
SFR
SFR )
2 SFR
TOE

PP ST /

(282)
ST PP
(283)
OSP
/
IT ( SFR)
IT
(284)
SFR (
(285)
1
1 SFR
( ) (
(286)
SFR
( 6.2.1 SFR)

64



PP ( ) SFR

(287)
a) ISO/IEC 15408 ;
b) TOE IT
PP ST ST PP
(288)
a) TOE SFR ;
b) SFR
8.3.2
PP TOE
SAR : (289)
a)
TOE (
) EAL1
( EAL1 AVA VLA AVA_SOF );
b)
c)
TOE ( TOE
)
PP ST
ST TOE
(290)
8.3.3
ISO/IEC 15408
PP
(argument) : (291)

a) TOE

65



b)

SAR AVA_SOF.1
([15408-1] B.2.6

8.3.4
PP
a)
b) IT
c)
ST
SFR
SFR
TOE TOE

40

SFR

SFR

SFR (

66

(arguments)
(292)

SAR AVA_SOF.1

(293)
SFR) -
(294)
SFR
(295)
IT
SFR
(296)
(297)



natural language textual means)
ISO/IEC 15408 EAL

(

a) SFR
b)
SFR
FMT_MSA.3(
FMT_MSA.3

)

FMT_MSA.1(

(using

FMT_MSA.1 SFR FMT_MSA.3 SFR

FMT_MSA.1 PP

TOE

a) PP

FMT_MSA.3

SFR

(multiple occurrences)

b)

PP

67

SAR

SFR
(298)
(299)

)

FMT_MSA.1
(300)
( ) TOE
IT
(301)
(302)
1
[15408-2]

PP ISO/IEC 15408 EAL

- (assurance-assurance)



PP
[15408-2]
AGD_ADM.1
A
ST PP
SFR
ST PP
PP

PP

(303)
- (functional-assurance)
PP FPT_RCV.1
EAL4
“EAL4~ (304)
IT
A B B
(305)
ST PP
SFR
(306)
2 IT
( ) SFR
PP
(307)
ST PP
(308)
a) IT ;
b) IT ;
c) IT ( )
SFR
SFR
(309)
a) SAR SFR
b) SFR SAR PP

68



SAR

¢) SAR
6.2.1 SFR
SFR
a) SFR
b) SFR
c) SFR
d) SFR
SFR FPT_RVM.1(TSP
) (FIA_UAU
(
SFR
a)
SFR
b) SFR
SFR TSF
FDP_RIP(
SFR

SFR
FPT_SEP( )
ADV_HLD(
SFR
SFR 1
ISO/IEC 15408
(310)
SFR
(311)
( SFR
);
SFR
) SFR
TOE (
) SFR
) SFR
(312)
TSF
FDP_DAU( )
SFR
) SFR
(313)

69



FMT_MSA.1(

FMT_MTD.1(TSF
)

FTP_TRP(
)

:FAU_STG( )

FPT_SEP( )
b)
FTP_PHP(TSF )
c)
)
SFR;
d)
) FAU_STG.1(
SFR;
e) TSF «( )
) (
PP SFR
FMT_MOF.1(
SFR
TOE
SFR
FDP_SDI( )  FPT_PHP(TSF
8.3.5
ST
(
(7.4 )
ST SAR

70

ST

SFR
(314)

(315)

TOE

(316)

ST
) (317)



8.3.6 PP ST
ST
a) PP
b) PP
c) IT
ST PP
)
PP
PP
837 IT SFR
IT
)
( )
a) SFR
b) IT
SFR

PP

ST

SFR

71

PP

PP
ST
ST
ST SFR
PP
IT
1 SFR
IT

SFR

(318)

(319)

(320)

(321)

(322)



72



9 TOE PP ST
9.1
a) PP ST TOE
(
TOE PP
by IT
PP ST IT
TOE ( IT
PP
)
a) TOE
TOE ST
TOE ST
TOE
b) TOE
PP
TOE PP
TOE ST
TOE PP ST
TOE PP/ST

73

PP

TOE
TOE

ST

TOE ST

TOE PP

TOE PP

TOE

TOE ST

TOE

(323)

(324)

(325)

(326)



9.2 TOE
9.21PP ST
TOE PP/ST TOE TOE
TOE TOE PP ST TOE
TOE TOE PP/ST
(327)
9.2.2 TOE
TOE PP ST TOE (328)
a) TOE (
PP
b) OSP TOE PP ST
TOE PP
TOE PP
TOE (329)
TOE PP ST
TOE
TOE PP/ST
TOE PP ST
(330)
ISO/IEC 15408 TOE ( YTOE
( OSP )
(331)
TOE PP/ST TOE PP/ST
(332)

74



9.2.3

PP ST
TOE PP/ST
TOE PP/ST (333)
TOE ST
TOE ST TOE
TOE
(334)
9.2.4
IT TOE PP ST
TOE PP/ST
SFR SFR
TOE PP/ST (335)
TOE
TOE PP/ST (
TOE PP/ST) (336)
TOE PP/ST TOE SFR
TOE
ISO/IEC 15408 TOE
SFR TOE
SFR
(337)
TOE PP ST
(338)
TOE
TOE ( ) (339)
TOE PP/ST TOE TOE
TOE
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TOE
TOE PP/ST IT

TOE IT
(340)
9.2.5 TOE
TOE ST TOE ST TOE
TOEST IT
TOE IT
TOE IT
(341)
TOE ST TOE TOE
TOE TOE
TOE IT
(342)
9.2.6 PP
TOE PP TOE
IT
PP
TOE PP (343)
a) TOE TOE
TOE
TOE PP OSP
OSP
TOE
OSP TOE PP
TOE PP
b) IT
TOE
TOE PP
TOE PP TOE
TOE
TOE

76



c IT

TOE PP
TOE PP
TOE PP IT
TOE
TOE IT
( TOE PP )
TOE PP
TOE
dy IT
TOE IT
TOE PP
TOE PP TOE PP
TOE IT
9.2.7 ST
TOE ST
a) TOE IT
TOE ST
b) IT
TOE
TOE IT
9.3 TOE
9.3.1PP ST
TOE TOE
( TOE )
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TOE

TOE PP
(344)

TOE ST
TOE ST

PP ST



TOE
TOE

TOE
TOE
TOE

9.3.2TOE

PP ST

TOE IT

PP ST

OSP IT

PP ST

9.3.3

TOE PP

OSP IT
TOE

9.34

TOE

9.3.5TOE

IT

TOE

(
)
(
TOE
TOE IT
TOE
TOE
TOE
(Im)
TOE PP IT
TOE
IT
PP
IT
TOE

78

PP

TOE
TOE IT
TOE
TOE
TOE
)
TOE
TOE
DBMS
OSP
TOE IT

(345)

(346)

(347)

(348)

(349)

(350)

(351)



TOE TOE IT

TOE
(352)
9.3.6 PP
IT PP PP
(353)
a) IT TOE
b) IT
c) IT
IT
9.3.7 ST
IT ST PP
ST ST
ST (354)
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10

[15408-1] 4.4.2.1

10.1
a)
b)
c)
PP ST
6 )PP/ST

ISO/IEC 15408
APE
PP

10.2

10.2.1

PP/ST
[15408-3] 6
PP( PP

ST

26

PP ST

PP/ST

PP/ST

80

EAL

(355)

(356)

(357)

(358)

(359)



10.2.2

SFR

a) [15408-2]

b) [15408-2]

SFR APE_SRE.1.2C~1.5C

[15408-2]

SFR

a)

b) SFR

10.2.3
PP ST
a) SFR( (
( “SFRs ” “security objectives ~
)
b) [15408-2]
C) SFR

81

SFR

[15408-2]

6.2

PP

SFR

SFR
(360)

(361)

(362)

ST

(363)



SFR

SFR
[15408-3]
TOE TOE
TOE
PP ST PP ST
(364)
10.3
10.3.1
( )
AMA
(365)
10.3.2
6.3
(366)
a) [15408-3]
b) [15408]
APE_SRE.1.2C~1.5C
[15408]
10.3.3

82



(367)

[15408-3]6 EAL
(368)
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A.1 PP/ST

PP/ST PP/ST

PP/ST PP/ST

A.2 TOE

TOE

PP TOE TOE

ST TOE TOE

TOE PP/ST

A3 TOE

A3.1

TOE

(contributes)

TOE

84

TOE

TOE
TOE

PP/ST

TOE

(369)

(370)

(371)

(372)

(373)
(374)

(375)

(376)

(377)

(378)



A.3.2

TOE

A.3.3

TOE /

OsP

A4

SFR
TOE

SFR

85

SFR
TOE

OSP

OSP

(379)

(380)

(381)

(382)

(383)

(384)

(385)

(386)

(387)



TOE
TOE
(corrective)

ASIT
A.5.1 TOE

1 TOE
TOE

SFR SFR

SFR

ISO/IEC 15408

TOE

ISO/IEC 15408

ST

86

OSP

(preventative)

SFR

(feasibility)

TOE
PP

(388)

(389)

(390)

(detective)

(391)

(392)

(393)

(394)

(395)

(396)

(397)

(398)



TOE (

PP ST
)

PP/ST SFR

15408 2

PP/ST
ISO/IEC 15408 2
ISO/IEC 15408 2

SFR

A5.2 TOE

Ab53 IT

TOE

(abstraction)
SFR

A.6 TOE

AG.1IT

SFR IT

87

SFR
(399)

(400)

!ISO/IEC 15408 2

; SFR

SFR ISO/IEC

(401)

SFR
(402)

(403)

(404)

TOE SFR
(405)

PP

(406)



TOE
SFR

A.6.2

(specialist)

(specialist)

A.7 PP
AT.1

OSP

OSP

A7.2

TOE

TOE

ISO/IEC 15408
) SFR

(de-activated)

TOE

(incorporating) IT

ST

1 SFR
SFR

(
SFR

(mutual support)
SFR SFR

88

(407)

(408)

(409)

ST
(410)

(411)

(412)

(413)

(414)

(415)



A.8 ST

A8.1

AT
ST ST

A.8.2 TOE

SAR

89

ST

SFR
SFR

SAR

PP

(416)

(417)



15408

ST

2

a)

b)

c)

PP ST

ST

PP

PP

ST

90

PP

PP

ISO/IEC

(418)
OSP
(419)
ST
ST
IT ) PP
(420)
(421)



B.1

T.ABUSE

T.ACCESS

T.ATTACK

T.CAPTURE

T.CONSUME

T.COVERT

T.DENY

T.ENTRY

T.EXPORT

T.IMPERSON

T.INTEGRITY

T.LINK

T.MODIFY

TOE

TOE

TOE

TOE

TOE

91

TOE

TOE



T.OBSERVE

T.SECRET TOE
TOE
TE.CRASH
TE.BADMEDIA
TE.PHYSICAL
TE.PRIVILEGE
TE.VIRUS TOE
IT
B.2
P.DAC
a)
b)
c)
P.MAC
a)

TOE

92

TOE

(422)

TOE

(423)



b)

B.3
B.3.1

A.LOCATE TOE

A.PROTECT TOE

B.3.2

A.ADMIN TOE TOE

A.ATTACK

TOE

(424)

A.USER TOE TOE

B.3.3

A.DEVICE

A.FIREWALL

A.PEER TOE
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B.4 TOE

O.ADMIN

O.ANON

O.AUDIT

O.DAC

O.ENCRYPT

O.ENTRY

O.1&A

O.INTEGRITY

O.LABEL

O.MAC

TOE

TOE

TOE

TOE

TOE

TOE

TOE

TOE

TOE

TOE

TOE

TOE

P.DAC

TOE

TOE

94

(clearance)
P.MAC

TOE

(feature)

(authorisation)

TOE

(425)



O.NOREPUD

O.PROTECT

O.PSEUD

O.RBAC

O.RESOURCE

O.ROLLBACK

O.UNLINK

O.UNOBS

B.5

OE.AUDITLOG

b)

TOE

TOE

TOE

TOE

TOE

TOE

TOE

TOE

TOE
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OE.AUTHDATA TOE TOE

OE.CONNECT TOE

OE.INSTALL  TOE IT TOE
OE.PHYSICAL TOE IT
TOE TOE
OE.RECOVERY TOE IT
/

B.6
[ TOE

] (426)
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Asset

Threat

Security Objectives

Dala on storage
media

Data is disclosed by illegally

removing a mediom.

Preventative

Control media removal.

Prevent data diselosure (by encryption, ete.)

Detective

Control media storage.

LCorrechive

Data is referenced. modified,
deleted, or added fromAo an
application by an
unauthorized person.

Preventative

Operation management {For example, restrict
uses of an application program or an application
terminal}

Control the privilege (o access data.

Detective

Audit application  operation log  information,
detect data tampering, and manage ¢
nunibers.

ala sequence

Corrective

Back up/Restore data.

Data is disclosed by dumping
a storage medium by an
unauthorized person.

Preventative

Operation management {For example. resirict
uses of a dump function or an operation terminal )
Prevent data disclosure (byv encryplion, etc.)

Datective

Andit operation log information.

Remaining dataon a medium

i1s referenced.

Preventative

(lear the data area at the time of data deletion.

Prevent data disclosure (hy encryption, ete.)

Data 15 copied illegal lv

Preventative

Operation management (For example, restrict
uses of a copy function or an application
operation terminal §

Control the privilege to access data.

Prevent data disclosure by encryplion. ete.)

Detective

Audit operation.
Control — the  original
witermark

isuch  as  electronic

Data 15 illegally used or its
use 1s ohstructed by changing
the data access attribute by
an unauthorized person.

Preventative

Operation management {For example, restrict
uses of a data attribute modily function or an
application/operation terminal)

Control the privilege (o access an attribute
registration file.

Detective

Audit operation.

LCorrective

Back up/Restore data.

Data 15 got illegally by
forging a file

Preventative

Operation management (For example, restrict
uses of file create and delete functions or an
operation lerminal )

Prevent data disclosure (by encryvption, etc.)

Detective

Audit file owners.
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Asset

Threat

Security Objectives

Data on storage
media

Data is damaged by
destruction of the medium.

Preventative

Physically manage the medium storage place and
contral access 1o the storage place.
Adopt a dual conliguration for storage media.

Detective

Control media storage.

Corrective

Back up/Restore data.

Data is destroyved or its use is
ohstructed by a hardware
Failure of an medium 10O

device

Preventative

Cuality control of TO devices
Adopt a dual configuration for storage media.

Detective

Detect fatlures (0OS),

Audit program execution log.

Corrective

Back up/Restore data.

Data is referenced, modified.
deleted, or added |"f~ an
unauthorized persen using a
commangd.

Preventative

Operation management (For example, restrict
uses of operation commands or an operation
terminal )

Control the |"'I'i'~ i |t.'}__'\.' oy access data.

Detective

Audit operation log information. detect data
tampering. and manage data sequence numbers.

Correclive

Back up/Restore data.

Encrypled data cannot be
decrypted due to loss of the

secret key.

Preventative

Foeep the secret key under strict management.

Correclhive

Recover the secret encryplion key.

Data is erroneously deleted
by an authorized person.

Preventative

Provide high-quality operation  manuals  or
automate operations.

Prevent  operating  errors
rechecking and  sequentially

privilege to delete ).

(for  example.
registering  the

Detective

Audit operation log information.

Corrective

Back up/Restore data.

Data on tele-
communcation
line

Data 1= |;1|"'|'|'L"L| ar 'L|'L’:-'-lI'L"_\L‘d
on a telecommunication line

Preventative

Physically protect telecommunication lines or
control equipment connections Lo lines,

Prevent data disclosure, detect data tampering
by encryption transmitted data: VPN, SSL, 1P

sec, ete. )

Detective

Detect data tampering.

Correclhive

Send data again.

Data 15 tapped. tampered.
deleted or added on a I'I;|:I_'-.

system.

Preventative

Operation management of a relay system (For
example, restrict uzes of L, inalyser)

i protoco
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Asset

Threat

Security Objectives

Data on tele-
communieation
line

Data 15 illegally used by
changing  its  destination,
sender, or access attribute on
a relay sysiem.

Preventative

Protect control data o be  tansmitted (b
encryption, ete.)

Operation . management of a
(Restrict uses of a debug function. )

relay  syslem

Detective

Detect control data tampering.
Audit debug tool operation log information.

Correchive

Send data again.

Communications are
disabled due to a line fault

Preventative

Install dual telecommunication lines
Quality control of telecommunication lines

Detective

Dietect fatlures (OS),

Corrective

Send data again.

Communications are
disabled due to a
communication channel
abnormality.

Preventative

Install dual channel devices.
Ouality control of communication channels

Detective

Detect fatlures (0OS),

Corrective

Send data again.

Data is illegally resent for
illegal communications

Prevenmtative

Operation management of a relay system (For
example, restrict program registration.)

Detective

Prevent re-transmission (by assigning sequence

numbers or ime)

Application
program

An application 1s executed by
an unauthorized person.

Preventative

Control the privilege to execute a program.
Operation management of a relay  system
{Restrict unnecessary program display. )

Manage locations and route of execution

Provide saleguards during operator absence.

Restrict uses of an application terminal.

Delective

Audit program execution.

Correcthive

Related data backup/restore.

Data in a program library is
referenced.  modified  or
deleted by an unauthorized
person.

Preventative

Control the privilege to access a program library.
Operation management  {Restric
maodify command. i

Restrict uses of an operation terminal.

uses of a

Detective

Audit operation

Corrective

Back up/Restore program.

A program is illegally used
or its use is obstructed by
changing its access attribute

by an unauthorized person.

Prevemtative

Control the privilege to execute a program.
Control the privilege to access the program
library directory.
Operation  management
modify command.)

(Resirict uses ol a

Detective

Audit operation.
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Asset

Threat

Security Objectives

Application

program

An abnormality oceurs
during program execution
dug to a hardware failure of a
computer.

Preventative

Adopt a dual hardware configuration
(uality control of hardware

Detective

Detect Tatlures (OS).

Corrective

Hardware recoy CTW

Application
processing and
data

[Megal application processing
(such as Telnet and FTP)is
executed.

Preventative

Control the privilege to execule a program.
Firewall (application filtering )
Clarify operation regulations,

Detective

Audit program execution.

Processing  is  obstructec
itraffic  attack  such  as
requesting Lo process

UNNeCessary data).

Preventative

CHVe priority 1o process processing

Prohibit a mail relay function.

Delective

Audit network access.

Data exchange or contents
are dented.

Preventative

Fake measures for preventing denial (such as
storing an evidence wsing TTP or encryplion
function).

Clarify operation rules.

The original of daw s

denied.

Preventative

Reliable services (such as guarantee of an

original)
Clarify operation rules.

Data is tllegally sent.

Preventative

Contral data flows (such as Firewall and rule DB
control ).

Control the quality of application programs.
Operation management {(For example, restrict
program registration. )

Detective

Audit data access,

Data or a program is illegally
used  using & remaining
debug function.

Preventative

Control the privilege to access data and the
privilege to execute a program.

Orperation management {Restrict uses ol a debug
[unction. )

Detective

Audit application execution.

A service function is
mappropriately denied.

Preventative

Cive prioTity [o process processing.

Control the quality of application programs.
Provide education and regulations for application
stall.

Contral the quality of processing hardware,

Fstimate the capacity of processing resources.

Detective

Audit application execution.

Contents  are

L|\.‘:-'~|.I'l'_\ el

tampered  or

Preventative

Control the privilege to use contents.
Control contents creation and downloading.

Deteet contents tampering.

Corrective

Back up contents
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Asset

Threat

Security Objectives

Application
processing and

data

Hlegal operation

Preventalive

Control the privilege to execule operations.
Control the locations and routes of operations
{remate, via Internet, etc.).

Detective

Audit use of operations.

Privacy is violated.

Preventative

Control the privilege to use privacy information.
Use anonvmity or a pen name (psendonym).
Guarantee unlinkability.

Display data

Data 15 seen by an
unauthorized person.

Preventatiy

151

lsolate a display physically.

Enforce operation rules.

UHlegal copy or printing

Preventaliv

[+

Provide safeguards  against  an  authorized
persen's absence. Restricl uses of copy and print
functions. Enforce operation regulations.

Detective

Control originals (electronic watermark)

Input data

Data 15 disclosed

nput.

during

Preventati

4]

Control access 1o an input terminal  room.

Enforce operation regulations.

Input data is illegally taken
oLk,

Preventat

5]

Control the input data storage place. Enforce
operation regulations.

Corrective

Back up input data.

Printed data

Data is referenced or taken
out by an unauthorized

person

Preventaliy

3]

Physically  control data.  Enforce

aperation regulations.

printed

Hegal copy

Prevenlative

Provide saleguards against copying. Enforce
aperation regulations.

Detective

Control originals (electronic watermark)

User data

A user (individual, system,
terminal } cannot be
identilied.

Preventative

Identification at access

ldentification (1D assignment to each user
svstem; 1P address)

Restrict locations (filtering).

Detective

Audit identilication processing.

Disguise onesell using
disclosed user {individual,
svstem, terminal)
identification information.

Preventative

User authentication
Control identification information.

Detective

Audit identification processing.

A user 15 not identified.

Preventalive

Prompt authentication

Reliable identification.

Authentication  {encrvplion  secrete  key,
password. belongings, physical characteristics)

Call back

Detective

Audit authentication processing.
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Asset

Threat

Security Objectives

User dala

Disguise onesell using
illegally disclosed

authentication information.

Preventative

Adopt multiple authentication mechanisms.
Server access management {Early detection by a
victim: notification of authentication processing
mformation)

Save authentication information in a confidential
medium.

Protect authentication information
funidirectional encryption).

Restrict access routes (such as public
telecommunication lines and the Internet).
One-time password

Detective

Audit system access

Corrective

Stop processing by the user.

Disguise onesell by illegally
mferring authentication
information.

Preventative

Authentication {(Preventing inference: limiting
retry count)

Server access management (Early detection by a
victim: safeguards for not using a server for a
long period)

Adopt multiple authentication mechanisms.
Control authentication information  (such  as
preventing inference, long secrete encryption
key, syntax rules. initial wvalue change, and
generation control)

Delective

Audit system access

Correchive

Stop processing by the user.

Minimize influences (Effective period)

Disguise onesell using
mvalid authentication
information.

Preventative

Confirm vahidity of authentication information.
Control  authentication  information  {(such as
control nullified information)

Detective

Audit syslem access

Ancinvalid privilege is used

because of failure to register

a modification of user

privilege.

Preventative

Control {Immec reflect a  user

privilege modification.)

Users. iately

Detective

Audit syslem access

A user's action is illegally
disclosed {(violation of
privacyj.

Preventative

Manage privilege to access user related log
information.
Lse anonymity or a pen name {pseudonym).

Cuarantee unlinkability

Detective

Audit system access

Data transmission is dented.

Preventative

Prevent denial of transmission.
Operation regulations.

Detective

Audit data exchange.

Data ownership is denied.

Preventative

Awmomatically register an owner at the time of
data production.

Detective

Audit system access
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Asset

Threat

Security Objectives

User data

Datla reception is denied.

Preventalive

Prevent denial of reception.
Operation regulations.

Detective

Audit data exchange

Drata is sent to a wrong
recetver due to disgoise or a

spec fication error.

Preventative

Destination authentication.
Operation regulations,

Delective

Audit data exchange

Disguise onesell by forging

authentication information.

Preventalive

Manage privilege 1o access  authentication
information.

Yerily validity of authentication information
Control  authentication  information  (such  as
preventing  forging,  reliable  authentication

organization, physically protecting belongings).

Detective

Server access management (Early detection by a
vietim)

System

Services anc

[ata

A secret encrvption key s
decoded, undermining

syslem security

Preventative

Produce a secret encrvption kev ol sulficient
strength and length and adopt a standard key

delivery protocol.

Delective

Audit svstem operations

Correchve

Set a new secret key.

A syvstem is illegally used by
a disguised user during an

operator's absence.

Preventative

Provide the safegnards  during an
operator's absence (such as suspension, session
disconnection, and re-authentication).

NEeCessary

System security is
undermined by an authorized

user's illegal act or mistake.

Prevenlative

Prevent an  authorized user's mistakes (for
example. by reconfirmation).

Control user privileges (minimum privileges).
Audit management, regulations, education, and

penalties.

Detective

Audit system operations

Virus intrusion

Preventalive

Virus check for program downloading and files
with mail.

Access control  {Set  an
privilege and protect files )
Prohibit loading data or
outside.

Control software installation.

appropriate  access

program from the

Delective

Audit system operations

LCorrechive

Take the necessary action (such as stopping the

syslem and disconnecting an external system).
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Asset

Threat

Security Objectives

HETY
Data

Syslem

ices and

legal intrusion to a syslem

Prevenlative

Check a user's identification, authentication, and
privilege {at the time of accessing a barrier
segment or log-in)

Svstem  configuration management (such as
comnectad equipment and external connections)
User management.

Delective

Audit system operations.

Intrusion to a system by
taking advantage of a known
|‘-|'ul|‘u_'|1| defect (such as [P
protocol and Sendhail )

Preventative

Firewall { Filtering )
Control access o system resources.
Restrict access to the program or |"I'\'ll"L'l'|

Detective

Audit system operations

Syslem security IS
undermined by
replacement  of a
Program.

illegal
system

Preventative

Control access to a system program library.
Operation management  {System  program
maintenance regulations)

Detective

Audit program library access.

Corrective

Back up programs.

The service 1s stopped by

system program destruction.

Preventative

Adopt a dual configuration for system program
[ibrary.

Wedinm management and operation management
(svstem program library)

Hlegal system operation

Preventative

Control  the
commands.
Operation  management
operalion commands. )

privilege to exccute operation

{(Restrict

UsEs ol

Detective

Audit operations.

Infor

rmiation
aquipment

Damaged or taken out

Preventalive

Dual configuration

Control the access to the equipment location.
Keep equipment (lines) under management
during storage.

Power 15 turned ofT.

Preventative

Backup power supply
Ups

Correchve

Recover power

B.7

ISO/IEC 15408
ISO/IEC 15408
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(427)

(428)



d)

€)

f)

9)
B.7.1

4

ISO/IEC JTC 1/5C 27 N3816 429 4

(429)

FIA UAU.3

FIA UAU.4 FTP TPR.1

Security Requirement Replay/reusega

Security Requirement Functional
Component

Logon controls Identification of users FIA_UID.1-2

Authentication of users FIA_UAU.1-2

Limits on repeated login failures (e.g. enforcement FIA_AFL.1

of lockout or time delay)

Trusted path for logon FTP_TRP.1-2

Time of day restriction of access to TOE FTA_TSE A
Password selection Controls on selection of user-generated passwords | FIA_SOS.1

(e.g. minimum length, password filters, password

history)

Automated generation of passwords by TOE FIA_SOS.2

Password lifetime (expiry) enforcement FMT_SAE A1
Authentication data protection Non-echoing of passwords during password entry FIA UAU.7

Protection against unauthorised modification or FMT_MTD.1

observation

Protection against replay attacks FPT_RPL.1
Replay/reuse Protection against forgery or copying FIA_UAU.3

Protection against reuse (e.g. single use FIA_UAU 4

passwords)

105



(430)

Security Requirement Functional
Component
Replay/reuse Trusted path for password change FTP_TRP.1
Session suspension Suspension following user inactivity FTA_SSL.1
Suspension at user request FTA SSL.2
Termination following user inactivity FTA_SSL.3
User accounts and profiles Controls over creation, deletion, enabling or FMT_MTD.1
disabling of user accounts
Definition of user security attributes contained in a FIA_ATDA
user profile
Controls over modification of user profiles (i.e. user | FMT_MTD.1
security attributes)
4 -
B.7.2
5
Security Requirement Functional
Component

Discretionary Access Control

Scope of policy (subjects, objects and
operations coversd by the policy)

FOP_ACC.1-2

Rules governing access by subjects to objects

FOP_ACF.1

Frivilege override of DAC policy

FDP_ACF .1

Controls on DAC attributes

Changing object permissions/ACLs

FIMT_MSA.T

Default protection on newly created objects

FIMT_MSA.3

Changing object owner

FMT_MSA.T

Changing user group affiliations FIMT_MSAA
Mandatory Access Control Scope of policy (subjects, objects and FOP_IFC.1-2

operations covered by the policy)

Rules governing access/information flow FDOP_IFF.2

Privilege override of MAC policy FDP_IFF.7-8

Covert channel rastrictions FDP_IFF.3-6

Controls on MAC attributes

Changing object labels

FMT_MSA.T

Default labels for newly created objects

FIMT_MSA.3

Changing user clearances

FIMT_MSA.T

Selection of session clearance at login FTA_LSAA
Export/iimport Import of unlabelled data FOP_ITCA

Export via communication channels/devices FCP_ETC.1-2

Labelling printed output FOP_ETC.2
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memaory, etc.

Security Requirement Functional

Component
Information labels Constraints on information label values FOP_IFF.2.3
Rules governing floating' labels FOP_IFF.2.3
Object reuse FProtection of residual information in files, FOFP_RIP.1-2

Role hased access control

Scope of policy (in terms of roles, operations)

FOP_ACCA-2

Rules controlling performance of operations

FDP_ACF.19

Identification of roles

FIMT_SMRE.1-2

Two-man rule enforcement FOP_ACF.1 b
FMT_SMR.2.3
Controls on RBAC attributes Changing user privileges/authorisations FMT_MSA A1

Changing definitions of role capability

FIT_MSA.T

Changing assignments of users to roles

FIAT_MSA.1

Firewall access control

Subject-object information flow view (e.g. FOP_IFC.1-2
based on source/destination addresses and FOP_IFF A
ports)

Session-based view (e.q. application proxy) FTA TSE.A°

b. FDP_ACF.1

FMT_MOF_1 FMT_MSA.1 FMT_MTD.1)

2

FMT_SMR.23 1

FDP_IFC.1 FDP_IFF.1

(431)

B.7.3
6
Security Requirement Functional
Component
Audit events Specification of auditable events and FAL GENA

information to be recorded

Confrols on selection of events 1o be audited

FIT_MTD.1

Basis for selection of events to be audited

FAU_SELA

Individual accountability of users

FAU_GEN.Z2

6 -
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Security Requirement Functional
Component
Intrusion detection and Generation of alarms and response to FAL _ARPA
response imminent security viclations
Definition of rules, events, event sequences or | FAU_SAA1-4
patterns of system usage to be used to indicate
potential or imminent security violations
Audit trail protection Protection against loss of data e.g. due to audit | FAU_STG.2-4
trail saturation, interruptions to operation
Protection against unautharised modification/ | FAU_STGA
access
Audit trail analysis/review Provision of audit trail analysisireview tools FAU_SAR.1-3
6 -
B.7.4
7 ( ) (432)
Security Requirement Functional
Component
Data integrity Detection of errors in stored data FOP_&0I.2
Generation and verification of checksums, one- | FOP_DAU.1

way hash, message digest, etc.

Rollback of transactions (e.g. database)

FOP_ROL.1-2

public key certificates)

TOE integrity Tamper detection FPT_PHP1-2
Tamper resistance FPT_PHP.3

Data authentication Digital signature generation and verification FDP_DAUZ
Certificate generation and verification {e.q. FDP_DALLZ

B.7.5

7 -
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Security Requirement

Functional
Component

Consumption of resources Enforcement of limits/quotas an global
resource consumption by users

FRU_RsSA1-2

Limitation on number of logged in sessions by
sarme user

FTA MCS5.1-2

Error handling Maintenance of TOE operation in event of FRU_FLT.1-2
failures {fault tolerance)
Error detection FET_TST.A
Error recovery FFT_RCWV.1-4
Scheduling Scheduling of activities/processes according to | FRU_PRS.1-2
established pricrities
8 -
B.7.6
9
Security Requirement Functional
Component
User identity based privacy Protection against disclosure of user identity FPR_ANO.1-2
when using services or resources
Anonymous but accountable use of services or | FPR_PSE.1-3
resources via a protected user alias
Resource/service based Protection against disclosure of linkage of FPR_UNL.1
privacy multiple usage of resources or services to the
same user
Unohservable usage of specified resources or | FPR_UNO.1-4
Services
g-
B.7.7

10
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Security Requirement

Functional

Component
Data exchange confidentiality | User data FDOP_UCTA
Security critical data, e.g. keys, passwords FET_ITCA
Data exchange integrity Lzer data FOP_UIT.1-2
Security critical data, e.g. keys, passwords FET_ITL1-2
Mon-Repudiation Proof of origin of exchanged information FCO_NROC.1-2
Proof of receipt of exchanged information FCO_NRER.1-2

10 -
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(Access Mode) —

C.l1
Cc.1.1
(TOE) (PP)
(ST) (
) TOE
TOE
TOE
(436)
(437)
FCS ( )
[15408-2] E ( FCO
FDP_DAU FDP_SDI FDP_UCT FDP_UIT FIA_SOS FIA UAU )
SFR
FCS
TOE
(438)
TOE
5
(439)
ISO/IEC JTC 1/SC 27 N3816
4] [5] [6] [7] [8] /9]
C.1.2
[15408-1] 2 ISO/IEC DIS 2382 [ISO-2382]
(440)
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[1SO-2382] (441)

(Black Data) —

(442)
(Cryptographic Algorithm) —
(443)
(Cryptographic Checksum) —
[1SO-2382]
(Message Authentication Code) (444)
(Cryptographic Checksum Generation) —
(445)
(Cryptographic Checksum Verification) —
(446)
(Cryptographic Function) —
(447)
(Cryptographic Functionality) — TOE (448)
(Cryptographic Key) — [1SO-2382]
(449)
(Cryptographic Key Access) — /
(450)
(Cryptographic Key Agreement) —
(451)
(Cryptographic Key Archive) —
(452)
(Cryptographic Key Backup) —
(453)
(Cryptographic Key Destruction) — ( ) (454)
(Cryptographic Key Distribution) — TOE
(455)
(Cryptographic Key Escrow) —
(456)
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(Cryptographic Key Generation) —

(Cryptographic Key Management) —

(Cryptographic Key Recovery) —

(Cryptographic Mechanism) —

(Cryptographic Operation) —

(Cryptographic Variable (CV)) —

(Data Path) —

(Digital Signature) — [1SO-2382]

(Initialisation Vector) —

(
)
(
(Digital Signature Generation) —
(Digital Signature Verification) —
(Hashing or Hash Value) —
( )
(Invocation Parameter) —
)
(Message Digest) —
( )

(Non-Repudiation) —

(Private Key) —

(Other Critical Security Parameter) —

113

TOE

(457)

(458)

(459)

(460)

(461)

(462)

(463)
(464)

(465)

(466)

(467)

(468)

(469)

(470)

(471)

(472)

(473)



(Public Key) —

(Public Key Pair) —

(Red Data) —

/ (Red/Black Separation) —

(Secret Key) —

(Secure Hash) —

(
(Tamper Detection Envelope) — TOE
) TOE
(Zeroisation) —
(Zeroisation Circuit) —
(Zeroisation Circuitry) — (Zeroisation Circuit)

C.2

cz2l1 ?
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(art)

(474)

(475)

(476)

(477)

(478)

(479)

(480)

(481)
(482)

(483)

(484)



C.2.2

PP

ST

b)

d)
e)

f)

a)

b)
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(485)

(486)

(487)

(488)



"certification”

c)

d)
C.2.3
(
a)
b)
c)
d)
€)
C.3
Cc.3.1

TOE

TOE

PP

ST

"authentication.

TOE
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(489)

(490)



PP ST
3
IT
IT
/
C3.11
TOE
( )
a) TOE
b)
C.3.1.2 IT
TOE
):
a) (
b)
c)
d) (
C.3.13
IT
(
a) TOE
b) TOE
c) TOE
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TOE

TOE

(491)

(492)

(493)

(494)

(495)

(496)

(497)



d TOE ( );
e) TOE
f)
( ) (498)
C.3.1.4
48
( 2 =<6 <4 IT )
11 (499)
T.
T.EMI TOE IT
T.IMPERSON ( )  TOE
T.ERROR TOE TOE
IT
T.MODIFY
T.ATTACK ( )
IT
T.ABUSE TOE ( )
IT
T.MAL TOE IT
TOE
T.PHYSICAL TOE
11 -
C.3.2
TOE OSP( ) PP ST
TOE
oSP
( ): (500)
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b)

d)
e)

f)

(accountability)

(emanations)

PP/ST OSsP TOE

(501)

TOE
ISO/IEC 15408 C.45

(502)

C.33
12 (503)
0.
O.1&A TOE TOE
(
"identify" "identity" )
0O.DAC TOE TOE
O.PHP TOE IT
O.INTEGRITY TOE
O.FAILSAFE TOE
O.ADMIN TOE TOE
O.EMI TOE IT
O.PHYSICAL TOE
12-TOE

O.EMI O.PHYSICAL TOE
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a) IT TOE

b) TOE :

¢) TOE ;

d) TOE

) H

e) TOE ;

f) TOE (

g TOE IT ( TOE

TOE
)
C.33.1
PP ST
T. 0.
T.EMI O.EMI - (
) TOE
IT
T.IMPERSON O.1&A -
T.ERROR O.FAILSAFE - TOE
IT
T.ABUSE O.DAC - TOE
T.MAL O.INTEGRITY - TOE
O.FAILSAFE - TOE
IT
T.PHYSICAL O.PHP -
O.PHYSICAL - TOE
TOE

T.MODIFY O.INTEGRITY - IT
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O.ADMIN - TOE

(506)

T.ATTACK O.1&A -
O.DAC - TOE
13-
cC34
14
O.Type ISO/IEC 15408
O.1&A TOE FIA_UID.1-2
TOE IT FIA_UAU.1-5
( : "identify" "identity"
)
0O.DAC TOE TOE FDP_ACC.1-2
IT FDP_ADF.1
O.PHP TOE IT FPT_PHP.1-3
O.INTEGRITY TOE FPT_AMT.1
FPT TST.1
O.FAILSFE TOE FPT_FLS.1-4
O.ADMIN TOE FCS_CKM.1-4
FCS_COP.1
O.EMI TOE AGD_ADM.1
IT AGD_USR.1
O.PHYSICAL TOE
IT
14 -
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CAa4IT

Cc.4.1
TOE IT ISO/IEC
15408 PP ST (507)
PP ST TOE ( OSP )
C.3 (508)
TOE PP ST
TOE
( )
(509)
C.4.2
15
(510)
/
15 -

ISO/IEC 15408

122



(511)

ISO/IEC 15408

(ADV_INT)

SFP(FDP_ACC FDP_ACF)

(ADV_INT)

(FPT_FLS)
(ADV_INT)

(FIA_UID FIA_UAU FIA_ATD)
SFP(FDP_ACC FDP_ACF)

(ADV_HLD ADV_LLD)

(FPT_PHP)

(FPT_FLS)
(FPT_AMT FPT_TST)

16 - ISO/IEC 15408

ISO/IEC 15408

15408
a) TOE ;
b) TOE
¢) TOE
d) TOE
e) TOE ;
fy TOE
C.43TOE
c.4.3.1
TOE
TOE

(C.45

TOE

14 ISO/IEC
6
(512)
PP/ST
PP/ST
TSP TSF
TOE
(513)
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TOE TOE TOE
TOE
C.4.3.2 ISO/IEC 15408
ADV_FSP( )
TSF
(
)
ADV_SPM(
C.4.4 TOE
C.4.4.1
TOE
PP/ST
)
ISO/IEC 15408
TOE

a) ADV_HLD (
b) ADV_LLD (
c) ADV_RCR (
d) ALC_TAT (
ADV_HLD
TOE
ADV_HLD.2(

ADV_LLD
TSF

TSF
TOE

124

ADV_FSP.3(

TOE

(514)

(515)

(516)

(517)

(518)

(519)

(520)

(521)



ADV_RCR

ALC_TAT.2 (
C.4.4.2
TOE
TOE
a) TOE
b) TOE
c)
d) TOE
ISO/IEC 15408
PP/ST TOE
a) ADV_FSP( )
b) ADV_HLD ( )
c) ADV_INT (TSF )
d) ADV_LLD ( )
TOE
TOE

125

TOE
TOE

TOE

(522)

(523)

(524)

(525)

(526)



(527)

ADV_INT (TSF ) ADV_INT.3 ( )
(528)
ADV_INT.3.3C TSF
ADV_INT.3.5C
ADV_INT.3.6C TSF
C.45TOE
C45.1
PP/ST TOE TOE
(529)
a) ;
b) ;
c) ;
d) ;
e) ;
f)
(
) ( TOE
) TOE IT (
) (530)
C.45.2
/ (authenticate)
PP/ST : (531)
a) / (officer/custodian);
b) ;

C) ;
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d)
e) /

ISO/IEC 15408

a) FIA_UID (
b) FIA_UAU (
c) FIA_ATD (

TSF

TSF

/' FIA_UAU (FIA_UAU.3 -

C.4.53

TOE

a) ;

b)

(officer);

FIA

FIA_UID

FIA_UAU

FIA_ATD
FIA_ATD

FTP_TRP(
; FIA_UAU.4 -
C.4.6.3

TOE

127

(532)

(533)

(534)

(535)

(536)

(537)



d)

TOE
(IBAC)
TOE
a)
b)
TOE
ISO/IEC 15408
a) FDP_ACC (
b) FDP_ACF (
c) FDP_IFC (
TOE
FMT_MTD
FDP_ACC.1
IT
(SFP)

ISO/IEC JTC 1/5C 27 N3816

TOE

TOE

544

(RBAC)
(538)

(539)

(540)

TOE

(541)

FDP_ACC

(542)

SFP FDP_ACC.2
(543)

FDP_ACC.1
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(544)

FDP_ACF.1
FDP_ACF.11 TSF [ ]

FDP_ACF.1.2 TSF

I=

FDP_ACF.1.3 TSF

FDP_ACF.1.4  TSF [

( ) (545)
( ) (546)
(547)
( ) (548)
( )
(
) FMT
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