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DoS(Denia of Service)

SYN Flood Land Attack

Fing-of-Death
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BIND

CaGl
Remote Procedure Call(RPC)
1S Remote Data Service(RDYS)
Sendmail
sadmind mountd
NetBIOS WindowsNT 135 139(Windows2000  445)
1D (
ID)
IMAP POP
SNMP

SANS, The Ten Most Critical Internet Security Threats
http://www.sans.org/topten.htm
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Cert Advisory
— http://www.cert.org/advisories/

JPCERT/CC
— http://www.jpcert.or.|p/
| PA
— http://www.ipa.go.|p/security/

— Web
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IP access list

deny ip any 192.168.1.0 0.0.0.255 any
permit tcp any 192.168.1.1 0.0.0.255 eq domain
permit tcp 192.168.1.1 0.0.0.255 any eq domain
permit tcp any 192.168.1.1 0.0
68.1.2 0.0
0 0.0.0.2

.0.255 eq smtp
permit tcp any 192.1 .0.255 eq www
permit tcp 192.168.1. 55 any gt 1023

A

Web,

Main

]

DB

]

Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.




Any FW Any

NS |domain
ANY | Mail | SuTP

P-Net| Any | Any

1
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3| Any WWW | HTTP
4
5

L Any | Any | Any
>

h

LJ Web, Marl
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e SSH SecureSHdl

e VPN Virtua Private Network
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« UNIX

sulog
su ID 1D

SU 06/24 11:37 + pts/7 User-A-root
SU 06/30 12:17 - pts/8 User-B-root
SU 06/30 12:18 - pts/8 User-C-root

Jun 30 12:17:15 Host-A su: 'su User-A' failed for User-B on /dev/pts/8
Jun 30 12:17:28 Host-A su: 'su root' failed for User-B on /dev/pts/8
Jun 30 12:18:00 Host-A su: 'su root' failed for User-C on /dev/pts/8
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e Firewadll

Statd *k*k . *k*x . ***k . *k*k tOUC

UNIX

mp/test. txt

Firewall-1

10:57:11 accept firewal-1  >SMCPWRII1 proto
udp src 192.168.10.1 dst ultra7.as

gent.co.jp service sunrpc s port 772 len 84
rule 1

10:57:11 accept firewal-1  >SMCPWRII1 proto
udp src 192.168.10.1 dst ultra7.as

gent.co.jp service 32808 s port 773 len 1140
rule 1

Solaris: message

Jun 29 10:54:02 wultra7 statd[122]: statd:
pathname too long: /var/statmon/sm/<”1
FF>0GUG~0GuG~0GUFPV6;P.ahm.rg,bsntbg.slo.sdrs-
SWS

Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.




Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



)

¢
C ) %

—

C )

Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.




Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.




Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



e 0 N\~ ) [ O

Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.




Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



1D/

Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



1D/

Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



U

Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



http://www.jpcert.or.j p/ed/2000/ed000007.txt
Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



|PA

E-malil: crack@ipa.go.jp
FAX: 03-5978-7518
: 03-5978-7509

JPCERT/CC

E-malil: info@jpcert.or.|p
FAX: 03-5575-7764
TEL: 03-5575-7762

Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



IPA

E-mail: crack@ipa.go.jp

Copyright(C) 2000 Information-technology Promotion Agency, Japan All rights reserved.



