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BOA—ILOARFIAW T, FHONTVEEXICEFIFRBLRAITDEL, T D KET - E - %R
DI ELERMEFICOVWT—EDMBEF OEINERLIZEDER DN, BEAIZEAZRSKIBK
BT TV EREEFEMNELE-RBEEHBILTWS, £ BEHEITEIKICHh=5XED
IN)I—230 N HHIEEHERLTISH, J-CSIP HOHBHEM THELTLWIREDA—ILOEBEHKT
INTNHELSHTEEETHY . TORTH, GEERICESENN TS DA ILRAA—)LEITHRIE
NELZ-TVS,

HERATH. REBEEOEHNAMMOGRIZH D (EER/INNLDL . HDWIEEDRRA—)LFELR
(BEC) DKL EFFMITADEBEBDEDMNIFTHETH D, HLLUEL. TS50 -FZF-BRICEHD
YISAFI— V2 RERBORRELTVASAHEME (X2 ) T LLEMNBLAEEDH L. THROE
BHMA—H—ERBADAOELTHELOTWSAIEEM) 3HYSD, WThIZE L. HEEEEFTEDOMHEBA~BR
WICHEIRYRINTNDIEN S, BB R BED—FELAHLTRYKR- TS,

KB OEHAIKR

2017 £ 10 B, TS EBM O BRFTLHEEEZITOTCLWSERNDOL XS, TSUMRMEEITOTLNS
BEOREEFFTL. TS MEIERERMITISESNZERDODNDIKHEA—)LE IPA TAFLIZ(E 6),

CDBHEA—)LIZDLNT J-CSIP SMABBANERIEBETo-LCAH ERDEBTHEUT IHEA—
ILINBEEL TV =2EAHIBAL ., IPA BAAF L TUOERWKEA— LA +T858H 5 EAVERIBHICK YR
BTEL(CNLHERIZOVTHEREFEZEELTLNDS) , ShBIE A—/ILOXE., A —ILDEETIP 7
FLR BTSN TV DML ADBELZTOREEGEEEVS-ERTHER Ao RA—DHEE
(FLIEHBITIL—)IZLE—EOHBTHIEHELTLVD,

Ff=. J-CSIP SR DIH ALV ENT-BEDLELUDA—ILDFEEKIENE. COKEE TDE
{12016 5 12 AENSHEEEZToTHY. 2017 F 5 AEIZIZERT A I9AILREZEE, 2017 £ 12
BIZIE D49 T RBEH AT 5L EMNHERITET -,

WE(FRE A THHEL TS,

KEA—ILOPIEEH

WEHFENETIREITHL, A—ILOXEAELZEILIELENS, BHICHEA—)LEEY fFFTL
B RATFAINIEEIZrar B DEFHEIZ7AILBEHLN T =AY, —EB. ace XX DIEMET7AILA5, xlam
74 RSN TN —REH D, CNBIEET.PC ADERODEGWMEEHMET 2T MILAAD
REZIESIEDTH oIz, F=. 12 AIZIE. POF Z7AM IR INF=A—ILEFERR L =, ThIE, Taviy
FIZ&BA =T H I MEROFMEERIBLDTHofz. BHE. CORBEIZLS, BREPRBELVSEEK
I BHADA—IILTIE., ZOHMHYYBELT, A—ILOZEEEHNS 1 BREIMS 10 BEBEZIRRLTS
CENZL A T7AINERVTHREBSELSETIERLHLHLEEDOND,

Tl KO HBEICLIBRBEA—IILDEFZES H, EVIT7ITLTRNT 5,

12 Microsoft Excel 2007 LARE THER SN = Excel D7 AU I77MILHER, 77/ IV ERHE, RRSNHZEEHBEE
TI=RIOEEHIT BIREZUED)vITHE. TOATSLAERITSNDS,
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o Efi1 FSUMERMOBRTCMHEETOTLIENERERIHESA—IL

H|d 9 v « + |- Hl/North Sumatralll/Deaerator?RFQ- - YyP—S (HTMLFE...  [@ 33
W vty v @

EH A I < o o EEQE: 2017/10/13 (£) 10:21
FESC:

CCe

JusX I/ Morth Sumatra [/ Deaerator?RFQ-

L5 |

Dear Sir

»

We received RFG for deaerator for heat recovery system Gernerator for MNorth Sumatra Combined

B coisct o

Froject outline is as follows,

<<Project Qutline>>

1. Location : Morth Sumatra island, Ihdonesia

2. Dwner : Confidential

3. Capacty - BOMW =1 units

4. Plant corfiguration : 2xGas Turbine & Generator, 2xHRSG (Heat Recovery Steam Generator),
155 team Turbine & Generator and BOP (Balancs of Plant)

b Contract : EPC contract

a. -position - EPC contractor (In this case , Proposal stage )
7. BEquipment - Deaerator for Heat Rrecovery Generation 2sets

8. FOB Korean Intemational Port

9 Price and Gross weight and measurement

Could vou please investigate Spec and offer vour quotation by 20th Oct. if vou can do.
Best regards.

Associate General Manager
Sales Department

]
=) =
_ -

B 6 75U E#EMORFELBHET>TOAIERNLREROIKEA—IL

CDOA—ILTIE, TV ERM DRFELEMEETo TV AERNEEERY . LXTLS0, £HBT0
DrOMDRERI AT LRABRKEED RELYIKEZE>TLD,
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o =2 BEDISUPIUO=TFIVIERMUTIEELRMOIMES—)IL

| 9 » 4 # |s [BIMTBE]RFQ for Insulation Rev.A - Xyt7— (HTML Ex) — [ 5z
W - v @
EHA: I < EERE: 2017/11/02 () 10:48
FEskE: .
(ZCE
& [BIMTBE] RFQ for Insulation Rev.A
Jstyr—y BBIMTBE_BULK-CI-012 Insulation Rev.A_20171102.ace (512KB)
FROM: N / s.KOREA .
PROJECT: B1/ MTBE (BIDDING)
EQUIPMENT: BIMTBE_BULK-CI-012 Insulation Rev.A 20170926
DUE DATE: Nov 12, 2017
ACKNOWLEDGEMENT REPLY: Requested
Dear Sirs and Madams,
We () are preparing a tender for the B1 / MTBE (BIDDING) on
Engineering, Procurement, Construction and Commissioning (EPCC).
We are pleased to invite you to the bid for the supply of equipment, materials
and services. If the sender address of the this email is not
I G k1, please consider it as spam.
| look forward to your response and valuable offer by the due date. Thank you.
Sincerely,
4 i >
— X

TRBEDTSUMI =TI TERMT IEREROIBEA—)L

CDA—ITIK. BEDOTSUIVO 7)o &R T HEFERY . MTBE (AF)L-tert-TFJLIT—
TILERBOND) ICHATATODIIMIBELRE#M D RBLYIKIEEZE-TULS,
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o Efi3 RMFLADTSUERMDRTLEITOTLAERERIWESA—)L

| H 9 U « + |5 Inguiry for Pressure Regulator valve and pressure safety valve -... __ [@ &2
el ytr— v @
A I < EERE: 2017/11/14 () 9:19
FESE: |
(SR8
5 Inquiry for Pressure Regulator valve and pressure safety valve - RFQ no. 1711-012
= ywi7—=; | B Datasheet for PCV-PSV.rar

Dear Sir, Ef
We are M from Vietnam, we specialize in supplying goods for Refinery, O&G,
Petrochemical and Power Plants for Vietnam market.
Currently, we have an inquiry for PSV and PCV as below:
Item | Description Quantity
Pressure Control Valve (Pressure Regulator Valve) -PCV
1 FOR DEPRESSANT: 1/4" NPT-F, Body SS316L, 128.00
Operating pressure: 4 bar, Adjustable pressure: 0,5-10 Bar
Pressure Control Valve (Pressure Regulator Valve) -PCV
» | FOR DEMULSIFIER: 1/4" NPT-F, Body SS316L, 220.00 =
~ | Operating pressure: 4 bar, Adjustable pressure: 0,5-10 Bar -
Pressure Control Valve (Pressure Regulator Valve) -PCV
3 | FOR DEPRESSANT: 1" NPT-F, Body SS316L, Operating 210.00
pressure: 8 bar, Adjustable pressure: 0,5-10 Bar
4 PSV FOR DEPRESSANT: 1/4" NPT-F X 1/4" NPT-F, 121.00
Rating 6000psig, Body and Bonnet SS316 - -
5 PSV FOR DEMULSIFIER: 1/4" NPT-F x 1/4" NPT-F, 249.00
Rating 6000psig, Body and Bonnet SS316 - -
Please check and quote price to us soon.
Best Regards,
I )
I :

B 8 REFLDTSUNERMDRFTETOTLSIERERIWEA—IL

CDA—LTIE RN LDT SV EEM DIRFTEEITOTVSEEERY . ENGIEHFOREFFICH
IHENEHLEEES TS,
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o Efil4 VI DTV EBMDBRFEEZITOTVSERERIBEA—IL

@ Mozilla Thunderbird E@
I7IUE) W|E(E) TR(Y) BEG) Xvtz—2(M) Y—IUI) ~NLI(H)
E‘:_,—'\ _ {_@-,Com:; . ) EE = Eﬁ )7_7]“1/j
=2, RFQ for "Material / Equipments " for Aweer Power Station "H"” Phase IV " 2017/12/11 11:19
Quotation requested.
ed TOMDIHE-
RFQ Ref No.:- AI/MEW-CCGT/RFQ/611/12 .
Dear sir,

P 1nternational -Kuwait intend to bid for "AWEER POWER STATION
'H' PHASE IV in Dubai RFx-No.: 2131600070" .We are bidding as a Joint
venture with I Industrial. The new Aweer Power Station 'H' Phase IV
shall consist of a simple/open cycle generation power plant with three (3) gas
turbines "F"-Class having a total capacity of minimum 700 MW gross power
output and maximum at 800 MW gross power output at RSC , measured at the
generator terminal points with or without non ambient dependent power
augmentation by GT inlet air cooling. Our Client is DEWA " DUBAI ELECTRICITY
AND WATER AUTHORITY"

You are kindly requested to submit your best competitive techno-commercial

offer for the supply of " Materials / Equipment " for mentioned Tender, as
described in the attached document. Also include all necessary auxiliaries and
mandatory spares as listed and described in the attached documents.

Offer should include but not limited to the following :-

Technical & Commercial detailed description

Fill out Client Data Sheets .

Exclusion & Deviations (if any)

Product Brochures & Company profile o

a @547 I 7-1)l: RFQ for Material Equipments for Aw...hase IV Quotation requested..xlam 26.7 KB & &7 -

% RFQ for Material Equipments for Aweer Power Station H Phase IV Quotation requested..xlam 26.7 KB

=

9 V0I— DTSV EBMDBEFRETOTVSERERIBESA—)L

CDA—=LTIE V72— DTSN ERM DRFETOTVDEREZRY . FANADREFHDI=ODE
M ORBLYIKEZESTLVS,
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o EHI5 [VFDTSUFEHMDBRFTETOTVSERERIKEA—)L

, ||l 9 o + + |s [IOEVELOPMENT FIRM Enquiry for P-91 pipes-[lll Turakur... _— @ 33
Tl T v @
ZwA: I el com> HEQE:  2017/12/21 () 13:31
FESC: [

CCe
r&: [l DEVELOPMENT FIRM Enguiry for P-91 pipes-[JJil Turakurgen ()
= ;zyt—y["l,c\ P91.pdf
Dear Sir, Ej
Fequest you to please submit your best offer for the below listed pipes with the best
possible shortest delivery
ICD CoNSTRUCTION | MATERIAL OD(MM) | WT(MM) | QTY(METER)
GARDE
SP910340 SEAMLESS sS4 335 P91 889 549 290
SP910440 SEAMLESS S8 330 P91 114.3 6.02 246 i
=P9110140 SEAMLESS S8 330 P91 273 254 115
REMARKS -
1. Fipes Reguired as per the attached TDC,
2 APPROVED MAKES - I (JAPAN) , I (JAPAN) S
(ITALY/ROMANA] I (o) I (TALY), I
(SPAIN) I [ GERMANY /FRANCE)
3. Please guote from Ready Stock.
PLEASE QUOTE FOR RANDOM LENGTH, FIXED LENGTH NOT REQUIRED.
Best Regards, 4
| g

B 10 1VFDOTSUEBMDORFTEITOTVILEEFERIBMEA—IL

CDA—IV TR AVFD T ERMDIRFTEITOTVNDEELERRY . EM (O —LLR/NAT (H#
EEOLVEE)) DFEICETHHVEHEEE S TS,
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43 F&H

ToUMNEEEEEFZRS —EOREICDODVNT. EEOKREA—IILDEFELLIC, R R THRETET
WBHIKRERANT LTz, Bfla X mDREKRSE (RFP) . REBEBYIKE (RFQ)  FEREBFZEIVAMILAA—)L
XZEEHLEHNHEIN. COREBEE(L, T5UFDEMMICOVNTEREABTDBOA—ILEERL.
F£- RHICEYR S ER > THEA—ILEZEYRF T TETS, REMRIE. BEERTEIEVLOD., A
TSUMEEEEELREL>TVSARENELH S,

J-CSIP [ZIE. TSV MEH R B EENZSMLTWSER L. FEEETIHREETHAHEEZT
HY. SRIARKBZZOEMITERLTULKFETH DS,
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5 EVRAA—ILEEER(BEC) ENMB~NDHEBES|EHEIHER
2017 £ 12 B, J-CSIP OS MBI L TE DR R A—)LEEER (BEC) WA N -FEEFILELT-. E
DRAA—LEEERIZDULVTIL, B 2017 F 12 AICERNTO KB BELHEEBFAHESN-EZATHY.
SHRIFTETIENDELGRRELGES>TLD,

SEBERINFEDRAA—LEROF O ERNERBETOmMEIEEECBNDEE)MTHREIE
ToTWWA5H T, HEBEAIWE|EIZHEYT EL. AOOEFEREFERLTEREFSELIETEEDTH
Tzo SNIELIPA A 2017 £ 4 RIZARALIZEEREDOLR—F STRALTODIE DR AA—ILEERD 5
DDILTD55 . 34T BB EDFEREDBEICZET D,

51 WEFODEH
SEOEFTIE. ELHOBEIZHNT. ROFOLFEHAT=,

® TLD“EVDFMARACOIEEER
0 ETURAA—ILDIBZIZEYAA ., FEHEHAD

(1) TLD EVLVOFEHARAMVOREBEER

WEBET. BNOIMEIEERDRAM VLB IFEMAR AV 12 BYTELA—IZEEET S HI
B”ICERGL . DNS 04— LY —/A\DREEFEML TLV =, FIEG B TEEBORBREN A A =I1ZH
BFENTOVGODZEFMIZFIVIL TSR ENAH AN, TDXIIGMRERBLEIIELTLNDIDE
EAbND HANE, FEHMNITEAZITHBEIC RRITEC TR AV EZBEERGT &0V, £
M ORBWMTEZLOTLWSATEERL H S,

SEIWMSESN-FEMHAR AN D DNS 15RIZIE, SPFPLa—K & DKIMEERESNTHY ., [SPF #&3E ]
H ZUTDKIM HREE1IZA N (Pass) T BIREEL DT UV =, COIREETA—ILEELNTIGE . HYTELA—
ILERDT=HD SPF HREEP. A—ILDHRE AR EDT=H D DKIM #REEEW STz AT LS RITFHR MR
WIEIThb,

BEEEMARAUIE. ROBIZTT LSIC. ERRACD 1 XFEWVD TLD ZFEHER) LD
THhot=.

[(RKYIDA—=ILTRLRDEAL 4] alice @ company-a . Iv
[(BYIDA—ILTRLRADEAL£] alice @ company-a . lu = v ETuIhELD
HKEBICERIN-LOEIIELS,

B CEEME]ROBEADEREZRTECHRAA—ILFER"OFA (PA)
https://www.ipa.go.jp/security/announce/20170403-bec.html

'* Top Level Domain (MY TLARJILRALY) , KAV B DESELERICEH SN TLEXFS,
MiplD XSHZE/HIEBICEY LTSN TLD [2IE. 1 XFEVDEDEEZLFET S,

5 YT FELA—ILERKIZRE(T1= SPF (Sender Policy Framework) B AMDFE5|E (IPA)
https://www.ipa.go.jp/security/topics/20120523_spf.html

'8 DKIM (Domainkeys Identified Mail) (—f&BAEEANA 22—V MES
http://salt.iajapan.org/wpmu/anti_spam/admin/tech/explanation/dkim/
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https://www.ipa.go.jp/security/announce/20170403-bec.html
https://www.ipa.go.jp/security/topics/20120523_spf.html
http://salt.iajapan.org/wpmu/anti_spam/admin/tech/explanation/dkim/

(2) ESRRA—=ILDEZIZE|YAH. SERERAD

SEIOEHITIE A 1 (BREE) EBNREISEEDBTE SRR A—)LZWPYRY LTI, FEF
RARAVEFE>TERSIKEDELEFITRYTELLREBENEIYAA ., SFRERATE-. KEEHL. [
DDFETHA—LEZEL TV LDEEFEZILND,

A HERBZEORTHEIDA—ILOPYEYLRTHONI (B 1) A, T A HAITA—LOREELE
AOTHAEXIMELIRPIDIBLE | AEPTTETHIER ICENTEL O, WEICITESLND
fzo BE. SEDEH TOYEYSNIZA—ILIET R TEXTH S,

Azt
ERNtZ ®:20175%12 A18H : [HRBEED ORI O EFEKTHD T,
(i)  RABRHRESEEBZATELLIELNS EOA—LEESR

@:20175%12 5198 - T WLEIEN12A22B THHZ L L.
TOEEHEIZOVLWTEE

@: T IFE. IRAXDOEFEHEEDIEA—IEFRE

@:2017F12A218 : TH A 771D FIBIZHH T, IRYAH
#LTIFELWL  &EE
[ FHEh TLPDFZ7I ILOAE]
<> RAFZIT2ODDELLZOE
<> ZHBEO—HEHELOEEEF. BEl2Ho00OIC
AEILTRYAD S
<3>2 DD OB~ RYAFTN-CLEFEITE-S,
YO LBEEES) DRYAHFEERRIETET S GESVEREI%
<4> IRYAAERBLIZFOD, RYAAEZOFELEEDSE (24U dEL)
<S> PERDOEIHREEREDORPTHY., HHATEL
hot=1=8. OBEZEFF{T-o1=H, KEICITEEN
BbHY, OO ENEZ SIS

©: #sEEfE# . A DB DELBEFEAADERLEA—NE LS

®:20174E12 A 238 : T ZIWEF1Tof= 1 ELVSEESRE . THRA
HEZDEBELEE-S>TIELL JEWSER DO A—ILEELA

B 11 HEHEDOPYEY

EDRRA—LEEER D Z DD EF EXtERIZDULNTIE, 2017 & 4 A OFEMRE DL R—TEEMITRA
T, EDRRA—LEERIE. HFITENEIMB IO HIENEEIZES>T. EXLGERTHD.

BEICEDLLBNKIICTBH ESRRBERELAET. TOERBERHBL. FOZEET HEELIT,
RELGA—NEADEENZESOTHELIENEETH D, AT THE BB EFICHLTE EDRR
A— LA DEEZR I CELRELTUOEEL,
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6 DDEZERLE-HEDOFO

2017 £ 10 A . M5O EROTIOMEED ER EILELS. Microsoft Office @ DDE (Dynamic Data
Exchange) ELVSHREZ ALV EBF ODFE#HRZAFL. J-CSIP RIZEHRHEEZIT o=,

DDE #ERL-E (L A4 DDEAUTO B LELMEIINTHY. COXEFOICDOLNTIX. 2017 F 11 A
9 HEF M T, Microsoft M FEEBIREZRTT 22X TAT7RNAFUNKFASK TN 7, Fi=,
2017 £ 12 A& 2018 &£ 1 BIZ. Microsoft £E A Office B Fh D Word & Excel L CCOENFHELLELNES.
BHIOTSLEZARLTNS 8, ZD1=8&H. TWEFA(ZHLVT, Windows Update ZERAL TLVSFIFAE L.
COHRBFOICKIHELFZ(THAEEMEIFEVNEDERHOND,

COBHEIZIIWLLDODDINE—UDFFEL . A—ILIZHETEN Tz Office XET7AILIEHTIEAL,
Outlook THA—ILEHKDI7AIVEREH T HERBEEZZITTCLEIFOLEFET b, Ff-. ERITHEN K
W9 5EEITES>TLED OICIE, BEICKRTRINDIEEDAURI T, FIRABENEEZERTIHLS
HIREZITOVRENH SN, CETIX DDE HWEEICHADEE Ay E—UNKRIREINL20. ML EIRLIE
ETHEDZFIAENFIET DD IFEELLATREELH S,

COFAIDNT,. S&. ERTOREICEDNAISIZLLARRENH LSO, KEFOLIER
(RRENJDEEAVE—DE ZDHBITERTRNERIVF) EFELO-—RFABRAITOSEENE.
AifEHETRRLE ",

IPA CHER TETCVWSEETIE., BN TEENICIESEIMEDM I RA—ILDFAT7AILTERSN
= 2FOTIEHZH, —SHIFERNTEMEKREICALON-FIEENLZRITHEREHD V. D=, BE
D RRSNIZEEEA. VAV RABEEEHCOFRAEINERT IRSEEICOVWTELEMT S
CENEELEEZEZ D WEICIGL,. SEERETAL TS 2L,

| TEMEY AN —REREREHRE D I~ OERIZHOBEEL I
IPA TIE, —fEFIAZEOLE -HBERTOMRHE S A N\—KREFERZOICT, FHEREA—
WEBTENEYAN—KREBLROBERXCFERRBZZ(TFTTVS, Ron=HRICOHA I THONDIZ
IR AN—REZE(CHL. EOFOPEREREZIEET H-OHITIE, WEBEZRIALI-A 2 MoDFEHRIZMA
FARTHD, TV BB OERRBERF L F2E LN,

MERES A N\—BRABEREDO L (PA)
https://www.ipa.go.jp/security/tokubetsu/

UL

" 498V Ib X ) TAT A1) 4053440 (49 BYTR)
https://technet.microsoft.com/ja=jp/library/security/4053440.aspx

'® ADV170021 | Microsoft Office M % ERFHIEEDEFH IO FL (R4BYTH)
https://portal.msrc.microsoft.com/ja—jp/security—guidance/advisory/ADV 170021

Y [5&EH]DDE #ERAL-REFOICETSIER

20 Necurs Botnet malspam pushes Locky using DDE attack (SANS ISC)
https://isc.sans.edu/forums/diary/Necurs+Botnet+malspam+pushes+Locky+usingtDDE+attack/22946/

7 NBEBEZRETLEMI AN LOREA—ILREAE ((ninja csirt)
https://csirt.ninja/?p=1327
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https://csirt.ninja/?p=1327
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