Zurich University
of Applied Sciences

zh
aw

References

1.

A. Shostack, Threat modeling:
designing for security. John
Wiley & Sons, 2015.

M. Burgess,
“www.wired.co.uk”, 13. July
2017. [Online]. Available:
http://www.wired.co.uk/articl
e/nhs-wannacry-response-
ransomwar [Accessed 23.
October 2017].

C. Graham, , “The Telegraph”,
http://www.telegraph.co.uk/n
ews/2017/05/13/nhs-cyber-
attack-everything-need-know-
biggest-ransomware-
offensive/ [Accessed 23.
October 2017].

N. Leveson, Engineering a
Safer World: Systems Thinking
Applied to Safety. MIT Press,
2011.

CAST-STRIDE

An approach of bringing safety and security together
Zurich University of Applied Sciences ZHAW, Switzerland

Carmen Frischknecht-Gruber, Mario Marti and Sven Stefan Krauss

Abstract

Due to increasingly complex systems, the demand for safety and security has grown. Even though both fields, safety, and
security, aim to create safe, reliable and secure systems, they are treated as different domains. Thus, the positive effect on
systems created when methodologies of both domains are applied is probably underestimated. The main objective of this work
is to integrate security aspects into the STAMP technique CAST. Therefore, the incident from Dallas in spring 2017, in which a
signal spoof attack set off the city’s emergency sirens, was used as a case study to evaluate if CAST can be applied for security
incident analysis. We were also analysing the issue with security vulnerabilities of modern cars applying a CAST analysis, a
security-based analysis and a combination of both on the Jeep Cherokee model. Based on the results we show the feasibility of
the developed analysis framework combining methods from safety and security. As a third case study, we analysed the
WannaCry ransomware attack, which was used as a feasibility example.

Name of Threat Violated Security Property  Short Description

Spoofing identity Authentication Pretending to be something different

than yourself.

Tampering with Data Integrity Modification of data either on the system

or in transfer over the network.

Repudiation Non-Repudiation Denial of responsibility. Related to
logging of actions happening in the

system.

Information disclosure Confidentiality Disclosure of information to an

unauthorized party.

Denial of Service Availability Absorption of system resources.

Elevation of Privilege Authorization Performing actions without the

appropriate privileges needed to do so.

Explanation of the STRIDE keywords [1].

Case Study WannaCry

The WannaCry ransomware attack affected over 150 countries and infected more than 230'000 devices in May 2017, the worst
hit was the NHS in the UK. Approximately 40 NHS trusts and their hospitals were affected [2]. At least 6900 appointments had to
be cancelled. In some cases, operations could not be performed and five emergency departments were unable to care for all
patients. A lot of information, such as patient data and test results were not accessible. The attack was spread worldwide by
phishing emails, and the malware could spread from machine to machine within networks. At first, it ran inconspicuously in the
background while attacking the operating system. Afterwards, it restarted the computer and encrypted the hard drive and tried
to extort money from its victims in the form of bitcoins [3].
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We have also noticed that IT-security
experts must definitely be consulted on
certain issues. In other respects, too, there

is a need for an interdisciplinary team to conduct the analysis to discuss and exchange valuable information. We also found that
safety and security constraints are not simply assigned to one or the other domain. Also, we assume that certain security
constraints can result in safety constraints, which leads us to suppose that safety and security should not just be considered
separately. We did not analyse the whole system during the case study and stayed within the network boundary. The aim was to
investigate the feasibility of the technique found and also to verify its practicability. We have seen that our technique shows
good practical options for a safety-security analysis.
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The National Health Service (NHS) - WannaCry Hierarchical Control Structure (HCS).
Enterprise Architect extension SAHRA was used to perform the analysis.

Outlook

The CAST-STRIDE framework could be verified by conducting a case study by different teams. We would have to compare the
results and with a classical analysis approach. In addition, the case study could be replayed after an improvement of the system
and examined to see whether the incident could not happen again. Another objective could be to transform the CAST-STRIDE
approach into STPA [4]. In addition, one would have to think about prioritizing the resulting safety and security constraints,
DREAD (Damage Potential, Reproducibility, Exploitability, Affected users, Discoverability) [1] could provide a helpful input.
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CAST-STRIDE

In this study, the main aim is to show if it is feasible to combine the safety analysis technique CAST with a security analysis
approach. We also could see whether this combination would bring possible advantages. We have seen that it makes sense to
examine a system not only in terms of safety aspects but also in terms of security factors. Different approaches of security
analysis were considered, such as attack trees, STRIDE, DREAD and security design principles. The choice fell on STRIDE, because
it seemed promising, using keywords and basing its analysis on data flow diagrams. When carrying out the case studies, we
discovered that both analysis techniques could be examined with the HCS, which eliminated the need for a data flow diagram.
The first approach of CAST-STRIDE was used in the Jeep Cherokee analysis, but it brought some practical problems with it. This
is why the CAST-STRIDE technique was reworked for the WannaCry case study.
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