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FC&HIZ

1.1. CoO7a4d5SL0OBE®

IPA CiZ, V=7 %A M LTENIZIEDKBEEZZ T TWHIDON, Vo7V A NMEH
ENREHRICRN AR CE D2 FEARIEL W BERDH DL EEX TWES, £ T,
VT YA NDT IV RARTENTTH LT, ZOHA PO AR TX
—EROIEBRM B U CIX BB ) L 7= Al REME 2 fERd T %Y —/ L [iLogScanner] % Bf%&
LE L7, Va7V A b~OKENEKL) L/ EMENHEGR S NS/, V=TT 7Y
r—a VB AR T AENTEDL L LB, A ¥ —Fy MZABRLTW
L2027 YA IBENZEBRTHLINEZBAMLTH OV, U7 A NMEHEEORE
FIZH L TEEZHR L, fBREZRB LD ZonT LR ENHFFCXET,

1.2, HEEHI=E

47 A “hfl iLogScanner (X, FIFFENIPA DY = 7% A rxb XU a— R LTH]
MEOR = NVEREETFEITT 5 Java 71 7T LT,

47 74 VIR iLogScanner 1%, FIHEDNHE LI 7 7 7 A VAT L, V=7 A
FDOKBEDOHELS LU r 7 A RBUCET 2 R 2 LAR— & LTHALET,
Rt nm 77 7 A WFLLF D@D T,

« 7= 7% —s3 (Apache, IIS) 7 7 tAuJ/

« 7= 7% — (Apache) ®= 7 —1z 7 (ModSecurity 7712 H ki)

- sshd. vsftpd D&fEm 7

1.3. EBITRROHKE

7 F 4 Uk iLogScanner C, 77 A /Bl 0=Tg—uar/homicEsd o7
TV = a VIREOER, BLUORRGFe S0 b TEAHEBEIILLFO®EY T
(2014 4= 08 H HITE),

(V=T 770 r— a VBROIER & BCESERE) L7z Al RErE:]
> SQLALV=siay
(V=77 70 r— a VBEOIE]
> OSa~vyR-Ary=/vay
> TALVZRY - RTR—H%1
> JuAYA LRI VTT 4T



> Zoftt (IDS*[ELEFZ HE L7 BE)
[FEM L~ R k4]
> [H—IP 7 KL A b[E— URL IZxFd 5 WO Al gaEME:
> T I7RBAu IR IV SQL A Y =T va DIk
> Web H— SO%EAR 2 A0 - 72 BB D W REM:

[SSH, FTP (ZkFd 2 BB D]

> KEOBZA KR

> R o%E e A v

> [A—T77AN~DKET 7 A
[2—HDr s fkin]

> RRERATIRIEL
KBRS T 7 A
JL— bR
BEIPHPLDOT 7 A
FHET 17 > hCom 7 A A
R 7 7 A v O
EAT D R TOr T A A
FARNT U hToOr T A R

YV V V V V V V

131 F7HU/+ERAY, IS5—OJhoRHTESDzI7T)yr—2a U5k

[SQLA > v =Zarv) &ix

TER—RLWE LT 2T T T r— a3 VWA bR A LD AN T
FHIECHER DD &, 7T T 7V r—ya v~ 3E CERICER 2 Ff-> T
T&N7= SQL X #H¥HIAE N T (Injection) LEH &, T—H RX—R & RIEIZH#H
ESNTLEOSMBETYT, Zhicky, v=T7¥ A MNIEEFRRENEENT
D, BWPEEMMZONTZY E VST WEEZITTCLEILRERH Y £7°,

OSa~wr ReAfrv=rvar] i

V7= NEDEED OS 2~ FRFETSNTLEIMETT, kb,
V7Y —A"EARECEES, BEEFRRENEEINTZY . HBOBHEITE
MEN25607H0 £7,

* IDS : R AMHE T A7 2 (Intrusion Detection System)
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(4L Z7 RY « I A—H] &L,

FIXE S AGLIEZFH LT, HHENBER L W WY =T —NEDT 7 4 LR
TALZ NVIET7RvAESNEEY, 77V r—va v EFITINLMETT, 2
NHIZRY, BRAEZER LAWY 7 A VTGRS, BEFESB I
D, RIEIZT 7V r—a v TSN T 7 A AVDBEIND R EOEKRNRS Y
7

(a2 A~ A7 VTT 07 LiX

V=7 YA FOMMEDOANEEOE EWEICRTT 2B L, BEH D
A7V T (@) ZHMEDOT T TFICESTLEIMBETT, ZhICEY,
Ty — b i A PR E . 2= NEDATNEE T =T R—Y
WCFRT L0 =TT 7Y =2 a T, iRt da T 4 RRA STV
B, BEEZH A7V 7L (@8 ZHEOAERTLEY, 727 —T%
FRLIZMEOT 7 UVFBRETAZ VT MRETINTLE D ATREERH Y £
T, TORER L LT, cookie 72 EDIFHROIFESLEX LW —U DS MNTH
NTLENET,

[zt (IDS [EhEEE HEY L L7258 | LT

1 63— R, BIANAFEORBKRIF 2N U TR Lo B SCF8 TR DT
PN LIV T T = a rORAET = v 7 A ERIL, SQL A ¥
7 vary, JUAYA b AT VT T 4 U TEOREZRITH) LM -TebD
TY, £, V=2 R ENEMNT LIV =7 —OMgatt 2 8V HETH, 2
D XD R LT IMEDNE T, TNENOLEITS CIRR P LI R 77,

[fl— 1P 7 R L A5 OO n[REM:

F—®DIP7 RLANLDOBEREY (SQL A > Y=/ ar, 0Sa<wr KAy
=7 aE) BoBHERIGEL W ET, REHEABL VDD, HBES
FTWD AR H D £7,



TR AR TICRESINRWVSQL £ Y =7 v a DIk

VT =N ISQLA P =V v a ] ORBEORELZZIT TND etz rd
HLOTT, [[A— 1P 7 RLANLITONIZY 7 2 A MIXHTH T =7 — b0
T —REN, FEEEIZEL TWET,

Web Y — SOBEMNHG 240 - 7o BB O AT RENE
Web P — OB ENiE &> WL Z T TODFREERH Y £,
RG L 2 DREANKIZLL T oY TY,

'PUT * Vv FOBREA]

[FrontPage Server Extensions M € A |

[Tomcat D&% E i |

MaggtElz oW TIE, IPA X2 UT 0B 2—0 [HooTWETH? MM (FEwn
U 2 < H\WY) | https!//www.ipa.go.jp/security/vuln/vuln _contents/index.html T )
ITOhNTWETOT, TR TEEN,

132, REARITHILEETESIER

KEDOT 7 A KK

—ERFENIZ, B—0=2—%F ID THREZ Bz 52 KEDOn 71 VKN b o722 &
R LET, NAU—FEZ4E ) TANTIREDFETARET 7 & X &ilAn
DITWDLAREMHEN H Y £77,

HFEOEF T 7oA v

—ERHNICEEZ 2 52 REOR 7 A VERBH -T2 2R LET, F—
D/NAT— R Ca—FIDZHRY D TANTLREDFETARIET 7B AR AR
NTWDAMREMERS, =AU Y —=RZAMZNT 2 BRI TRET 7 AR Thh
TWD AR B D £,

Fl—77ANV~DRKET 7 A

—ERFENIZFE— D7 7 A MZHTDREDT 7B AR H o722 L e LET,
PN = RZAM AT D EBTRET 7B A ThIL TV D A[REMER H Y
i—j‘o


https://www.ipa.go.jp/security/vuln/vuln_contents/index.html

Wl

AR TR
ERATEIE, AR, R 2 e L £ 3, sITREIED E IR & H A~ TR
aa, WBEZZT TOWDHRENRD Y 7,

p={1}
I Tl
b=]

S
TR

2%

T

<

KBRS T 7 A
RHRHNOT 7 A LES, @E T 7 B AMTORRWEREFICT 7 &
AN oleE, Y= ZAREICHHALEL S & LTWDaREERH Y £,

Jb— b5

N—RMIFAHLEI L LTca—FLZ2ORGERELES, FarsnTunina
— PR — FFAKERB TV DG, = NERECHHALELS & LTH5AEE
PERDH D £,

BEIPANLDT 7EA
FREL#EADIP 7 RLANSDOT 7 A&t LE 4, @i FH S IP
T RUANSDT 78 ARD 125G, = NI ARET 7 EZARREALLRTWND
AREMEDN DV £,

WHET 17 > N COr 7 A A

¥eWET o s Ob—h) TarlArLi-a—HVERmHLET, FETH T b
THEHEa AL T2 L3270 EFE L WD, FET T T
DaTA L EBNCTH L &2 THREIIEI N,

RWHa 74 > Ofsm
ERM o 74 RO —F 2R L E 4, Mgl RKER e 74 RED 2 —F
NFETDHEE. RET 7B ADOEHREREITHERA SN TWDATREENH Y £,

ELT o hToOr A R
ELT o hTonsArERELET, BEAT DU FORAIZEX=Y T
4 P FELLS W=D, BAT 7 BT 252 &2 T 280,

FARNT AU NTORTA B
FANThoosbhcoulZ A ez LEST, FAINT I U PAEIEICERS
NTRY, FANT OO FTORTA URERRLONE I 0nE THERS 2
Uy,



1.4, HEBORBOBHEEH

141, 7H+€x045, 5—04

U= ROT /A ZICGRERSNTEY) V2 A RO ) XFRING, TS
TV = a ORI L O DSUTFHINFE LTS EITRE L T ET,
INEFNOKBETI LN XFINIRD X 5 RBEWD & 5 X FINT/e 0 £,

e vl ==l

SQLAT7T—RAV FCHEHINDGF—TU—R
T =B R=ADY AT LT —T N4

SQLA v Y=/ vayv « SQL A7 — kA N THEHIN DB
VAT LAARNT RTu v —U x4

VAT LEIRA R R e —T x4

AV — XK T N 2T BBETHIZDD
M LRFNS DINT A—H L

OSa~r Rzl vay

TALZ R« hTIA=PL T4 L N UEIE

2707 NS
TOaAYA RN AT YTST 40 - HTML % 7 375

{ Y bV RS

Z O IDS* el 2 HAY & L7oHB) | Rk sCr i LT, B L 72305

o IR GET A Yy RERA L= 77— ailonT UV /=
A SOOI ) LFHNHHE L RO DERR A B L T\hET,

o MR POST AY vy REMHALIEY =277 7Y r—2 3 20T, U
JTA DI T XFFIRT 7w An SIS, KR E B
%R % iLogScanner THiti3 5 Z LILTE A,

o UxTZTTVr—var~BEENCHET D L) OB EIL, POST A
Yy RIZRD2BBEDHETH ) 72 A D7 =Y LFFNRT 7 Am ZITH
NENDEGENH HT1-, iLogScanner THRHTX 25650 H D £7°,

o WEENREI LIWBEMNEmWNE D a2 Z LA TE H5D1%, SQL A
YV a ORELEBONDERNO DR LR F T,

* IDS: @AM AT & (Intrusion Detection System)
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FEARER E CHEHT L~V OFEM 2RI L7236, AT 3IHBIC K DMF 217> T\ &
T B, LT OEREESCHFMZRE L, T OEEBE B X 725505050
LIZBEICHWBORENNH D LB L TWET, /2, —MTIE Y27 —07
JAR TICFER SN JZA MDY LFFNNS, U T TS =g s
DL L A O D CFFINFE L2 G T 5 HiEE L o T0ET,

o [—TIP 7 FL A5~ URLIZXT 2 LB O TperE
LRI Y 7 3T v IC X DMATRERICK LT, UTFOEEIC T, FifT &
TVET, RTORMFEzETHETHE, T LB LET,

No. O TE D S

&1 | F—IP 7 RLA2b[al— URL (CGI, ASP, JSP %42 &iry =77
TV r—a ) ISRT D EEBIEM S — B BIZE L TV D
2 | F—IP 7 RL AL OBBEENN —EHRIZEL TV

KAZHEMEATIC L 2 Masatk 5 O P EITRV EE A,

o TUZRATIEHEENZNSQL A Y7 v a DIk

T RARTIZROBROSGMEETHIZTY 7 =X MRS TV 5
B, B RSN NWT AT D SQL A Y =7 v a VBN T T A RENE
Wd D LRI LET,

No. T TE D S

FE1 | TR ISR SN2 7 A FOIREa— R
(=L ARRA) DExxBZBETHDHZ &
1O POST AV v RTHDHZ &

K2 | M 1ICEETHI 7 A R
c@A—IP7 FL&AITLkY
- —ERFELINICHEEBILL EfThiu T 5




Web H—/SDF%E i & 30 - 72 B8 D TR

@)

No. PIE S “H] iy H Y

1 PUT #* YV v ROREN U7 xA DAYy Ry PUT TH
D, V7 ZAMIHTHIEEa—R
7H201 THHZ L

2 FrontPage Server Extensions | FrontPage Server Extensions O

DR E i EMEZI D Ko7, BEZ 7 AV

URL (235U 7 =X F2MThi
s 2k

3 Tomcat D&% E i Tomcat DOFEEMEZIH D K 9 72,

K~ 74 /v (URL) (Zx4 2V 7
TARMTOR TS Z &




1.4.2. FREEQS

REAF T Z OMNTTlx, SSH, FTP @ u Z 508k SN TR Mol i . 7 7 1
NA~DOT 7 AWM E T FL, MHEEHORFIZYTEEDLILONRH D0 T
WET, ZNFNOBHER OBESHIILL TomEY T,

i CINEE
KRED R 7 A 5K HHERFIN O — 2 — 410 L 5 | 7o v BT
- / PRI LT 5
HEHERFIN O 1 27 L RTINS HE L 7 L 72
KRR DL | 2 o AE i o BT EIH SE A | L 72 35

Fl—7 7 ANV~DKET 7t AKHm

FUERFRINICR — D7 7 A VAR T D27 7 A NVT
JRA (A rn—R) NEEHEICELEZSS

SR TIEIN O EEND 1S A LRI
0 7 A VOB NTEE SN EBRERAN TS - 728
SRR T 7 b A R AR AT 2 755
=
JL— Bk JL— MR OBEN TN GG
oA UEEOBEETCIP T KU AR ERBEN T - 72
SEE P AN DDT Z %

B

BT v hToa 7 A

07 A UHEO 22— root 720 7255

Erf e 74 v o

nJA4r~a 7y NORFMZENEEMEEZ B2 TH
=56

BT o hToa A A

7 7 A RO —H 4 ) anonymous F 721 ftp 72 o
=%

FARNT A RTOR T A R

FARNa—FTcoa s A4 s 5E




¥, WREER 7 ORI Lo THRIHPTEERER SRR £9, v 7 OfE LR

REZRIE H OXISIZLL T D@ T,

FRAER 7 sshd vsftpd vsftpd
IR H (syslog) (vsftpd =0 (wu-ftpd =)
KEOR 7 A KK O O —
R O 7 A > O O —
[Fl—7 7 A N~DRET 7 & AR — O O
FORIERRA TR O O —
KBRS T 7 & A O O O
Jb— hFH& O — —
BEIPHANLDT 7R O O O
FHET WU v N TOR T A A O O O
R 7 71 v Ok O — —
EAT DY NTORT A A — O O
TANT AT R TORTA — — O
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2. BMEIRIEICOLT

21. T77AIER

47 7 A ki iLogScanner @ 7 7 A AR IZLL F DY T,

L—brT 42 RV

[1_bin]
 OETEIEEE iLogScanner.jar “ETEV a2l
grmmmmennees iLogScanner.conf —RET 7A NV
P (2D jar 7 7 A L] —EMEICRERTA T T V%
SRR iLogScanner.bat —Windows HiEE) 2 7 U 7" b
grmmmmennees iLogScanner.sh —Linux 8227 U 7 |
R [2_Document]
grmmmmennne- [~==7 ] —FIHH~==27 v
U RS —FIHFFERAE
S EROEEEE readme.txt <—readme

2.2. EMEIRIE

A7 7 A R iLogScanner NEMET H8EEIX, LT AEEL TWET,

CPU Intel Pentium4 2.8GHz VL | & #E1E

PEHAEY 1GB DA F 2 H#E0%

Microsoft Windows 8.1 (64bit)
ARV —T T AT A | Microsoft Windows 10 (64bit)
CentOS 6(64bit)

FATERER OpendDK 11 U4 E
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2.3. Java DEF

Java [CBHT AR EIL, FFCHLEDH Y FHA,

iLogScanner FZTHIZ, [AFUDBARLTVWET] EWVWHIFOZT— A vE—UNREK
RS HVRLEEA T IE SN EEA TR, IROFKE T Java BEMT 2D AE U ORERK A X% KE
LTSV (F74 /4 FTiX64MB T9),

1) =Zrbhbe—n%2ro [Java) L0 [Java = b — =% ) ZB& £,
[Java] # 70 [£mR] RE %7V 7 L, [Java 7 0% A Li%E] Bl %

A& £,
[[&) Javaa> FO—L - ST (=] s

|~z | Er| Java | mxa07+ | SEsa)

;agva??'J# =LAl P Ly WD avaStAd e -t rERE R R T SUETEL

2) [Java 7 v Z A LFRE] HE D [Java 7 F A LT A—HF ] (T
[-Xmx(size)m] Z AN LET (FREBEOFIIL 128MB OH4), b AL
WNEA (T 740 h) . Java BMEH T2 AE ) O KV A XX 64MB T,

r
|£| Java Runtime EnvironmentsE u
24— | YATL
Foubr. B 5P 1A SR L RSA-R B
Hm 128m ul'

[ #xE || Ems || EFE

[ ok || #m& |
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2.4, BEREOTI7AIL

241, FHERATIT7A IR

iLogScanner (3L FO Y = 7H—N_"Y T NT =7 OT7 78 AT T T 4 —~ v Mt

LTCWET,

DT Y= T N T ANV RN

TR AOQT T F—~<
k

Microsoft 1 > ¥ —Fv k £ 7
FA— gy —rZJIS 6.0. | Windows
7.0. 7.5, 8.0, 8.5)

W3C ¥iiEwe 77 » A L
=

IS v 7774 kB

Apache HTTP Server(1.3 %, 2.0

. 99T, 24 ) Windows. Linux

Common Log Format

iLogScanner TlX, 77 BAXAn ZIZHisi/c GET A Y v RO 7 =) SUFF 2 AT L
F9, POST XV v RiE7 7 A iz 7 ) XFHNRHEIT IR0z, POST AV v
REFBH LD =77 70 r—ya U ~OBEIEB ORISR L T ER A,

(1) W3CHLEERr 77 7 4 WIEX

(B =% b A T7F A =gy —E R {IS) v~ — %] @ Web
YA D T 75388 I2BW T, a7 77 AL TW3C) 128> TW5

VERDHY £,

@ 07 528%

Web H—(—ET [IS HERODFELETSAEEEMTACE. CotheirdALET.

04 Fr1IAERESI(O):
B4t

o4 Il
B M);
|wac v[| | e-nro@Res) |

FTALATFIY):

YaSystemDriveYa¥inetpub¥logs¥LogFiles

| s=@.. |

I a-FE):
UTF-8

M4 TFeA1l O—1lF—il—

(HEifE X, IIS8.0 D7 a7 ¢ 12720 )
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T, 74—V RORIRA T ¥ 3 IR TROMEEH BEHTIR > T
HVENDH Y FT,
WV ZHEH
A £+ (date)
IF R (time)
2547 P T FL Z(c-ip)
2 —H 4 (cs-username)
F—RIP 7 K L A (s-ip)
B —/ 7R — b (s-port)
A v K(es-method)
URI Stem(cs-uri-stem)
URI 7 = Y (cs-uri-query)
71 k3L ORKE(sestatus)

a—Hx— = hes(User-Agent))

Q) IS u /77 ANER
(M=% s AT xA—ary P—E & (IS) ~F—T x| O Web
A O TrZiisk] ITBWT, v 7 7 A AOEAD TIIS] T8> T
ERH ET,

@ 0% 5o

Web H—/{— £T [IS #ERDOIRRETIHETEMIICE. COBEFRERLET.

04 Jr4)IAFEEI(0):
HAT

04 Il

BRI

|11s v 74— )L ROER(S)

TALAI(Y):

|%SystemDrive%!\&’inetpub¥|ogs¥LDgFiles H £85(B)... ‘

Ia-F(E):
UTF-8

o4 JrIl O-JLA—)1—
FLADS JrILE 115 TIERT 3= ERLET.

® Zrza—)L(C):

(ML, IIS8.0 D u %7 42720 £9)
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LRI 11S6.0/7.0/7.5/8.0/8.5 D IIS v 7/ 7 7 A AR D u FTHE —& T,
WI11S6.0/7.0/7.5/8.0/18.5 » 1IS v /' IHH —'&
24T NPT RLA

a—H4

Rk [ AF

SR

F—E R4

P—RIP T FL %

ALER R R

ZAE A MK

BENAL MK

- AREaT— R

VAT LREa— R

AV R

URI Stem

URI 7 =V

(30 Common Log Format
Apache HTTP Server ®#% & T, Common Log Format (77 # /L h TEHR S
NTWnWb=v 27 x—2= lcommon] ) OF7 72w 7RSS T 50
N FT, £, LENLDOERN Common Log Format &7 U Combined
Log Format (77 4/ F CERINTWDH=v 7 Fx—2A [combined| EX) T
HIVUTHNTT 5 Z L DAEETT,

B Apache HTTP Server 7 7 & A1 7 H J15% & i
LogFormat "%h %1 %u %t ¥"%r¥" %>s %b" common

CustomLog logs/access_log common

- 15 -



M Apache HTTP Server @ Common Log Format(CLF)E=

REERET

]

%h JE— hAR b

%1 (identd 75 & LBk S TWhiuDVE—Far4

%u JE—ha—W

ot U7 A N FZFT 7R, CLF Oz 0EXGEEAED
FEEDER),

¥"%r¥" U7 A NOFEAMIDIT

%>s Rtk DAT —H A

%b L AR ADSA M, HTTP ~ v Z13x< ., CLF £,

(4) Apache 77 &AR D7 5 —~ v MEE
Apache 77 BAR 7 D7 4 —~ v NPEETEET, TOH, leHA B
FOMEFR I AL~ A AZFTW5 Apache 77 B A v &35 2 &N T
XFET,24.1Q)ICFHEH SN TS CLF EX0HH Z#XWHEEE L ERE LET,
Fo, FEAOXYY 7L LT PEARAR=Z] PREINTWDLLENH
DET,

A1) LogFormat "%t %h %l %u ¥"%r¥" %>s %b" common

Apache HTTP Server IZa% & C& »EXFEE T (LLTFD [ATAragle EHX s
EA] IR THEE) OBRANAREE LET,

[AJ1Re e EXFEE 1]

%h %l %u %t %r %s %b %% %a %A %B %C %D

%e %f %1 %m %n %o %p %P %q %T %U %v %V %X %I
%0

%{Foobar{C %iFoobarfe %{Foobar}i %{Foobarin %{Foobar}o

% Foobar 1%, EEDOILTFH)

- 16 -



242. T5—AYI74ILEBRK
iLogScanner [FLA T DOV =7 H— NV T Ny =27 O T —a 7 74—~ MIXIGL
TEY £,
DT Y=Y T h =T 77y b7 x— A TI—nJT7 =< b
Apache HTTP Server(2.0 %&. 2.2 ModSecurity2.5 %/2.6 %
) Windows, Linux 12.7 %12.8 ZH 1T 5=
Apache HTTP Server(2.4 &) Z7—u 7

(1) ModSecurity2.5 54/2.6 54/2.7 52/2.8 ZNH 1T 5T —n FE
ModSecurity2.5 5#/2.6 %/2.7 %/2.8 % M H /19 % Apache D=7 —u 7 AT,
ModSecurity O E TR DMAH B DA D72 > TODRENH Y £,

W.UZHHE
HHE AR 1
77 A HEE Sat Dec 12 11:20:50 2009

Apache D=7 — L~ | error
TIEBRATLIPT RL X client 192.168.1.1

Avt— msg “SQL Injection Attack”
27 tag “WEB_ATTACK/SQL_INJECTION”
Y7 Ak URI uri "/query.php"

unique_id

VA= NI =

"Sjr2An8AAAEAABJIx2kAAAAJ"

B ModSecurity (Z X % Apache =F—u 7 ®H /14

[Sat Dec 12 11:20:50 2009] [error] [client 192.168.1.1] ModSecurity: Warning.
Pattern match “ (?:¥¥b (?: (?:s(?:elect¥¥b (?:. {1, 100} 2¥¥b (?: (?: length|count | top) ¥¥
b. {1, 100} 7¥¥bfrom| from¥¥b. {1, 100} 7¥¥bwhere) |. *?¥¥b (?:d (?:ump¥¥b. *¥¥bfrom|ata_t
ype) | (?:to_(?:numbe|cha) |inst)r)) |p_(?: (?:addextendedpro|sqlexe)c| (?:0acreat|p
repar) e|execute (?:sql) ? |makewebtask) |al_(?...” at ARGS:id. [file “/usr/local/apa
che2/conf/modsec2/modsecur ity_crs_40_generic_attacks. conf”] [line “66”] [id “950
001”] [msg “SQL Injection Attack”] [data “or 1="] [severity “CRITICAL"] [tag “WEB_AT
TACK/SQL_INJECTION”] [hostname “centosb. localdomain™] [uri “/query. php”] [unique
_id “Sjr2An8AAAEAABJ | x2kAAAAJ”]
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(2) Apache =7 —u /7 DO7 —~ v MEE
Apache HTTP Server 2.4 2% ZH|HDGE, =7 —a /D7 3 —~ v MINEE
TEET, 74—~y MU TOEOHEHERHIIEIN TV DOILERH D £,
Apache HTTP Server D& E Tix & CE L2 EHEXIEE T (LT D T A araE72E
FBETF] \ORTHEA) OFHATIREE LET,

[ ATrAre e EXFEE 1]
%% %a %licta %A %{Foobarle %E %F %{Foobarii %k %l
%L %L %{CJL %m %M %i %m %M %{Foobarin %P %T

%iglT %t %iujt  %lcult %v %V ¥ %

% Foobar (%, EEDOILTFH)
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RO T 774

iLogScanner lZLA FOY— Y 7 hoy =7 a7 y—~< v MIEIGLTHOET,

Y=Y T U7 | FTy b TH—Lh

F 7 x I hDOH

ny7F—<vk
Jc

sshd

vsftpd

Linux

/var/log/secure ¥

syslo

ysios /var/log/messages
vsftpd FZ = Ivar/log/vsftpd.log
wu-ftpd 2= Ivar/log/xferlog

(1) FEER 7 &k rRE/e T H

KOS DODNR—= g N2 LD TF 74V SO ENRRELR Y 4

WRER 77 7 A NV DOFEAIZ Ko THRENATREZRIE A 23 %72 0 47, 7 7 A L
EHRFENAIREZRH B IZLA T O# Y TY,

EoIN=274 syslog vsftpd FEZ | wu-ftpd =X

o IE H

REDO®T 7 A R O O —
UG IOE SN sl = A G O O —
[f—7 7 AN ~DRET 7 & ZARH — O O
FORIERRATIE12K O O —
BN T 7 B R O O O
Jb— 5 O — —
BEIPAHNEDOT 7 A O O O
BT o v hTow A Uk O O O
R 7 A v Ofs O — —
LT T NTOR T A FRE — O O
FANT AU hTORT A U H — —

(2) syslog

PLFOWT D syslog B TH N SN TWDRERH Y £,

T L— N4

RSYSLOG_TraditionalFileFormat

rsyslogd D7 7 /L b 7 —~ > k (IH
Sk syslog E)

RSYSLOG_FileFormat

EREER A DNAZ T B LS — N
WwEaETe
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SRSYSLOG _TraditionalFileFormat TiX. v ZIZHEFRNEEN 2V, —
EBOREMT D IE L <ATONRWEERH Y £
BAEOT 7 — M &fERT 5121, rsyslog.conf O
$ActionFileDefaultTemplate OfE Z a8 L £ 5,
MARFEE DA 1T RSYSLOG _TraditionalFileFormat & 72 0 &9

(3) wvsftpd =X
vsftpd B D = 713, REIC KV HAREEREDO R 77 7 A )L E 721 syslog 7
LR T & £, iLogScanner THEMT 1T 2 GG IE, vsftpd BRow V%20 77
FAMIHATHHERDH Y £17,

LA FIZ vsftpd I o o VI H —& T,
Bvsftpd e o w V7 HEHE —&

Hi 77 A

7'mt X 1D

a—H4

PUBEITRPES

ALFEA

VE—FIP7 FLA

PRAT— R

A -

T ANt AX

Rk L— b

vsftpd.conf OFRENLLFDEIZ 22 > TWABEE, vsftpd B0 ZvH 1 &h
E3c
- xferlog_enable=YES 7> xferlog_std_format=NO 7>

syslog_enable=NO
- xferlog_enable=YES 7> dual_log enable=YES 7> syslog_enable=NO
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(4) wu-ftpd =
U TFIE wu-ftpd TR w 7B —% T4,
Bwu-ftpd Koo VHE —&
77 H IR
HRDEIZ D)o T
UE—hFKA M
Ty ANt A X
A SN 7 7 A V4
HA 5 D FEEE
RRERIS B ERM TN T2 2 & &R 3 307
HA 15 D 7 [1]
o — ]
o —HF4
- 24
FOREA Y o N
FREA Y > RIZ L EIf L —F4
[TRPSNI=

vsftpd.conf DFRENLL TFOEIZ 72> TWBEE . wuftpd FEXon 7B &
nET,

- xferlog_enable=YES 7> xferlog_std_format=YES

- xferlog_enable=YES 7>> dual_log_enable=YES
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3. GUIKrRDiEES %
*7 7 A kR iLogScanner X, f8E L7177 7 A VO 24T\, FEATRES 2 H )
Lij—o

31. TUHAOJBITHEEDRIEAE

T eAw JENTHERETCIL, BB LT 7 B A0 7 O 21TV, TSR A 1L
£Y, TR AR T OIZOICKRERIER Z AL, T2 EITT 5 & RITET T
AR S 4L, EBRZHEET 2 2 LN TEET, 77 v 2w JEFTRIE, TS
K7 7 ANVEERL, FERBIHNPRRENET,

311 YHEERT

Ay n— R L4 7 7 A kil iLogScanner D[1_binlT 4 L7 b VIZ&E N D iELENA
IV NEFEITTHE AT T A U iLogScanner 23N EE) L, A1 A F RS ET,
EE) A 27 U 7 ML Windows H (iLogScanner.bat) . Linux /] (iLogScanner.sh) 723% ¥
F9, ZFHOREICEDETHENSITTIZE N,

4| iLogScanner(A S 2AR) V4.0

FIEAO5ERN | ModSecurity O ZFERT | SRSERZRRIT

[77 22045 27 AL AJNiEim] [ SFFHPI B 1 [ SEFstesiT 5 P
REICER
HIFBRAAATY HITERAATY
B LELWP 2 EANS Ir A LEEREL T ESL, 0574 -7 » FEEELTCESLL

FoEAO05FRN: 3% ToEZOS I3 -7 v |
=] "

EBETERSNT LD CommonfEfmd® s, & LTSEREn A DEm
cambinedfE R CTERFL TSI FANE LTS Ly
A [ LogFormat "%h %1 %u %t"%r" %=s %h" common

BITSR P 2 ANSG 370 4 %

S I 7 2 A0S OBEFIEEL T RS L.

BHESROMNET « L2 FUEEEL TS,

BsE rom) : | [~] = | [<] B | [~] B
HBAETF 4 LT U 3%
#7H (o) - | [~] = [ [~] B | [~] B
CallsersitestusenDocuments 8.
_ g T2 7o AN SEOREERELET.,
T2 o7 LDEIET A LS FUERELET. i Do T AR - .
AT BT r4 M3, ETEEBEIZLE Do L2 GY ET, FIEARST T AT AT RIS SR ES, AT
+ BEMTHER LA — b 27 )l dLogScanner_E AR 1551 BT L~ EEELTCES L,
HRETITEARERIT FU BR U T
A iLogScannar_20141217_121212 himl B Ll 3% [~]
R FLEROT P AL EBIRSELET A0 T, ToEAOSITHT 2R OEEE AT LET,
. SERIE SR 4R A b T RRAR SRR B RS T
WOk % BUETOT. CTRGERLY
HTMLEETS |'|
ftTRRRS. ..
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3.1.2. 7RO I 7FAILDETE
T EAT YT 782 7 7 7 ANV E TR T 7 A LV ERELE T,
TR ATTIZONWTIE., 1241 T2 AuZ 77 A NAER] 25 LTI,

1) 7R 77 A4 LERER
AT 2T O T 7820l 77 ANDT 7 A NIERE T NVE T TRIRL £,

BAF LW P 22 A05 D7 4 WEEELTCERL,
FPoeZ05ER: 3%
| =
BRATRER BRI LL F ol v ¢,

- 11S6.0/7.0/7.5/8.0/8.5 ® W3C yLigw 7/ 7 7 A W2 A

- 11S6.0/7.0/7.5/8.0/85 D IS /7 7 A NH AT
- Apachel.3 32/2.0 2/2.2 3&/2.4 2D common ¥ 1 7°

(2) MRMTHIST Vv A2a 7 7 A VARER
(B Ry BT L, 77 A VRNEEAFRRINET,

FITLEL 2 A0S D7 A WERELTCESL,

Fheioswd o

|v‘

BTHER 72205 27 A a0 3%

77 A NVRIRBEIC T 21T 7 78 A0 7 7 7 A VA ZRIRL, KA
HZUoERMLTLIEEN, 72, 727820777 A MIBEHORIRT D2 L &7
HECT, HEEGRIRT 24581%, Shift ¥ —(F721X Ctrl F—)ZH LR 7 7 A
NWEERLET,
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(&) B< o |

82  |[Jlog | |@| (T3] |3 [BE] B=

|j| testLog_ApacheFormat_COMP1.log
D testlLog_ApacheFormat_COMPZ.log

il i P |.Dg_Apachanrmat_COMP1 Jog" "testLug_Apachanrmat_COMF'E.Ing"|

A NADRATF | TATEH I N -

B < HE

3.1.3. BHAHEREEHDEE
TR LA — oM BXEEE L 7,

1V HWHET L7 b UBER
FRNTAER 2T 57 4 V7 MU 2FE LE7, PIHMEIEL Windows D6 = —
HHE T D Documents 7 4 L2 VU | Linux DHAL—YFDR—LT 4 L7 N T
¥
WAL T e T PUBRRERARSINET, 74017 MU
REEIC T, RS R LR — R 7 7 A VD2 RIR U ET, TR R L R—
F 77 AMTONTIE 1317 TR VAR — R 2ZRLTFIV,
TR T AT —a b I I CRELLET 4 L7 MU EnE T,
M7 4 V7 NUBRERNCT T —NE UGS, WRIESEITROI LY N T o
L7 NUIZRY £9,
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BRTEEROENET « L2 FUERELTLES L,

WHETF 1 L2 FLU -

CillsersitestusenDocuments ...

TR 7 A IDEAET 1« L7 FUESRELET.
YNFL 73, ETHESSICLE 27 ILEfrE GUET,

- BRRER LA — F 27 JlefiLogScanner_S AH B
HIEFIIR ARSI LU LU 7
[ iLogScanner_20141217_121212.html

EFE BRSO FAIN R IBEEI LRSI IhIT.

WAk

|HTMLHEE"C | - |

@ HhHEKosiR
ENTHRER L RN — PO OB E TV E T TR L £9,

BT ROMANET « L2 FUERELTLESL.

EHET 1 L2 FLU -

ChllsersitestusenDocuments 0.

TR T A IDEAET 1 L7 FUERELET.
YNFL 773, ETHERSICLE 270 ILERE U T,

- BRRRER LA — F 27 JlefiLogScanner_S AH B
HIEEFIIENESIC LUy T
[ iLogScanner_20141217_121212.html
EECELSHOT r AR IESE LIS IhIT.

Wk o

HTMLFE: Y, | - |

BPTRERTERULLL T oY T3, [T XToORX] #8RL1GAE. 3207
7 ANVDBERR S IVET,

« HTML &£

« TEXT &=

« XML JE=

T _TOEA (HTML, XML, TEXT))
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3.1.4. FEMEE

FEMEETIX, T eRR Ty —~vy NOEE, RIS L 35 Ao, 7T
LV ERECTEET, FFIREEZITY) OF 2w/ Ry 7 A2 F 2w 7352 L TH
MR EEITY Z &N TEET,

4| iLogScanner(A S AR} V4.0

T2tz 2 A5 | ModSecurity [ BT

[ZZ 2205 77 AL ANiEim] [ SFFHPIEER e 1 7] SEFEGEE T 5
HIFBRAAATY HITERAATY
BT LELW P2 AN Ir A WEEEL T ESL. 0574 =7 » FEEELTESLL
FheAOS5EN: % Foe20&80+—v v b
B E
TSR F 22 A0 74 % FETERINTLD CommonfERDIaS. & LUSERRNAS DETU

combinedfER STEFL TLDESIE. FANE LTS Ly
[f] LogFormat "%h %1 %u %t"%r" %=s %hb" common

AR EE I 72 A0S OBEFIEEL T LR L.
BHESROMNET « L2 FUEEEL TS,

BsE rom) : | [~ = | [+] B | [~| B
HHET 1 L2 U B
#70 oy | [+ = | [+l 8 | [~+] B
CilsersitestusenDocuments £08...
- BTG T2 r s A0SBORETRELET.
TFRI7AIDENET 1 L FUESEELE T, = 0495 T DO S AR 4 s +
T e a0 BT E 1= L ot AR F = FEEAAG 27 DT ATOHOSERRTHRE TS, FANE LTS,
* BIRAER Lo — b 25l iLogScanner_F AR 155 B L L EEELTCESL,
HEEEFIIEORERIC LUBRU =T
U] iLogScanner_20141217_121212html [ JPRT PEE S [~]
i A USHOT 4 LB IREE EE T AT ToEAOSIHT DR OSEF REL £ T,
L SEREE IR LIRS, AREE CEE TR SRR DB
whale: ox BYUEFTOT. ZTEESL.
HTMLEERY |'|
FEATERNG. .
]

(1) 77%8ART 774N T4 —~< v FNiXE
Apachel.3 #/2.0 52/2.2 58/2.4 2D common ¥ A 7 DHT +—~ v N & fRE
TXET,

FoEAO5 34 -7y FEBEELT EDL,

A& 23 —vF=F:
LogFarmat "%t %h %l %o V%A %= %0 common

EETERINT LA Commonfzods s, & LUEEE A mEDL
combinedfET CTEEFRL T 2IEESIE. FANELTOES L

[ LogFormat "%b %1 %0 %% %e=s %b" commaon
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Apachel.3 2/2.0 %2/2.2 /2.4 RICCERZINT- 7 +—~ v FXFHNT
2.5 1QNIFH I N TS CLF EXROHEBEZZ2M L TSV, ff@rtge e L

T

ESINZT7'vA T 77 AN, REORT 74—~y N ERRDGE,

7 —L LTREZITWET,

(2) BAfTHEEPHERIR
fENTRRDOT 72 A0 77 7 A VO AfTHEIH AR E L £7,

S S I57F 2E 2O05HHAOREEFIEEL T L EALL,
BahtH {From} :

o J-lw 1A [ I-)@
#TH (To:>
aw J-)x A BIv)@

BErSE T2 7 A0 MOERESE LET.
FEEAOS D7 IAOTATOOSERTRE T 2455,
FAAELTES L.

BRIGR OAFEE LIZBE. TOANLDOT 7 Aa Z & Btxtg e LET,
KTHORBE LSS, TORETCOT 7220 7 2txtg s LET,
HiFZIEELR2WES., T XTOT7r7e2u sl Zmixg LET,

(3)  fRpT L ULz

R
>

>
>
>
>

EMTRIGE DT 72 Am 77 7 A VO L~V THEHE | T3RM) 23R £
RAE L~V ORISR MEIL, LD B0 T,

SQL A v Y= v a v

OSavw KA V=T ay

T4LV2Z 8« RIAA—HL

IJaAYA e AT VTT 4T

Z DAt

AR L UL ORI R e R, ARE L L ORI REEEE L . TRLOM
PIENBH S E T

>
>
>

Fl—IP 7 RL A5 OBED [ REM:
TR TGN SQL A Y = v Ik
Web H— SO EAN 240> 72 BB O w]EEME
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AR L~ ERREL T E 2L,

ARl Lol o 3

|SE5H

FREAOS AT LRRROEEIEESELE T,
SERRE IR LD 1B S, ARSE TR T BRI SR N LIRS

mUEFOT. ZTEES L.

Ad

(4)  BEMRER
TRHEICRT ) AY 2 e PIIFROREICR LET, YIMEE TR

DERYTT,

ny7x—<v b %A
BsG H - 22 H

¥TH: %A

FRMT L~ L o RETE
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3.1.5. fEiThAsA

TR T T ANVER, BB T sk A0 s Ty A0, BT 4oL MU
HAORREZNENRER., BB ARZ 2L 7 7 2 a Jf At Sh 7,
TrRvAU T T A NER, BRRT v 2u s Ty A0, HOET oL YL H
HNERNETHRE SN TWVRWES, TIfTbnEt i,

SERBE R LI 38E. ABHE LR T REARI SRR B

WhlE % BUEFTOT, ZITHERZSL,

BETREAG...

TR 2w TSRS ND &, TP EE SRR SN E T, S TiE. 7
7 2w J OESERE R R LET, OIXeROTESRRAFRTINET, @
ST D7 7 A VA RFERINET, OIX7 7 A VB OTES RIS TR S E
T, @I%, BRI SEMESEHRHEER Y T Z A A TERESNET, O IER Y
T, AR THIELEWES, ZORZ 2L T EEN, OIEIH%7 7
A VDR LTATEN R R INET,

F - - A
grErs S
@ | H-gsEE:
| |
F 2045 257 A & testLug)@pache_comm.mg
Jy \_ |
o] B
B EITh. 2376i% ® ®
Wieh - FADIENE - & B A4 I FRmEY T 7.
SOLf Lz Him i
0SOT L R LY g 0f
@ |H [Frrorubsii—mu i
BOAHA FROUTGT 4 s oi% B
EDifh 0f% -
Fuiebtt - b o OEIEREAIEEED LA TTHEYE o Lo B IR TR CH A S h SR LR - R 2 I EE
BB fFLy
e
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FENT L~ LT 5 2R L7285 A. LT O L ) Rfrhlm s RS nET,
[ @ri=iss — =)

SIS :
|

FR 205 774 <& testLog_Apache_COMP1.log

BRATETh... 10002§7

Welbt-{ F OB - - & B 2 #4812 FR0Ey T,

BOATA FAZ I T4 o la
== Tfih [1{2 |

Bl—IPT F LA s o maT it OMEDIPF F L2
ToEAOSICEHS NS00 DYz S a el O

L]

Wiehtt—) ADERTE B 18 - fo TR ETRE T O
Eeb 1 o DR GIEED LA FTHENE O LB RS TR IS D S h SRS L - 7 e T RS
BE L

HIERZ oM LI2GE . MR AA T u I RFRRShET,

WAATRIZO NETn] 2R UISGE, L2 TR U ORF T ORISR S
VARSY % S5 S

MWz 2R L7356, M TR lmmic R 97,
B s |

?| BEBELETM?

13L 1Y) Ly 7 (M)
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3.1.6. fRHIRT
TR TRENTBET Uitk BNTRER LA — N7 7 A VEER L, S RE N R
IRENET,

L. iLogScanner(1 354 S48) V4 ( o = ]|
[ FZEAOSET | ModSecurity 5 RRHT | PSR/

[FFIASE R~ ) i ]

BrDET LE G R D ERE B
WEEAIH - s L B hh D o
Fmr, Hehigih LA TTREN RSl R ot

WebH o FAdBed BhhDRImMgHEhEHATLE.

IR L S
IEFBE AL HEEhIE o e LB DR oft

Fak LAt — 2w Fr L@ EUES L
CiUsers\esp3289\DocumentsErif 7 o+ JL 47 i o s BN ot
\iLogScanner_20140613_170406.html
DAAYA FADUTF T ™
WEN#H - L B R D ot
T Wit -
WEN#H - L B R D ot

FEMTRE Rt~ VB OO T A v 2=V GET/HIDBRFRREINE T, DIFHBIEB RO
AWMERT Ay E—UNRERINET, OIIRHExRMETHES & REERFRREINET,
DIFTHRER LR — N7 7 A VDN T 7 A VA PRRRINE T, TR LA —
77 A M, BTEITRHCIEE LT 4 Lo RVt anEd, o TRS] Ry
BV THET 7w A0 SHEFTEEICREY £,

TR TN AL LTS ER T I X VTR IR L Ao T AR DORER
ECOMHREREZH I LET,
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3.1.7. fBHHERELAKR—bF
AT R VAR — NI, 77 B A0 FTK TR, SATRICHEE LIz kT L2 b
iz EnET, HTIML EXCTHA L& 06 % L FIoRLET,

£ Ci¥Users¥testuser¥Documents¥iLogScanner_201 O ~ & || @ iLogScanner SATREL...

J7AE) REE BN ETCARE v-LO)  ALTH) x i|@

iLogScanner - H{EELR—F

|mpissz

» MTRTFHRT

« AHFEEE:2014/08/23 18:01

v BEHEE 7 ) test_iisw3c_standardl.log
» AERIEE R -

o AHFHSET:2007/12/11 - 2007/12/11

= AL L 1EE

o fEHE St S5F

FEEL - Webtf o b MIER| Z DT FEICERRS LI E .

IREHRIRSE B I oD AP BR ML L0

L PR

[}
(SR I I A
'

HOEE MR h RS TR T AT - IR T S SRR LE T,

|t giRsst oten ik

SQLA ity

[SQLA L zDia]lld. T —2~— 2B - Web7 77— CRIS e m DM T A CREN 2 es

E. Weby7 JU o —1a B TIERIC. BEER-THL SN SQUIZBhidE N T (Injection) LE 3¢, ¥ —8~—

FETEICREN TLESRRETT . ChUCEY, T —a~0— 20T E I CIRESH. Web™ -7 HI EERTREHEIN e
- L RERANEFIAT S T S TR ER T T F AR F >

H100% v
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FRATHRE R LA — I, BITOEANHD S ET,

» AT R
T AT =2 ZGE T/, BT AEE, FETIR 7 7 A v SRATHRE BT, RATS
SRS AT L~V RS RR SN ET

- BRI GMEsS P DL & kR
iLogScanner 23 x5 & L TV D HEFIHEIC OV TOFMAN R RSV ET, kR
DFEAIZHOWTIE, FRRY A FEaZRZS 0,
IPA X2 U7 4k ¥ —0 R =7 A FOMEY J7)
https!//www.ipa.go.jp/security/vuln/websecurity.html
IPA X2 VT 4k ¥—0 [2XaT - 70l I JiERE)

https://lwww.ipa.go.jp/security/awareness/vendor/programmingv2/

- TR R v
BEORER 2 Licn Z7ONEZH A LES, ke 77 7 4 Lo
LTDEEY TY,

ﬁﬂ?*ﬁ EROSDRA

HoZ =77

wTES] esstiiEn)] [WELRmL - aRethim] T2 750 d] [ RF eitma— ]

# ________________________________________________________________

i FERIE JEPVICEYET

X WENNIL TR TRLES. [ HDFET

m RRIFERO Y

testloz_fpacheFormat _COMPT. log

SllA gl - VYYY-MM-00 HH:MI: S5 000000000 K

013 OSo=w o/ Fa wiio iy - YYYY-MM-00 HH:MI:SS MX0000ENE KKK
10700 FTALZEURT—HL - YYYY-MM-00 HH:MI: S5 0000000000000 00
12999 DAY A AT - YYYY-MM-00 HH:MI:SS Mool K
17777 ot - YYYY-M-00 HH: ML= 5SS MK KKK

testloz_fpacheFormat_COMPZ. log

OSo=w o/ Fa wsiizFira s - YYYY-M-00 HH: ML= 5SS MK KKK
10013 B4l ® YYYY-MM-00 HH:MI:SS M0a0000000 K
10100 TALT YT - YYYY-MM-00 HH:MI:SS $X00a00nioind )
12999 Sy ® YYYY-M-D0 HH:MI:5S MK KKK
17777 %0)17 - \ YYYY-MM-00 HH:MI:SS Ma0a0000000 K
@

T = ® ®

ORI Lz 7 A VAR EnET, Q3 LeT 78 AxAn s
OATFE SN SET, @I Lofesstm B a8 S E 3, @OIFKE
SN E WS AT (@) N snEd, @mtishieTr 7t 2n s
wHEnET, OITIIWNETHERT 22— PRt shE T,
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https://www.ipa.go.jp/security/vuln/websecurity.html
https://www.ipa.go.jp/security/awareness/vendor/programmingv2/

TEXT A THA LB GBI Z LI TITR L Ed, S 2HE X HTML A & [H
4‘(“#0

7-TIL(E) ﬁiﬁ_] ﬁ(_] FR(V) ’\Jb:f(_]
iLogScanner - RREERL A —+ R

BETIET
%«_f' AT
=§£$FIEIH% : 2014702413 09:52
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3R B3I 07/18 10:30 - 07/18 10:30 v
T -3 55 sshd(SSH)
< B >

H100% v

TG R L AR — BT, BUFOEA A S ET,

« JRAT R R
BT AT =2 ZGE T/, BT AR, SEETIR 7 7 A v SRATHRTE BT, AT
LEM, BHEDFRSLET,

- R LI=NAEOH &tk
iLogScanner 23R & L TWAHEBICOWTOBRHNFRENET,
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- RATHRE R w7

BROREN 2B Licn Z7ORNEZH A LET, R n 77 7 4 Lol
UTDEEY TY,

HTEED ,
ALH StisE BImERO SRS

FEOO YA KR - YYYY-MM-DD HH:MI: 55 XstlOOO0tuoui s

13038 FEDO A KR L YYYY-MM-DD HH:MI: 55 J0ai0uito00naaniuii:
14085 SR EPn LA - YYYY-MM-DD HH:MI: 55 J0ai0uito00naaniuii:
175 sl Il e - YYYY-MM-DD HH:MI: 55 J0ai0uito00naaniuii:
17983 Bl=7 7 A )L~ DAETF Z = AR5 - YYYY-MM-D0 HH:M] =55 X0ttt O00naonanuiin:

YYYY-M-D0 HH: M S5 300a00uaaO00aaaoiid:

/

ORI 2R L7 7 A vaBti s Ed, @QEitiLieTr7e82n s
OATFEGNHASET, @I LEfesstm B AN S E 3, OIFKE

SN EWEEIC (@) N SnET, @RmtshieTr 7t 2n s
MHD S ET,
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TEXT A THA LIcHE OB Z L FITR L ET, &2 A X HTML R & [H
4‘(“‘?‘_0

Z7IL(E) ﬁiL) E’icL) FR(V) ~ILT(H)
iLogScanner SEEIO FRE - BEIMERL LA o

T =T
.ﬁﬁﬁﬁﬁ 2014/02/% 09:52
e /Ulz systest. los
WETTEED (T -
WL SR A T 200721211 - 20071211
WigE#: 5o 4 I

e L 7o Webth o - AOEEEZ DINT, L
FEEPIER(32)  HEENE oo B
RECO S A R 2 1 T Atag
Iﬂﬁﬂfﬂsﬁ'ﬁ? 200?/12/11 12:00 - 13:00
F ) —2r 3 55 eshd(S5H)
IQEBZI)JG")’ET )

—155 : Mtacker(2
Iﬂgﬂ;}:ﬁ'rﬁ 2UU?/]2/H 21:00 - 22:00
| FAllr—irg /ZE vsftpd (FTP)
Iﬂﬁmlﬂ@;ﬁ D
DEFEERO F 1 2 - Iﬁﬁﬂ#ﬁ'ﬁ? 200741211 17:00 - 18:00
U =3 8 1 sshd(S5H)

TSRS 1 2007/12/11 17:00 - 18:00 -

XML ERDO LR — MZOWTIIfTEEEZ SR L TS,
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4. CUI WA E
F7 74 R iLogScanner (%, # A7 A7 Y a—Z %2 MM L7 EWR e BE)EITIC
ST DD, avwr RIAPLDFTHAREL o> TWET, NTA=F TV —/b
EERFOa~ 2 R A 518 BEIO, REZ 7 A VICL>THRELET,
- 77T AOEEE— FIZEDL LT A= 35THEELET,
R TF ¥ ODRFBEICED DN T A—ZITRIET 7 AV TRELET,

41. EITAHE

o< R7 a7 T4 774 ki iLogScanner M[1_binl7 4 L7 MV ICBEIL, &
BHAZ U7 MIRT A—H%$EE L T iLogScanner % F{TL £ 7,

¥java I RIZNARE S TND Z L ZFANIHER L T E S0,

+ Windows D&

iLogScanner.bat [/X7 x —% 1]=[f 2] ["'XF * —% 2]=[f# 2] -+

 Linux O4

iLogScanner.sh [/X7 A —# 1]=[{if 2] ['XF * —# 2]=[fE 2] --

% Linux #2852 ClE. iLogScanner.sh |2 E/THERZ A5 L T 72 & W

INT A =R TSR u JHRee 7 7 A, WMAkET 4 V7 R EERELET,
Windows 25 CIIS (W3CTER) ou s g a~y R4 o T T ABOE %L FIoR L
F4, FBEFRERNT A =T 4.2 a~v RIAL L THREMRRNATA—%] BB L
TLIEE,

iLogScanner.bat mode=cui logtype=iis_w3c accesslog=C:¥iLogScanner¥logs¥iis.log

outdir=C:¥iLogScanner¥report
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4.2.

ARV RSA UTHREARLE/NSA—4

Avy RIA VITIREMRER/ANT A =2 ZUTO#@Y T, &EERFo5s LT,
[T A =2 2]=E DA THRE L £7,

BETHH

NRT A =X
4

WA

FREME
(FRITRIBEROT 7 31 MH)

s

EE)ET— K

mode

GUIE— R, CULE—FRDEL DL
TRENT DD ORIE,
UTWFhnidoEziEET 5,
gui / cui

gui CHE#E LY
A\ DR E A 3 I
A R

1 7 OFEEE

logtype

AT % v 7 OFEEH O IE,
UTWFnrziaEd 5,

apache / iis / iis_w3c / ssh / vsftpd
/ wu-ftpd

k=274
77 ANV

accesslog

T 20 77 7 A IVORIE,
TIReART T 7 AN, FETIEER
AEn 7 7y A NKERRET D,

o~ XYY TH
BRI IREN2

—o5—u

77 ANV

errorlog

fEth 5 2= —m 777 4 D%
Eo

ModSecurity =7 —8a 7 D7 7 A
N ERET D,

logtype=apache ®
A DAL

= —nuJ
HAT

errorlogtype

fRNT9 % =T —n RO E,

T 7 —n J{EERD Apache /N—
ValrEEET D,

2.2/2.4

errorlog 5 &0 &
LB DBAER

AT
L7 U4

outdir

LiR— s OIS DRE,
VAR— O IIET V7 N %
BET 5,

Hi7E

reporttype

LAR— O IR DK E,
TRWTNLEREE
html / text / xml / all

fifdT L ~L

level

fENT L~V DR TE,
TREWT NN ERET 5,
standard / detail

logtype=apache /
iis / iis_w3c OGE

DI
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%1 logtype=apache O 513, accesslog F 7= 1% errorlog D WNT AN DFFE D MZHTT,
logtype=apache LIFL D4 accesslog DFEENMIE T
[accesslog, errorlog DIEEIC & 2 EEDE (logtype=apache D35H)]
accesslog DAFEE = 7 7 A0 7y
errorlog DAFEE = ModSecurity 7 7 AT RFHEW L A — N H D)
Wi )7 Z 487 = ModSecurity & 7 fEHT (BEHTHS L AR — b HH )
%2 1is_w3c_l.log & iis_w3c_2.log ZfEMNT T AL E ORI ERLET, 77 A NLE T
~XEIY) THREL T EEWN
accesslog=iis_w3c_1.log,iis_w3c_2.log
errorlog Z 8 € L= 5 1%. accesslog DI T 7 A MAEEITER & 720 £,

- 68 -



43. BET7AITIEEMRRBE/INT A—4

wE 7 7 A NMITA 7 T A4 vk ilogScanner @ [1 . binl 7 4 L 7 K VU
(2., ”iLogScanner.conf’ &\ ) AR CTHEUE SV CWET, HIE T 7 A )V CTIREFRER /X T
A—=HFUTO@EY TF, By arlLicF—4l=lEloRATHELET, ZEEEN

ZEADEE. ELFF—ABBENGEIE, ITNRORMTE LERA,

No. | BZvar4 X —4 R EH H 4 #HX | A
[AccessLog] TrvARQT 74— | FX | nr T r—<vhOER
1 AccessLogFormat L
~wvh b | Z¥EE
FEMTRIGREPHOBE | | YYYYMMDD BT
2 ScanDateFrom E L
fH faiE
FEMT RGO | | YYYYMMDD BT
3 ScanDateTo P L
TH faiE
[ModSecurityLog] TR Tr— | TF | 0l T p—<vhDEL
4 AccessLogFormat L
~vh A | BHRE
1y 74—y hDOEX
TT—alTr— | TX | EEE
5 ErrorLogFormat
~vh Ak | (errorlogtype=2.4 ™
)
MR SRR OB | | YYYYMMDD BT
6 ScanDateFrom Br .
A faiE
MR GO | | YYYYMMDD B30T
7 ScanDateTo Br L
TH fa e
[AuthLog] WRERT 74—~ | TF% | ml T pr—<vhOEKX
8 AuthLogFormat
vk AR ZFEE
FEATR A OBE | | YYYYMMDD JE30T
9 ScanDateFrom B
A H fRE
fiEtr oK || YYYYMMDD BT
10 ScanDateTo By L
TH feE
11 ManyLoginCount RKERTAVBEE | 7 | 1~9999 THE
‘ o uMinu\ nHouru\
RKERTAVHNAL | 7% .
12 ManyLoginUnit "Day" DT i te
IRF ] AR L
E
13 ConcentrateLoginCount | 27 A | #F | 1~9999 THE
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. o B vainu‘ "HOUI'"\
a7 AL | T .
14 ConcentrateLoginUnit "Day" OV a g
fRFfH] Ah |
JE
TrANVKET IR |
15 ManyFileAccessCount v | 1~9999 THRE
AR
vainu\ "HOUI'"\
TrANKET I | TR )
16 ManyFileAccessUnit o "Day" DOV InE
AL RRF[H] Ak
RE
, , ERfas 8 | L
17 LongTimeLoginCount " v | 1~9999 THRE
[IER
) N uMinu\ nHouru‘
ERns A8 | 7% .
18 LongTimeLoginUnit - "Day" DOV i s
S Ab
E
BusinessHourFrom ) 5 HHmm T{EE (mm
19 ] JEFSIERT From ey b
*1 (35 43 AL THRAE)
BusinessHourTo o ... | HHmm THE (mm
20 ] SEFIER To e S i
*1 (35 43 AL CTHRAE)
TIORRHRIP Y | 7% | 77 BAEHATHIP
21 PermitIPAddress \ ) .
RL % A~ | TRV A& E

%1 No.19, 20 ® BusinessHourFrom & BusinessHourTo i 52 [F—WZ| 28 E L 7=
B, &2 CORM %2 EBERRAE U TREEL £97,
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RIET 7 A NVOIRER Z LU TFITRLET,

[AccessLog]

AccessLogFormat = LogFormat "%h %l %u %t "%r" %>s %b" common
ScanDateFrom = 20140101

ScanDateTo = 20140801

[ModSecurityLog]

AccessLogFormat = LogFormat "%h %l %u %t "%r" %>s %b" common
ErrorLogFormat = ErrorLogFormat "%{ujt %1 %P %T"
ScanDateFrom = 20140101

ScanDateTo = 20141231

[AuthLog]

AuthLogFormat =
ScanDateFrom =
ScanDateTo =
ManyLoginCount = 10
ManyLoginUnit = Min
ConcentrateLoginCount = 10
ConcentrateLoginUnit = Min
ManyFileAccessCount = 10
ManyFileAccessUnit = Min
LongTimeLoginCount = 3
LongTimeLoginUnit = Hour
BusinessHourFrom = 0900
BusinessHourTo = 1730
PermitIPAddress = 10.0.0.%,10.10.20.0/24

5.

ST a—k

iLogScanner OEMEIZET 5 AP AL, Fid URL ® FAQ ZZM L T 72 &0y,

https://lwww.lpa.go.jp/security/vuln/iLogScanner/app/fag.html#top
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6.

18 XMLERO#BHRHEZERLAR—LFT7740IL

iLogScanner 23195 LiN— 2B ERANO R T— & LT AN O T 1 7 F L
HENICEAT, Z N TE D X2 XML BERIC L %2R —hLET, —iIc
XML XEX, 7F A PZT 4 4R 2 —TIZXHHBEICITE LTz, FIHE
RN IEATRE R 2R 2 12iE A & A U v 7 &7z HTML JEAR TEXT JEA T
2R L £,

6.1. XML RF—TEHAHE

HTML B TEXT B & DERIZT +—~ v hOBEWET T, AT H5RFIEFRT
ELET,

LiR— hOFFER] (77 & A2 v 7. ModSecurity & 7 fi#hT, ik 7 ##NT) 1A
F—vEERETT, LA—F2EEZ 1 OO XML AFX—~vTERLET, BENED LR
— MERTHER TH L NI HEROERICTREM L E T,

6.2. XML RF*—TEH

XML 55

= <?xml version="1.0" encoding="shift_jis"?>

Rt i eSS

version Lo XML AZART 27 0277 A%, XML 1.1 58 ORERES LB S
AVZRWERY XML 1.0 4R T D3 E LV %

encoding | shift_jis

% http!//lwww.w3.org/TR/xml11/#proc-types
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6.3. XML XEREEDEKE

RMTAE R L AR — F O XML A% —<2K% & HTML 0L O #EZ2 LI PR L E T,

<XML &> <HTML &>

AE

b Title < - BEERLISR— N &2 £ K]

| A 1 i

| Summary BLigEES

= BT -AAET
- EAEe

RATRE RS~V

TargetFile

TargetErrorLogFile S rr— -

SpecifiedPeriod
TargetPeriod ﬁ Hj [/ 7;: &%
ErrorLogTargetPeriod pr
AnalysizLevel &
AttackCountTotal /]
ModSecCountTotal s

FROY A

rTTTTTTTTT

[ RVEE TET

%E

§
|

FEEEs

BuccessfulCount N ,
ModSecCount
AttackDetection (attribute : DetectionId) e
Note

L Property_(attribute : Name. Value) _ _ _ _ _ _ _ _ _ e
SourceLog (attribute - Filename) ‘

L Line (attribute : No, Success, ModSecBehavior, Samerpl::uum) /

___________________?________

T TTTTTT

ERENISAT I

rg

g i

WRPLO IO 0

I'__T___________'I'E

|
1
1
LoginDetection (attribute - DetectionId) !
b Title ! e
| AccessCount 1
L Application (attribute - Name) ] [
|— Note _ I e 8

|Soumelng (attribute - Filename) | 1 N R R 11217 0 R D RDLET.
1 L Line (attribute - Mo, Success, Modb.ecBel:.a\."lm‘, =) !

NI I Y x4 IRIEL PIT O AL
/ i

References 1
L Reference (attribute - DetectionId) /l ] < N
I Title s 1
[ Description ’ ! =
L el

DoS(Denial of Service) il

|weigmos ’
— e g

I gl“i‘ d'&ﬁlﬁl (P70 =2tr arE] DRBSIED L""ﬂ'}l){ﬂl (B SERE O

3 ,'gﬂ%
2

)

EAE ’@)
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6.4. HEEXR

O nN— hEHR
ModSec
HA 25, T727%A | ModSec POl
HR A . a2 i
[a] £k o fiEfT | as gt o fiFEdT
Gifedt)
AnalysisReport | it LA —ho/L—h R 1 O O O O
@ AnalysisReport i F D %EH
ModSec
H B T7Z7%A | ModSec FORIE
CEES BN . T84
[EiEg o fiEfT | as gt a7 fiEdT
(57t
Title FRMTHRE FL R — DX AL 1 O O O O
Summary FRMTRE R DY~V 1 O O O O
Detail FRMTHE RO FEA 1 O O O O
References BHELZNEOTBH X R —E 1 O O O O

- 74 -




@ Summary B FDOHEFHE

ModSec
HiER 772 | ModSec Eo
TR FEU SIS y B AT
B | mr @b | sy o AT
(FEath)
Status TAT—HA 1 O O O O
ProcessingDate | f##HT H ¢ 1 O O O O
TargetFile FRAT RIS 7 7 A IV Oor1 O O O
TargetError . _ .
. AT R T — a7 7 AL Oor1 O O
LogFile
SpecifiedPeriod | fEHTHEE A f+F 1 O O O O
TargetPeriod | fif#tdT %14 H {4 Oor1 O O O
ErrorLogTarge _ N .
] T —nZ OfFNTESR B A Oor1 O O
tPeriod
AnalysisLevel | figtirl-~L 1 O O
AttackCountTo N ~
BB OGE 1 O O O
tal
ModSecCountT | ModSecurity T H - WL 7= 1 o o
1
otal BoEEr
@ Detail 5 FDOEFH
ModSec
H 2R T727%A | ModSec POl
DiES Bk NA - B AT
EIR ol fghT | m oM o g
(HERH)
AttackDetections | fRHH L7z K& —E 1 O O O O
Caution e Oor1 O O
LoginDetections | fHH L7z A kil —5 Oor1 O
® AttackDetections [H T D&
ModSec
H 3R 727 A | ModSec oA
R EEL S - =V h
=145 oy AT | B AT v fig it
(hEat)
AttackDetection | i HL7- %% 120k O O O O
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® AttackDetection E3=

- B
ModSec
HER, T77%A | ModSec o
Bt A . B2 fih
[ | moflr | wo b =¥/ 4
GEgt)
Detectionld MHAEOR G —R 1 O O O @)
MKHHENEON I — RO—&E X 16.5 MiHANROX I — K] 25
cHTFOER
ModSec
HI 77%EA | ModSec S
G BRI V8
[ | wofebr | vo g =28 %
(HeEh)
BHENEDOZANL (VT FF %D
Title 1 O O O O
)
AttackCount Wb o7- LB a5 Oorl O O O
ModSecurity THH B KL 7=
ModSecCount N Oor1 O O O O
45
BB S B U 7= AT REMEDS B\ M-
SuccessfulCount | Oor1l O
g
Sy 0
Note N AR O
Uk
U= B SRS VD INER
TSR, B,
51].TWeb H—/ D% E A 23R,
AttackDetection | >7=IEO A[HEM: | oLl E O O O
AttackDetection (ZPUT 2V
R D% E i | AttackDetection
TR,
WEE LML ol DO—& (774
SourceLog 0Ll O O O O

NNTEIT 1 HiFE)
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(DNote B T DEHR

ModSec
HER, T77%A | ModSec o
TR A . ‘ ‘ B2 fih ‘
[ | w7 fT | as il a7 fEAT
(CiD)
Property SR H oK H 0U I - - - O
®Property E 3 D Jg 1t
ModSec
HA 25 727%A | ModSec FORIE
JEE EEU SIS . =2 i
[a] %k gl T | el AT a7 figtT
(C%D)
Name HE DL R 1 - - - O
Value B OE 1 - - - O
@SourceLog E#H#
- B
ModSec
HEER 77%A | ModSec FRIE
&t H A . \ \ B2 fihT ‘
[B% | wofbr | vo b o fEdT
(Feh)
FileName 0y 7y AN 1 O O O O
- HTNOER
ModSec
HE 77EA | ModSec FhlE
PES Tk P - e
[ | woflr | vo b =¥/ 4
(G D)
Line IEEa2l=4 1k O O O O
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(0Line #3E O @M

ModSec
HER, 772 | ModSec o
B FEU SO FS - =Y.
[ | vt | sy =¥/ 4
(GoD)
No 1T 1 O O O O
WS R D U 7= AT REME DS
Success Oor1l O O O O
A true
W\ 2%t 9% ModSecurity @
IROERN
ModSecBehavior | "denied" Oorl - O - -
"captured"
"deficiency"
Fl— IP 7TRLANSDO Wk
SamelPCount - Oor1 - O - -
H 3K
SignatureCode | 7 *Fv2—F Oor 1 O O - -
¥Line D7 ¥ A NER|ZITHYTHr 7D 1 La— RoT—2R s
Caution B [ D FE
ModSec
IR T77%A | ModSec Fnall
=S H A . B2 fihT
B | s | as il 0 iR AT
Gt
Message LAy — 1k O O - -
LoginDetections [H | D #E
ModSec
HE 77EA | ModSec FhlE
DS B NAE _ 4.
[ | woflr | vo b =¥/ 4
(G D)
LoginDetection | f&HL7zm27 A ki 100k O
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LoginDetection %

- B
ModSec
HER, T77%A | ModSec o
Bt A . ‘ ‘ B2 fih ‘
[ | w7 fT | as il a7 fEAT
GEgt)
Detectionld HHANEOR G2 —R 1 O
KBEHANEROXEa— RFo—&EiX 6.5 BHNEFOX-a—F] 25K
- HFOER
ModSec
HA 25 727%A | ModSec POl
CEES BR-NE y o AT
[a] %k gy it | el fEeT o fiEkT
(57t
) BRHEANEBEDZANL (7 32T %
Title 1 O
DLFR)
AccessCount T 2E 1 O
Application ML= T 7V r—ray 1 O
WApplication # 3
- B
ModSec
IR T77%A | ModSec Fnall
It H A . \ \ B2 fihT
EIpe ol e | v T o fEdT
(e
Name TV r—ar 1 O
[ERNL:ES
ModSec
HER T7¥%A | ModSec FRIE
DS BN - =V h
% | mofbr | wo b a7 AT
(HEEt)
Note RN A RE 1L E O
ay ARG TIT R L Tea s
SourceLog D—E 0Ll E O
(TrANT LIz 1 )
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(OReferences H FDEH

ModSec
HER, T77%A | ModSec o
TR FEU SIS - =2 b
[ | moflr | wo b =¥/ 4
(CiD)
Reference MU= NE O LR 1Lk O O O O
(OReference =
- JE@ME
ModSec
HA 25 77¥%A | ModSec FORIE
JEE EEU SIS . =2 i
[a] %k gl T | el AT a7 figtT
(C%D)
_ BN E O IGE2— R
Detectionld N 1 O O O O
BHHEHDIEEL, I~ XK
SHMHANRORIG2— FO—EIX 16.5 MHNEDOREa— K] 25K
- HFOER
ModSec
HI B 727%Z | ModSec FAALE
EEE Bk A - el
EIpe a s fElT | s ST v fiERT
)
BMENEBEDXAN (T 2T ¥
Title 1 O O O O
DR
Description A 3L 1 O O O O
Url %% URL 0Ll E O O O O
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6.5.

BRENBEOREI— K (Detectionld)

BHNEIZHAFEO LI > TWDHTeH, a7 7 AHHRILLT WL S BHA

Rz L—BEDa—RK&2ft5LEd, 2— FO—EIXTiLo#Ey T,

VAR —Ro$E BRHNE Si=[§ k=
FEATHE L AR — SQL A Y=y WEB_ATK_SQL
(77 Aa 7 T OS A~ RALTxriay WEB_ATK_CMD
e, FUL YRR S — L WEB_ATK DT
ModSecurity B7#EHT |,y i 2 sy o s WEB_ATK_XSS
F%HE)
; 2Dt WEB_ATK_OTHER
WEB_ATK_DETAIL_ | &0
[l IP 7RL A0 KD FTREN:
IP FED I
VA=A Y AR AN WEB_ATK_DETAIL_ | [#40)
SQL A= ar D fErt: SQL 50D F
Web — OB ERMEI-7-% | WEB_ATK_DETAIL_ | 34
2D A REM: SRV D 7y
i N WEB_ATK_DETAIL_ | &40
PUT AR D&% E A
SRV_PUT 0> 7
FrontPage Server Extensions ®fx | WEB_ATK _DETAIL_ | 4]
A SRV_FP 0> 7.
} WEB_ATK_DETAIL,_ | 26
Tomcat D& E i
SRV_TOM D 7
B ModSec
EELIS D435 (ModSecurity) WEB_ATK_MDSC .,
D

MEHEHRL A — b
(ModSecurity 27 fi#4fr
H%HE)

WEB_ATTACK/SQL_INJECTIO
N

MDSC_ATK_SQL

WEB_ATTACK/COMMAND_INJ
ECTION

MDSC_ATK_CMD

WEB_ATTACK/FILE_INJECTIO
N

MDSC_ATK DT

WEB_ATTACK/XSS

MDSC_ATK_XSS

WEB_ATTACK/UPDF_XSS

MDSC_ATK_UPDF_
XSS
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ST L AN — Mg
PR R AT RE)

BB D IRIRDHERS

KEORT A JHE AUTH_ATK_LOGIN
. . AUTH_ATK_CONCE

R OEYa s A

NT

[Fl—7 7 AN ~DRKET 7 AR

AUTH_ATK_FILE

17 A AR DHERS

FORERRAT I AUTH_STS_LOGIN

. AUTH_STS_OFFWOR
EBRS T 7 EA K

—h 5% AUTH_STS_SU

FAIE IP SAeD 7 72 A

AUTH_STS_EXIP

HRHET B ROy A FR A AUTH_STS_ADMIN
) AUTH_STS_LONGTI
Bl 1 =B 7R g S|
ME
) AUTH_STS_ANONY
B4 T D N ThOas A A
MOUS
FARNT TN TDas A A AUTH_STS_GUEST
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