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[] :I%s;% Background
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Enterprise systems can also involve unacceptable losses.
o ) SRITENER. EHERES AT A BHEFE1 5 —RY MERD—ERRE
o ICTHANMMDERR(CEBIR, S RFARTHEEET DT —EIMMLEK
= KHAR - BHEIC KD, I DESDIEHROIEELNEEEC

B ENEE (FESEL7=UL T &) Motivation (What we want to make sure)
o ¥EHRI AT AICH UTSTPADOIFE(LBERTIEEN ?

How is STPA applicable to enterprise systems?

0 EHBRIAT AL UTSTPADTZ1TOHmE. (HiElROBE EER
D) FHEOEEDPEERDBREN ?

Any features specific to applying STPA to enterprise systems?

i
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B IR  EAREFES AT A

Targeted example: (fictional) Mail-order shopping system

o ZLDANFARBELUTEDSEEERNASD D ZHEATZHERLOI )

] '1'"_1_") t'ﬂzﬁ What were done for the trial
(1) sATOHIRE & T BEFFES AT ADIERORTE

Define spec. of the mail-order shopping system

X BRZEDEHES AT LEFIBE Uz, HFEERT IIFENUETH DI,
(2) DIHRET ZFMDER. /\U— B, ZEHIFIDHE]

Identifying accidents, hazards and safety constraints

(3) HIEMBEEETILODIEE

Constructing control structure

(4) UCA (Unsafe Control Action) 35!

Identifying UCAs

(5) UCADIREIDzEA

Identifying the causes of the UCAs
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Specification of the mail-order shopping business (system) inaenen &nier

® %ﬁ%d)gﬂq Purpose of the business
O fIAENSDEN 2T, EXENCEmZEOET D.

Deliver the ordered products to the customer.

® HEIEMDINE Details of the business

F&ﬁ‘é Functions %?%W% Details

RSTEE - IRFEOJEETR (EEDH D) BmdIEHhzFM AR CIERT D.

o emen: |~ AENSOENERIIB L. BROBIL TR, FEREE
FIRABIOEIT D, 53IHTHTETRVNGES(E. ZFE AT ZFIAE
(CEHRT B,

TEEE - EXENEBEMDEIHTZITL., EEXFZHH <,

ventory | EEEAOHIE - ARE(CHG U CEBSE SR, EEOMAE IS

gement 53
HIET Shipment | - SEXSNEEREZEY OV I L. HfaId D,
BdiX Delivery |- s/ z BRI E THOEXT B,

——
EBRI AT LAT—HENICTEOND T O7 4 EF+
(EHFIJO0—K) TKIR

Expressed by UML Activity Diagram
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Business specification expressed by Activity Diagram
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customer Sales management Inventory management Shipment Delivery
t Inventory data
3
( == T4+ N3 O [ <<Read_>—?- =
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Order) L o P A N\
Display Products <<Read>>\!/ :<<Update> >\
([ ENENnBERO ( o m(a \
_ > a @D | <
BluTiER s '?eséervauo}
Request for inventory reservation \
{ 514 CRIZSDIEA] ] ',
NG OK Acknowledge OK/NG :
5|5 TAH FIELG] |
N |
1
1
@ : ZEART] = ZIFEE R )
1BAN EA ) /
<<Update>>
® Order not accepted Order accepted P //
) \4 .- Pickup & Shipping Deliver
. o e )
EaadDHfEr R BEmdEwy o A
=N J 7y - BiE |
N ~——
Request for Shipment !
poree S =
=_ t/ET—
~———
Update of Request for update
inventory data of inventory data
®
C] I8 (actions) —> B (flow) 8 database --> F—%4MCRUD
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Assumptions made for the trial o aat ooy

B = A5 /NEEHIICE I DaIIE
o IRFEBIRLHEEIBIS AT AMEEN., BEIEENDET S
o HETEHLXRIIAFIEETITNONDET D

® Sales management and Inventory management are automated.

® Shipping and Delivery are manual work.

B ACIX(CR9 DRI
o WRESNZHERG. BECHBEDELICRESNZENLETS

® Delivery is carried out properly (with no delay, no mistakes)
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E =%
Accident

INF—R
Hazard

ZEHH

Safety Requirement

IS UTzrEamnt.
R (CALZE=N
TR0

Ordered product is

not delivered to the
customer

SEMETER. EXSNIZEmD
TR SR VRRE

After order is accepted, the ordered
product is not shipped

SOENMEELZS. OIS, Em
aNustCiRay gRAN DY giEvANSYAN A

Once order is accepted, the ordered product
should be promptly shipped
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Creating Control Structure Diagram et ey

B EBIARD SUME (CHIEMESEES L Z BRI DN
o BNz ADBEERI (1T D FIBZBASAE LTZL)

B 70T ETaKEsRBUEFIEZER

Procedure for drawing control structure utilizing Activity Diagram

Q7 I TAETAEM D, REFIFICEFRT HMLE  ETHERE

jé_ﬁtEH Hj Identify actions and functions related to “safety constralnts

in the activity di

@ HHEL=-HERNS. LTOH S THIEWEEET ILEER

Create control structure diagram according to the following polic

—| t#RE1ZaVR—RUMET D

Consider functions as “components”

MR Z - TR (7o bA— LT3 D FEIT.
EET4—FN\VI)T—3DRITEEZS

Consider the action that acts across functions

as either “control action” or “feedback”
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B ZEHWNCEADS [4E] & [#Ee] Z#b okeTtsx)

Update of
inventory data®

Request for update
of inventory data
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Control Structure Diagram
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Identifying the causes of the UCAs e ey
e UCA1l : NEXTNIEBmDSIHTHITHNR]

Request for inventory reservation is not provided for ordered product.

o UCA2 : [ZFEHMHEELLEICEINIMDST, HiEERHIEITEINE]

Order is accepted, but request for shipment is not provided.

e UCA4 : [ElHTaIALMEMENSRICHHEERIFEITEIND]

Request for shipment is provided before receiving result of inventory reservation.

= BEIFH :
ARFEBIREEETIR (IS AT AN, BEUIBESNDIZ8.
CNSDUCAOFRLEIRR (FE X (C KLY
X OS5 LDINTRBNIELEZUCAOREFEZ SNDIN.
S[EIDSTPADEHAT T (IR

By the assumption that sales management and inventory management
are automated, these UCAs unlikely occur.

Program bugs could be causes for these UCAs,

but in this trial, we don’t analyze such causes for the UCAs.
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Identifying the causes of the UCAs e ey

o UCA3 : [TEEHMEVVARTHERRDIEITEINS]

Request for shipment is provided when there is no enough stock.

= ZFABNBIRE : cause of the uca
EEMNBEWNCEMDNDST, [5IHTH] @M. HEHERIFEITIND.
ZTDRERAEUT, EES—IEFOEL/ RZICLDEREDRBMENEZSND,

“Inventory reservation is OK” is acknowledged when actual stock is not enough.

= BHNDIETR2EH : safety Requirement
B3| ETZITORIC. EET—FDEFHTTLTNDI &,

Update of inventory data must be completed before providing inventory reservation.

(1)3a>s~O-IVDAHBD
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N\ N
(7)EfEDEN e ‘6?,;;%,‘5%-.;?“
(4)J2R—F> bD ’
7 A RS
(9)SIEIEROEE, — > FRa. BRE{ ———> (11)3>2F AlC/\H— k%3]
AHDDED - K& T TRZTHAH

(10)kt#:8. F(FEEASNDIEL

© 2016 IPA, All Rights Reserved IPA Software Reliability Enhancement Center

15



(5) UCADERE DR SEC

Identifying the causes of the UCAs software Reliability
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[FE : FEET — Y DEFHD REFITITELE L.
EEEINARIE E/3D,

data is incorrect due to lack or delay
of updating data.

ARSI EEEIE / i
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: :<<Update>> . T Ny

EETURBmO || Contrpl Action, e ) 59" [5|Y el HEFHENS,
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Feedback dgta [ 2L (T EOEA despite there is no enough stock.
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UCA3 : [EELIEVVRRTHEHERIEITEINDS]

Request for shipment is provided when there is no enough stock.
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Identifying the causes of the UCAs e tment onie)
e UCA5 : [HEHEZRDRITEINIED., EvOFrvT - HEahifshhnikug
Request for shipment is provided, but shipment is not provided.
= Z2ZBNABJEEA] : Cause of the UCA
. }E%%D\tﬂﬁ}al_}%%g&j Request for shipment is overlooked.

\ Delivery person is not there.

- B (B) D BRI DI TR Dver person i no

= BEH\NDLZLEH - Safety Requirement

- HEHEFRHFEE (TR N B T & Request for shipment should be surely recognized.
& Enough number of delivery person should

- TORBEDEEE(E)N BN TSI L 1o
(1)3> kO—=ILDOAHD
HEPIBERDRD - TiE

thfar i HE é_J

(8) iR @] - (Q)FER/ AR (3)FER/Fx2hR Crew
i - XA PLIUZ L JoexEFL [ O e
FRIEREBIEEH
V
FPOF1I—H 25—
A _—
(7)EEDIEN Ao idgE (G?T;I;E(fsﬁgéﬂm
(4)d>R—%> hD !
7| A R
(9)SIEIEROEE, — > FRa., BRE{ ———> (11)3>2F AlC/\H— k%3]
AHDDED - K& T SR THS

(10)kt#:8. F(FEEASNDIEL
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Identifying the causes of the UCAs e ey
e UCA6: HfeEREERIBRMIEYIPYT - HiaThSB]

Incorrect product is shipped.

= %igh%,ﬁ = Cause of the UCA
. }Eé’l%b\tﬂﬁ}aﬁggggﬁjg Misunderstanding of request for shipment.

= BEH\NDLZLEH - Safety Requirement

- BEHERMNFEZE (SR SN D & Request for shipment should be correctly recognized.

(13> +aO-IVDABD
SEPRERADRD - RiF

HEhEe |
(8) iR @] - (Q)FER/ AR (3)FER/Fx2hR Crew
s - S PLIUZL Siere C T e A Al
FIEREINIEER
\4
FPOF1I—4H T2 Y-
N\ N
(7)EEDIEN Ao idgE (G?T;I;EJISE;%IJE
(4)J2R—F> bD ’
7 A RS
(9)SIEIEROEE, — > FRa. BRE{ ———> (11)3>2F AlC/\H— k%3]
AHDDED - K& T TRZTHAH

(10)kt#:8. F(FEEASNDIEL
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Results of STPA analysis
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UCA

)E Cause

ZEEH Safety requirement

(UCA3) TEEMEVVIANR
THEERNFEITEIND

EET —YEROBELEE (IR
SBDICE, EEHNARIEELD,
EEAEMART 515 TH

ANGFIISY GRS

D5 | Y TEITORICTEET —
SADEFHNTTULTWNDBS &,
XEEE ;. [FEROBIMT ] LIBDEH
ZEELUT, T—YFEFEHTHD
EENZ B,

(UCA5) Hiaarmh R
=N Evor7y
= - BTN

BaENHEfERERELET

HAERMER (LRSS &
SR MR R R L IE E 7R
FER(C T« — R\ UID, BREE
B(ID 1 — ROy IDEITNEEIER
EEE

ACiXE (B ) DMECIX R Dz b HifE]
TSR

TRIREREDERE (BE)H' i
ncnwadcs

WAl BAZTEEREE 0. BX
B(E)DHEZRET 3.

(UCA6) Hifarter & B/
DEmhEYvo7v T -
HiEresNsd

BHEENEEERZRRIT D

HAERDNMER (CERESNDS &
SIERA R RORHMAS 2 IRt E
BT« — RNy Ud3, BREER
D1 — RV DICED A S NIEBIER
EEE
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B EHR AT AICK UCSTPADROF A EA AT EEN

Is STPA applicable to enterprise systems?

o R TI(IMARN T —YURDOE R TRIRSN., FIHN BRI TRV EHZ0N,

In enterprise systems, specification is usually expressed in terms of data processing, and “control” is not
explicitly expressed, which makes creating control structure not easy.

o UNU. /\TU—RICENODUNIE (770>3>) FEFEEL. TNSOFZOS 3> %
STAMPO#IEFEEET )L TRIRI D & (F0]EE,

But, “actions” that can affect the safety requirements surely exists in Activity Diagram, and from such actions,
it was possible to create control structure.

o STPADMFIBERHICKD . FIEDEFIRICRITCVWCLZEEMFZBH TS/

By applying STPA, we could identify safety requirements which were not in the initial specification.

B EFRICSTPAZIER 9 DinaDISEEYER

Any features specific to applying STPA to enterprise systems?

o UCADFHRI HCFOD T, T—HDRNZERIHRZSIRIDEDNDPTL,

Referring activity diagram (which shows data flow) made it easier to identify UCAs and cause of the UCAs.

o CNIF > bO—-IL7TZ3a>R, RKEBHGRT—45 (T—HIX=-X) [CKFTD
ZENZWEHTTEEZSND,
This would be because most of control actions depend on “global data (database)” which can be updated
by many other actions, and without such information, it is difficult to imagine hazard scenario.
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B flEEE UBIRS AT LADERISE [BFETERAVESK] LT
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