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T.DOC.DIS User Document Data may be disclosed to unauthorized
persons

T.DOC.ALT User Document Data may be altered by unauthorized
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T.FUNC.ALT User Function Data may be altered by unauthorized
persons

T.PROT.ALT TSF Protected Data may be altered by unauthorized
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T.CONF.ALT TSF Confidential Data may be altered by unauthorized
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Al - MRkDOEX = U T 1 HEt
PUSER.AUTHORIZ | To preserve operational accountability and security,
ATION Users will be authorized to use the TOE only as

permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect corruption of the executable code in the TSF,
FICATION procedures will exist to self-verify executable code in
the TSF.

PAUDIT.LOGGING | To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or

alteration, and will be reviewed by authorized

personnel.
PINTERFACE.MAN | To prevent unauthorized use of the external interfaces
AGEMENT of the TOE, operation of those interfaces will be

controlled by the TOE and its IT environment.

P.CIPHER To prevent unauthorized reading-out, the document
data in the internal HDD will be encrypted by the TOE.

(A cryptographic key does not need to be destructed.)
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A ACCESS.MANAG | The TOE 1is located in a restricted or monitored
ED environment that provides protection from unmanaged

access to the physical components and data interfaces of

the TOE.
A.USER.TRAININ | TOE Users are aware of the security policies and
G procedures of their organization, and are trained and

competent to follow those policies and procedures.

A ADMIN.TRAINI | Administrators are aware of the security policies and
NG procedures of their organization, are trained and
competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the
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A ADMIN.TRUST Administrators do not use their privileged access rights

for malicious purposes.
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(1) AEREREER: DI

NEERAEY— ) (LDAP H—/NF 7213 Kerberos —/3) 2K STV S5
AT — RISH LTI, A2 7 — K% 9 XFBLEICHIRT 5 TOE 0l
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LI S 720, SMBERAE — AT S LTV B RIAE SR T — RIZoN T,
HERIEBHIES B 1200+ R S ORERIL, ¥ A7 MEREORETH S,

(2) IPv6 ™ IPsec

KEATIL, IPsec 70 k=L SNT, IPvA 7213 AR STV 5, TPy
M@ TPsec 13#Hl &L TH S FRIEDHRINTH 5.
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5.1

T—XTUF ¥ BT 5EHR
A#ETIX, A TOE OfEH L FE MR AT 5,

TOEER L aOVHR—x Y MMERK

CRP-C0590-01

TOE Ok % M 5-1 127”7, TOE (X FAX A"— & & e MFD 2K Th %,

—— = i [vasLEEE
BRI KBV SUT B9FIRILT4ATLA| “—» e
= AART=TIVUZF
B ROt VA LEEE
| (e — HIAFE
ADF ifi—F| | ’ | JE—HthE 1 N T4 i:&ﬂsnmb: NVRAM || m — R ABIFIT
IT:::::::::'. | Uﬁflj_-—‘jl | BREE : = Mail #—)%
:?\‘?FU—‘J:!JZ‘%}HEE:L _________ | T leH—> FTP H—)%
| Akevs il BB 5o 2 LDAP #—/%
1 HE 1 Ir]{;—l‘::.———: Sy O Kerberos "j'_JW
: | T - — DNS #=/%
L oEWT— ) ERIIRE ) oppp |
LT TFUE-] ameemil B | Rom |G
ITR—F ||, o |1 Bee 1 & | rpesgss @ _
N e Pt Qi [ —BFAEISATUE
| Zwap) | TY72A— : S (USB)
I:::::::::::: yavon—| | HE l DRAM f_}
| TPOAM | E¥AUTA | (TSI =
o | me | TYR o
l | oooooooo, | BLARAE |
i | oo  —
IO_: " E— N @Epdy | | RERF |
IOTH=F k3| | mecieapasl U8R | |07 -5
e |1l e | | ek |
i Server ! :F_E__E'.":F_\Fi
Cme | me | —
bomme ' Controller ROM __%
| CPU [ USBGRRR) | 4 TOE %
= BT
FAX = F R
RS/ \— FF 1 A FAX « b TEER
ROM

5-1 TOE D#&ERK

TOE OREREIX. % = U 7 4 BERE & L T LIS O MFD O JEARERE THERL S L D,
LIF. TOE DXV T  BEEICOWTHHT 5, MFD O EABREIZ DWW T,

11 &=D A

Al & 2,

(1) = —H —3BRERRE
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ABERRIZIE, FIHZE OFRIFERE, MFD 0 REAMRE O FATHIR, FIME T —4
0)7’&"22‘%1@0)\ 3OS TZ I TV D,

O FIMH O

AHrEIX. TOE OF| &%, FIHEO ID & N2 U — R CikplFREE 2 HERE
ThbH, WAFRAEL., U TFIORTHRAEZA & 7 =c—RZHEHAEIND,

- BAE S
« 7747 K PC(Web 77 )

B, V74T b PC(TY o H— KT A4 20%, FIFE ID OiBI720 237
bzhz\ /\OXU‘—F\L:J:}:)HL‘H i??bhféfb\

FRRE S RUZIX, TOE IS N=FIHFED ID ENAU— REFEHT S R
#EREE] L. TOE 44 LDAP #— /3% Kerberos H— 32 fi 3% 455
nunEJ 75)%%)

PRAFRAEASRE & IR T D 7o, AT O Z i 2 T\ 5,

CARRRRED S A, NAY— FIE 9 CFL ERER SN D,

c AEFBRED Ty VAT LEHE N b Al U CREGERRT 2 & Wik E
k3%, —RFIAA S L TEEM S e,

- WO, —ERFFHEER 2V AITIE, By v a v ERT TS,

@ MFD O EAFERE D FEA TR

AMEREIT., a v —HRE, Xy MU — 27 2F vy MR, 7Y X —HRE
7 ARERE &\ o 72 MFD O FEARERE DO % IR 9 HHERETH 5,
FIAZE D MFD OHAMKEEZ 3 2 BRIi%, FIHAEREEICRE I N

$%%®ﬂ%%@%§%b\éﬁ%%®%ﬁ®ﬁéﬁ&méméott
WAL, 77 7 AZER Y 7 AOBIEEHAT 52 LT TR,

@FHET —2 D7 7 & A

AHEREIZ. MFD OIEABKREIC L2 ET—2 Ly a TIFERICHET 27 7
A%, HERD & HFIHE DHHIRT 2HETH 2,

L) v MIEBRINEZLET KOV a THEROGEICIE. #bo
FTEEERE —BT HFHEORIENTF T SND, 77 7 A% hf/7xci
BN UET—XOEESICIE. VAT AEHEOBIERE T NHFT SN,

T 7 7 AEEERERC R v b T — 7 A% v UHEERE OB AE R S D SCE
F— S OB, LB REE T L AAZIC L D 7 7 7 A ERK v b
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U — 7 FHENTFR S ND, MOFAEITH LT, Y%7 —Z I3 277k
AFEZRHE L0,

@) S AT AEAELF 2 ) T 4 R

AEEREIL, EX 2V T A RECTHA SN T — X ORE., &, BE %2, &5
PREES NV AT AEHEETTICHF T OECTH D, T2 L. —RRIEE I,
ARKANDIRAT — ROEENRARETH D,

(B) WA hv—x V=T EAERIBREERE

AHEREIE, VAT LAEHENH A h~—T 0 V=T OEREZHIIRT 2 ETH
%o WRBERAES N2V AT DEBE TN, WA v —x2 P =T OFERIRD
BN 2 G 2R ET — X DS ERELENAETH D, WA h~v—x
V=T OBRIERIRDANDE G VAT WERENRES DA OS2 T —
REANLZ2THIE, DA M~ —Z 0 V=TI 3ETE 20,

4) vx=V 7 4B o kR

AHEREIT, EF =2 U T A BEREICE T o2 EAFREHEAE D 7 L L TRiEkT HHKAE
T2, TOEITHMS IR R 713, BRRRES NI v AT DEHETZT AN,
Web 77 U TRHHT Z LN TE 2, Bdin ZOHIBRSLEZEITTE R0,

v 703 15,000 DA Xy N ERFTHIENTE D, TNEBZDHLE
IR b T WEEEAEEL TH LWES o 7 28T 5,

(B) N T4 A7 HT — 4 W BLbE

AREREIL, P AN— RT 4 A7 EREIRFT 5T — 2 2o b T 2HETH 5,
57 LY XA, 256bit D AES Th 5, W E#tE, TOE BER LT &
L7pfE % el SHA-256 7 /L3 U X A% W TAERT 5, i 5#i% TOE O]l
R BB S, BEREZELLEVER LV T5Z LT TX N,

6) N—RT 1 A7 EET — ¥ LEEHEKEE

RHEREIT. BT — 5 2HIRT BT, BT — 2 DS T N —
R 2 27 B OGN E E RS AT DM TH S, AMIIE, TOX 1 T
JCEITEND,

MFD OREABEENE T LLET — X DA/ 572K, TOE OLIEDOHT
AT TOE WIZ—FEICIER SN T — ¥ b RICEEN D,

FME DR TXET —F 2 IR LIk,

BIR ON (C L7-FE, B OFF Bl LB W ELBENRE TOHAIIL, &
PR ON RRIZALEEA PR S 4L 5,
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VAT LEHEORE T, IBEAICEB SN LE T —X 2RI 5%
BE (On Demand Overwrite H8E) % 21T L 7=,

EEETDT—F07 =03, 31 (0-1-E8LEKICLD EEE) THD, &
2L, EERCHEN— T 4 A7RBEICETIAENLGT —X1E, Thboo LEX
TR EWEIL LT =4 Th D, TD, FEXTLHTF—F LFERICEZA
FNLT—FITR D,

(1) Wy MU —27 7 — 2 {RiEkkaE
ABEREIE, IT #88 & OWEICRN T, LT OB LEEZ1T OIETH %,

« IPsec. TLS (v1.0, v1.1. v1.2). S/MIME

Q) fv7HA—ar7a—kxal T ¢ HEE

AKX, BRI E ST A v X T 2 —ANLNE R Y T — 7 ~DARIE
TRERE B B IE T DHRETH D, TOE OANGA > X 7 = —ANBZAE L= T — I3,
TOE N9 1E L CULET 5,

© BE7 = M
AifReiE. TOE ORBIFMICEIFOH DT % b &AT 5 HiETH 5.

Controller ROM & FAX ROM @ F = v 7 % A DRFIE
NVRAM & SEEPROM = #4# & 417- TSF 5°— & O 4RaE

ITIRIE

TOE 1%, AMEERFEF RDOGAEIZIE, A OFRGEY—/N (LDAP Y— 3 F 721X
Kerberos #—/3) Z{FEH LT, FIHAEOWMBEEREEZIT 9, S 62, FMNBREGES
DAL, LDAP r— 25 L CRIFFE DY SA &ZEIGE %2 H B4 5,
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BEmRftkFa Ak

AKTOE O R¥x =2 A FOiEZ L FIZard, TOE OFIHE L, Bifesth 2
T TR R 2 A bOFoy 7 BifiR & BSF N ER SN D,

o Xerox VersaLink Series Multifunction and Single Function Printers
System Administrator Guide; Version 2.0 October 2017
(SHA1~v > = f# ; 4ddc82babd4351f692018db85e37b397e915¢9d7)

° Xerox VersalLink B7025/B7030/B7035 Multifunction Printer
User Guide; Version 2.0 October 2017
(SHA1~v > = ff ; fce184¢496a783f41170b7e94dee55d8066bbbe7)

. Xerox VersalLink B7025/B7030/B7035 Multifunction Printer
Security Function Supplementary Guide; Version 1.0 March 2018
(SHA1~ v ¥ =i ; Ta319b069bbc06c2b3495¢0939e5ddb03ef099a2)

INHODO RF o A2 NI BT S 9 ., TOE O A )Y Xerox £ Web
YA bbb F v ru— K45, TOEDEAEIL, Fvora—RNLe7Z7A4LD
SHAL Ny v afiz3 B L, Bt & i 52 & T, TOE @ F¥ = A > FDO5Eatk
EWERTHIENTED,
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7.1

7.2

7.3

CRP-C0590-01

ATEHRA I & HETlRE R UHa R
AT i B

FFAM A S U7 — BN IT X 2 U 7 B 2 — FHlEE, ITEX =Y
T A PR OGRS IC K D AR SN D & &bz, TLAC (EBABRFTE 1%
) O AEAGRICHNEE LTV 238 @R OSZ1TBoE NS R B SR M s 38 e
tUA—) KV RBEZZTTEY, fHlEM FFOTZOD~ R A N ROER
SEDOMYINEIC OV TOERFIEZM - LTS Z ENEHICHRS ATV D,

sl 77 A

FEfiiL. CC 78— k 3 DFFFEH Iz DWW T, CEM ICHE SN - i ik 4 v
1T, FHMIEEOFEMIL., MRS ECBWTHRE SN, FHMiEEETIX
AKTOEDHE L CEMD U —7 = b Z L OFMNE K OIS B4 A9 5,

MRS R

LR, R s 5 0C & 2 Rl 50 o @ I 27~ 3,

FEAMI, PR 28 4F 8 HIZAAE U | PRk 30 4 3 A& H D e E b - T T
L7, RHMBEBEIE, BAZEHE 2> DRt 229 2 Rkl sttt — otz 50, —
DFHmIZ I 2 REL & A L7z,

Fro, 2944 A, 5 AKRDNT AICh%E - WEBIS~E & RREOA S v
TAOEeT Y 7R MERER - B OB Y =7 2=y MIETL T r RO
FATIRMOMEZIT o7, £z, FR 2945 H, 6 H LU 11 HICBHREEY A FT
BAREHEDOT A NREZFEH L, BHIRET A N7V U7 F = v 7 KOGHEE T
A N EFE LT,

i uE*A%Fa'ng)E‘O 7‘7”_;:1@0)&5 \ s IJJ—_E]/E :L‘_‘éf LTnELéhT nqjﬁﬂ*%gg
~EINTL, 2D OfEHE \ﬂﬁ%ﬁﬁw%%%#@ﬁbk®%\ﬁﬁﬁ%ém
MRS i,
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7.4

7.4.1

CRP-C0590-01
HMETRF

A I, BRFEE OFM L2 T A P OIESMEA MR L, FHl O TR S 7GR
LLBIRE DT A N EWGE LTSRN D BB LW S HER - BINT A R LD
MasatRtEICEE S ARAT A b2 FT LIz,

RAEETA L

FEME (X, BARE D FEM LI-BHRE T A Otk L EEOT A M EROFEHLE
Bt Rl L7z, SHME 255l L7ZBARE T 2 FOWAEZLITICHIAT 5,

(1) FAHRETR PRI

BREE NI L7=7 A S O Z K 7-1 1R,

L ——

—BFIBEI AT UM f

—RFAEISAT L 3

=T B—RTA N
TPV ARZAN
-Web7 554

- B—RFA N
~T7HIARZA N

\
SATLEEE >
9247 b

- WebT 574

—RRAEISAT U2
y N
- = !
ol NS _ FIRYTT L SATANZE=4

—— -

-

X7-1 BFXETRX OEAE

BT A N ORERER 2R 7T-1 177,

20



CRP-C0590-01

F 71 PAFEET A D OHERREFHR

22y

gl

TOE

Xerox Versalink B7025, B7030, B7035
N=RT 4RI T7 I AMFEET IV
(Controller ROM Ver. 1.10.33, FAX ROM Ver. 2.0.8)

P

AR — & LT,

+ Microsoft Windows Server 2008 R2 SP1#4#;PC

+ Mail#—~" ;. Xmail Version 1.27

« FTPH—/3, DNSH— N OSEHEEH Y 7 vy =7

- LDAP#—/3, Kerberost —/3 : OSHEHEISH, Y 7 v D =7

AT NEHE Y
FAT v b

VAT NEHE T T4 T b ELUTER, LT 0286 & H
a) Microsoft Windows 7 Professional SP1#£#;PC

Web~ Z 7 : Microsoft Internet Explorer 11
b) Microsoft Windows 8.1#45#PC

Web~ < 74 : Microsoft Internet Explorer 11

—RFIHE 7 Z A
VD!

—FIHE 7 747 b (REx Y U — 27 RRBOHR) &
LT, LLT o288 2 55 1
a) Microsoft Windows 7 Professional SP1#£i#iPC
Web~ Z 74 : Microsoft Internet Explorer 11
b) Microsoft Windows 8.1#4#PC
Web~ 7 7 : Microsoft Internet Explorer 11
&b, Eitowndinb, LTy 7 by T 264 H
TV B = RIANST 77 A RT3 PCL6 Print
Driver Version 5.511.8
KT 7 7 ARTANIHHATE RN & ORI

—fERIHE T T A
7 b2

7 7 7 AEZE ORI A
» Microsoft Windows 8.1 #4# PC
MPCOET LR — b &R E G RERNE B

—RFIHE 7 T A
7R3

—MFHEZ AT (T 2 —HDOUSBAR— MEH O
Be) & LA

* Microsoft Windows 8.1#£5#PC

TV HE—=RTANST 577 A RKT 43 PCL6 Print
Driver Version 5.511.8

KT 7 I ARTANIERTE 2N Z & ORI
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H R

Gl

SATANR A E=#

W N— BT o R 7 SEE DR S IV SATANA DT — X2 %
FE=HTHY =L

- LS (Catalyst Enterprisestt:fl ST2-31-2-A) % Hife
L 72Windows 7 Professional SP1#4#PC

B Y7 N =7 : stx_sata_protocolsuite V4.20

TRy T T

MFDO7 /8y 7 MR, fARPC)YD Y 7R — b &, A
EHEZH LT, MFDOT Ny ZHOEARR— & Hi

* Microsoft Windows 7 Professional SP1#4#;PC

* WA Y 7 b7 =7 : Tera Term Pro Version 2.3

i E 2 MFD LT NNy 7o U TN e T 57200, E1Ea vy X
TR E DI HIAR
N R R Eanal R ER P A i & (N7 4EN4T-EXCH)

fAZE T A kL7 TOE X, TOE 02 TH v, 2 HD TOE il & [F—o
Wz Ffo, 72721, TOE OEFEIZ L > TT A FARENRRD,

BR#E1E, TOE @ 1 #fE (Xerox VersaLink B7035) T X TO7T A k% Flfi
L., ZNLUANOEFECIEI—HDO7 A NET 23 L T\W5, dHlE L, BFo Rz
HEEFRIT, FIRDEEDNE S 7217 C, % =2 U 7 4 HEx BB T 25 7IEF L TH D
e, FRET A FOFTEFRYTHD LWL T\ D,

BRET 2 MIA ST IZBW T ST 5 TOE #ak & W U TOE 5 & kERfE

THEShTWD,

(2) FAFEETR MR

BHRET A FOBFUILL FTOLEEBY TH D,

a) TAMIE

BIRET A NOMEIX, LT LB Th D,

<PARET A FFiE>
D TOE OAERA > ¥ 7 = — A CHERA[RE/2 5 D F U

MFD OEME RV, VAT LEHE I T4 T b, —RAREZ 74T
v R MFD OREAMRERC X 2 U 7 ¢ BWHHEREABME L. Z DR,
MFD .55 F\W, BET—4%., Ao V2R T 5,

@ TOE O A > X T = — A TIIMER TEX RS DF N
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TOE OHNEA % 7 2 — A TIIHER TE 2 WVS B FWNIZHOWVTIE LD
FENMHON L,

cBHREHA VX 72— A&EH LT, TOE NEOEIEE R 5,
T AMWCEE L7 7 =20 =T 2BHL T, BSEESEDEY 2 —/L
DEMEZ RS D,

K57 T XA HONWTIE, FREOFETRG LT — 2 2805k T
BHULEBERmOT —& LI L ARk E B0 Ol 57 L3 ) X ANRFEES
NTNWDZEEMRT 5,

<BPIREZET A FNY—L>
BREET A N TR LY — L &2E 7-2 12577,

x®7-2 BFABRTALMY—IL

DARVIZ 2R ) BEZE - FIJH B

SATANZE =X MFDNOWHEAN— 7 ¢ 2 7 218 e ] O SATA

(PC+ - HH#R) AX@?~&%%*5L NI N— KT ¢ A7 4k

KA RT- 12 BERAENDT—ZEBINT D, iz, N
\—}742&ﬂ% EBXAENTT — X Rt
9

Ja hanrrFIA4 | NHERy NI —27 EOBGET —XE=FE=F L, I

A FHET " A, ALY ICIPsec, TLST

(Wireshark DL EMRT 5,

Version 1.10.6)

A—T— TOE & Mailth— % LT, B A=V &2 E%(F

(Microsoft Windows | L. SMIMEI|Z X 2K 5{b L BEL N IHEE B Y T

Live Mail 2011) b5 L EMRT D,

HTTPT /N 77 Web7 7 7% (7 547 ) &Web¥—,3 (MFD)

(Fiddler 2.4.7.1) MOBEZMIT L., TOMOBIET—Z DB L
EEEITI,

TNy T YT+ | NEAN— RT 4 A7 EBEICEXAEN T — 4 %

IERR S e LT %@W@%%E?é

KIERRILRT- 15

Nmap Ver.7.31 FIAAREZ2 Ry NU—2 KR— b+ 25—

<BHRET A b DOFENE >
AL H T2 — ALY, MFD OREAKAE - 2 U7 ¢ B HERE 2 B (E
LEER IR ARG AZICH LT, MAENS X2 U T A BRENMAELE B
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@Jf’ﬁ?é EERMER LD, 7ok, 2 — 1 —BFHEEEIC DWW TR, FIHE 0%
o AIRFERE, AMAEREE (LDAP H—/3) . AMERGE (Kerberos $—3)
%fa/\ WZDOWT, R EBVICEET 2 Z & &M LT,

ASIRFGAEZDNRY =—3 g3 121F,. Web 77 7# & TOE OREDEET
ZOEXH L, FEXHERTOERE OFF & ON &£ TV 5,

b) BAFET R bDOEHEEH
BREE T A MIBARE I L » CT8HE Elii Sz, DAL —IU 0 L - T,
MBI EER ENT- TR T X 2 U T HEREL AN A v % 7 = — A +4)
T A RSN Z ERBEEES N,

c) R
FEGE L, BRFEE T A P OENE L, FEMEE OESEEZ R L, 7 A MEFE
TR SN E G E L BEEOERFEN BT 52 L 2R Lo, dHi#E X
PR ED I LT A MERLAREICE > THEMSNZT R MERNS L
TWD Z ez L,

7.4.2 FME IR T R b

PG, BARET A RO L7 A NEAZEA L CTREDEXR 2 U T 4
BERENFAITIND Z L 2HERT L2V TV 7T AN ERT 5 & &b, JHl
DIHFE T/RINIZFE S W OEF =2 U 7 A ENHEICFITEINDL Z L2 X
DHEET 272D OMSLT 2~ (LAUF THRSET A by &Wd,) ZFEh Lz, FHb#E
IR LT MNET A R &2 LU IZE T 2,

(1) MIITR FRE

M 3 FEHE L 722 T A S ORI, X 7T-1 2R L72BFE 7 A B O E
UTFZBWTHEUTH D,

- TOE & L T, Xerox VersaLink B7025 & Xerox VersaLink B7035 727 % i
s
Ty 7 AxfmggEE LT, —EFIHEZ AT 20DV, HAKTH
% Xerox VersaLink C405 %z H,

M 1L, TOE BEFEDE WM, BB ICLAEREETHLZ L0, TNHEE
EL7Z 2O T A NTRSTHD EHWL TS, £7-, FHMEEIX. 777 AD
BIEMATFOEWIL, TOE Ot X2 U7  BEEICEELR WL HET L TV 5,

FSTT 2 M, R STICEBWTi#EA S TW5 TOE ORRE & R UBrEE T S
iz,
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B, MNLT A FEREOGST A MY — UL, BIRET A McHuns s
OEFHALTEBY, BRENMBICHELEZLOLEENTWDEN, TAHDRY
PERERR M OB ERBRI T, FHMEE I L > CTEESN TV 5,

(2) JRIIT R MEER
S DO FERE L T-MSTT A MILLTOEEBY TH 5,

a) WITRXMDES
FHmE S BRI E T A b RO SN2 R EILE R B R LTS T A
DELSZ LTI,

<MNTT A OFLS >

O BHFEET A MIBN T EFX 2V T A BEEDOSD EWVIZHONWTEE 2T X b
NFERE SILTWIRNA U H T = —ANRFET D720, 7 A RSN THRN S
HENEHRT D,

@ B 7V T TARTHEH, UTOBATHEET A NOHEA 2T 5,

s FTRTOEXR 2T AR EINBA X T = — A B R T D,
TRTORMMERRE ., 777 AZERy 7 AROERET Y » FOME
BOT 7 Al AR T 5,
ﬁ”“f@nwﬁjﬁ_ﬁ (RIRFERE, Kerberos (2 K 2/MMERGE, LDAP 2L %

HRERE) T HERS T D,

b) M TR MMEE
S N T L 72N T A R OBEIIL O LB Th D,

<JMNLT A NFE>
MNLT A M, BARET AN ERUT A M FETEGEI N,

<JBSLT A R —)L >
MSLT A N —ix, BBETANERILCTHD,

<IMSNET A S DEINE >
S X N T A S OBRIZIESW T B9HA DY Y T T AR &
4 YEHH OBIMOMNET A 2 EiE LT,

M A P OBLR & ZIUSKHIE LTz B0 7 2 NNEE R T3 107 T

25



CRP-C0590-01

R7-3 ERLEEGHITAL

Bl T A MEE

Bl AMFRRERF ORI B HEILT AT v bay 7 B HEEBY TH
HZ L aERT D,

Bla® TOEMNIZ LET — & BIEE L TV HIREE T, FTA & ORI # %
FREHIRT 2BEOS5DEVN, RSB TH D Z L 2R
Do

Bl TV H = RITANMUTERTY v NS OAT > a v ERE
T 5 &, TOEIZZ T b nZ & 2l d %,

c) R
A DN EM L2 T _TOMNET A MIIELL5ET L, #Mi& 1L TOE ©.55%
FWEAHEER L7, iHMEE L. TRTOT A MERLEEINDSDEVR—FL
TWAZ xR LT,

7.4.3 FMEERATR b

PTG T, R OMER TR SRR D . ARE SN D EEBREE & B L~
BTG SN DMEINE L R D FREMED & 5 b DIZHONW T, LB L B 5 FHiiE
RAT AL (LT MRAT AR &n),) #BRUEM LU, FHl#H 2 F 0 L7
RAT A bZLLUFICHA 5,

(1) BATR MEER
PG 2N I L7 RAT A N OEIZLL T D LB Th 5,

a) BEIhdiRBEH
FEAGA IR, SRk S T RELE RO A OTE W L D . BTER R eI M A PR L,
RAT A & E LT 20T OMesstE 2w L7,

DO Xy NT—=T A FT7x2—22, DNADOKEENTEET DB ENH 5,
@ HIWMLERIZ, ANHOMETIVENRFIET RSN H 5,

@ BAEANFVAIBESN D AT 21T D & TOE BN FH LVEEEZ 9%
b5,

B8

RN

@ USBAR—MILDOIRET 7 EADBEDNH 5,

® WL FORET 7B RIZE > TEX 2 VT A BEEENB - T-EBEE T
HEEND D,
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b) BATA FOBE

CRP-C0590-01

R IR, EERY R ESaME DS S D WTREME 2RI T D 72 01T, LUF R A

T A &S LT,

<BRAT A MEREE>

RAT A ML

MSTT A NOBEEIZ AZAT A NHO PC 28N L-8iET

Efi L7z, RATANCTHEHLEY —VE2FE T4 1TRT,

R7-4 BATAEY—IL

Y — LA R

B - FIH B

Nmap
Version 7.40

FHHRER R Y NU =7 R— i+ 25y —n

Version 4.6.2 KN
4.13.0

netcat Fy hT =2 R— b ~OF — X EF I

Version 1.11

Fiddler Web” 7 U (7747 ) &Web#—3 (TOE) D
Version 4.4.9.0 WEZMI L, ZOROBET -2 OZREELTEIT D
OWASP ZAP Web7 7'V &r— 3 v Offesst a2k %Y —v
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