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THY, PP ([ZE ENDMOMFDO X 2VT 4 J58F, TOE OBF2VT 46K ITEOWVTNEL 2L T
%, X >T. P.STORAGE.ENCRYPTION & O.STORAGE.ENCRYPTED ®iENIEL T4 PP IZITH A
LTWbEEZD,

T.DOC.DIS & T.DOC.ALT O& & DEM

X TOE & PP i, D.DOC O F7- 13k 2 TEXARNHE DERIZFL THDHA, D.DOC DiFz\ &K
SADBENEZVHIDHEIPEDS, TOE 28 TOE N O TOE 2 iE(E T A0 @E K L EFRL TWODDITH
LC. PP X TOE WN&72~>THY TOE 28 PP 28l &1L CT5,

L~T, T.DOC.DIS & T.DOC.ALT (L PP [TiEAL TWAHES 25,
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T.FUNC.ALT O& & DB

A TOE & PP CiX, D.FUNC DU ZE TELHFHFE D ERIZFIL THH03, D.FUNC DUE ADER BT
V9 5HIPAAY, TOE 23 TOE WA TN TOE 2315 32RO ERIE L ERL THDHDIZKIL T, PP 1% TOE
&> TEY TOE 28 PP 2@ &L T\ D,

FoT, TFUNCALT IZ PP ICHEAL TWWHEE XD,

PLEDZEED, R ST DX U7 BB )T 45 R FEHT. PP OBX 207 (3R 20T o %f
REEHE—HL TS,

243 PPOEXIUTAEHLO—RHEEE

X TOE @ SFR /%, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN, 2600.2-CPY,
2600.2-FAX. 2600.2-DSR, 2600.2-SMI 75725,

Common Security Functional Requirements 1. PP 238 €3 5428 SFR THY. 2600.2-PRT. 2600.2-SCN.
2600.2-CPY, 2600.2-FAX. 2600.2-DSR, 2600.2-SMI X PP 235 E 9% SFR Package 7O 721D T
oYeR

i1, 2600.2-NVS | TOE (25 B rl RE72 AR MR B A R TFEAE LW 2D B R L2,
KSTOEFaUTF 4B L, PP DX F BRI RTLTGEI, BAEEL THOAEFTAH A, PP LT —
BLTWB, LLTIZ, B, B EL QW aERATE, ZNH0N PP E—B LTV DB HAZTEH# T 5,

FAU_STG.1. FAU_STG.4, FAU_SAR.1, FAU_SAR.2 Di&/n

A TOE NEEE 0/ 2R FFE LT 572912 PP APPLICATION NOTE7 |2V FAU_STG.1, FAU_STG.4,
FAU_SAR.1, FAU_SAR.2 ZiE/N9 %,

FIA_AFL.1, FIA_UAU.7, FIA_SOS.1 ®i&fn

B FRGEMSRE XA TOE ICXVEB T 57292 PP APPLICATION NOTE38 2tV FIA_AFL.1,
FIA_UAU.7, FIA_SOS.1 #8195,

T 7 I AZAG LEOHT A HEOR N

AR TOE TIERBELIT7 77 AZE L EDO B HEDOT NI OWT, LEOFTA ML BERSN-FHEIC
T AES A5, 2L PP APPLICATION NOTE 95 (275> T 5,

FCS_CKM.1, FCS_COP.1 ™38l

A TOE IZBWTIL, BHEEZE AT AT LW R VSRR I 57 — 2R DX 2 U7 %t
W #tE LT O.STORAGE.ENCRYPTED % E3EL, 2 AaRH T 5720 ITHEEEZE {4+ FCS_CKM.1,
FCS_COP.1 &, ZIHDORERE B KT RIMRICH DIERE B FITIEMDOE T Z2 52 TODH, ZILHLOE T
L PP IZBWNTROLN T DR EEONEDWT ALl T\ D,

WAL BH T 2 —A~DHIBI NI 1E Wiz 2% (FPT_FDI_EXP)% 18/

AR TOE &, PP 2TV, AMEA L 7 2 — A~ D I RE N7 525 (FPT_FDI_EXP) 2B 1352 &2 kb
BB D /S — b 2 ZLBR T2,
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FDP_ACF.1(a)D— B AR HL
PP ¢ FDP_ACF.1.1(a)& FDP_ACF.1.2(a) Cli&. PP @ SFR /w7 — VI E RSN CEF HRA~DT /&
AHE SFP ZZEELL TWADITH LT, ST TIEA T V=7 b tFk 20T 4 J@M Th D SCEF IR M E
EFRSINIZLEOT 7B AR SFP 2 EA/ELL TWDH, ZHUL PP 283 I EBEL T DL O THh
2o
PP ™ FDP_ACF.1.3() ClE. LEFHREFHE a7 0T 72 ZHIHN BT 5B MO AN A ST
TIISCEFREFIAFE V27 OHIBRE MFP BB IZFF Al T 58705 T, FIFE Va7 oL, 3
TOFMMAFIZFF IS T,
TOE 78 MFP & BRI SCEAE S EFN B Va7 OHIRE FF /] 32013, CEHREFHE Va7 ITHI bRk
FRZEH 72 —MFIHE D, 7o ABHDOENE THIBR CER -T2 A 12, MFP EERE MUATL CHIBRT&
BHINTTHIZOTHY, PP THIET DT 72 AHIMH SFP 24560 Tldian,
PP ® FDP_ACF.1.4(a) CiX, SCEHMERIAH Va7 07 7 AN B3 28 MO BRI A A ST
TIEA— R = AP —|Z LD L EEREF AT Va7 ~OBIEEIESR 5L T,
A== AP =L, PP TIZHFEL CWVRWA TOE A ORI HE ThHo,
T, PP BCEFREFAZ Va7 OFAF LU CRELTFIRAE DAMIT B EE R i LW 2 2 e
R
J->T. A& ST ® FDP_ACF.1(a)l% PP ® FDP_ACF.1(a)&1ii7=L T\ %,

FDP_ACF.1.3(b) DB AN 2T

PP @ FDP_ACF.1.3(b) Ci&, ‘B HEHEIR CHET D5 — % —IZ TOE MEREDEMEAFF r 5L 72> T D
DIZHKL T, A ST Tl TOE MEEED — ¥ CTHDH T 77 AZAGHERET T 23R /] DL 72> T D,

TOE 1 MFP BHIHIC, LEHFHRSCHAZE a7 OHIBREZFF AL TR (XET 7 Al SFP,
FDP_ACC.1(a)k FDP_ACF.1(a)), Z D&%, HI[RAITIxdH 5 TSF 1L, TOE #§RE~DT /&A% MFP &
B IZFF AL TV 5728 PP O FDP_ACF.1.3(b) DA FE [RIRFI i 72 L CUD, F-mEasER D25 D7z
DT VEAT DT 7V RAZAGDI=O DT A%, EERE MR CEIET 2R HE L R T 2N TED,

Lo T, A& ST ® FDP_ACF.1.3(b)/% PP ™ FDP_ACF.1.3(b)Ziii7-L T\ %,

FTP_ITC.1.3 12 D.DOC KX D.FUNC A& Eh TWABZEIZ2NT
PP Tid, l{E##% > D.DOC K U8 D.FUNC |25 L TIRA W E M S A DB BiA EEL TORWDITHL
C,FTP_ITC.1.3 Tix D.DOC & D.FUNC IF@EEHET v AN L CEEEZTHELTWD, ZiuE, A
TOE 7% PP JVJKW i T D.DOC & D.FUNC Z{r7EL TWHEE X%, A ST O FTP_ITC.1.3 (% PP %
72L 5,
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3 EXal) T+ REES

ARENT, B MO X2V T T8 R ORHREIFICOWTRER 32,

3.1 BH

A TOE ORI, K OFIABRIEICH O TRRESNDE B Z#HIL . S5, ARIFL I HEIL, TOE ©
FHEIZOWTARSN TOLIFEREZHGEHEL TR TODRHE THLLMMET 5, WBRE ITHEAL~L
DBEREN ) ZFF>F LT D,

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

XEOB~
TOE WVEHL CTWDLEN, n/ A a—P—ZEL700E HHOE, nr (=
— P =L T > TVDBNZDLE~DT 7 AMEREL 2R NE I THESNS
PH LIV,

XEOHE
TOE WEHL QWA LEN, nf/fra—F—4%5L7-20E, HHNL, nr (o
— P —=Z T o> TCNDIRFDLEADT IR AEREL 2R NWE I > THEINS
MH LA,

FIRE Va7 DWRE
TOE BNEHL TCWDAME Y a7 DB, af A a—P =L 2L 0E, HDHNIE 1
TA A=Y =HFb > TODIRLDHRAE Va7 ~DOT IR AMEREL TR0 H L
STHAESNDNE LR,

TSF {REFHROBKE
TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= = 1FTH > TNWDNZED TSF RFEEHA~DT 7B AR EZ D T/
ToTeESNDEML LAY,

TSF ME B RO
TOE BEFL TWA TSFE @D, nr A a2 —HF =L EbT20E HHNIE, v
A a—PF—L1TH > TWDRED TSF BEIERA~DT 72 AR AL 12720 1T
FoTHEINIBL LIV,

TSF BB ROHE
TOE A& FIL T 5 TSF RETE #Y, n/ A a— =LA b1V HDNIE, 1
TA 22— =L TH > TVDENRED TSF EIERM DT 7B AMEREL 272 E I
Yo THEEND B LI,
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32 {H#ntxa)T1AH

TRROMBDOEX 2T FH#t 25,

P.USER.AUTHORIZATION FIRE O RIFRIE
TOE RO Al 22 - FIHE 72005 TOE 2R AT 52 RN TEXAHIN LT IE
VAN SYANAN

P.SOFTWARE.VERIFICATION Y7 7=THGE
TSF OFEFTa—RN%E2H CMEE CEXAFEAF -2 nide b,

P.AUDIT.LOGGING Efu/pikEE

TOE /X TOE Ol fl K X 2V 7 4B BT A2 H RO A n 7 LU CRo kiR
L. BT PHEREZL 2 WEICE > TRIRHDWDT SR E SN WIITE B T&
FHUEZB720, SBICHERZ D DL DN, Z0ul ZME T30 LigiTiuiaes
fé?b \O

P.INTERFACE.MANAGEMENT A 27 =— A&

TOE DAERA L H T = —ADMERIOL DIZFIHESNDZ LR LS T2, ZbD A
27 x—A3 TOE & IT ]REZIZLY, #UNTHIEISIL CORIT IR b7en,

P.STORAGE.ENCRYPTION ERigiER s =1t
TOE @ HDD TRk L TWD T —H i, B LS CORITHUE R B0,

3.3 HIREH

K TOE OF|HBRELIZ D ORI 275 B4 5,

A.ACCESS.MANAGED 7 7 &zAEH#

HAHX L AHEST TOE 2L THEA FICBITDGATICREL ., HERE R -7
BRI T T B AS DS EHIBRL CTHODH D ET D,

AUSER.TRAINING FIfEZE#E
MFP EHEEF L, FIFHE DO EX 2T R — R BT DI04
VAESTEHE L, AAEIZZNLDORI—LFNEITHR > TODHEDET D,

AADMIN.TRAINING FHEHE

FBHE IO X2 T 4RI —F DO FNELZZRIRL TR, HAF L AIH - T
FNEDORI —RFNEIZY >7- TOE OB/ ELUEN TEXEHLDET S,
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A.ADMIN.TRUST B CEIEHRE

MFP FHLFALEE X, A L A>T DRELTEMA LRI R E LR 28 EL
TWDHDET D,
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4 X o) T4 WELE

ARETIL, TOE 1ZxtT 22XV T o3 F 6, iEHABREICK T2 2207 o535 5§ SR>\ T

FLIR 9D,

41 TOE®DEXxa')T1wEAE

ARETIL, TOE DXV T 151 ¢t a7tk 45,

O.DOC.NO_DIS

O0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
TOE (X, XEPa/ (v a—WF—ZELinE, HDOWNIL, vr/ A a—P—413h
STVDENZEDLE~DT I EAMEREL 272 W F L CR/RESNDZEND, i#
T HTEERFET D,

XEOUERE
TOE (X, XEPRI A a—HF =L EbIRNE, HDHNE, nr/ A a—F—4i3b
STVEBED LEA~DT 7 EAREMRE S 122N E I Lo TYESNAZ LD, (Rl
THZELEARGET B,

FIRHE a7 ORER#
TOE BFIHE Va7 B, al/ (v a—F—4%&blnE, HHNIE, vr A a—3F
—Z1Ib > TCWBNFDOR A E a7 ~DT 7 ZMERE L -7 WE Ik > THESh
LT ENOLDRHELRFLET D,

TSF fREFEROBERE
TOE X TSFERFEFE MM, u/ (v a—YF =L &bl E b, o/ fra—W
=T o TWAENED TSF REERA~DOT 7B AMERZ DN 1L > TS
NDZENLDIREZRFET D,

TSF & B ROBATRE
TOE X TSF R IEWMMN, ur/ A a2—PF =R &L E | HHOIE, /A ra—F
— 41T o TWDENED TSF BB HRA~OT 7B AMEREZ DTN 1L > THRS
DT EMOLDIRELIRFET D,

TSF EIFROKELRE
TOE X TSFMEIEMMN, n/ A a—W =L Ebl/enE, b, ar fra—3
—Z1TH o TWVDNZD TSF FABETEHRA~DT 78 AR Z S T2 72 W E T L > TR ES
NDZEMOLDIREEIRAET D,
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O.USER.AUTHORIZED FI B OB IERIE
TOE IR O BIRGEE ER L, X 2T 4R — 2~ T TOE R FF A5t
72 o TR A DRI NAZ EaAREET 5,

O.INTERFACE.MANAGED TOE IZXAM A 5T = — ARG H
TOE 13XV T 4RI —IZW s THEA L X7 = — ADEHZE T 52 RFE
T2,

O.SOFTWARE.VERIFIED YZ7N7=T7HEE
TOE 1L TSF ©FE{Ta—F4 H CREE TE L0 D FEOIRMAREET 5,

O.AUDIT.LOGGED EFHu/iifHEH

TOE X TOE O H K N EX 2V T AIZEET A2 HFROns 2Ry LU TRIKIZE
FRHERFL . BB 0/ D HERRZ B T2 W I Lo TR H D WE B S WIS B H
TEDHILEREET D,

O.STORAGE.ENCRYPTED iiEHEEREL
TOE |Z, HDD (ZE&EXiATe T — &%, F B L ThBRiEk T D2 LA RAET D,

42 ERABREOEXLY T REEEH

ARETIE, EHBREO X 2V 7 4 6RFEHIOWTRER T2,

421 ITEE
OE.AUDIT_STORAGE.PROTECTED BERIT MG CoBEE/R#E
MFP EH S 1E, M58 1T B AR —hESN A 0 7 DERA D F 5
DT 7 EA AR, WENGHTETNDIELERAET D,
OE.AUDIT_ACCESS.AUTHORIZED BEHE 1T MR0BERS 772 AH R
MFP BHEELH L, BEE T Ao 2R — SN BEE ey B HEREL SFIC
DIHT I EASI, AREMEDSH DX 2T (BT LE R TEDLZ LA RS D,
OE.INTERFACE.MANAGED IT REICIDINBA L 7 = — REH

IT BREEIT. TOE SN A L H T 2 —ANDEBRIN TN T 78 A% 1T 20% 230
TWBZEEIRIET D,
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422 FEITERE

OE.PHYSICAL.MANAGED #HiE

HAX L AZHEHT TOE 2L TEMR TICRBITAGATICREL ., MRA R/
WCBEC T 7 B RSN AR A IR T2 Z L2 RAET 5,

OE.USER.AUTHORIZED  Flfi#& ~DHEIRF 5

MFP B H B 1L, D X2V TRV —LFNEICHE- T, FAHE I TOE DOF)
FAMERRZ A 59 D2 LB AREET D,

OE.USER.TRAINED F|HEZE~DHEE
MFP EFEMEE L. I AF IO X 20T 4R —uFNEZ BT DI AX
VRIS TEHB L., FRAEBENENLDORI S —RLFINEIZ IR > TWAZEHRIET 5,

OE.ADMIN.TRAINED &EHFZ ~DHE

MFP & E(EH 1T, EHE DO X2 T AR =X DO FEZ AL TS
ZEERFET D, FDTDI, WHEFIITAL A TENLDR) L —LFEIC
MO TERESCUE N TELIHNHBFIN, TORENEL D, T O AR > L%
MFP EH B H IV ERFES L CD,

OE.ADMIN.TRUSTED {E#E CX5% %

MFP EELEALE 1L, HAF AN CEDOR R T LW F L B (L
TWDZEERFET D,

OE.AUDIT.REVIEWED oy DR

MFP FELEMTE L, B2 EORESEREREL R TH720I12, WAX L ADF
MR- T, B0 O 2@ U MR CHEMEL QWD EERGET D,
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43 EFxa VTR EAHIBHNL

ARECIL, B 2T kB H S OBRIAE T, X 2T 3P 5E 1T HEL- RS ST A7 0
LD EEICHILT A0 0L D . BHANTHERO X 2T 4 F it 2 EBR T A0 0L DO THS,

431 +EXa)TarEFEAGERE

R NP ARG S §7 Wk 3 b S VN IAY: (1K 7 S UEND S 7RG IAY =7 =SS VY (e s A O AP S I o e

£ 7177,
£ 7 X2V T 4 REFEHRHL
o | 3
w | N
@
O
5 % o [a] 8 [a)
o |2 |5 w | W o |w
Q| w|d i< |o|2 |22 |k
| N | w o [ < || 2 |2 o| o
N - = ©] (%)) = =z < > w L a
Nzl | nls|0|2|%|% x|z | FE
[ | x| ©| W O | oo | W | o s|2|Q|2|a|Y
w252 30| IT|> o | o Qs = = |w | Z < | 2| Z
= | 2| < | < || < || E=|wu o |l ElC | Q|lu|d || W | x| <
[a) < I | | 1| E O | o) 1%} < x | © < < i = = o
odld|glglg|lg|2|T|g|2|E|Ee|g|Q |B|e|Z2]|2]|F
z| 2| S|lelc|&|lz|glelElalal|lalg|2|u|E|5|35|¢8
818|35/2(8/8|8|3|5|3|2|2|2|c|2|z/2|2|%2|3
ala|2|&|o|lo|lS|g|® |2 |alalul2|l8lalb|lslald
o o o o (@] (@) o (@) (@) (@) (@) o (@) (@) (@) (@) (@) (@) (@) (@)
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X
P.SOFTWARE.VERIFICATION X
P.AUDIT.LOGGING X X X X
P.INTERFACE.MANAGEMENT X X
P.STORAGE.ENCRYPTION X
A.ACCESS.MANAGED X
A.ADMIN.TRAINING X
A.ADMIN.TRUST X
A.USER.TRAINING
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DL, & X207 45K F BB Bifedctl. L OO 27 0 F# &3 Oz b
FRALE 7R,

T.DOC.DIS

T.DOC.DIS %, 0O.DOC.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJL>TxIHi T
%o

OE.USER.AUTHORIZED |21V, MFP & BREEF 1T DB 2V T 4R —LFIEIHEO R A E (2%
L. TOE ZF i+ 24R%Z 5 -2 . O.USER.AUTHORIZED (ZXV TOE (3F & Ok BIFREE 2 ERk L, &
F =27 4RV —ZhE> T TOE FIFHFF A7z - TR B 3 FRAES 115, 0.DOC.NO_DIS (240 TOE I
WEE vl A= —ZELIERNE . HONL, e A =T —ZTH > TWDERENLD SLE A~
DT 78 ZMERRE S T2 WE I L TR REN D Z LD # T 5,

INHORFIEHZEY, T.DOC.DIS IZ/HHTTED,

T.DOC.ALT

T.DOC.ALT X, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&L>TXHL T
&2,

OE.USER.AUTHORIZED |21V, MFP & BREEE 1T/ DB 2V T 4R —LFIEIZHE R A 126
L. TOE ZF i+ 54EfR% 5-% . O.USER.AUTHORIZED (2 XV TOE I3 & Ok B8 E2 Bk L, &
X 2T ARV —IZfE>T TOE FIHFFAIIZSE7E > TR D FdiEE s, O.DOC.NO_ALT (2XY TOE
W, XERRT A= =L E2L 20 E BENIE, A a—F =L Th > TODRZDLE~D
T IR AMERE S T2 WF I Lo T EESN DB IR# T 5,

ZNHORFIENZLD, T.DOCALT ICHHLTED,

T.FUNC.ALT

T.FUNC.ALT %, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Zd» TxiHi
T&E5,

OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
FRIHE a7 B, nr A a—F =270 E | HDOWIE, n/ A a—F =L FH > TODHBZEDF]
HAE a7 ~DOT 7 AMEREL 272 W EIZ Lo TR ESNAZEFR,

ZNHOXEITEHZEY, TFUNCALT (21 TED,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5 [R% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFFEAZ EsR L, &
F 2T AR —IZHE->C TOE FIHFF AN e > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE
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X TSF RN, n/ (v a—P —Z 5L 7200 E | HDHVE, uF/ A a2—F—ZiTH > TODERZED
TSF (R ERA~D T 7w AMERZ L T2 N E I L > TR AESNAZ LT,

ZNHDOREFEHILY, TPROT.ALT I TX B,

T.CONF.DIS

T.CONF.DIS /%, O.CONF.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z& > Cxf#LC
&2,

OE.USER.AUTHORIZED (259, MFP E B E(EE 1T DO X207 4 R) o —FNEIHEO R # 1 26
LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
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TSF RV TEHA~DT 7B AMERZ S T2/ EIC L TRESNDZ EIT 72,

ZNHOXEFEHZLY . T.CONF.ALT IZXHITE S,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ-> TxIHiCT&
Do

OE.USER.AUTHORIZED |Z&Y ., MFP B HL B FE TR OB 2V T 4R o — L FNEIZEF 1ot
L. TOE #f A3 5#ER% 5 % . O.USER.AUTHORIZED {21V TOE IZF| A& OB Z Bk L . &
%‘1)74/(21:) v \—TIE’)T TOE *l a?j 5‘67’;’)(*”%%73)“4 nﬁéﬂé

B0 LY, P.USER.AUTHORIZATION ZJESFCTX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION /%, O.SOFTWARE.VERIFIED (2L T T&5,
O.SOFTWARE.VERIFIED (Z£V TOE I TSF ® 3 72 —R%& B CRGECE D FRA T2,
ZOXIR I EHZ LY, P.SOFTWARE.VERIFICATION % JIESFT& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING =g . O.AUDIT.LOGGED . OE.AUDIT.REVIEWED
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED |Zd&-> THHLTED,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 38 of 80

O.AUDIT.LOGGED 2V, TOE 1% TOE OfFEH L OtEF 2Tl Gons 2k LT
ARICTREAMERF L A DHEREL RV EICES> TR WVIF R ESNANIINICEH T,
OE.AUDIT.REVIEWED |24V, MFP EHLEEE 1L, Z& LORELEEREL LI o720, T4
B U ADFRIRIZHES T, Bstn s O A 2 b7 R T E i35,

—J5. OE.AUDIT_STORAGE.PROTECTED (ZkV, MFP FHELH 13, M5 1T B IC=F AR —h&
NICEEAE 7 DRI DOENLOT 72X HIBR, 241l . OE.AUDIT_ACCESS.AUTHORIZED
(X0, MFP FEEATLH 1T, @50 1T JCoX AR — =B n 7 BHEREL S FH IO R T 7B A
S, ATREMOH X 2V T BT A% RN TED,

ZHBHORE ST #HT LY, P.AUDIT.LOGGING ZJESF TE5,

P.INTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT (&, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (2L~
THPLTED,

O.INTERFACE.MANAGED (ZJY, TOE I X 2T 4RI —IZit> THMA L Z7 = — 2D 8 A8 B
9%, OE.INTERFACE.MANAGED (29, TOE DAMNHBA L H T = — A~DEBZ I TN T 78R
B2 1T BREAET 5,

ZNHDORF ST EHT I, PINTERFACE.MANAGEMENT % JIE5F T&5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTION (%, O.STORAGE.ENCRYPTED [Z&>TxIHi TZ 5,

O.STORAGE.ENCRYPTED (&Y. TOE % HDD IC&XiATrT — & 5{k L. HDD EICidE5{bEn
B FLERSI N AT EERFET D,
ZOXREF LY. P.STORAGE.ENCRYPTION ZJESFTX A,

A.ACCESS.MANAGED
A.ACCESS.MANAGED (%, OE.PHYSICAL.MANAGED (Z&L~>TEH T3,

OE.PHYSICAL.MANAGED (ZXW, HAX L AZfE->T TOE 2 &2 TEMR FICBITDGATICREL ., HE
[RAEFZ 22 WE IR T 7 B 2SN DS ZHIRT 5,

ZOXRRFEHZIY, AL ACCESS.MANAGED % EE TZ5,

A.ADMIN.TRAINING
A.ADMIN.TRAINING %, OE.ADMIN.TRAINED (Z&»>TiEH T2,

OE.ADMIN.TRAINED (249 MFP EHERF(LH X, BEEDMBMEO X 2V T 4R —0F DO FIEE 7K
FILTWDEINTT D, DI, BHEIITAZ L A TENLDRI Y —RLFNEITIR TR ERR
N TELIHHBESN., FORENELD ., F-FORMAZE S X912 MFP S EEE N HTE4H O,
ZORFEITEHT LD, AADMIN.TRAINING ZZEH TE5,

A ADMIN.TRUST
A.ADMIN.TRUST (%, OE.ADMIN.TRUSTED (Z&->TiEH T 5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 39 of 80

OE.ADMIN.TRUSTED (240, MFP FHEEATLH 1L, HAX L A TEDRHEREA LW SO 7S B
HERRILT D,

ZORMEF LY. AADMIN.TRUST 2 5EHTXx5,

A.USER.TRAINING
A.USER.TRAINING |%, OE.USER.TRAINED (ZX->TiE#EM T %,

OE.USER.TRAINED (210, MFP FHEEATLH 1X. FIHE IO X2 7 4R —CFNEaE R 35
IOHAE LR THE L, AR IZZNLDOR) L —LFIEICIR > TVD,

ZOXFEITEIZIY . OE.USER.TRAINED 2 EH TX5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 40 of 80

5 HERAVER—RY FER

ARETIE, JLIRL 7% 2 ) T RE A E D,

51 4§HfA 2% 7 2 —XAADHIR S h =175 EE(FPT_FDI_EXP)

TV DSBEN
ZOT77IVNE, —FHONRA L H T 2—APHH)—HDOINA L H T 22— A~DIEF RO B IR % TSF 23
HIBR 270 DB M EHRT D,

L ORELTEA DINFA L Z 72— ATHEREZIEL, ZOEREMOINA L 27 2= ANBIEETD
AT, IS 582 ERYEL TS, —J7 T, OB BEHE 1, TOE X°, TOE OAMA 27 =
— ARSI DB 2D T A ZARE T 27201 SMBA L 27 = — A BT DR ) 248 #9570
LR, DT BIRDIVEA L 2T = — AR DIABEE N TR W T — X DR, 7F &z
EHEAEN L > T RINCHF TSN A Z RO TR IES D, FPT_FDI_EXP 7 730132 OFE ORHE
MERFE T DO E RSN,

VIR —R DLV

FPT_FDLEXP: 4} 884 22 T —AA~D#HIBEN 1= 15 ERER 1% 1

FPT_FDI_EXP.1 #MHA L 57 = —A~DHIRS NI RER L X, ERSNTINBAL H 72— A TRIEL
7T —2% 69— FHOIBALHT = —ANHIEESNDRINC, TSF CHIEISV AR A1 TH T & A 2R
DIEREME AR T D, — H DI A L X T 2= A DM ~DT — X DO E RS T, §F SN EHEE R
ENC LD RIRFF Rl 2 Bk T 5,

‘E: FPT_FDI_EXP.1

LIFOT 7y avid FMT IR EHEES S 2 5.

a) BT VT 4T A% FATTHIEEFFAISNAEEIDE R
b) EELE BN Lo CE BRSNS T AT SN DRI O F

c) FERTOEHEL

B#: FPT_FDI_EXP.1
T RESNDEE X G HERITR,

FRHL:

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 41 of 80

LIXUIE TOE 1%, DI A L 27 2 —ATZAGELTeT — X MDA BT 2— AN EET DO EFF a3
DRI, FFE DA LW EITOZEDESND, BlET 7 AT U — IV AT LEN, AT —2%15E
THANAFEDT —7 70 —%HRTHMO VAT AL R TH D, €D IH72(ILESN TRV T —H
D, B DNEALH T = — A TOEBEERE T, bLIFSND0, FF A S & EIC L > TOHRFFA[E
N5,

EAERE A AT |  FF Al SR EIE  N Al TR DA TR T DM AR & DM OaL R —x b
LC, ZOMREM RS ZLITF A E R snD, ZOMREIXZ <O ICH@m T 5720 JriEar R—x
URNEEFRTDHIOITA AL RREND,

CC X FDP /7 AZBWCEMEICLARHAEZE T —47n—42EZEL C\D, — T TZO ST Tk, FIHET
—&& TSF 7 —#3%2, BIEICEZ D6 ORDIZE A &S PRI D6 A R BT 502013 85, FDP_IFF
& FDP_IFC ZFEAIEL T2 BITES ZEIIANEY) THHEE 2 LD, 16> T, ZOMREMEZ RO 720
(YRR R — R M BT HILELT,

ZOYERa L AR — R NIRNHE T — 2L TSF 7 — Xl Fa R L, ZD7=% ., FDP &5 NI FPT 77 AD
WP IVNTE ED, 20 BN TOE ZEHAMNGIRET 228 THDHIH | FPT V7 RIZE O LD )3 i T
HHEBEZOND, WTINOZTATH, BEFO 7 7IVNTITIESHEE LIRNTD | AN —DDHDH 1=
7277V EER LI,

FPT_FDI_EXP.1 #MEFALF 7 =—A~DFIFRE L7 5 HRiE%

TR 2L

TRAFME: FMT_SMF.1 & BHRE D FEE
FMT_SMR.1 &¥=U7 D&%

FPT_FDI_EXP.1.1 TSF I, [Elfd: SMEBALFT7 =—ADY RN T2 T B 7154 . TSF (X 5Bno st
MUIZ[BIA: SR AL 72— ADVANIZER AT A2 L2 HIR T AR D2 At L2 id7e
SYAAR

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 42 of 80

6 EXal)TsEH

AREL, VT ARREEN, B 2T AREEENE, KO 2T BRI R ~D,

6.1 tTXaUTsBEEEH

ZOETIE, 41 EBETHESN - BXF 2V T %R T8 23457200, TOE D 2T (e B4 50
RT 2, 728, BX2U T HEREE L, CC Part2 IZEDEX 2T (e E 45, 51 3%, CC Part2
ICHRESN QO 2 ) T B RE TR IL, PP I E DILIE v o) T B BE B0, 51T 5,

F72, [CCITREES NI HINT LB EZAT o TR 4313, [RSCFEAEIN] TRl 9%,

6.1.1 YS5AXFAU: X)) FT1ER

FAU GEN.1 E&ET—ZARR

ERDAGIER 7L

TRAFE: FPT_STM.1 miEfHF A LAZ T

FAU_GEN.1.1  TSF &, L T OEA MR ELOEATLERA R TERTIERb0
) EEEMEEOREILAL T,
b) EEA D[RR HERLIL -~ OT R TOEA G HE L
c) [EfY: & 81T TOE DEHXHRES,

FAU_GEN.1.2 TSF i, FEERRFIZBWVTOREL U T OEHRETEL 2T IEe b
Q) F5:0 A fF-BZ FRORR], 7 VI NEIITERGE Y T 55 R). FRORE R (R
EJEC S A6
b) FEEEFRENNH LT, PPIST OEREZL R— R DR MR EFRDOERITIESH
7=, [Blft: FDP_ACF.1(@)ZRi}BVa7ZA47, FIA_UID.1 I8 5H| HEBBI 2R
aTonsfra—F—4 WIM IZE5EE0OBEF R, WIM IZX2@EL7+AF—2%
BIZRIDBIEED IP TRLVR, XEBHFF ANV EBIZBTDmEA—NVTRVR, oy s 7
UMRERRR], ny 2T UNERE | uy T UMERYRE],

BEREELAR IRV DT EE A RET REEARL VL FOT 73 a(CC IZBITDHUE) L. £

K95 TOE NERKG LT HHRER 8I1T7T,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 43 of 80

# 8: BEEHNRERY X b

HEREE - ERENRETRETIVav ERNRES
FDP_ACF.1(a) | a) #x/I»: SFP THbhrA 7V =/MNZ | MHA:

KT OEMEDOEATICH T DA LTCE | BB OIEROBIE LK T

K N SO ORI BIbA L T

b) FEA: SFP TT%Q@*L%’)ZT‘?V:?H Y ERER O T — RO T

i&é%&f@@;@ﬁ BiF59T_XCTnE R 57 A O PR T
° o oERE FIR — A

C) FEMl: T BATFT =y VERIZH VG (ECTET REOLEMA—VRBOMRIE
HFEDEX YT M "

PRTE VT AR RSO T LS — S OB LT

cCEFEROBIFROBRIREE T

FRRICBITAER - FIRl- XD a—R-7
7T REAG  LERA—NVIEF T HVF
—EE - HIFR) 2, PP IZB W TROBND
BIERD a7 ZAT IS T 5,

FDP_ACF.1(b)

a) /I SFP T NLA TV =/ MT
XL EAED FEATICBIT DI LT BE
*O

b) HA: SFP T#&abhéﬂ‘?“/“:ﬁl\
X OEEDFATICRIT LT X TOHE
*O

C) iffll: T/ EAF v RFIZHVGIL
LFFEDEX 2V T 1B,

ME: LRV

FIA_AFL.1

a) Ei‘/J\ TE‘ZIjJa)uuu uﬁﬁ?bziﬁj—égﬁ
EA~OEE R CZENITHENTELND
T ar (BT AROE L), H LY
Thivd, EFRE~OEIF 2135
RO ),

a) F/N a7 T U NOBR MG fEER

FIA_UAU.1

a) I/ BAEAN =X LD AR
STfEH;
b) JLA:
H;

c) FEHH: FIHE FRRLLLRT

FRTO TSF 773,

SRAFAH =X LDF X TOff

ATbivi

b) FA: m7 A AREDR PRI

FIA_UID.1

a) e/ PSSR E R H A
G, FIABEBRDNAD =X LD AL
155 H;
b) FAR: PRSI DFHE RS H A
Grte, MBI AD = A LOFT_TD
A,

b) FA: v/ A BAEDORKEIE R, Zh
Wi, PP B W TR O HNDBINEH T
HOFIAF BN ELE T,

FMT_SMF.1

a) f/h: EERBERE O

a) m/h: £ 26 FEEREDRLR

FMT_SMR.1

a) /N BEIO—HE/ T RHEOS
=TI HUE,
b) FEH: BEIOMHEROEH 3T,

W TN D TEREE L,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 44 of 80

HEREE BEXNBLTRET I ar EENRER
FPT_STM.1 a) fx/h: WA, a) f/h FH AR ORGE
b) ZEAH: ZA LR T DFRAL,
FTA_SSL.3 Q) Bl klaray A=A ncLD | a) B A—RaZ T UMD B a D
$EEE ar OKT, ®T
FTP_ITC.1 a) J/ AT v R VBERE D KB, a) J/h EEET v R/ EDEIE DI

b) fx/Iv: R TZ @ 5T v RV HKRE
DR L2 —7 h ORI,

c) A WEEHT v RRRED T~ T
DO,

d) FA: T _XTOEFET vV RE
DEfhRE L2 —7 > hOR,

FAU_GEN.2 F|RZFE#B1FHDBEE T

TR
IR AFE:

FAU_GEN.2.1

7L
FAU_GEN.1 BE#55 — 4Rk
FIA_UID.1 #&BlDHA

WHISNIRREOT 7 ar POIEbULTCBEREFRITH L, TSF 13, SEESSRF Lz, £
DIF IR E7p > 7oA & ORBIE B B AT T DIV T R B7e0,

FAU_STG.1 {REINT-BEAEIEHIE

TZRE)E:
IR
FAU_STG.1.1
FAU_STG.1.2

FAU_STG.4
AR
RAFE:
FAU_STG.4.1

7L

FAU_GEN.1 B#&5 —2Apk

TSF (%, B A FEN A S N T B AR B0 8 A R IEZRHIBRD D IRFE L 22T T 22720,

TSF i3, BEAFEN ORISR B RC B~ D R IER YA A BRI ALk CEiE by,

BEET —FEKROBIE

FAU_STG.3 Bt T — 2 ROBNIEERF DT 7a
FAU_STG.1 fREEST-EE A FEBIRSAN

TSF 1%, BEAFEBR SR e o 72356 (B B EICEEN BB ~D LEX]
LOEIT: BEEBMRBEFCELNDTDOMDT 7y a it zirb7ailiudiabiun,

FAU SAR.1 EEZELE2—

TR
IR A7
FAU_SAR.1.1

FAU_SAR.1.2

7L

FAU_GEN.1 BT —X4 [k

TSFIX, [Bift: MFP EEE]A, [Bift: +_XTORSEHRB1Z &AL DA HE DI
LTI 7 b700,

TSF 1%, FIRE S L, ZDOM AR 42018 LT R TR R 2Rt L T gz
D7V,

FAU_SAR2 REEELE2—

LR !

7L

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 45 of 80

1RAF
FAU SAR.2.1

FAU_SAR.1 EE& L E=—

TSF 13, BURBYREE LT 7 B A2 RSN R 2 BRE | 3R CTOFHE I ARk~
DFHLT 7 BAZE L LTI RBR0,

6.1.2 %4YS5RXFCS: lEBEYHR—F

FCS_CKM.1 M- mR

TR fE: 7L
IRAEME: [FCS_CKM.2 Hf =8l |, F721% FCS_COP.1 K5 5-#1F]
FCS_CKM.4 i =l
FCS_CKM.1.1 TSFiX, KL FO[&If: ' QITRTHEENCAST D, BESNEFHARRT LTV A[F]
£t & 9 ITRTHEBRAERT NVIVRAL LR ESN-RE S HE[EN: R 9 IR TR B¢
=g [ SN G 22 v N A B (N = A YA AN
# 9: BERAERKDOY X b
EoTEE e W BRAERT VLTI L Rk
HDD fif =4 NIST SP 800-90 HMAC_DRBG(SHA-1) 256 £k
FCS_COP.1 M E#{E
TR fE: 7L
R AFE: [FDP_ITC.1 EX 2T (@M LFIRAH T —2 AR —b, i
FDP_ITC.2 EX =271 BMEEEORIME T — 2 DA R —h Fl2lk
FCS_CKM.1 K5 5 k]
FCS_CKM.4 i =il 3
FCS_COP.1.1  TSFI%, [Bift: & 10ITRITEECAET D, FRESNIKE 57 VTV A[EIR: R 101
TRYTHE ST NVEYR L L0 SR [EN: ] 10ITRTESEECHE- T, [BIf: & 1012
R REFBAEZ T LT e breuy,
#£ 10: BESEBIEDOT X b
SOfEE R 5 5 W S 8RAE
V%= VPN BE
HDD I 58 FIPS197 AES 256 -HDD ([ZEF Aty T —Z D51k
Ewh | -HDD 2 batiAte T —X D5
6.1.3 Y S5XFDP: FIRET—4 &%

FDP_ACC.1(a) 7 &y b7 7 A H#E

TR
TR A

7L
FDP_ACF.1 X =07 BPEC LD T 7 A1

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 46 of 80

FDP_ACC.1.1(a) TSF IL. [Blff: R 11 ITRTHTV=IM AT V=Ib ROF T VI et T V=7 MEO
BAEDYARIZH L C[EIN: XET 7 BRHI SFP1Z S fE L7 id72b7au,

RIU: YTV b ATV b, ROV T V=7 b AT V=7 FEIOEED Y R K (a)

IR E/AN R HE T v R
‘MFP BEHE 7t 2

« Z— = AP —TmE &
 SCEAE

FIHE a7

Bk cFeHL

- HIIBR

FNZAVES/4 S

FDP_ACC.1(b) V7 &y ;77X
ERDACIER 7L
fAFE: FDP_ACF.1 &%=V 7 ¢ J@PEIc kBT 72 A i

FDP_ACC.1.1(b) TSF iZ, [Biff: £ 12 ITRT YTV =sb 7 V=7 ROV T2 Ih ATV =7 D
BAEDVRRIT L C[EM: TOE #EET 72 AHI# SFP1AE ML T 1uT e b7y,

R12: BTV M ATV b, ROV T V=7 b ATV =7 FNEOEEDY X K (b)

WAZAVZE /AN —RFHE T A

2 R R P —T A
VRAVE/A *MFP 77U — 3y
HRE CFAT

FDP_ACF.1(a) X =U7 4 BHEICLDT 7 EAHIH

TR JE: 2L

R AE: FDP_ACC.1 7 &y 72 Al
FMT_MSA.3 ## 89 B AT b

FDP_ACF.1.1(a) TSF X, A FO[EIfMf: R 13 IR TH T VIMERIIAT V=Ihe, K2 ITHIET5EF
2V A BENCHEASNWT, AT Vs MIXIL T, [BIf: XET7BAHIE SFP1A L 72
FURZRB7R,

£ 13: VTV v ATV bRV T 2 BHE@Q)

pag::! YT VeI NERITA TV 2 X7 B
YV7v=sh | BERAHE T e A R ORS A = 4,
<FI R E
P72/ | MFP EHIE 7Tt A <FII R E
BTV | AR NP =T EE R <RI

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 47 of 80

oag| BT VI NEIA T V=T h X207 4B
FTVxIN | CEER CEHHRENE
SCEFHAEVAR
FT7TxIN | FIREYaT RO A a—F— 4,

FDP_ACF.1.2(a) TSF i3, IS 7 V= MEflIS NI AT V7 MR TOBMEDRTFEN LM E DA TR
ET DI ROBANEFRL 2 hd7asiev: [Eift: R 14 1IOR§HTV=sbey 7

V7N OBRIEE HIET DA

R 14 XEBFERLFAEY a 7 OBEELHIET 551

A7V | XEFEREE | BME WA BAIEZHIET 551
SCENEH +PRT HIBR — BRI #E FEAILIRN, 72770, SCEE A AL
A= 7RI e AT T 5,
SCENEH +PRT sl | R E ufFTLfocu\ 72720, SCENEHE AL
kA — R EF T o AT TS,
SCENE +SCN HIBR — R ufﬁ L7, 72720 SCEE A AR L
kA S NG E A A= S s e ] e
SCENEH +SCN sl | A FEAILIR, 72770, SCEE A AR L
Tt 7= — R A FE T aE A ZIXEF R T B,
SCENEH +FAXOUT IR — R FFAILRW, 72720 SCEE A AR L
=7 7= — R A F 7 ae A LR T B,
SCEEH +FAXOUT FEHL | R FFAILZRN, 72770, SCEE A AR L
A= - — R HE vy AT,
SCETR +FAXIN HIER — A FFATLZ2U, 72720 SO oD SCEF)
TatA B VANMIBGFIIN T — R HE
ong Ay a—F—Z0O—KFHET
2R ZITFF A5,
SCENEH +FAXIN aeHL | R E ALV, 72720 . SCERE o SCEF)
=7 BV AMIB GRS TS — T &
ourg Ay —W—20O—fEFHE T
oAz utFT—;*é
SCFEAE +CPY HiIBR — R AL, 72770, SCEE A AL
“a¥ A Yo 3135 B = ez Nl e i e e e
SCEEH +CPY el | R HE FFATLARWN, 72770, SCEE A AR L
A 7= — iR B FE R AT TS,
SCEEH +DSR HIBR — BRI & FFAL72W, 72721, SCER o SCER)
A= BV ANMIBGFIIN T — R HE
ourg Ay a—WF—2Z40O—{ERHET
oY AT 9B,
SCFEAE +DSR metiL | AR E AL, 7277 L SCERE o SCEA)
“a¥ A FABEVAMIB RSN CWD— KR A&
ourrgAya—WF—4O—ERHE T
a2 ZIEFF A5,

Copyright (c) 2017 RICOH COMPANY, LTD.

All rights reserved.




Page 48 of 80

A7v=7b | XERRENE | RIE YTV=sh BRAEZ I 4 25
FIR#E> =7 | XHEHERE | HIBR — R FFAIL, 2L, FIE a7 ok
PE D B E 78 PA=N FaUTABIETHL A HEDOrs
L A=Y =L O~ HE T nEA
(ZITRF A5,
MpEYa7 | CEGHRE | oX —FIAE FFAIL7RuY,
PE D B E 72 TatA

FDP_ACF.1.3(a) TSF (. kOEMHA, [Elfd: £ 15 1TRTF T V=27 V= OBIEL ST 5
BANCESW T AT P2/ MK LT, BT V= bDT 7R A Z BRI A LR UL

ASYATAN

£ 15: XEBERLFIAE Y a 7OBRELHIET 22MOFAI()

P RAVETAN NEFREME B’k WAL AN BIEEHIE T 281
SCEAE +PRT il MFP EEE3E | FFRI9°5,
AR
SCFEAE +FAXIN il MFP EEE3E | FFRI9°5,
AR
SCFEAE +DSR il MFP EEE3E | FFRI9°5,
atA
FIfE a7 | CEEREME | HIBR MFP EHEE | FFrl9°5,
D ERL A= S

FDP_ACF.1.4(a) TSF I%. kiBHH, [BHt: RA— =AM F—F e 20OHE, XEEREFIAEaT
~OBEFHEETANIE SNV AT V=M LT, T VI DT 7R EHIRIIC
HEE LT IZ b0,

FDP_ACF.1(b) EX=)T7 1 B LD 77 22 HH

TR
TR A

7L

FDP_ACC.1 %7 v h7 7 Al
FMT_MSA.3 iY@ A5

FDP_ACF.1.1(b) TSF %, LA FO[Eiff: & 16 IR THT VIR ERIIA T VxIbe, K2 1T THEX
2T A BTSN T, AT V= s MIRIL T, [Bif: TOEMRET 72 ARl SFP]Z F i L

R IE R B0,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 49 of 80

R 16: TV eF TV b evX2 VT 1 BHE®D)

B YT VeI VEIZA TV =Ib X2V T7 B
UAVAVEV/AN — R HE T 2R —RFHE O A =Y —4
FIFHFEREY A
FI
A =t o FIHEE
F 72k | MFP 77— gy - HRefE D

FDP_ACF.1.2(b) TSF (&, IS /c 7 V=7 hEefliES NI AT ¥ =7 ME COBMEDFFEN LI E DA TR
ET 22010, ROBANEERIL 220 7uTRbiev: [Fift: # 17 CRTATV=sbet7
V=7 NR OBRIEE I H5R]

£ 17: MFP 77V &r—3 g v OBAEZRHIH3T 53 A1(b)

VA4 BtE WATAVEY/AN BAIEZHIET 551
MFP 77U Ar—3 gy FAT — xR E T vt MFP & BEE M, —FIAFE 7 e AD
FIFAREREY AN CEFRI L= MFP 77 /7
—Lar DEITEF D,

FDP_ACF.1.3(b) TSF i%, kBB, [Bift: BEHEERBEL CEHET S 7 7/ AR EMEEDOETIX, 4T
FRENBNIHASNWT, ATV MIK LT BT V=IO T 72 A% R RF I Ll
PN A SV AN

FDP_ACF.1.4(b) TSF (T, IKDENHAL, [Bft: R—R— P —FBERADPE, MFP 77V —al~
DBELZERTANE SNV, AT P/ MIH LT, BT V=0T 7 2% FHREICHE
A F AN BT SV AN

FDP_RIP.1 #7EyMEHEE
ERVAGIER 7oL
TRATAE: 7oL

FDP_RIP.1.1  TSF L, [EMf}: XEIDOAT Vo7 NRR: HHORIROEN Y THEERZ ISV T, EIFRO LI
DEDERONFLFIH TEARLTHIEERIELRT L2570,

6.1.4 S5 XFIA: $5 & R8T

FIA_AFL.1 FRIEERBEFOBRVFE

LR 7L

TRAFAE: FIA_UAU.1 SEREDZAIL T

FIA_LAFL.1.1  TSFIZ, [Biff: R BITRTREEFR)CEAL T, [BI [Ef: 1~5]NICRBITHEERER
TE W] B2 IE DBEBAE] [l O AR NRRRERT TN Ul L E AR HH L2 T AUR7e B 720,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 50 of 80

# 18: RFEFERDY R b

RALFES
(A Vi I e DR i
7747 2k PC 135 WIM % 32 5785
IFAT o PC BEIT 2B ORI #H FEGE
IFAT 'k PC M5 PC 777 A% AT 2830 R #3383

FIA_LAFL.1.2  ARRHORRIEAITOVE R LIZ I RI: ([T D&, TSF (L, [FIff: & 19 [TRT77
A ELRITIERBIR,

# 19 FWEERMEOT 7 a3 v DY R b

FAEAR R IhE SREERBE T 7y
— R F MFP FELE DR E L eay 7 7O RMER, HL<IE MFP FELE MMEFR 5 FE TR
VAN
AR XA W MFP EELEDFRE Loy 77U MR, H LU MFP EFELE 2MERR, HLIT
BIRDA 714 % —ERRRIR T 5FTry 7wk
MFP & B E MFP EEEE DGR E L=y 7 7 MR, H LT A=/ S—= P — 3R, HL
IXBROATIA % —ERR B T2ETry I T Uk

FIA_ATD.l FIAEBHEER
ERDAGIER 7oL
IRAFAE: 7oL

FIALATD.1.1  TSF X, 4« DR MHEBEICER T AU TOEX 2T 4 BIEOYANEHERF LRI NIT 72672
W [BlfE: & 20 OFFERICE 20 DX )T BEDVANEHER T3]

# 20 FIAEREOHZE LRI LRVWEX 2T A BHEDOY X b

F % X274 BHEDYRE
— R —EFIHE ORI A 2 ——4
- FI S
- FI R REY A B
A S S R A
MFP & B ‘MFP FHF ORT A a—H—4,
R

FIA_SOS.1 BB ORGE
AL 2L
Ak 2L

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 51 of 80

FIA_SOS.1.1  TSFid, &N [FIG: UTORERENIABTHILEMRAET DA =R Lu LT
[ECANSYAAN
(1) EHTELFEEDO T
BER T [A-Z] (26 3LF)
HE/N LT [a-Z] (26 3CF)
05 [0-9] (10 305)
FL I SP(AN—A) I"#$% &' ()*+,-./:;<=>?2@[¥]"_"{|}~ (B3 XF
(2) Bk rIREATEL
—FRIHE O
MFP & BRE D3R E T 5/ AT — R i/ IMTE(8 75 32 M) LA E 128 LA T
MFP B | A—/ S AP =D
MFP & HE DN T %/ AT — R/ IMITEK(8 705 32 AT)EL | 32 HTEL T
(3) HiHI
MFP EHLE R E 5/ SAT — R M | CHEL 72 U RO A TIERR L 72/ S AT — R O B ki 3F
AT 5, MFP EHLE 13, N AY —NEMERE (TEHERE 1 DEHERE 2 2388 75,

FIA_UAU.1 REEDFAIT

ERDAGIER 7L

TRAFE: FIA_UID.1 #RBIDX AT

FIA_LUAU.1.1  TSF i, FIAE RIS NAANCHAEZRITL TUTh o [Bift: FIRE a7 —Bos
R.WIM DAVT DB, VAT LIREBOSR, ATV2DS R, FVWEbEFROSR,
T 7P AZAT DELTVEFF AT LT IUTR D720,

FIA_UAU.1.2  TSF %, ZOFAEERITTDHMOTXTO TSF 7T 7o a3 a3 5HR1, & FIHE
TN Rl Nt - N BN B R AW B A YA AN

FIA_UAU.7 {REINTZHBIET A —R v

LR 7L

A FIA_UAU.1 F8FFDZ ALY

FIA_LUAU.7.1  TSF iZ, #FEAI T CWDHE, [Blft: FI—XFERFE7 A+ —F 307U TRR]ZT2F A
FITHREEL T e bren,

FIA_UID.1 #BloZALY
TR 7L
1R A7 L

FIA UID.1.1 TSF X, FIABENFHR SNSRI A EZRITL CRITESND [BIFF: FIAE a7 —8BoD
R, WIM O~LVTOBR AT LIREBOSR, hvr208K., VWG hbEE#Ros
B, 77V AZEDEIT &7 r] LT U570,

FIA_UID.1.2 TSF i3, ORI AZEERATT MO TSF N7 7L a7 a3 D01, FFAFISHD
RN T HZEATLRUART UL B0,

FIA_USB.1 FIAE-H7V=/MEE
ERDACIER 7oL

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 52 of 80

IR AFME: FIA_ATD.1 FI & B E
FIA_USB.1.1  TSF %, L FOFRIAE X271 J@mIEE . ZOFIHEEZRITLTIET 297 =/ NI
AT e i, ([Bift: —BFIAZEOrSfva—F—4 MFP E#EZE ORI A
va—F—4 FIFBEREYVRL, FIlHE&E]
FIA_USB.1.2  TSF (X, L FORIME X207« BRI O BE T ORI AIZ | 2 ORI HEZRITLT
BET DV T VNI E LT R0, ([Bift: & 21 IZVRNLZBHEOEA]
O BEMTCET5HA)
£ 21: BEOROBEEMTIZET S5
FRE VALV FIRE X271 B
—fixFI & — R HE T v —RFIHEORT A2 — =4
<l
<l IR REY A1
AR A — A== AP =T at A -FIHEEE
MFP 4 PR MFP & HiE 7 at X ‘MFP FHLHE Du s A 2—% —4
- FII BB
FIA_USB.1.3  TSF I%, L FOFHE X2V T4 BUE~DOETLER T8 A%, £ OFHEBEEZRITLT

ET DY T V= b E L2 T IE B0, ([T 22U

6.15 HYISRXREMT: £¥%al) T4 EE

FMT_MSA.1(a) EX =T (B0 &

AR E:
1R AT

2L

[FDP_ACC.1 #7777, =%
FDP_IFC.1 #7 &y MEH7 2 —ifil1#]
FMT_SMR.1 &% =)T7 4 DO5E|
FMT_SMF.1 & HEREDREE

FMT_MSA.1.1(a) TSF %, X2V T 1B tE[BIft: £ 22 DEXaUT 4B LERR: BWabi, %ZE.

HilRR, [BIAT: FRIER] 2 T2 D& [BINN: & 22 OBELZFR 55 B EZEIHIR
TH[EIG: SCET 7 BAGIE SFP1AEM LR T IEA B0,

# 22: X2V T4 BEORHHERE()

X2 VTR #iE BEEFFAT 3 B F A E BB
LAY RN
AN N
—fEFIRFOOT A a— P —4 RIlBR, MFP A
BB
LAY okca MR
A= R= AP —Drs v a—F—4 VG bht, A

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 53 of 80

X7 B BiE BEEFF R4 F AE &S
s
HTIERK MFP & H3
(VAN
MFP & HiE pu s/ A a—H—4 Hvan, W% MFP & R
s
LAY okc A R —
SCEERIENE TPl SO EIT L L
SCERAFEV AN
[ SCE g8 E2Y . (+PRT). (+SCN). SN DB L L
(+CPY). K ON(+FAXOUT)DHA]
SCEFIHE VAR HilAr= Y sicl MFP &3
[CCEFHRBENED (FDSR)DYA] g CEERAVER LT 24 5% — %R &
SCERIAEY AR (EUAYER SREN e
[SCENE BB PEA(+FAXIN)DEA] s MFP B PR
FMT_MSA.1(b) EX=2UFsBHDEHE
ERVAEER 2L
IRAFE: [FDP_ACC.1 ¥ 7 &y b7/ AHIM, £/21%

FDP_IFC.1 %7 &y

M ¥ 1 — il 1]

FMT_SMR.1 & =UT 4 D& E|
FMT_SMF.1 & HEREDREE

FMT_MSA.11(b)TSF X, X 2T BIE[EI: £ 23 DEBF2UTABHENICKHLLRR: BvWEbd, %E.
HiIER, [BIM: FRAIER] A T2 14 [BIM: R 23 OBIELFFR T 258 HELFICHIR
T 5[EIFt: TOE BRRET 7B RAHIMH SFP1Z i L7 uid7ebrauy,

£ 23: X2 )T 4 BEOFHEEE (D)

X274 B #{E BAELRF AR HEZE
— R HEOR T A 2= —4 LAY RN MFP & Bl
HIlBR.
R ERK
WGt Yk — MR
FIHHEREY AR LAY sXca MFP & B
Gig
[HASEecx ML A
el TP DRI LIEL 7L
FI &2 E PRSI ER I L 7L

FMT_MSA 3(a) &1 BRIk
TR fE: 7L

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 54 of 80

A FMT _MSA.l &=V Bk
FMT_SMR.1 & =0T 4 DEE|

FMT_MSA.3.1(a) TSF 1%, Z® SFP #EMiJ 570 b s F 2V T BT U CPRIR: #IRM]T 7+
IVMEE 52 5[BIfF: CET 7RG SFP)% St L 721 Auid 72570,

FMT_MSA.3.2(a) TSF IZ, A7 V=7 Mol E S s e, [Blft: £ 24 ISR IFEShRBls %
BN, T ANVMEE EEETLREBEOYMEZ R E T D227 Al L2 T TR B0,

R 24: T74N MEEZ EEE TE 3 INHBB] S iz &E

R AVE VAN X271 B FrRr STk B S i gl
SCEE R SCEAE R Y Wit vl =Y gt e
jc%‘r% R SCEFIHEY AR MFP &
[CCEEHREMEDN, (+DSR)DH
=l
SCEE SCGERI VAR FE Y Wit %=V gt e
[ 0= 1E W8 % A3 . (+PRT) .
(+SCN) ., (+CPY). (+FAXIN)
K OHFAXOUT)DHEA]
l)=EAE — R HEORT A2 | FrAShcRB SRS L

— =4

FMT_MSA3(b) #HBMEHL

TR 7L

IRAFME: FMT_MSA.1 x0T 1@t &
FMT_SMR.1 &¥%=U7 D&%

FMT_MSA.3.1(b) TSF IZ, £® SFP & Eii §- 5702l bd X2V 7 B U CRIR: HIRKT 7+
IVMilZE B2 B[Rt TOE #6Be 7 7 28 SFP]Z F2fi L 72T huiE7abraun,

FMT_MSA.3.2(0)TSF 1d, A7 VI MRIEHMMAERINDEX | B RSN 7fB SN = &R BIXR L) 28,
T 7 ANMEE EEETHIRBOYIMELZ R E T HILEFF Al L iuda b,

FMT_MTD.1 TSF 5 —#D&EH

TR E: 2L

Ak FMT_SMR.1 &3 =0T 1D E|
FMT_SMF.1 & EREEREDAEE

FMT_MTD.1.1 TSF (%, [Elf}: # 25 @ TSF F—ZDYANZGER: MWait, &%E. HIER, [ #
HIERR] T 28715 [Blft: & 25 OF|AFERBINHIFRL 2 e bieuy,

£ 2B:TSFF—FDY Rk

TSF f&# BrtE FI R A

B, s MFP & B

—RFIHE DR AL /ST —FR

e LR A

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 55 of 80

TSF 1&# Bk FIREEE
A= R NA P =D s A 7SR —R Wz A R N
e A== R —
MFP EBLE Dul/ AL /3AT —R BHERL MFP & B
Ci@N W% MFP EHE
17 AL NAT —R AT FFEE R WA, & MFP & B
w77 MERRZ A~ — R E Mnabt, W& MFP & B
77 NRE[H] WA, B MFP & B
WA, & MFP & B
FH H Ry O E FRNVA Ao s S A
— MR
IRAT — RN i /T MGt & MFP & HL
IRAT — R MWEbt, & MFP & FL%
BB SR A— R T NRE MWEbt, & MFP & FiL%
WIM H—hka 2 7 o7 MR MWEbt, & MFP & FL%
o= MWEbt, Bk MFP & FiL%
HDD I 754 BrFAERL MFP & FiL%
FOHLERL., & W& | MFP F B
SIMIME 7| F % 1% 4 . IR
A=Y sXa — MR
e, &, Bnadb | MFPEHLE
EEETANE — . HIlER
A=Y sXa — MR
B ECEL—Y— WA, W& MFP & HLH
a2 — P —FRRESFTE ELASEw ke MFP & B
IPsec % iE 17 # SRS ok s & MFP & 8L
HEERRE B & Grg/n MFP & 8L

FMT_SMF.1 EEEEREDRE
TR E: 2L
IRAFE: 2L

FMT_SMF.1.1  TSF %, LA FOEEEEEZ FATTHIENTERITNIZ R0

HERE]

# 26: BEBEORKEDNY R b

L [BIfE # 26 IR HE

TR

MFP EPLEZ LD, — A EZE Ors A a—F = OF R, VG, &, L OHIER

LRI LD, A ORT fr a—F—4 OB At

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 56 of 80

TR

A== P = 28D A== AP —Dnr (a2 —F =L DRV G Ltk

MFP %fi%‘ﬁ:ié\ MFP %fi%@lﬂﬁfr:/l*"ﬁ”‘% @%ﬁﬁﬁzﬁk

W% MFP B HLE IZL D, MFP BHIE Ou s A a—P—Z DO\ bl

A— = AP — 2] 5B MFP B HEFEOus (v a—F =L DOWEbE

MFP E B 28D, —fRAIHE Our A 2T =R OF IR &

U RN L —RFUE Oy A2/ AT —F OB

A= /R=NAP =8B A=/ R= AP —Da T [ /RAT =R DB

A== AP =2 D, MFP EHLE DS AL 78AT — R OB 2

MFP & HE 1255, MFP &G D1/ A L 23R — R O Fi /R

Y MFP FHE 2L D, MFP FEEEF Oul/ AL /AT — RO W E

MFP BT LD, 7 SAY — R/ IMTE O RIWE b Lk

MFP BHE LD, /SAU —REHEE ORI WS b bt 2

MFP & HE 12 L5, #E SR A — b 7o ME O RIWE Lk s

MFP BHE 28D, nF AL /30 —R A HFRBEIEOM W& bYW

MFP FHH 28D, uy I T MERRY A~ —R ED WG bt E

iz
iz
iz

MFP & HL# (215, WIM A —hua s 77 MEEE o iV Aot b s ZE
[
[
[

MFP B HEZLD, ny 7 TUREHOWEbE g

MFP BEHEZLD ., XEFHAZBVANOBIWE b

LECER LY %A LD, SCERABEYARO WG DY L%

MFP EHF 2L, ARV AN WAt

Y% —AAE LD, MY ANOR W& bt

MFP B LD, XEFIHEVANDT 74V MEDORIWEbE ik

MFP EHE 1285, £ H H -BZOBWEbw b2

A== AP =128 FH A L O WE bt

— A NCED A B -REZ O WG

MFP B HLH 1215, BT ORWEhE LHIER

MFP & ¥ #1215 %, HDD MBS0 B /R

MFP EHZE 1215, SIMIME R ROFIRIER, WGt &, R OHIER

— R E 12X D ., SIMIME FII &SRO WEhH

MFP FBEHIC L% MBI 7 A F — OB BB, FWE b, &, K OHIER

R ED FE LT+ Z—DRINE Y

MFP EHH 215, EM%E LEL—F -Gt E

MFP EHE 215, IPsec i EFWMOBWE LW E

Iz

MFP BHH 21D, 22—V —FFEFEORWEbE
\z
\z

MFP B HE 21D, LR EO WA

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 57 of 80

FMT_SMR.1 &¥%=2)74DRE

TR fE: 7L

IRAFME: FIA_UID.1 #BlDZ A7

FMT_SMR.1.1  TSF i, &&I[Ef: —BFIRE, 2—/—fPF— MFP BEEL MR L2 e nrs
Uy,

FMT_SMR.1.2  TSF I, FIAZFZEENZBEE T T 22T nid7e b7,

6.1.6 %5 X FPT: TSF DR

FPT_STM.1 B®EEFALRE T

LR 7L

A 2L

FPT_STM.1.1  TSF (. @FMHY A LAY T afR i C& i iidianian,

FPT_TST.1 TSF T Ak
TR 7L
TR A L

FPT_TST.1.1  TSF i, [BR: [Blfr: MFP Bl 7o =7, FCU HIflY 7o =7, BB SR VEIEY 7 -
U= T D EFEEE R 572012, [BIR: I EFH]H T ARD AL — 2 EITL
AR (W = CA VAR

FPT_TST.1.2  TSFIL, #FralfIAFHE I, [BIR: [Bif: BEaS T 277 ANV D5 REET HRE %
RALR T IUE R 600,

FPT_TST.1.3  TSFiX, FF Al 12, [BI: [Elff: WIS TS TSFEITa—R|0O57E &M EEREET S
BE I AARMEL 2 T2 70,

FPT_FDI_EXP.1 AEBALZT7 =—A~DH|RE L1 HRiEE
TR fE: 7L

R AFE: FMT_SMF.1 ZEBEHSREDREE
FMT_SMR.1 &3 =0T 4 DE&E|

FPT_FDI_EXP.1.1 TSF (%, [Elff: #4E/ <%/, LAN, BEEER] T T B-o7-1E#% . TSF IZX5BMoaL
FRIELAC[EIT: LAN EEFEERCHRSE T 5226 R I DRE DAL LT i b,

6.1.7 YVSRXAFTA:TOEF7Y+X

FTA_SSL.3 TSFEENZIDZKT
AROATES 7L
Ak L

FTA SSL.3.1  TSF L. [Bift: BB Rt —buZ 7o rREERRE, WIM F—haZ 7o RERRRE, 7V
VE—RIAN—DODXEFTROZEET . 777 ARTAN—nbD X EFBROZ(EE
TIERICKFEE a8 T LT U520,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



6.1.8

FTP_ITC.1
LR
IRAFME:
FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

Page 58 of 80

Y SRXFTP: BIEE/SR/F¥ I

TSF HimEET vV
7L
7L
TSFId, £ 8 & Moo SEHIT R, o T v RV EFmBLAYIZ X RIS AL, Z Dl
S OARFES T38RI B O ZE R0 BB D DD T ¢ FNAER DR AR 2@ E F v 1L
i AN R AN E R YA AN
TSF (%, [BR: TSF, thoBEEHE IT ®Mik]2, &EEF v 2L CBEZRGT50%
FFAILR T e s,

TSFiE. [BIff: XEER. SEER, REER. RUOREBERO LAN BREERF]DO7DI12,
EEHEHT Y R A2 LGl ZBRAAL 2T LR B0,

X2 T4 REEH

R TOE ORHiifRFEL /L iX EAL2+ALC_FLR.2 Thb, TOE DffFEa R —R M 27 IRT, 2
LRI RAEL /LD EAL2 IZEo TERINEa R —R by MZ ALC_FLR.2 ZBNIL7=H D TH

De
# 27: TOE X =2V 7 1 RIEEM(EAL2+ALC_FLR.2)
PRAES 7 A {RAE R— R b
ADV: ADV_ARC.1  &F¥al747—%77F itk
% ADV_FSP2  &¥aUsJHakhet i
ADV_TDS.1 FEARRF
AGD: AGD_OPE.1 FIREBAET A2 A
AL ASE AGD PRE.1 el Fimx
ALC: ALC_CMC.2 CM A7 LD
FATI AT VY AR— ALC CMS2  TOE ®—i> CM #ilH
ALC DEL.1 B At Foes
ALC FLR.2 R bR FheE
ASE: ASE_CCL.1 WE R
EFR2DTAA—T YN | AsE ECDA fEiEoL A — R NER
ASE_INT.1 ST R
ASE_OBJ.2 TX 2 VT kR ST E
ASE_REQ.2 IRELT- X2 )T o2
ASE_SPD.1 X2 VT AR E SR
ASE_TSS.1 TOE T4k
ATE: ATE_COV.1 FN— L DFFL

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 59 of 80

PRALEZ T A fREE= L AR —F b
T AR ATE_FUN.1 HERET AL
ATE_IND.2 MSLT AN - L
AVA: AVA VAN.2 e 53 Hr
JEsaPERE &

6.3 TXxalUTsEHEH

AT, vX 2T A B HORIE R <D,
PLTFIORT IO, TRTCOEF 2T AR B 7SN T2356. T4 BX 27 oK F# ) TERL
72 TOE O&F U7 x5 G #HTERSND,

6.3.1 B

TOE Dt 2U7 AR R ITEHIH T D F 20T ERE MO SBfRZ FRLDOFE 2817, K 28700
BRI, X2 T AREREEA 23 D72t 1 DL EDOBF 2V T 43R T EHTIEL TS,

F 28: X2 U T 4 X5 E L BEREEHDREE

a)
o | o i
) Q] Ll =
w | < | S
| 28| a5
o — 5 5 @ 5 (@) = > I({')J %
= = < < &) < I Li i 5} L
[a) < [ | [ | B (@) 74 o L
I I o (@) o o ) < < — O
] ] z > pd z < LL :
zZ | 2 : : : : e | S| E | Z
3 : (@) = o o o 1 ~ 04
318|225 /5|8|5|5/3]¢
alalz|E|c|c|3(2(8]|3|5
@) @) O (@) @) @) (@) (@) @) @) (@)
FAU_GEN.1 X
FAU_GEN.2 X
FAU_STG.1 X
FAU_STG.4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 60 of 80

O.INTERFACE.MANAGED

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.STORAGE.ENCRYPTED

> |0.USER.AUTHORIZED

FDP_ACF.1(b)
FDP_RIP.1
FIA_AFL.1 X
FIA_ATD.1 X
FIA_SOS.1 X
FIA_UAU.1 X X
FIA_UAU.7 X
FIA_UID.1 X X
FIA_USB.1 X
FPT_FDI_EXP.1 X
FMT_MSA.1(a) X X X
FMT_MSA.1(b) X
FMT_MSA.3(a) X X X
FMT_MSA.3(b) X
FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT_STM.1 X
FPT_TST.1 X
FTA_SSL.3 X X
FTP_ITC.1 X X X X X X

>
>

6.3.2 BIMEDIELE

LUFIZ, TOE Bx 2T A %RI7E03 RIS IT BTz TOE £F 2T AHEREEAFIC L > TR TEHIL
ZRT D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 61 of 80

0.DOC.NO_DIS CEDBI~R#
O.DOC.NO_DIS &, LEN, n/fra—HF =4 &b E HDHNIE, n/ A a—F—ZiFb->Tn
HNEDLE~DT 7R AMERES T2 WE LS THIRENDZEEPI< X 2 U T a5 R T #ChH D, =
DX VT 4R K #H2 FEBT DT, FreOx Rz £+ 2% ERHD,
(1) CEHHRA~OT 7 vAKIEEHEL CEETD
FDP_ACC.1(a)& FDP_ACF.1(a)l2 &> C, SCEEFMOFRH UL, SCEEHBMEICED . CEEHRE4A
U T2 — R A £ 13 E B RO SCEFIHZVAMIB SRS TS — R A F 72 A L
EHFA9 D, MFP R | e ONA— X=X P — T U B O FEHH LA RF AT LR,
(2) HIBRSIIZ3CE, — KR SCESHDNIE O Ot LABRL<
FDP_RIP.1 {2k T, HIBRS A= 30, —RFRY7Z2 SCEHDWTEDE i Ot L& BI<,
() XEEFWMOEZEITEHEET vV ERHT2
FTP_ITC.1{Z&> T, TOE %% LAN #2H1 T (5 753U HFRILR#EIND,
(4) EX2VT7q BB
By Ay a— =2 U TR R B ECRT AR R, fIW &bt . HIBR), CERAEHEY AN
KLU TR REZFRE(RIW A b, &) i%. FMT_MSA.L()I2k~> T, ZHE N DO EAEE K& O F|
FHIZTFITHIFRL TV A,
LEER(A TP =)D T BIEICIT. FMT_MSA.3@)ICE-> T, SCEEMA LRS-
(2, THIBRA R E By RS,
ZNHDOXRIZMNE X 2 VT HREE L Ci% 24 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)Z#k% 352 & T O0.DOC.NO_DIS #EHL TX 5,

O.DOC.NO_ALT XEDKER#E
O.DOC.NO_ALT i%, LE N, nr/ A a—HF—L5L7R00E HHNIE, T A2 —F =4 TH->T
DHNEDILEA~DT IR AMERESL T2 WEILE > THRESNDZ LA X 2V T a5t R T #Ch D, =
DXV TR G #HERETDHITNEL, PR REFEiET 20BN HD,
(1) SCEHEHRA~OT 7 BAREE R EL CEmETS
FDP_ACC.1(a)& FDP_ACF.1(a)lC k> T, SCEEF MO HI FRCCEE MOMRE BRI )X, SCEE
WIRMEIZ LY, SCEE A AR U2 — R B F72 13 SCEE o SCERHZ Y AMNIR I TS
— MR F AT T 5, SHIZ, MFP B ICHFF A § 5, A—/N— B — {5 LTI
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WIM A —hra 7 7o Mg K ONa— Y —BGE A OE BAa MFP EHLE 120 25 AT 975,

B P RE O R E

FMT_SMF.1(2X>C, 27 AHERBICR L T B B R 1 L S T,

ano)%ﬂi

FMT_SMR.1 ([ZX> T, FrtEad DRI HE ZHERF T 5,

TSF R ROEZFICEBET vy V2R T5

FTP_ITC.1 (2L~ C, TOE %3 LAN #H TE5(5 95 TSF {Ri#fE RITIR#EIND,
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FCS_COP.1 2k~ C, HDD IZEESND T —# DG 5 LS4, HDD bt &b T — 2R3 E =

SD,

TSF 5 —4%EH 45

FMT_MTD.1 {ZX-> T, B 58T MFP FHE 2 L-» THHEIEND,

EEERE DK E

FMT _SMF.1 I2k> T, X 2UT ABEREIC kL T B B BRI X S T D,

BB DREE

FMT_SMR.1 IZX> T, FtEad DRI HE LR T 5

INHORRICHER B 2T A HEEE L L Ci% % 9% FCS_CKM.1, FCS_COP.1, FMT_MTD.1,
FMT_SMF.1, X O} FMT_SMR.1 ##% 7 52 & T O.STORAGE.ENCRYPTED %81 TX%,

6.3.3 {REMESIT

TOE & 2 U T AHERETL/FIC DT A ST TOIRFEMED OHTRE EAFR 29 17T,

£ 29: TOE X =2V T 1 MR EH DKL ITRER

TOE ®*=2V7 4 BEREN IR ST OHT ST OHT
KRB E ) ol D QA 7= LTV
e e
FAU_GEN.1 FPT_STM.1 FPT_STM.1 7L
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 2L
FIA_UID.1 FIA_UID.1
FAU STG.1 FAU_GEN.1 FAU_GEN.1 7L
FAU STG.4 FAU STG.1 FAU STG.1 L
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_SAR.2 FAU SAR.1 FAU SAR.1 7L
FCS_CKM.1 [FCS_CKM.2 £7-1% FCS_COP.1 FCS_CKM.4
FCS_COP.1]
FCS_CKM.4
FCS_COP.1 [FDP_ITC.1 £7-i% FCS_CKM.1 FCS_CKM.4
FDP_ITC.2 ¥7-i%
FCS_CKM.1]
FCS_CKM.4
FDP_ACC.1(a) FDP_ACF.1(a) FDP_ACF.1(a) 7L
FDP_ACC.1(b) FDP_ACF.1(b) FDP_ACF.1(b) 7L
FDP_ACF.1(a) FDP_ACC.1(a) FDP_ACC.1(a) 7L
FMT_MSA.3(a) FMT_MSA.3(a)

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 67 of 80

TOE &%=U7+ EREN TR ST OHT ST DHT
BRBEEI( WL T ) DA QAYAI
KA KA
FDP_ACF.1(b) FDP_ACC.1(b) FDP_ACC.1(b) 7L
FMT_MSA.3(b) FMT_MSA.3(b)
FDP_RIP.1 L 7L L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 7L
FIA_ATD.1 L 7L L
FIA_SOS.1 L 7L L
FIA_UAU.1 FIA_UID.1 FIA_UID.1 7L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 7L
FIA UID.1 7L 7L 7L
FIA USB.1 FIA_ATD.1 FIA_ATD.1 7L
FPT_FDI_EXP.1 FMT_SMF.1 FMT_SMF.1 7L
FMT_SMR.1 FMT_SMR.1
FMT_MSA.1(a) [FDP_ACC.1(a) FDP_ACC.1(a) 7L
721X FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1
FMT_MSA.1(b) [FDP_ACC.1(b) FDP_ACC.1(b) 7L
F7-1% FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1
FMT_MSA.3(a) FMT_MSA.1(a) FMT_MSA.1(a) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MSA.3(b) FMT_MSA.1(b) FMT_MSA.1(b) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 7L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 7L 72l 72l
FMT_SMR.1 FIA_UID.1 FIA_UID.1 7L
FPT_STM.1 7L 7L 7L
FPT_TST.1 2L 7L 7L
FTA SSL.3 7L 7L 7L
FTP_ITC.1 7L 7L 7L

PUFICARTFED G 2 S T Ve THRIEZ 2V VRV E Sk 55,
FCS_CKM.4 ~DEFEMER LT R

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 68 of 80

A TOE @ HDD =1L WO AIES-48EE, TOE OEHEAIEEFIC MFP B HRE N ERLI-%. D
HDD (2%t L CREREAII Al SN AT-80 . BIBRSIAZ L1372\, T T, BEHED J7 154 - 54 e e
DOEREBEHIIARETH D,

6.3.4 X2l T« RIEEHIEN

A TOE LR L D MFP Thd, MFP 13— X724 7 4 A TSN Z L2 EL THY, A TOE %
SELIEARL VL EOBUREE ) A R OB H 1T EL T,

F7-. TOE &GO FAM(ADV_TDS. )1 il it 0 IE M EE2 7R3 DI +53 ThHD, SHIZ, TSF Z[Rl#EED
DI E T DI MBI T A OV RE N R S, 2T A BIOFHE ORI R4 T D, T7ebb,
— A = — RV X AR R B RE ) 2R DBUBEE DD D KBE D KFIL(AVA_VAN.2) T3 Th D,
72, TOE ZfkfiL CeX a7 IEMA 35720 A AEZ I RSN KMz K E®S T
(ALC_FLR2)ICE > THUNAEIET DI LT EETHD,

PeoTC, FHI I e ANEZ G DL, AR TOE (3 D3l RFEL L 1X EAL2+ALC_FLR.2 7324 T
b5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 69 of 80

7 TOE Efyt#k

AET, TOE EHITAEZ X2V T AHEREITR T, IDIZ, X 2T AHERE 133 358 2 U7 (B4 RE
BT LITRT,

7.1 BEEEMEE

EAHEEIL, TOE OFEHOFESR, RN T ACBETER(LLT, BEFERLS))Ous 2EEo
7ELTCRLERL ., kLR 2R CEX AN TR THI(ER /DL E 2 —)EEETH D, fLdkl
7FEA O 1T, MFP & HRE 72N L EHIBRZ§F a5,

FAU_GEN.1, FAU_GEN.2

TOE |3, £ 30 IR TERFESRKAERIC, £ 3L IR TERDZHE% TOE WO HDD (23048815,
a7 E B, En s EE SE e E B RS, En 7 HE L, B itk oM 75
BT T —ZEA THY, MR/ E BT, # 31 IR TER S HE AT T A HLR RN
HEeEkT A,

FPT_STM.1
TOE |&, BEE&En 7 \Z5eek 35 B (A B)-RefE(FE0F0) % TOE DY AT ARFEH NG EG T 5,

FAU_SAR.1. FAU_SAR.2. FAU_STG.1

TOE 1. MFP & E N T 7B ALT-FE D WIM OEEICEEA 2/ OF H L OB EA= 2 —%FKRT 5,
MFP EHE NEE o7 O LE TOE IZfrd 5L, TOE TR0/ %7 AMEX TR I35,

FAU_STG.4
TOE 13, i ns 7 7 A/ v 7 2B FRE T D BIR AW B IS, e DA R 2 b OB
Au/I EHEETD,

# 30: BEEERY X b

BEAFESR
EL A RE D BR 4G
BT RRREDHRE T
7 A AFAEDO R &SR
w770 O Bl EfEER

# 26 FHMEREO RS
A BRI ORE
F—ha T INCEAE I DT

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 70 of 80

EEER

WIM DIF{E DI

7N — A

LERMA—VELE

Ky —27% 4T LT=HIk

Fw T =% LI= PC 77/ A

SCEREROVER (BE)
SCEREROBHLUEIR], X vra—R, 777 A%RE | SCERMA—IVIEE ., 7407 —%[E)
SLEEROHIBR
% 31: EFuJHBEDY R b
o J/IHH EHo/HE ~OREME R/ e sEEES
FLROFR B A B FRFEAERED TOE OVA | +FK IR TRTOEENRESR
7 LHFEFOAE
FHROKT BfF-HA) HETIHO TOE DY A
{é 7 LRFEFOOE
jg DT B g O R 2
H | 77 N R EBEFEROFELERNE/ 2>
H IR £-13 TOE Ok
B R
(A1) EREESOBER(RSER
130
H1E 71 15 757 1E (IN/OUT) “WIM Did1{E
BEEIP TRL A BEEIP TRL R “WIM DI&E
T FINH —EE
Ry "I —Z &S LT=ER)
X NI =% LT PC 777 A
ﬁ g3t A— LT RL A T A— VLGOS | SCERMN A
=g HEA— LT R A
fﬁ Ty 77 MERERE R ay 77 UGy T D Q=0 RVANRL L e A
H MiEBRZ BT D720 D1
i
TN E oy 77N RIE OR Q=S Ay ANl ) i S
JAva—Y—4
By s T MR SE | my s T MRRLIAINE | ooy 7 oM ARER
DuagAra—P—4

(*1): EEAFELNTWIM OIBE DOKB OBEEIE, fEREL TRMERLET D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 71 of 80

7.2  ERAIRRIMSEE

inl | FEREAEREIL, TOE %ﬂﬁﬁLiﬁk@‘é%bﬁ?ﬂﬂﬁﬁ%‘(MFP BEE | A== AP — | RO A
ME)THDHN %%Uﬁﬁ%i) B IS L7z 5 RBRIE T e B > TRREEL | 7F rI A SIS e B 7200
TOE ORI ZFF A4 o BE TS,

FIA_UAU.1, FIA_UID.1

TOE &, FIAHE N AN LI-ul A a—W—Z bual (L A0 — R Gl BIFRIEE 5, 72720, FI#EY
37 DS WIM O~V T OB AT LIRIEOS IR, I 2O WS b ERoOS MR,
K OT 77 A543 O FAT XA FRAEE L72< T TOE ORI HEFF 35,

R DA SRV ETZIZ7TA T b PC 35 WIM 2R 458813, n/ (v a——gLnas X
AT —RE AT D00 EEFR AL, AIHER A a—F =4 a2 —KE AN ) T5F
CHiHZ R RUEET 5,

FIHEBE DTV A —=RTAN—FINIT 7 IV ARG A= LR T 255 1%, TOE 1Z&RTA/3—BFH
FINAN LTzl A a—HF—Zba (L RAT—REZ(57 5,
FIHEBNS AN Uz A a—F =203 — A HE . MFP EHE | 23X — /= AP =D 5|
TOE 1. FIHEN AN LIS A2 32T —RE TOE IZPOBERSN TNDT AL 78R — R 3 —E§
L ELEfERT D,

FIA_USB.1. FIA_ATD.1, FMT_SMR.1

TOE IZ. FIA_UAU.1, X TYFIA_UID.1 DG OFESR . FREEICEEI LRI & % fil SR HE %
(—FI . MFP ﬁﬁfﬁ'&% HHNE X**/\"“*/V’*)‘%)J:L'C TOE ORI A5, 0y AL | _c.lm
BTONTHABEEENL, v 7N 2FE THERF T2, REEICKRRL7Z5A 1S TOE OFIHAFF AL
U,

FTA SSL.3
TOE i, FHBEB D ERE SRV Web 7T TV H—RTAN— T 7 I ARTA R —=nbnas AL
TWaEE . BLT :fﬁ%{t%?ﬁﬁf:ﬂ:w‘?%#éo
BAVE RNV DEA | BE SRR T DI ASERED DRGE U RE R 23, BB LA — a7 w7 M
(10~999 )1 _LLU# = AVEVANC IR
Web 7 I7T7H DA Web 7707153 2 BB ENORIE L7225, WIM A —he 2777 MNRFf#] (3
~60 43T %uza%\ EUETA N N
TV —=RTAN—=DGE | TV Z—RIAN =BG R Z (G LikbolBkIicurs 7N 5,
Ty IARTAIN—=DIGE | T 7 I ARTAN—=NEOEFEHEZE LikboToB&Ice s TUN 5,

FIA UAU.7
TOE I, #E X205 TOE 2R L IO 58 /237 T7A4T7 R PC OB WIM 2R LI E T2
MANTHERT AL /RAT —=RIZONWTC, AL TFEFERET, AL TFHE S OXI— U TFEFR
T D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 72 of 80

FIA_AFL.1
TOE 1%, —f%FIHZE . MFP &L | K OA—/ S AP — DS A 4|2 L AR e
L7z [E$E 7 b3 %, i CREREICRIL L T[S, v/ A2/ RAT — R A J iR R a iz 7on 7 A
va—W—Ekay TN D,
a7 RN lpolon s A a—F =21 L TORMEONNT NN T HETRT AL TERYY,
‘MFP FBLE DR E LTy 77U N2 35 F T
< F R I T R HBEREE I CED DNy TUMERE IZL>Tay s T U MERSNDET
*MFP & H# L A — /= 3 — (X, MFP O] OFF/ON 412 MFP 283217 Al REIRBE (272> Tk 60 B
R4 HET

# 32 FAEREEDO2 Y 72T U MERE

FIREEE (27T UM RE) 0y 77U MRERE
— R MFP &
A R MFP & Bl

MFP ‘& A= /RN —

FIA_SOS.1
FAZFEOOT AL /RAT—RIT, L F OS2 HE8 72 Bk T&d,
(1) ERATEAFEEOLTFHE
PR LT [A-Z] (26 LT
BN LT [a-Z] (26 3LF)
H7: [0-9] (10 3LF7)
REBISP(AN—AN"#$% &' ()*+,-./:;<=>2@[¥]"_"{|}~ (33X
(2) BEXFTREZRAMTEL
—FIHE DS
MFP & BEE DR E T D07 AL/ SAT — R/ IMTER (8 75 32 M)A k. 128 #TLA T
‘MFP FBLE | A— = AP —DIH
MFP & HRE D35% E T 500 AL 7S AT — R/ IMT4R(8 725 32 HT) LA E. 32 HTLL T
() XFHOMAEY
MFP & BEE MR E T 5 X THREDF AH 502 FEELL B, D\ % 3 FlkELL 1),

FPT_FDI_EXP.1

BE SNV HDHE LAN AL X T 2 — RN LT27TAT 2 h PC OO AFERIZ, M9 TSF 2L D585
RALEAT 1215 AERASIOT 73 %1797 TSF OG5 /2 LIC A ERBSERESNAZ 1320,

7.3 XET7VtAHlHEE

XET 7w AfIEBEREIL. TOE OFFAIFIHE L T, T OFME OBRENZG X HIVIZHER, E213H]
MF TG ZDNIHEBRIZHEE SV T, SCETEMEFIM A Va7 ~OBIELTF /3 5 E Th D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 73 of 80

FDP_ACC.1(a), FDP_ACF.1(a)

TOE 1%, Q)CEHF RO T 72 2Bl — . QFIHE a7 ~DT 72 AN — M hE > T, FIHE
XD CEEREFIAE Va7 ~OFREE IR 5,
(1) CEEROT 7B AHIEHL—L

TOE 1%, FRESCGELHIR, 7747 NPC DX T a—R | 777 ARG SCERMA—LVEGE, 7+
LR =S HIRR, M OV BRI DT DAL BT = — A% F (1R 5,
BROCEASOBRIEDRFF IS AR HE 1L, MFP B L — BRI FE 21T T, A== —2iZ
FFATLZR,

MFP & B & — iR A DS BB SRV TOE ~aZ' A2 721327747k PC 735 WIM ~11
TATHE, BAEEFF AT A% CEO L, T 28 EFIR, X Yrm—R, 777 A%E, X
IR A—IVIEG | 7405 —15(5 | HIFR, 2HIBR)DA=2—%FKRT 5, MFP EELE S BefE/ %
LIRS TOE ~a /' Ay 213747 FPCHOSWIM ~a 7 A LT dd, R EO—&EL,
HIBR, 2HIBROBEEA= 2 — R FREND, MFP FHEF L, T CEO—ENLHIFRLIZWCES
RINUCHIBRZ AT T 50, RHIREEITTHZENTED,

B R CEITISCERM BV AR R ESND, LEFHEYVAMNIL, #ELF7 50— KA HE D
ay Ay a— WP —ZPRBEREIND, SCERIAFVANMIER SCEEHICR ESN., SR CEEICHREL
TR E DR ESND, —RFIHE D, #E SR TOE ~ur A, $7-137947
YR PC 22D WIM ~a 7 A LT b ERRSNOER CEO—RITIL, v/ A Uic— I 3 23 5 8%
SN SCEF BV AN RO CELE 33 ORANHE ST BEA=2—%FoRT D, 1272, 7
7Y ARG SCEIZOWTE, CEF BV AN ER M TR, TXTOT7 77 AZELFITD
WCONEDFFOZET, SCERAFEV AN SIS — R HE I L TFRTO 777 A5 30E
D—RahERRT D, i, LEFHEVANARE T HHERIZOWTIE, [7.8 B 27 1 F BRI
KT,

F7- TOE X, FIHE o —HERE, 7V Z—BRE. A% v —HRE. 777 AERE . KON F 2 AR
RNy 7 ABEREZ R HFUICHIAE Va7 TR CEFRITH LT MPE a7 oA —F —712F1IcH
LEHIBROEAEAFF T2,

FIHFE a7 DA —F —2EFETH DDA ZT o — AT FIHE a7 DXy L i 1
LI DAET 2 — AT 5, FIABE Va7 v w358 Yi%yar B> T0ACEI
HIbRT %,

#® 33: —BFIAEOEMXET 7 & A flEA—N

FIFHT5 IIF FIRE OF| Fi%eE —ERRTHEHLED Ama—Fon T BEME
LHECERER
B v R¥a A MRy 7 2B 6E | R¥a A MRy 7 AC#E Eﬂ@g
N . e e g FIIl)
B v RE¥ 2 A PRy 7 AERE | 777 ARIE CE 1
BESTL | U e EI“J’;”;E
SCEIRAFA— VIR
BatE 2L A — R AFpF—UE TANE —EIF
155

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 74 of 80

FIMAIDIF

F 2 OF FAEE

—ERTTIEEXEFED

& SCERER

A= a—RNTDHHEE

(A V%

7 7 ARERE

Ty AKELE

T 7Y ARG
SCERAF A=V IEE
TANE —
1)l

HiIBR

N

7 77 ARERE

77 AR E

FIIR
HIlER

Web 7574

R 2 A MRy 7 ABRE

RF 2 A MRy 7 A E

FIIR
HIlBR

Web 774

R 2 A MRy 7 AR RE

AFxy I —30E

SCERA A—VIEE
TAINE — A

Ao om—R

HiBR

CLERMA—IVEE, T4V HT —ik
Fix. A%y —re R FMER%
Ho TWD— BRI B | T8 EA 7T AT
9%)

Web 774

R 2 A MRy 7 AR RE

Ty I AEEE

Ty I ARG

Hryra—R

F{1 il

HiIBR

(Z 77 AL, 7 77 ARERE DT
MEFRAE > TUND— R 3 (B
EHFRTD)

Web 7' Z 74

AN A Y

TV —E

FILJl
HIIBR

Web 7504

7 77 ARERE

T I AZAGLE

FILJl

Zym—R

GIIES

(=720, —RRIAFERRF 2 A PR
v 7 AERED T MR Z S > T D
Yt DA LR EE TR 35)

RS RE DFEIRFERR (C DT, 17.4 A MERRBERE | LR,

(2) FIFE Y a7 07 72 AHli#L—v

TOE 1%, B E S pumbu /A L TWARIHER, FIIHE a7 oxyr LRl o -fIHE a7
DA —F—HDNE MFP EHLE OLE T2 B SRR HE Va7 Xy BT oA A=a—%

FoRT D, MOFMENIIFIAE Va7 ~DEIEEFF AT L2V,

FIHE a7 Xy L4588, Fr B SNERIAE a7 23> TV SCEEHRIZEIRE NS,
72770, B ESNTFIRAE a7 05> T SCEF RN ER/ CEZOE S 1L, TOE NICERKL
TEFHIBRSNZ W, FIHE a7 2 BT DA 27 = — AT M L0,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 75 of 80

7.4 FIREFIFEHEE

F P i PREERE 1, SR RRAES VIR W R OBCE], K ORI 3 SR E ST RIZHE > T 2
—HgRe, TV —HERE, AF v —BREE. PR ARy 7 A RE . MOV 7 7 A RE D BE AR A TS
ERETHD,

FDP_ACC.1(b), FDP_ACF.1(b)

TOE (&, 2t —RE, V& —HERE. A% v —HEE. R¥ oA MRy AEE, KON 727 A BE D #AE
ZBAGR L L& D7 PRI OB Z BEET 5,

BEIN— R E OLE X, —BFIHE E ISR ES DR B REU AN CTHEAED TR Al STV TV D EEERED
BB T2 5,

TEES MFP & B D55 1E, MFP OE BRI Y 557 7 7 A G BE DA EAFF /] 5,

BEIPN A= R — R P =251 F W T OMEBEDBIEL AT LA,

75 Ry bJO—9REHMEE

Ry —7{R#EREREIE, LAN R AR MY —7 EOFE=2V o 7 I DG w2 a2 BT 1L 2B 6E
WE AZIRH T DHEEETHD,

FTP_ITC.1
TOE 23t DM SALiE(5 13, WI5 eI LD 572%, TOE 2Meft-doms {LidEffa, & 34 1257,

# 34: TOE »#Eft4 2 B{b@E

~ TOE »3\$efit 325 B-LiEfE
WBE5% —_—
7 EE 57 LAY R A
2547~ PC TLS1.0. AES(128bits. 256bits)
TLS1.1, TLS1.2
FTP H#— — IPsec AES(128bits, 192bits, 256bits)., 3DES(168bits)
SMB H#—/3— IPsec AES(128bits, 192bits, 256bits), 3DES(168bits)
SMTP H—/3— SIMIME AES(128bits, 256bits)

7.6 RBREWBEBHE#EE

FEAF ISR FHEAEIL. HDD L OHIRS - S0E . —B7e SCEHDVNIZF O A Iost LT 5 &8 % —
T LR B L RO RO R R WA T B RE B,

FDP_RIP.1
FEE T2 HDD M OIHEGIEICIE, BRIEEL—FEHER D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 76 of 80

ZHIRIE L, HDD EIZH 2R E IR O OE A TOE W ICEEHL  FRAFIEROFIEE I /L
TEX RS MERE FEETHHETHS, TOE &, M AEOBRIEIZ > TCEHRE BRI,
HDD EIZH D CEE RO T V2Vl E RN LA TN TOAMEIRICXH LT, MFPEBE MR EL |
BEHFAXCTLEEETD, 2, AIAFE a7 & TRIC TOE 1X, FIHE Va7 OEITHIZ HDD _EIZAMRS
NDH—EFRSCE HDVITZEOW R NEZIAEN TSI L T, MFP BEEE N EE L FEX
FHRTEEXTS, BREED EEXDHAITIE, NSA 7 DoD =, GLEEZIAL TS5,
—fE{HEIL, TOE 78 HDD %z —{& T EEE T HIETH D, TOE (I, MFP FELE BEEL . EHE
T HDD % L#E& 4%, —#filHED EEXOFHRITIT. NSA S, DoD H R, SLEtEZAL LA,
BSI/VSITR 52X, Secure Erase 52395,

NSA i, BLA0C 2 | E#ExL, Null0)T 1 [8 - E&+5, DoD Hait. HAMHT 1 [a LEXL, 20
HOHMEOMELT 1 ] EEEL, SHICHELET EEE L%, BEET 5, SLEEEAA T L, MFP FHLE
DR EREIZ 37005 9 [E DI BIFE LT B AL T LEE 75, BSI/VSITR 5=, 00, FF, 00, FF, 00, FF,
AA DJIET E#EET %, Secure Erase 7 RUL, ATA 2~ R secure erase T LEXT 5,

A ST TIIERAFIT M B AR LS T — AR RE A A& TR 327200 L BIRIBEIZZY HDD % &
FETDHEIT R T S hIND,

7.7 BRT 5 RiEHeE

BT — 2R HEHERE 1L, HDD ICREHESN WD T — 2 E iAWk T D720, ZNHDT — 2% k5
b3 2HEETH D,

FCS_CKM.1, FCS_COP.1
TOE 1%, HDD [ZEXiATeRlc T —Z %M 51k HDD 7 bii A H LB IS T — 2521 595, ZO/EIL,
HDD IZEZEZARFAHLTHETOT — XKL TiThivh, BARKZ R SEEEZE 35 1T,

# 35: BT —ZIREDOT-DORESRIEDO Y X B

EEBRIEDON Y B 5 HRE b R 7T R L #E
HDD ~®OF —ZFEX AL K51k .
—— FIPS197 AES 256 £k
HDD oD 7 —H AL 185

TOE %, MFP & BE O#AFEA 1T T, HDD W58 AR AETT, TOE X, ~Z A L TWAHFIHE N
MFP & B35 DA . HDD W 584 £ a5 72D O i 2 i/ SB35,

MFP & BEE 3/ E SV 75 HDD B 58D Al A Fe/ R 3758, TOE 1%, BEMERLE A pgs 12l » THEEHE
NIST SP 800-90 (ZH#EHLL 7= ELEA ARk T2,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 77 of 80

78 +tXxaUT 1 EEHEE

X 2T EEE X, —FIHE . MFP FBLE | K OR— = AP — DR HEEFNC G2 bl
MERR , F72 13RI B I 5 2 DAVIEAERRICEE ST, TSF A~ O#RIEICE T 221 ToMRE, &%=
VT A S ERERE DFRIER 35— A HHE . MFP FELE | L OA— = AP —DOF|HE R E R T 5
BERE. X2V T BRI Y e T 7 4V MEZ R E T DHERED D72 D,

FMT_MSA.1(a), FMT_MSA.1(b), FMT_MSA.3(a), FMT_MTD.1, FMT_SMF.1, FMT_SMR.1
TOE I3, TSF i #UCRL T 36 (2L BANCHE> THRIEZFF AT 975,

# 36: TSFIEHROEH

TSF &8 BRIESERT BiE FIAHE
HHERL
EilASSwokcs
=} \o ‘\ N MFP mfi
R E RS (g, | PR R
Web 7w e
W abt e
A= R=RNA P —pulfra— | HERL AT SEcaN P
F—4 Web 7T |
IR MFP & HL
N . (VA % WGt .
et N e N 1t
MFP EHE D/ A 2—H—4, Web 754 s W MFP &P
W AbE A
BRERTBETE T | FF &N DER1E
E=x=2 J
SCEAE R vy L el
SCEF I E AR
EROCHERRID, Fea X bRy | o . N MEP ‘&5
RS, 2y =, 7y | ML | HEPe SO N
AAZ S E TV B —CE (R = FA
FIRN) DA
SCEFHEY AR Gl < T~
MR, 7y oala | o | e P MFP B
EOBA () w7 -
e BE 2L BIWAibt, .
=B pts
SCEFAEYARD T 7 4 L M Web o5 St MFP ‘& Fi4
B/ S A o
R HEREY 2 Web 775 | s MFP TR
Web 754 iV AbE e L e
o BRERTBEMEFT | P &N DER1E
HshERG ) AL sy Aol
., BAERIBERE AT | FFRISNBERE | 7oL
=
i) 2 A L ety

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 78 of 80

TSF fE# BIESERT BiE FIRE
e FHRAERL, MFP & B
R DR A AT — SV ks
Web 777 -
wE YR A E
A== NAPF—Du T A /RAT | FE SRV WE A S
—F Web 7574
Gg/S A
MFP & HE Da s AL /NAT —R a&gﬁ;;gﬁ FrHERK MFP & 38
W 2= MFP 45 B
R SR g BlE v RIS, MFP &%
0y A INAY ]‘]\jjuq:ﬁ"lﬁl;& Web 7:7“7’52 E&’Z‘E
A fre
BT MRBRS A~ — R Web 7574 SEJ; T, MFP R
N
AWAN fre
BT R web 75 | D, MFP T
W
LRSS SR MFP &
g B L e
Web 774 VWA Ao R P
— R
EilAr= ek MFP & H3
Bt | (A VI A
e Web 7774 At R s
— %R A E
PSR — R RN s | OEDE MFP B
W
INAY — N M BafE L LIRCEES MFP & H4
Le
AWAN pre
BB SR — s TR | ERE SR FANEEES MFP & B
s
AWAN pre
WIM 74— a7 7 7 N Web 75 | AR MFP S
s
N iR sRca MFP &3
I Web 7774 5
BalE 2L 5 MFP &3
HDD Fif 54t (A BB ERkK MFP % B
FHUERK MFP & H3E
SIMIME FIFH 5154 A I CURY:S SRt
Web 7774 w
HIER
EilASswokcs — %A

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 79 of 80

TSF fE# BIESERT BiE FIRE
HOHRAERK MFP B
(2 — LR U ot
EERT 4 VHF Web 754 it .
RAIVA Dt — %R
I o (AR VI G, MFP & Hi#
R =Y Web 7504 | g
i K HNE s
BB I B e | PP MFP 223
% A g . (=4
(=] \o \\ /jj< Paran
*%%%%%E%% ﬁgs;;gﬁw Eﬁﬂ MFP B ﬁ%‘

(*1): MFP FHLENERZIE L2 — P — 2B U SR SCERR N 7 77 A5 A5 LEIT2 > T
WD LEEROLENHEYANL, FRZELEL—Y— O)TIEG_E&’%{é%L%’)O

FMT_MSA.3(a). FMT_MSA.3(b)
TOE 1%, # 37 IS0 T HANCHE- T AT V= NI TV 2V MDA RIFICT 7 4V MEZ R TE T 5,

# 37 XET 7 B AHH SFP O X 2 VT 1 BEROMHLOY X b

AV VAN XU T B T 7% /VME

SCEE SCENE R +PRT: VAT~ PC MbE 4, BB E
Jll, BRREEIRI, R ORI S 7= S0
+SCN:MFP 257 4 L2 — 3515 . SCETSTA
—NVEETDHLE,
+CPY:MFP CTHE T3 E,
+FAXOUT:MFP £7213277A4 7+ PC 2257
T IAEETHE,
+FAXIN: BEEEMR DD 7 7 7 AZE LT
+DSR: bt —HEBE . A v —HEBE, R a2
VIR I AKRE, 77/ AL S RE R i o T
TOE WIZEREL QWA XLE, 7947 PC
MBERF 2 A RR 7 ZH, $2 IR TFE]
R CEIRIS U7z 30,

SCEE WG SCERED | SCERAEYAR SCEAEREAER LT — R A 1B Y T

N, RFE A MRy 7 AL néjciﬂﬂ%%)zmrwwvmﬁo

#E AXy S —E Ty

JAEE LEDOER)

SCE R SCEF VAR LEFREERELU - RARE O (2

(BRSCERB, 7Y ——4%,

2 —LEDOLE)

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 80 of 80

FTTxIb X 2UT 1B T 74 /VME

SCEAE SCGERIHEYAR EHZEXE2—P —ZVAIEINTND—

(B CERR N, 777 WBFIHEFEOOT A 2—F—4,

AZAELEDOLR)

FRAZEY a7 — R E O s (2 | FIHE a7 2o BER L — R & on

— =4 TAa—HF—L

£ MFP 77U/ —3iar | KEREFRER] o —HERE DO REFE R I e — AR ATk

(= —H&EE, 7V — BT DA, K2 A MR 7 ARERE DS RE R

HE. AX v —HERE. R BNZIERF 2 A FR v 7 AR REZ 5 B 45

2 AV RR Y 7 AKERE, 77 B, 7V Z— e OB RERERNCIZ Y 7 —

oy 1i5)) MEBEA TR A . Ax v —HEREICITAF
Y — R AT T DE, 7 7 7 ARSREICIT
77 7 AREREE BT AENENE N ES
D,

79 Y7 bz 7IREE#EE

Y7 R =7 RFEREREIE, MFP Y 7Ry =7 FCU Y 7~ =7 K& O R SR VHIEY 7 o =77 D
FATA—RFOTEEMEMFEL . TNONEHOLD THLF MR T HMAE TH D,

FPT_TST.1

TOE 1%, #IHISL B Hcy 7 vy = 7 Wik 1735,

MFP > 7~ =7 K ORAE SRV 7 b =7 D 52 2ME DR FEE L, MFP il 7 ko =7 K& ORE
PR 7 N7 2T Do~ 2O R EII TR EORGEICLY, TOE 2375, B L= v 2 ff
NIELVMEE —E L7220 FTREHESRGES N2V S ., TOE 1X, =7 —%2 £ RLTE IR 5, BUEL
7oy a BB IELWEE — L, 2> i EN GRS 854, TOE 1, FIF ATEEIZ725, &5IZ, TOE
WX, BT — 477 AN DFEEMEERRIEL TV D,

FCU il 7 b =7 D52 2P DORFEIZ DV T TOE 1%, S8 2VERGED 72D DOIE # 4 H 713 %, FCU il f#l
V7N =T DSERMNERER T HE X, TOE BT 55 RMMRAED T D DIEFHET A X L AL EITFL
ENTWDEEMERRFED -0 O WA LT 532X, FCU Y 7 by =7 Ose &M 2 e+ 5,

7.10 779 AEEEEHEE

777 ARy BB RE I A [EIRRD D ANE WA T 77 AZAE DIITIRIE T HFI IV EFE RIS
DERNEB LT DEREL AR T 77 AD AR AL 1§ 5 FI LV ERREIR D LAN ~DORAZ 175
FERE T DD,

FPT_FDI_EXP.1
EAREIRRDS D A SJERITHKT L TUE, BEEEIEO D OR A EZ 7 77 AZAZDRIHIBL, 777 A7 ko
JVZHERLL 72 W BE DM TON T A1, FRE Y35, TOE BREFRHIZ(E 7 77 ADREEEE 9%
REEITHOTCNDIZD | ZAET 7V ANERIES N D FIT L,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



