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s
[ oo —akmane |
L 8 R R
M ESFREEY — /SR B A ISR — /S CAKRE % Fihi
\ L
| G | =07 «eengae |
¢

SMTPH#—/3
M RRRED— N
DNS#—3

HANHE
LR cEomE |
LERO L |

[mzamass—a-ox|

A BT A P

HDD# 5k

I
SR L 2R

B 1-3 TOE OiwmIBRIEEFH

1.4.4.1. EARHEEE

LUFIZ. TOEDFEARMERE 2 FLik ¥ 5,
(1) Flkl#ee
2 I A7 FhB LAN Z#8H L CTAZ L7-FIRIT — & & FIRil- 5 #E6E,

(2) A v HERE
FIRFIC L DBIERIADE OEIEIC L > T, CE (W) 2o TLET 7 A MV EAERK
ERAY: iR

(3) = &' —H&nE
MR L DB DBRIEIC L > T, XF () ZRislio TRiA - 7z mifg 4
GHIRY 5 e,

(4) 77 7 A¥4HE
MOLEZ AR THNE T 7 7 RATEET D0 (7 7 7 AEEKE) BIWNE 7 77 R
WO ILEEZIGETHHEE (7 7 7 AZEHEE) .
o 77U ALIEHERE
MOCE A BEEREIFR D DI D 7 7 7 ZIEEITIE(E T D HERE,
LB T EARNIA DS OEIC L > TAF Y L7 7 7 AEET D,
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o 77U AZ[FHEE
SN 7 7 A0 DRI E I L CICE 2 325 T D IKEE,
77 7 AR LI EIL TOE NICERI L. HIRIL BIBRT 52 LB TE D,

(5) CEDMRIFELHY H L orkhe
TOE MIZCEEZEHE L., L CERZRY M9 HEE,

6) HEAFT 4T A BT = — AKRE
TOE OF|FHENT 74T v b PC»»6 TOE 2V £— MNEET A0 DIERE, T A ¥ v Al
LN THRED Web 75 U7 FY r—3 g %% 4 A —L L, TOE &3 LAN &H
THHLT 5,
1.4.4.2. %21 T 1 K

LITFIZ, TOEOE® X =V 7 ¢ BEREAE LR 5,

(1) FARERER AE
TOE ZFIH L & 5 L9 2FH TOE OFAIFIHETH D2 L 5 75 Ea—P—LRAT—F

(2 &> THFEL, TOE OFFFFIIS T = & AHERR TS 25412 TOE ORI % 75 % b
e, BRGETIRIC ITARERE L SN — S —RRGED B D Aﬁ%#%%#bb i Ui R TR
AT,

ABEREITIE, BB SRV DNAT — R AT BRI ANAY — R & I —FTRRTD
BEEN T EN D, S HIT, e L7-iBRERIREIEDS BREEISE L7258 (R E 2 = v 7
D0y JHRRE, /NAU — Fﬂ) WVEEHRT DTDEHEN D OGN LORE LT/ NAY — ROk
TR DS A T2 LTS AT — RI20T 2 8k DRE DS ABERE I £ 5,

(2) FERCET 7 & AHEMRE
e EBRERERE TRERE S L7z TOE OFFATFIME K LT, £ OMMAZEOXRENIH L TEZX S
MTCHERR E 721 3R HH O RME & SCE ORI EE SV THERISCE~OBRIELFF T4 L HERE,

(3) I FH 7 thill B il ) £ i
PR BIFRREHERE CRERE S 417z TOE OFFRIHIAFIZR LT, ZORMAHEDOHEENIK L THEZ L
ﬂt%@%@itiﬂ%%%ﬁﬁi%ﬂt@@%@;%OWT\WW%E\X%?/%%\
E—HgRE. 7 7 7 AMRE. CEOMRF LY HUEOBEE, WH AT 4 74 v ¥ 7 = — AKEHE
OEAEER [T HHEE, BLO, EITHDY 3 7108 TN A LR CEUSN O STEA~DOEIEDH]
il &9 D HERE,

(4) HDDM; B ikpe
HDD (22 &SN TWAHT — X Z RN IRH#ET D 72012, 25 25 D HEE,

(5) Efn JiRE
TOE OFHBLOEX2 V7 ¢ IZB#ETL2HS (LT, BEFGLEW)) OrJ % HEFE
WL LHICEAn /L LT L, L EEn V2 EATX 2R CiRit- 256, &
e 71X TOE N HDD (2819 5 23, FGRASEIIR DS ARIZ 72 o T2 5 A I T E BRI & &Ezb
TeRoT, YardozftEE (BaEr 7oK biToRy) i3k b b IS n-Ed
SR~ LEEX AT, 5T, BELEES o ZJIXEHE TS ICHEAH L, HIBROBIEE AT
T 5,
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(6) FRAFIE WY e
TOE NOHIBRENTZE, —BRREDL L WITXFOMAICH LT, BEDT—4 % &
TTHZEICED, BFEROBFAHEZ AR ATEE &7 HHERE,

(1) % ~U—7 @i
LAN FIHFFIC R > b U —7 EOEREIZ L2 HIRx WEB LT 24888, 7 7147k PC &
mfp OEOIEET—4 | SHRBIEY—/3—. DNS #—3— SMTP #—5—& mfp O
BT —2&WE5T 5,

(8 BT A MfEe
HDD K5 S bHRE K 5k 7 — R72 5 ONC TSF Efra— R IER Th 5 Z & % mfp O HEI;
\ZRRRIET 2 K BE,

9) X2V T ¢ HHEIKRE
Ak BFERERERE CRERE S L7 TOE OFFAIFIHEICR LT, ZORHAZFOEENR L TEHE X B
AT HMERIZIEE SN T TSF 7 — 2 ICk T 2 BER L O ¥ = U 7 4 HBED 5 2 F T BE 9 2 il f
¥ 278 ) HEHE,

QO)AMEEA > B 7 = — R4y BfERkRE
USB A v 2 T x2— RGN HA L X T2 —2ANDEDAN1E2 %D FE Shared-medium
Interface ~RET HZ ENTERNEIICL, Fio, BRI D LAN ~ORAZFIET 5
HHE, EAEEIFUZOWTIIANEHE 7 7 7 A%Z(E L ZBZWIHREDOAIZIRET HZ L2k b
EahEBEN D DIRAZIE L, ZE7 7 7 ADiEEE IS 5 Z L2 XV ERFERIFR ) S LAN ~
DRANZERIET 2,

1.4.4.3. R

PATFIC, 2k SN DHERER S N H TE WS REZ St T 5,

- FTP%(5. SMBi%/E., WebDAVE(E, IPT R L AFAX, A v % —% v FFAX, PC-FAXZ/(E
RN v 7 Re 8 STIZHIZE S LTV WD R v 7 A

- SNMPH&rE

- DPWS# i

- LPD# &

- RAWHIRI

- USBru — 1 W8k TO 7Y o Mg

AN AEY (FHIRI, SCERAF, 28—)

kX2 VT 4 XE, FAF& TV b, BEECPDFLA DO ) o MERE (Y > MEREIL Z D
FRICE D, BE OFRERE CHIRZESR DM TONTZHGE CTHGE& T ) v FCELE LTRIFSND)
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1.4.5. TOE O A&

TOE »oF|H1# (UUSER) %, LTO XS ZnEIhD,

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FFAIFIHE)
U.NORMAL A User who is authorized to perform User
(— R H#E) Document Data processing functions of the TOE.

(EELE)

U.ADMINISTRATOR | U.BUILTIN_ADMINI

STRATOR
(BL b A EFE)

U.USER_ADMINIST
RATOR
(=2 — P —FEE)

A User who has been specifically granted the
authority to manage some portion or all of the TOE
and whose actions may affect the TOE security
policy (TSP). Administrators may possess special
privileges that provide capabilities to override
portions of the TSP.

*U.BUILTIN_ADMINISTRATOR, U.USER_ADMINISTRATORIZ DWW TIX1.4.7THFEEZZ M

1.4.6. (REEE

{R# % #E1T. User Data, TSF Data, Functions T& 5%,

1.4.6.1. User Data

User Data IZEF AT HIHE 2MERT 2 2>,

PRI OO I fE S, TOE &% = U 7 1 HERED

BB B2 52 70T — % Th D, User Data lZLL T L H iz S5,

Table 1-2 User Data

Designation Definition
D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original
document and printed hardcopy output.
D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data i TOE 2MERT %2>, TOE HIZER S =T —% TH Y., TOE OFRIEICHEL 5 2
A5 —42ThbD, TSFData IZLLTDO L HITHEEIN 5B,

Table 1-3 TSF Data

Designation

Definition

D.PROT

TSF Protected Data are assets for which alteration by a User who is neither an

Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.
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D.CONF

TSF Confidential Data are assets for which either disclosure or alteration by a User who
is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

A TOE T# 9 TSF Data % UL FIZ/RT,

Table 1-4 TSF Data

Designation

Definition

D.PROT

— Uty MR
H#he 77 v RgH]
FRREA R B R B i
PNAT — RAR—E B B
77"22%%] Db LT —4 GRIERIKER, SR T — RAR—E )
I — R —FRRERR E T — &
R SRR O BRAEEE I ARBRINE ]
RF 211
F v N =2 FE (SMTPY—R—0DIPT FL A, R— FEFE, mfpOIPT L Z4%)
HEESERTE (AT K DEEDOF5ES)
NRAT — FHK
ZAZT7 7 7 AOERIZBET 2 RE
User ID
Permission Role
Allocation Role
Role

D.CONF

0J A RAY— R
Bty —F

sBOX PASSWORD
DOC PASSWORD
Ehn s

1.4.6.3. Functions

2.3.2 SFR Package functions (273 #4HE,

1.4.7. FAE

A ST THEMT 2 HFEOE®REERT D,

£h

Table 1-5 FHEE

Designation Definition

Allocation Role

FIRECEEMST b2 B, mipOEREE FITTLBRICERIN D,

Box Type

Ry 7 ZOFH,
X VT A LERy I A, REIATYZERY 7 A, RAT— K&
{ftPDF Ry 7 A @iE&T VY "Ry I A, 7 A4V T o FrR—
Ry 7 20855,

Copy Role

A= FTTE &AL
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Data Administrator

AT PCILEBEREEZITOROOT I r—v a7
]\O

Data Administrator
with Device Set-Up and Utilities

EHEOmMpIZKHIET 2EHEHT ANA RAEHRY 7 v =T, 774
VY7 b =7 ThbData Administrator DEE A AT HE

DSR Role

T — % ODHDD~ORAFE, HDDIZIRFE SN TWE T —X OFtAH L, fw
ENTE HEE,

Fax Role 77 U AEBREE AT TE HEE,
FTP%1E AX vy LT —HE, ara—X—TRRDT77AVIIEHEL T,

FTPY— _"— |27 v 7'm— N9 5 H%EE,

HDD7 — % I3 & Hil BRE&RE

HDD L5 — 4 % FExHIRT 2 HEHE,

HDD 7 — % & HIpri%Ge O B {E

HDD7 —# L& EHIFRBERICH W THRAT 28R HEHFR) %

X EHERE BET D HEEE,

Permission Role mfp OHERRIZ BIET T D 5 Bk,

Print Role 74T RPCIHBLT Y v N EFATTE H8&E,

Role U.USERD##,
U.NORMAL, U.ADMINISTRATORZ % ¥ , U ADMINISTRATOR %
& 5 IZU.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATORIZ 73705,

Scan Role AX ¥ U EIATTE HH%E

SMBi%/E AXX U LT —F%, ava—F—TRIDET7 7 A VTEHRL T,

AL 2= =Y == T 3 L —~REF T D ERE,

U.BUILTIN_ADMINISTRATOR
(BL b A EPRE)

U.USERD &4,
HONPUOTORIZEE I N TV HEHE (B KA EEE) I2oH
5 &N 5 5%E,

U.USER_ADMINISTRATOR
(=¥ —EHE)

U.USERD%E,

U.ADMINISTRATORIZ k& » Cft 5. S 544,
U.USER_ADMINISTRATORHI DA o % 7 = — A b1 7 A TR
THILT, ZOBRFTORENRTEZD LI D,

BEOMFE - BIBEAAETHD 2 L ERIEEREOR V& K&
U.BUILTIN_ADMINISTRATOR & Al U,

User Role

TV, AXpr, abt— Ty I A LETFANDORIFELE VST
FERE 2 AT D BRI B A e,

Web Connection

Fv hT—27 bDaryEa—4—TWeb” 7 V¥ %8 Lmfpdik i
IR AEMERR AT D T 0D DBEHE,

WebDAV (7 AX YU LT —H %, arva—F—TWA DT 7 A MITEHL T,
WebDAVH— R—27 v 71— K9 BHEERE,

FlIml % B2 XET = ZIFEDNT B ICEZER L2 A A — 2 ORI (1 7)
. FIRIT 25 ORESOEEEITH 2 &,
NET =X ZOHOIFEREET, FEICIEDWTHIRIA 2 — 3 HIl
(th7) Ena,

A—rUVEY b a7 A I, TOREEINT-A— M)y MM TT 72208720 o

HEIC BB 7T U M DR,

F— bVt MR

EEENRET DI, ZORMPRE TS L BBICe 7T M
Do BRAEASFNDD OBREDR RS,

EN

N— Fa b —dEEICEH SN D CERE S 27, B2 27131
AULEDTLEZWLILTE D,
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TR )T o EmEBE

X2 U T ABEDSDENICERT IR EL X 2 7 R EIc— &%
TE L DORRIE & HEFET DHEBE, Z OBBEER AR > TnDH Z LTk Y
Xy NI —27 %4 LIZTOED EHHERE, v U — 7 R EEFHHL
BERE, ImRRZWIERRIC XL HREL T e EOFIABEE L i, F72I3FIA
DOFRIZESE B AR R SN D EN REEOE T ORI & EEm m A &
RSN, REMOEL (BEHEFL T NETE) 2175 X2V T o
SRR E T B,

X2 U7 0 FE
(SECURITY DOCUMENT)

7547 FPCAIL Y RAT — RBHEE & 4L, TOENITRIFE 172X

Ho

tFa T LEARAT—F
(DOC PASSWORD)

X2 VT 4 LBICREINTNAH/INAT— R,

tyvia o TR

Ty va v EEBICK T T HHERE,
EaE/ /L, Web Connection. Data AdministratoriZ DWW TCTFILEI
—EREEERB I bk vy v a v EBEBNICKR T T 5,

IRAT — FAR—E IR fE

EHH DR ET D BIE,

Ry ANRAT— R E AT ENTZRAT — Roifeg L7 AR —E 5 m
ZOBMEICET D L YUER Yy 7 A~DT I ANEILEND,

X2 VT 4 LEART— REANSNIZNRAY — ROk L A—
BEEN - OBEICET S X2 U T 4 LEADT 7B AR
o,

TrAVLT TRy T A

JLE (BAF, o) ) ZRELTELEHENEHT IR Y 7 A,
RESNTNDELEEZ S L E2—FT 5 ERTX IHITHRY T AND
o3 (AR, %3 B, BESNZAEMMINESNS,

7Y b a TR AR

TOER 7 747 > FPCHrHLEFEENTca—H—ID, B /A /XA T —
R HIBIZ — % 2% AR D fRE, = —¥—ID, B 27 A/ RAU—F|
(2 & DRBIREREN D) L 12358 O B HIRT — % 2% A,

NSV S

LEAREFETDHZODOTFT L7 MY,
PRIFSND LEIIEELELETROTVa TIZEENDIERH D,
Ry 7 ALY, CEERA, BIETD2Z ERHRLIFIHEN R D,

Ry 7 ANRAT— K

Ry 7 A H SN2/ A T — R,

(BOX PASSWORD) U.ADMINISTRATOR 721 BN AEE T 5 /327U — K% FlZsBOX
PASSWORD & &7,
a2 —H#—ID FAFIZHZZ BN TWD55F, TOEIZZ ORIk v FIHEZE
(User ID) RET 2,

SNERH — N —FHREREE, = —F—ID+H T — R —ID THR SN D,

2 —ID— BRI L - fiR

—REFIAEL Yo ——IDIC L dr A &2 FLT5 L
fiflR - —IReFI IS L 2R 5 2 &

o—— R

A= — DR HIER, HROMT G HIBR, L 21T 5

o

o — P —FRRED & B RE

FOREST L (RRTERE,AMES Y — X —38RE) ORREZ1T O 1

Y — R

TOEDHIF 2 78ET 5 R AE,

AEFRGFE (INTERNALLY AUTHENTICATION) & 4MB8— 3 —3i
(EXTERNALLY AUTHENTICATION) o 2 FE & %,

U.BUILTIN_ADMINISTRATORIFZAAKFEFED A TIRIAES 41D,

=7 N

TOEIZBW T, 2—H#—IDL v 7o /AT — N L > ClkBIFRREE
ETTHI L.

aJ A RAY— R
(LOGIN PASSWORD)

TOEIZR 7' A T B7HD/NAT— K,
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LU — R HDD DR EALIc B W T AT AR E#OERICB W TCERT 57—
4%, TOEIZR 5L U — R&2H L Chf 52 A M+ 5,
=R W EE FAXARFEFRR O ZI LI=ET L8k, E-mail& W\ o 72850 5 &5 H

LT, 2=0 3/ A BASHARET Z2mfpO ) R— hE ¥ — Ll
& L. mipOBIERRE, AIRESEOKBHHEEHT 5, E-0EICS
UClEAaY— e X G b — 0%k, MeHR, WEDE S Y —
AT V=T OYRIER E) RS 5,

SN — N —FRRERET — #

INERFRAE Y — N —IZBT AR ET — & OGN — =P T2 R A A
VR ERET)

iAo i P RE B v 7w R OBENMEORE 21T 5 BRAE.

Bidym 7 BRE B v 7 2 US4 D HkEE,

B PR RRRIE OO AR A 1 AR R ] B LEeRBERBKBEEIREMICET LS 2 LITEDY
U.BUILTIN_ADMINISTRATORDFBIER 7 » 7 ESNT=HHIcw v 7
DMEER S L% F TORFH,

R A E U ZAER Y 7 A

FAXZAEIE (EHXE) PRESNLIEHENERT LRy 7 A,
RESNTVHLHEICH L TH Y ra— R R 7L Ea—RTE 5,

PEoRIUR » 7 A

K=V 7EE RATFHENPSDOERTT 7 7 AEE) LEWLELEZEHE
ERAR A

ST v VR B RE

EEHET v RAMERED EITDIFD, S T ROE 21T 5 Khe,

BT % e

LANZfRH L TRVIY 3257 — 7 205k U TR D i6E

FRAT I WIE B RE HDDF —# L& XHIEEEEIZ L W HDD FooF — % ZHI&4 % HRE,
REZ 1 e DGR, A RHERNRAE LIESE . Z ORAIFBRNEL 0 72

kS h S,

HEhwe 77 7 hIEH

BWHENRET LG, ZORBARET L EHBMICe T Y M
%, Web Connection? %1%,

FEOREER YET = FICESNT BHCELERR LY LIREA A — V% %G
THIODREDELREITHI Z &,
NET—HZOHLDOIEIEFET REICESNTERA A —VDRERFI
o,

HRESCE RIFERYH L OG5 (FDSRICK AEEDOR G L25) XE,

PREE& 7Y o M HRE
(AUTH PRINT)

Ry RT—7 FDay Ea—F—nbiE s a—F Ak AT —
REMES wEL Y o MER SN STEE UTIRTET 5 EEEE,

AR R B i

B VR AE S 2 BRE, 8ifeE L 7 RRAE RIS Z O BMEICIET S LR
AEFERES 1 > o7 éﬂé

EREH SR T — R

AMRERAE T D
WHISAT — R,

BT HIERERERFIC AN & 2 EHE N ER L T
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1.48. Ryo R

TOE 2 M2t 2R v 7 ZIZHOW TR T 5, TOEIZU T OREOR v 7 2 2244 5,
(RBZNEAR Y 7 ZOFEICES S G TH LN BAE "X NVEFEIZBIT 5F R EMLT L —8T
LbD TR, o, ZNUSMIHERRAR v 7 A7 ESFAET D503 2 ZICFER LI fEOR v 7 R

PIAMIEEH T& 720,)
Table 1-6 AT LRYIR
Ny 7 AOEE B
X2 VT A LERY Y X2 VT A LEPRGFINDR Y 7 A,
A

ATV ZIERy 7 A | FAX ZEXE (FRXE) MEFESNDIR Y 7 A,
FR A Y Z ERED ON ([IFRE I N TV DEAIT., =G CEFMRE A €Y
ZER Y 7 AR END, B A E Y ZEFEREIL U ADMINISTRATOR

BT 9,
/XA YU — R 51t PDF 54t PDF (BE< £ XA T —=REANTDH I HICHRESIN TS PDF
RNy 7 A TrAN) ERFTEIRY I A, XEEBEELTRAY—FRANTHZET

YRESCEORIREN KD,
BAL& TV MRy 7 2 | BIE& TV » MERTIENMREIND R Y 7 A

Table 1-7 #geRvHI X

Ry 7 ZADFEHE
TrAVT e Fon— | RELEXET—F (EEXE) T A7 74V U 7 B 5OR %
Ry o A ML CHRB LR ENRTEIEEENEET IR Y 7 A,

2. Conformance claims
2.1. CC Conformance claims

AKSTix. L F®DCommon Criteria (AR, CCLFET) IC#E T 5,

CC version : Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level ¢ EALZ2 augmented by ALC_FLR.2

2.2. PP claim

ASTiX, LLTOPPICEGT 5,

PP4 BRG] : U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009)

N—T g v 1.0

1) APPiXCommon Criteria Portal (Z## =# T\ % [TEEE Standard Protection Profile for

Hardcopy Devices in IEEE Std 2600-2008, Operational Environment B] (Z#& L., 2>
CCEVS Policy Letter #20] &7z LT\ 5,
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2.3. Package claim

ASTi%. LLFDSFR PackagelZi# &9 %,

+ 2600.2-PRT
+ 2600.2-SCN
+ 2600.2-CPY
+ 2600.2-FAX
+ 2600.2-DSR
+ 2600.2-SMI

2.3.1. SFR package reference

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

. SFR Package functions

o> oy op o> o> o

-

2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

1.0

March 2009

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

1.0

March 2009

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR, SFR Package for Hardcopy Device Document
Storage and Retrieval Functions, Operational Environment B
1.0

March 2009

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B

1.0

March 2009

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security
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Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

FEDSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by
multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the
function is associated with that particular data as a security attribute. This attribute in the TOE
model makes it possible to distinguish differences in Security Functional Requirements that
depend on the function being performed. The attributes that are allowed, but not required in any
particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4. PP Conformance rationale

24.1.
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3. Security Problem Definition

3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for

which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to

unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these

threat agents.

3.2. Threats to TOE Assets

This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define the

assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security,

Users will be

authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

to self-verify executable code in the TSF.

To detect corruption of the executable code in the TSF, procedures will exist

P.AUDIT.LOGGING

To preserve operational accountability and security, records that provide an
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audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its IT

environment.

PHDD.CRYPTO The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections
of this Protection Profile are based on the condition that all of the assumptions described in this
section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,

and are trained and competent to follow those policies and procedures.

A.ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with

those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective Definition

0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized disclosure.
O0.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized alteration.
O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized alteration.
O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized alteration.
0.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized disclosure.
O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized alteration.
O.USER.AUTHORIZED The TOE shall require identification and authentication of Users, and shall

ensure that Users are authorized in accordance with security policies before

allowing them to use the TOE.

O.INTERFACE.MANAGED The TOE shall manage the operation of external interfaces in accordance with
security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain a log of TOE use and security-relevant
events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Objectives
slelslelzlzlelelalelelzlelelelele gz g
YU ola |a f w | £ : £ =R f f f £
3312 |2 |8 (8 |G a | |2 % O o o A e RER =
alalzijofz |z @ |2l (s |c g g |E |8 |4 |8 S8 |=
zlz @2 |2 |2 [(F |82 |2 2|22 |e|c|= |2 |5 |E |E |2
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o | = ; ©la |2 |=
S |B 2 |3 (= |2
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=HE °
q |8
g |=
o |Z
T.DOC.DIS v vV |v
T.DOC.ALT v vV |v
T.FUNC.ALT v v |v
T.PROT.ALT v vV |v
T.CONF.DIS v vV |v
T.CONF.ALT Vi v |v
P.USER.AUTHORIZATION vV |v
P.SOFTWARE.VERIFICATION (4
P.AUDIT.LOGGING v VI v |V
PINTERFACE.MANAGEMENT v v
P.HDD.CRYPTO v
A.ACCESS.MANAGED v
A.ADMIN.TRAINING v
A. ADMIN.TRUST v
A.USER.TRAINING v
Table 4-5 Sufficiency of Security Objectives
Threats. Policies, Summary Objectives and rationale
and assumptions
T.DOC.DIS User Document Data 0.DOC.NO_DIS protects D.DOC from unauthorized
may be disclosed to disclosure.
unauthorized persons. O.USER.AUTHORIZED establishes user

identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant
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authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

O.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization to use the TOE.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization
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P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation
will be
TOE.

controlled by

O.HDD.CRYPTO encrypts data stored in HDD by
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes responsibility of
use their privileged the TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.

5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision

2, Part 2. These extended components are defined in the Protection Profile but are used in SFR

Packages, and therefore, are employed only in TOEs whose STs conform to those SFR Packages.
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5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I_ 1 |

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT FDI _EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT _FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data are allowed to be transferred to another external
interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (i.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows

specifying the property to disallow direct forwarding and require that only an authorized role
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can allow this. Since this is a function that is quite common for a number of products, it has been
viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class.
However, in this Protection Profile, the authors needed to express the control of both User Data
and TSF Data flow using administrative control instead of attribute-based control. It was found
that using FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this
functionality.

This extended component protects both User Data and TSF Data, and it could therefore be
placed in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the
authors believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this lead the authors to define a new family with
just one member.

FPT FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT _FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfacesl from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements

ARETIE, X2V T 0 BFIZHOWTRET 5,

6.1. Security functional requirements

ZOETIE, A1 B THES N EX 2 7T o R AG#ZEBT 57200, TOEDOEX 2V T ¢
BEREE A SRR T 5, Zods, BX 2 U T 4 HEREEMFIL. CCPart2 ITHEDEF 2 U 7 ¢ HEEEE/E)
5. 51T 2%, CCPart2 IZHE ST\l vk X o U7 ¢ #REZE1X, PPIEEE Std 2600.2-2009)
WCHEDIREE X =2 U 7 e~ 6. 5IHT 5,
<tFaTBEEHAREORTAEE>

UTFTOFBOFIZENT, A=/ FCRENDRFLIL. PP TR EITFRMIL L2 Z & 25RT,
ALY w2 HOR—b FCRINBFZL, K ST TENY, FIX98 IS TWD I EERT,
ToHE—FGA LV TREINDIELDERIIGUNEE T1 5 Y 2 HOR— 0 FCHRIABFZLL. 7

YE=T A SHIRICEFTAA ST TR S T g Z & &R T, 7V ORITERIMS 1T TR
SNDHE L, YAEREEMEAA ST THRHuR LS T S TWnD Z L 2R,

6.1.1. Class FAU: Security audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

Hierarchical to No other components

Dependencies : FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events]
[selection, choose one of: minimum, basic, detailed, not specified]

not specified

[assignment: other specifically defined auditable events]

nL

The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1) the
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information Gf any is required); [assignment: other audit relevant information)

[assignment: other audit relevant information]

nL
Table 6-1 Audit data requirements
Auditable event Relevant SFR | Audit level Additional Details
information
Unsuccessful use | FIA_UAU.1 Minimum None required - Failure of login
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of the
authentication

mechanism

The reaching of
the threshold for
the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.
re-enabling of a

terminal).

FIA_AFL.1

Minimum

None required

<FRFF O 1L
S EREEA~ O IR

Unsuccessful use
of the
identification

mechanism

FIA_UID.1

Minimum

Attempted user
identity, if

available

- Failure of login

Use of the
management

functions

FMT_SMF.1

Minimum

None required

Use of the management functions

Modifications to
the group of
users that are

part of a role

FMT_SMR.1

Minimum

None required

HEIE L CO2—YP—D 7 )L—T 1%
FFEE L7 \O O TRIMRIT 2R,

Failure of the
trusted channel

functions

FTP_ITC.1

Minimum

None required

Failure of the trusted channel

functions

Changes to the

time

FPT_STM.1

Minimum

None required

changes to the time

FAU_GEN.2 User identity association

No other components
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to

Hierarchical to

Dependencies

FAU_GEN.2.1

associate each auditable event with the identity of the user that caused the event.

FAU_SAR.1 Audit review

Hierarchical to No other components
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FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4(1)

FAU_STG.4.1(1)

FAU_STG.4(2)

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users| with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]

UADMINISTRATOR

[assignment: Zist of audit information]

Table 6-1 IZFRTEEHE=z

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to No other components
Dependencies : FAU_SAR.1 Audit review
The TSF shall prohibit all users read access to the audit records, except those users that

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.

The TSF shall be able to [selection, choose one of - prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBF DS HHNC 720 72 REDBIEDS [ LB EZEIL) IZRE
SHERRET, BEBABF DI 220 72 556,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failure)

P g T DZAEI

Prevention of audit data loss
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FAU_STG.4.1(2)

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

»

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZZEBFDIHRIC 70 0 7EREDBIED [ LZEEFFA]) ICRE
SHERE T, BB PRI 220 758,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

”

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]

overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failurel

zL

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation
Hierarchical to - No other components.

Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption) in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithml]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

a=J 3 VE NS REEE 2 =713 /)% HDD B 58Em 71T XA - 256 bit

FCS_COP.1

Cryptographic operation

Hierarchical to No other components

Dependencies : [FDP_ITC.1 Import of User Data without security attributes, or
FDP_ITC.2 Import of User Data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
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FCS_COP.1.1

The TSF shall perform [assignment: list of cryptographic operations] in accordance with
a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:
[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]

refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit HDD Or5E1k

FDP_ACC.1(a)

FDP_ACC.1.1(a)

6.1.3. Class FDP: User Data protection

Subset access control

Hierarchical to No other components

FDP_ACF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Dependencies

Access Control SFP in Table 17 (the list of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access control
Function | Object Attribute rule
Attribute | Attribute
D.DOC +SCN User ID Delete U.NORMAL User ID User ID 28 —%9~
+CPY D56 OB REE
+FAXOUT AT 2,
D.FUNC | +PRT Box Type Delete U.NORMAL User ID Box Type 73/3 A
User ID U — K51k
PDF Ry 7 AD
%A, User ID 28
—BTLbDDH
BEETFA T 2,
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Modify
Delete

U.NORMAL

User ID

Box Type 23&F
2 VT4 LERy
7 AT DO,
RAT — R Bt
PDF AR v 7 AT
WA User ID
N—=HTHHLDOD
FA a2 T
%,

Box Type
DOC
PASSWORD

Modify
Delete

U.NORMAL

DOC
PASSWORD

Box Type 73t %
2 VT 4 XERY
7 ADEEIT
DOC
PASSWORD 73—
BT 25 A I HE
AT D,

+CPY
+SCN
+FAXOUT

User ID

Modify
Delete

U.NORMAL

User ID

User ID N —%3
D356 O HEEE
a4 5,

+DSR
+FAXIN

Box Type
sBOX
PASSWORD

Delete

U.NORMAL

sBOX
PASSWORD

Box Type 7358
AEVZERY 2
AT sBOX
PASSWORD 73—
BT 256 1 THYE
e S e N

+DSR

Box Type
sBOX
PASSWORD

Modify
Delete

U.NORMAL

sBOX
PASSWORD

Box Type 37 7
AV T e Fun
—ARy 7 AT
sBOX
PASSWORD 73—
BT 256 1 THYE
e S R N

Table 6-5 PRT Access Control SFP

Object

Attribute

Function
Attribute

Object
Attribute

Operation(s)

Subject

Subject
Attribute

Access control rule

D.DOC

+PRT

Box Type
User ID

Read
Delete

U.NORMAL

User ID

Box Type tF% =Y
T4 XERY J AT
WA, User ID 23—
T2 HODOHEAEE
AT 5,

Box Type
DOC

Read
Delete

U.NORMAL

DOC
PASSWORD

Box Type 3% =V
T4 LER T ADY;
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PASSWORD

&1z DOC
PASSWORD 7" —%9~
DB EE T
50

X Box Type (Zxf)iix LT DOC PASSWORD 23 5 & T 5728, Box Type S35 Z & THET

Do
Table 6-6 SCN Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3 —%F7 2% %
Modify IS Ui e
%
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID 83— % %
D DI EAE TS
%
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 233l A €
sBOX PASSWORD | Read VEAER v 7 ABEIC
sBOX PASSWORD 78
—HET 258 HEE
A2,
+FAXOUT | User ID Read U.NORMAL User ID User ID 3 —E7 5%
Modify D DI AT
% o
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
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D.DOC

+DSR

Box Type
sBOX PASSWORD

Delete U.NORMAL sBOX PASSWORD | Box Type 37 71 U

Read N AR B A T /4

Modify A DA IZ sBOX
PASSWORD 28 —% 9"
LGE B EER T
s

Delete U.NORMAL sBOX PASSWORD | Box Type 235 X €

Read URAER Y 7 ADYE
IZ sBOX PASSWORD
N—ET D56 THE
ZEFRT D,

FDP_ACC.1(b) Subset access control

FDP_ACC.1.1(b)

Hierarchical to

Dependencies

No other components

FDP_ACF.1 Security attribute based access control
The TSF shall enforce the TOE Function Access Control SFP (TOFE Function Access
Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the Iist of users as subjects, objects, and operations

among subjects and objects covered by the TOE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission FAT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object @
Permission Role % & A/
TW2 GG, WREDFAT
TS,
F.SCN Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A/
TWDIGE. BiEDFELT
A2,
F.CPY Permission E1T U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ™
Permission Role =& A
TWoHEE, HEREEDELT
et L R RPN
F.FAX Permission FAT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object @
Permission Role % & A/
TW2 GG, HREDFAT
T D,
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FDSR Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A
TWDIGE. BIEDFELT
T D,

FDP_ACF.1(a) Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation
FDP_ACF.1.1(a) The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (the
list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5, Table 6-6, Table 6-7,Table 6-8,Table 6-9) .
FDP_ACF.1.2(a) The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control
SFEP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document
Access Control SFP in Table 6-4, Table 6-5, Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .

FDP_ACF.1.3(a) The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
lassignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]

» UADMINISTRATOR /39~ T» D.DOC, D.FUNC D735 rJ5E
« +FAXIN DE #7507 ~XT?D D.DOC, D.FUNC /ZZEH D FAX 5% F+ > E/L7
B EIzL VF#TH Delete 73 FJE

FDP_ACF.1.4(a) The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objectsl.

« sSBOX PASSWORD D&z 7 3+ —ZE[# 55 1~3 WIZ 17 S B BEE R E R gE /L IE DEH
MEIZZE L BB SFN I I~DT 2 X EHEET S,

- DOC PASSWORD D75 T —Z/EH 75 1~38 IZ 1517 5 B HEZ RIE FTHE 20 IE DB

CELEHE, HFCF2 )T A XE~NDT 7R ZHEET S,

* Box Type 73552 U — FigEE(& PDF 3> 2 X DL, +PRT DEMHz#> D.FUNC ©
Modify ##%7 3,

- Box Type ZS##I X €YV FEN v 2 X DHE, +DSR,+FAXIN DEH &> D.FUNC ®
Modify #5793,
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FDP_ACF.1(b)

FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

FDP _ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP1

FDP_RIP.1.1

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
Iist of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOFE is
automatically authorized to use the functions [assignment: list of functionsl,
[assignment: other conditiondl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOF is automatically authorized to use the functions
[assignment: list of functions|, [assignment: other conditions]]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts (receives a fax document)in the role
U.ADMINISTRATOR: [assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects).

[assignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objects].

nL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

zL

Subset residual information protection

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: Zist of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

zL
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6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_SOS.1(1)

FIA_S0S.1.1(1)

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number], an

administrator configurable positive integer within[assignment: range of acceptable

values]] unsuccessful authentication attempts occur related to [assignment: /ist of

authentication events|.

[selection: /assignment: positive integer number/, an administrator configurable positive

Integer within[assignment: range of acceptable values])

an administrator configurable positive integer within/assignment: range of acceptable

values/

[assignment: range of acceptable values/

1~3

[assignment: list of authentication events]

22 NI T — FiE L 3R

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: ist of actions).

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

7o NI T — NIk B RAEDIFIE

< HEEIRD 7= D DIEIE>

U.BUILTIN_ADMINISTRATOR Ds87F D5 : TOE DEBNEEE1T 5, (BB, E
BEE FRAL DIRIEEE I AEBRIF IR EIZRIE S T BRI & REBH 12
JEBRALBE TR P S, )

FhLis (UUSER ADMINISTRATOR # &ir) D5 : FRAFEIELEE TR

U ADMINISTRATOR iz J: & 7RAFSRLIETE D7 ERERE D ETT

User attribute definition

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: Iist of security attributes).

[assignment: list of security attributes).

User ID

Allocation Role

Role

Verification of secrets

Hierarchical to No other components
Dependencies : No dependencies
The TSF shall provide a mechanism to verify that secrets (72 > /X 7 — F, &F= Y
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FIA_S0S.1(2)

FIA_S0S.1.1(2)

FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

T XE/NX U — F) meet [assignment: a defined quality metric].
[assignment: a defined quality metric]
- frde  : SHTLLE
- XFFE : 94 XFLIED 226245 FRE
BRI @ F—DXFEN THEESH TR,
O XETSHE FREDEPHEEREINTVSELEHEKLAL,

Verification of secrets

Hierarchical to No other components
Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (BEE/ET— F)

[assignment: a defined quality metricl.
[assignment: a defined quality metric]
- Hrd :20%7
« XFEFE : 83 XFLLLDH 202 584 A gE
BRI @ F—DXFEN THEEH TR,
O XEFSHE FREDEPHEERESHN TV SELEELZR,

Timing of authentication

Hierarchical to No other components

Dependencies : FIA_UID.1 Timing of identification

meet

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE) on behalf of the user to be performed before the

user is authenticated.

[assignment: Zist of TSF-mediated actions that do not conflict with access-controlled

Functions of the TOE]

FMFRAFIZ I 1T B 2 — S —FFE I LR DR
772 2R

TOE DREERER I L NFFREDRIE

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Protected authentication feedback

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
A IREXFET—5 1 XFHEIE “*7 DER

Timing of identification

Hierarchical to No other components

Copyright ©2016-2017 KONICA MINOLTA, INC., All Rights Reserved
46174



bizhub C3851/bizhub C3351/bizhub C3851FS/ineo+ 3851/ineo+ 3351/ineo+ 3851FS &+ !/7rF—45 Wk

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Dependencies : No dependencies

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE) on behalf of the user to be performed before the
user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

ABFRANZI5 1T B2 — F—FfFE L S RE DRER

Z 72 AEE

TOE DR EERER T S VFFAEDFIE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: /ist of user security attributes).

lassignment: list of user security attributes).

User ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

[assignment: rules for the initial association of attributes]

zL

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes).

[assignment: rules for the changing of attributes)

nL

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behaviour

Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of,
disable, enable, modify the behaviour off the functions [assignment: /st of
functions) to [assignment: the authorised identified rolesl.
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of

[assignment: list of functions]
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FMT_MSA.1(a)

FMT_MSA.1.1(a)

s ¥z VT BIERE
2 — S — R A
« HDD >— % L& & FrisE
- BB o VIR
- BISHET ¥ R /VHERE
[assignment: the authorised identified roles].
U.ADMINISTRATOR

Management of security attributes

Hierarchical to No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the_.Common Access Control SFP in Table 17 (Access Control SFP in
Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s)| to restrict the ability to [selection:

Dependencies

change_default, query, modify, delete, [assignment: other operations]| the security
attributes [assignment: Zist of security attributes| to [assignment: the authorized
identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change_default, query, modify; delete, [assignment: other operations]]
Refer to Table 6-11,Table 6-12

[assignment: list of security attributes)

Refer to Table 6-11,Table 6-12

[assignment: the authorized identified roles)

Refer to Table 6-11,Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Operations
Attribute Roles

Common Access Control SFP | User ID Nobody Any operation

PRT Access Control SFP

SCN Access Control SFP

CPY Access Control SFP

FAX Access Control SFP

FAX Access Control SFP Box Type U.ADMINISTRATOR Box Type 7233 2 € U 5245

sBOX PASSWORD Ay 7 2D AEIC sBOX

PASSWORD ®
Modify
Delete

PRT Access Control SFP DOC PASSWORD Nobody Any operation
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DSR Access Control SFP Box Type U.ADMINISTRATOR Box Type ™7 7 A U7 -
sBOX PASSWORD FUNR—=Ry I ADBFAEIC
sBOX PASSWORD ®»
Modify
Delete
Box Type U.ADMINISTRATOR Box Type 2358 A €V %ZA(5
sBOX PASSWORD Ry 7 ADEEIC sBOX
PASSWORD ™
Modify
Delete
Table 6-12 Management of Subject Security Attribute
Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID U.ADMINISTRATOR Create
PRT Access Control SFP Delete
SCN Access Control SFP Modify
CPY Access Control SFP —IRFFI A 45 1R
FAX Access Control SFP jiAISS
DSR Access Control SFP
PRT Access Control SFP DOC Nobody Any operation
PASSWORD
FAX Access Control SFP sBOX Nobody Any operation
DSR Access Control SFP PASSWORD

% sBOX PASSWORD (% U.ADMINISTRATOR »3# &3 5. DOC PASSWORD (F#/EFE N AT G&

E) %,

FMT_MSA.1(b)

FMT MSA.1.1(b)

Management of security attributes

Hierarchical to No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the TOE Function Access Control SFP, [assignment: access

control SFP(s), information flow control SFP(s)] to restrict the ability to [selection:

Dependencies

change_default, query, modify; delete, [assignment: other operations/l the security
attributes [assignment: list of security attributes| to lassignment: the authorised
identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

nL

[selection: change default, query, modify, delete, [assignment: other operations]]

Refer to Table 6-13, Table 6-14

[assignment: list of security attributes)

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles)
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Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Security Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify

Table 6-14 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation
Control SFP

FMT MSA.3(a) Static attribute initialisation

Hierarchical t No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1(a) The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), assignment: access

control SFP, information flow control SFH to provide [selection, choose one of:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.
[assignment: access control SFP, information flow control SFP
nL
[selection, choose one of: restrictive, permissive, [assignment: other property/l default
values for security attributes that are used to enforce the SFP.
[assignment: other property]
refer to Table 6-15

FMT_MSA.3.2(a) The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or information is
created.
[assignment: the authorized identified roles)

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object
Control Attribute | Attribute Security Attribute

SFP

Common D.DOC +SCN User ID User ID of UUNORMAL who
Access +CPY created the left Object
Control +FAXOUT
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SFP D.FUNC | +PRT User ID User ID of UUNORMAL who
+CPY created the left Object
+SCN
+FAXOUT
+DSR Box Type | sBOX PASSWORD FT 2 NORFENT 7 AY
+FAXIN VT e TNy A i A
TUVZERY 7 20T 0H
A, BE%R v 7 20 Box Type &
sBOX PASSWORD
PRT Access | D.DOC +PRT Box Type | User ID INAY— RiEF{L PDF (2 X 54
Control D.FUNC 7Yz 7 hDOYA. Box Type 1%
SFP XA T — RiE5{t. PDF &> 7
A, BFE& TV v Mk ATy
=7 FDO%E ., Box Type Xl
&TV MRy T A,
User ID 137V v h&FET L
U.NORMAL @ User ID
DOC PASSWORD FTTx s "X VT 4 E
DA, Box Type ldtx =2V T 4
LER v 7 A, DOC PASSWORD
T4 7 V=7 FOAERKRHZIATE
NN AT— R
SCN Access | D.DOC +SCN User ID User ID of UUNORMAL who
Control created the left Object
SFP
CPY Access | D.DOC +CPY User ID User ID of UUNORMAL who
Control created the left Object
SFP
FAX Access | D.DOC +FAXOUT | User ID User ID of UUNORMAL who
Control created the left Object
SFP +FAXIN Box Type | sBOX PASSWORD FTV =T SORAFEREDR Y 7 A
(A EYZERY 7 X)) O
Box Type & sBOX PASSWORD
DSR Access | D.DOC +DSR Box Type | sBOX PASSWORD FTVxl NORFETROR Yy 7 A
Control (AN T e FonN—Ry7
SFP AFTHI AT Y ZER Y 7

A) @ Box Type & sBOX
PASSWORD

#Function Attribute (347 V=7 NEART 2882 (V> b, AFX v d) T L THEENS =
DRIFFICEEST 5 &S5 Z &g,

FMT MSA.3(b) Static attribute initialisation

Hierarchical to

Dependencies:

No other components
FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles
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FMT MSA.3.1(b)

FMT MSA.3.2(b)

The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control

SFA to provide [selection, choose one of: restrictive, permissive, lassignment:

other property/l default values for security attributes that are used to enforce

the SFP.

[assignment: access control SFP, information flow control SFP

zL

[selection, choose one of: restrictive, permissive, [assignment: other property]l

[assignment: other propertyll

Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles| to specify

alternative initial values to override the default values when an object or

information is created.

[assignment: the authorized identified roles)

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes
F.PRT Permission Role Print Role
F.SCN Permission Role Scan Role
F.CPY Permission Role Copy Role
F.FAX Permission Role Fax Role
F.DSR Permission Role DSR Role
FMT MTD.1 Management of TSF Data
Hierarchical to No other components
Dependencies: : FMT_SMR.1 Security roles

FMT MTD.1.1(a)

FMT MTD.1.1(b)

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: change default, query, modify, delete,
clear, [assignment: other operations/l the [assignment: list of TSF Datal to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except U NORMALI]].
[selection: change default, query, modify; delete, clear, [assignment: other operations/]
refer to Table 6-17
[assignment: other operations/
refer to Table 6-17
[assignment: list of TSF Datal
refer to Table 6-17
[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
authorized identified roles except U. NORMAL]]]
refer to Table 6-17
The TSF shall restrict the ability to [selection: change_default, query; modify; delete,

clear, [assignment: other operations/] the [assignment: list of TSF Data associated with
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a U NORMAL or TSF Data associated with documents or jobs owned by a U NORMAIL)
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U.NORMAL

to whom such TSF Data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other operations/]
refer to Table 6-18
[assignment: list of TSF Data associated with a U NORMAL or TSF Data associated
with documents or jobs owned by a U.NORMAL)
refer to Table 6-18

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U.NORMAL to
whom such TSF Data are associatedl|
refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
U.BUILTIN_ADMINISTRATOR @ = 71 »% | U.BUILTIN_ADMINISTRATOR Modify
AT—F
ek — R U.ADMINISTRATOR BE

Modify
IR 1 U.ADMINISTRATOR Modify
A — 1+t Ut hEFH U.ADMINISTRATOR Modify
Sk =Pyl S| U.ADMINISTRATOR Modify
T FIE S [ S 3 U.ADMINISTRATOR Modify
FARIE R E 3 (U.BUILTIN_ADMINISTRATOR | U.ADMINISTRATOR Clear
LISt)
AT — FAR—E KB U.ADMINISTRATOR Modify
IRAT— RAR—[E4K U.ADMINISTRATOR Clear
RAT — FEIR U.ADMINISTRATOR Modify
INER Y — N —FERERR BT — H U.ADMINISTRATOR Bk
Modify
PR FRRE O B EEE 1L AR B IRE ] U.ADMINISTRATOR Modify
Xy MU — 7 E U.ADMINISTRATOR Bk
Modify
(R SR AE U.ADMINISTRATOR i
Modify
Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations
UNORMAL ® v 7 A L /SZAT— R U.ADMINISTRATOR B dak
U.ADMINISTRATOR Modify

gAY — R bR
—#— (U.NORMAL)

Role

U.ADMINISTRATOR

U.USER_ADMINISTRATOR
D53 L OHIER
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FMT_SMF.1 Specification of Management Functions

Hierarchical to No other components
Dependencies: : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSF].
[assignment: list of management functions to be provided by the TSF]
refer to Table 6-19

Table 6-19 list of management functions

management functions

U.ADMINISTRATOR (Z X %t 2 U T ¢ S{baRk & D& LKL RE
U.ADMINISTRATOR T & % = — ¥ —RBFEHERE O & BRI fE

U.ADMINISTRATOR (Z & 5 HDD 5 — % 3£ & HIERHEEHE O B ERR EHEHE
U.ADMINISTRATOR (Z & % B4 v 7 & Bk B

U.ADMINISTRATOR (2 & % &5 #H T ¥ /L& Hikkne

U.ADMINISTRATOR |Z & % == — — & BREERE

U.ADMINISTRATOR iZ & % UNORMAL = —%#—ID O— R 11 - figiine

U.ADMINISTRATOR (T & 3 UNORMAL D1 7' L /32U — R DGk « 75 HHERE
UNORMAL IZ X2 HEDOa 7 A /32T — KO THEHE
U.BUILTIN_ADMINISTRATOR (2 LD HE D1 7' A /32U — RO H R
U.ADMINISTRATOR |Z & A 5LV — FORE - 25 FHEAE

U.ADMINISTRATOR (= & % BrZ) 15 2 oD 25 H R AE

U.ADMINISTRATOR iZ £ 54— kUt~ MHEE O TEFERE
U.ADMINISTRATOR (2 L 2 B&v 77 7 MR D2 FHSHE
U.ADMINISTRATOR (Z & 2% F3FEAHL 01 5 B 1 0D 22 FE M RE
U.ADMINISTRATOR IZ L A 4MHY— S —FBEERR E T — & OBk - AT RERE
U.ADMINISTRATOR (Z & % & FLHE FBFE O RS 1L AR BRI O 25 SR RE
U.ADMINISTRATOR |2 & % /32 U — R —F A 0O 14 =K HE
U.ADMINISTRATOR (= & 5 /S A U — R A~ — B a3 Rl 0> 25 W ks e
U.ADMINISTRATOR 2 & 2 385ERRkRI%x (FELHLISL) ol EHEEE
U.ADMINISTRATOR (T & % /32 U — FHFIZE H R RE
U.ADMINISTRATOR IZ & 5% > b U — 27 B E DR - L HHERE
U.ADMINISTRATOR |2 & % {2 %06 5 D %% - 75 FH%HE
U.ADMINISTRATOR (2 £ 247V =7 btFx =2 U7 1 & (User ID, BoxType, DOC PASSWORD % <)
D PR RE

U.ADMINISTRATOR IZ L 5% 7 V=7 bEXxa VT 4 @M (2 —V—FHEHERICL2EFHEONG, =—H%—ID
O —WEF AR - f#Ek. sBOX PASSWORD. DOC PASSWORD % [:< ) D4 HFIRERE
U.ADMINISTRATOR = & % Role (U.BUILTIN_ADMINISTRATOR ® Role #Fx<) D& PRkkhE

FMT_SMR.1 Security roles
Hierarchical to No other components
Dependencies: : FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
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FMT_SMR.1.2

Nobody, lassignment: the authorised identified roledl].

[selection: Nobody, [assignment: the authorised identified roles)]

Nobody

The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

Restricted forwarding of data to external interfaces

Hierarchical to No other components

Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

The TSF shall provide the capability to restrict data received on any external Interface

from being forwarded without further processing by the TSF to any Shared-medium

Interface.

Reliable time stamps
Hierarchical to No other components
Dependencies: : No dependencies

TSF shall be able to provide reliable time stamps.

TSF testing
Hierarchical to No other components
Dependencies: : No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl]l to demonstrate the correct
operation of [selection: [assignment: parts of TSFl, the TSH.

[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]

during initial start-up

[selection: [assignment: parts of TSFl, the TSH

[assignment: parts of TSF]

HDD r5{L5%5E

TSF #f7=—F

The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF, TSF Datal.

[selection: [assignment: parts of TSF, TSF Datal.

[assignment: parts of TSF]

BEED—F

The TSF shall provide authorised users with the capability to verify the integrity of
stored TSF executable code.
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6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to No other components
Dependencies: : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivityl.
[assignment: time interval of user inactivityl
c BIENEADGE, F— PVt MFHIZL o TRE X S FFRH
+ Web Connection D5, HEr 77 D FEHIZ L o TRE X 3B
+ Data Administrator D44, 60 %
c TP I FFALN—, T ADBE, XMaFt g ATRY

6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to : No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2, Security assurance requirements
Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for
Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.

Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)
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ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis

6.3. Security requirements rationale
6.3.1. Common security requirements rationale (SFR Package included)
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives
O °Sle [0 |o |©o o |0 |9 o | o
o) o |+ ae Q Q = 05)
S ol |[= | |8 & 5 S Dé 5
Q Qlz (9 |Z2 |Z2 | = 2 | 3 S |O
zlz|2 |22 |2 |2 =12 |=2|a
o oz |2 |z |z |x |3 = | =
I l S |S |3 |o |g |» |& o
SFRs o R I | | S |a | & Q|
| S|E|E|g|E|E|E |2 |23
e = T = =T =
S (2 |2 | °
2 |5 | =
= |
FAU_GEN.1 P
FAU_GEN.2 P
FAU_SAR.1 P
FAU_SAR.2 P
FAU_STG.1 P
FAU_STG.4(1) P
FAU_STG.4(2) P
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P|P | P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1 S S
FIA_ATD.1 S
FIA_S08S.1(1) S S S S S
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Objectives
o Sl1© | |© |© o |0 |©o ©|0o
-} w) = =0 aQ a = wn
&) olc |= |& |8 G 5 ) Dé 5
a Q| =z S |Z2 |z |8 |& |2 2|
'z z |2 | =30 " | R s 2 S| a
o clz |Z |z |z |z |2 |5 = | =
SFRs 5 | > [(C || |°|S |8 |5 | 9|5
Z|Slelelg|e |2 |8 |E]2|2
5= |2 |5 |8 = s | =|°
o &
S |2 |2
= > =
2 | O
FIA_S0S.1(2) S
FIA_UAU.1 P P
FIA_UAU.7 S S
FIA_UID.1 S S S S S S P P S S
FIA_USB.1 P
FMT MOF.1 S S S S S S S S S S
FMT_MSA.1(a) S S S P P P
FMT_MSA.1(b) P S
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT _MTD.1 P P P S
FMT_SMF.1 S S S S S S S S S S
FMT_SMR.1 S S S S S S S S
FPT_FDI_EXP.1 P
FPT_STM.1 S
FPT_TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P P

Table 6-22 Sufficiency of security requirements

Objectives Description SFRs Purpose

0.DOC.NO_DIS, Protection of User FDP_ACC.1(a) Enforces protection by establishing an
O0.DOC.NO_ALT, Data from access control policy.

O.FUNC.NO_ALT unauthorized FDP_ACF.1(a) Supports access control policy by

disclosure or

alteration

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.
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FMT_SMR.1 Supports control of security attributes
by requiring security roles.
FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

0.DOC.NO_DIS Protection of User FDP_RIP1 Enforces protection by making residual
Document Data data unavailable.
from unauthorized
disclosure

O.PROT.NO_ALT Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
alteration security functions behavior.

FMT MSA.1(a)

Enforces protection by control of

security attributes.

FMT _MSA.1(b)

Enforces protection by control of

security attributes.

FMT MTD.1

Enforces protection by restricting

access.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports control of security attributes

by requiring security roles.

FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

0.CONF.NO_DIS,
O.CONF.NO_ALT

Protection of TSF
Data from
unauthorized
disclosure or

alteration

FIA_UID.1

Supports access control and security

roles by requiring user identification.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Enforces protection by control of

security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes

by requiring security roles.
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FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Users and
Administrators to
use the TOE

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1 Supports authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.

FIA_SO0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA _UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Supports authorization by requiring
user authentication.

FIA _UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_AFL.1 Supports authorization by requiring

external interfaces

access control.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces management of external
interfaces by requiring user
authentication.

FIA_UAU.7 Supports authorization by requiring

user authentication.
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FIA_UID.1 Enforces management of external
interfaces by requiring user
identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF.1 Supports control of security attributes

by requiring functions to control

attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3 Enforces management of external
interfaces by terminating inactive
sessions.

O.SOFTWARE.VERIFIED | Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.

FAU_SAR.1 Enforces audit policies by providing
security audit record.

FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.

FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Supports audit policies by requiring
user identification.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 W58 ik
data FCS_COP.1 w1k

61/74

Copyright ©2016-2017 KONICA MINOLTA, INC., All Rights Reserved




bizhub C3851/bizhub C3351/bizhub C3851FS/ineo+ 3851/ineo+ 3351/ineo+ 3851FS &+ !/7rF—45 Wk

FIA_S0OS.1(2) WSO & LR DT — X OE & MGE
T2,

FIA_UID.1 Supports protection by requiring user
identification.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT _MTD.1 Supports protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring
security roles.

6.3.1.1. The dependencies of security requirements

X o UT R R — 3 FOKRGFERERE FTRITRT, CC/3— bk 2 THE SN A EFME
il S nGa . TR STIZRIT 2R oficz 0Bl 25k + 5,

Table 6-23 The dependencies of security requirements

FCS_CKM.4

K ST OHEEEH CC/8— k2 .
R R DRI A ST I2H 1+ Bk EER
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1

<FCS_CKM.4 # @M L7V B >
- 58T HDD 07 — % 25t 57 dIcEAT 5
HOTHY, EIFR ONRIZARIND, ARSI L7z

FOS_CKM.1 FRE A U ICHIR S B 78, MAHEC T 2 & 2 5 AM
AVHE T 2 —RERAALTELT, EHARKICE VT
AEY~OYET 7 BARFIRIND Z LD, HELY
EIET B MBI,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 %M L2V F >
FCS_CKM.4 - B SHE HDD OF — % kB 5{b 3 5 7- O AT 5
FCS COP.1 HLOTHY, B ONBRZAEREIND, ARSI 78T
- ' AT VI SND D, YBIZT 7823 54T
AV HE T 2—AERAEL TR LT, EHRECE T
AEYSNOYET 7 B ARKIBRIND Z L, HEEL
EIET MBI,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT MSA.3 FMT _MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1(b) FMT_MSA.3 FMT_MSA.3(b)
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A ST DHEREE 4 CC/8— k2 N
o R—% o h DRI A ST 26 1+ B1KTEREF
FDP_RIP.1 L L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 L 2L
FIA_S08S.1(1) 2L 7L
FIA_S0S.1(2) 7L 2L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 7oL 7oL
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT_MSA.1(a) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 FMT_MSA.1(a)
FMT MSA.3@) | gy sMR FMT _SMR.1
FMT_MSA.1 FMT_MSA.1(b)
FMT_MSA.3(b) FMT_SMR.1 FMT_SMR.1
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 2L L
FMT_SMR.1 FIA_UID.1 FIA_UID.1
FPT STM.1 7oL 7oL
FPT _TST.1 7oL 7oL
FTA_SSL.3 7oL 7oL
FTP_ITC.1 7oL 7oL
FMT_SMF.1 FMT_SMF.1
FPT_FDI_EXP.1 FMT_SMR.1 FMT_SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial
information processing environments that require a moderate level of document security,
network security, and security assurance. The TOE will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that
provides almost constant protection from unauthorized and unmanaged access to the TOE and
its data interfaces. Agents cannot physically access any nonvolatile storage without
disassembling the TOE except for removable nonvolatile storage devices, where protection of
User and TSF Data are provided when such devices are removed from the TOE environment.
Agents have limited or no means of infiltrating the TOE with code to effect a change, and the
TOE self-verifies its executable code to detect unintentional malfunctions. As such, the
Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOEDtEF =2 VT ¢ HEEEM: L Vi) E TOED X 2 U T 4 #EED—& % Table 7-1 1277,
FEMT. BROEIZTHIAT S,

Table 7-1 TOE Mt T4#RED R FREH A F

No. TOE Ot % = U 7 ¢ Héhe
1 F.AUDIT B n U R

2 F.HDD_ENCRYPTION HDD I 51{kHne

3 F.ACCESS_DOC ERESCET 7 & A EEE
4 F.ACCESS_FUNC I T B A B

5 F.RIP FRAFE I Hpk e

6 FI&A Ak FR R BE

7 F.SEPARATE_EX_INTERFACE | #MfiA > & 7 = — A5y EfitkhE
8 F.SELF_TEST HO7 A MMghe

9 FMANAGE XU T o B

10 | FSEUCRE_LAN T v kU — 7 Wik

7.1. FAUDIT (&0 #aE

FAUDIT i3fi&im 72 G325 L L HICE LA 728 S A - BRBENORET D,

7.1.1. EE OV ESH#EE

— XISt DHEREEEE : FAU_GEN.1, FAU_GEN.2
TOE (XL TFTow 7 &Lk T 5,

Table 7-2 &A%Y

2 S =24
B AT o 7 IS HERE O B A FHO [
BT o 7 UG HERE DR T FROMBIE W
07 A RO SR VAV ERAN LI
LM || FROMER (2 - K

AREAE LR EED & D It

Table 6-19 D FRHERE D H]

X MU —27 &4 LI2iE{E 0 RN
IFZIE W2 B

712 . 8BFOS L E 1 —#EE

— XS HHEREZE: : FAU_SAR.1., FAU_SAR.2. FAU_STG.1

TOE (3B &Er 7 OWE LT 5 & & HICHiA M L & HIFREZ U ADMINISTRATOR @ Z 2 il [
4%, TOE X UADMINISTRATOR (Z v 7% 7 Z 4 7 > b PCIZaei i L. HIBRT DEEHE A2 f ik
ToHELEBICEEr S OUREENT 5,
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7.1.3. BEE M IMELRE

— %I DHEREZ: « FAU_STG.4(1). FAU_STG.4(2)
TOE |3E#& = 7% TOE W@ HDD 2K 5 23, MANFEIR AN IC 72 o 72356, LN OB 21T
Do
(1. TETEXEE) RESNTVWDLIEHEE
Va7 O EEIEL, BEEREOBMNEITDRN,
(2). TEEBXFA] CREINTWAIEHE
Rbh <M In-ERERE~LEXTS,
(1). DFE1L U ADMINISTRATOR 7317 9,

714 BIEEA A LRE VT

— xSt HHgREEE - FPT_STM.1, FMT _MTD.1
TOE 137 v v 7 ke 4 L. U ADMINISTRATOR (Z%f L C TOE DR % 25 ¥4 % B HE 2 21k
T %, BZIEROZEE L FMT MTD.1 (2 Lk Y UADMINISTRATOR DA R ARETH 5, TOE 117
2y VR L DA A DAX TR a JAERRRIZRITL, BhAn 7 & LTRET D,

7.2. FHDD_ENCRYPTION (HDD K-S 1{Ci#aE

— XS HHEREZME - FCS_CKM.1, FCS_COP.1, FIA_S0S.1(2)

TOE |+ HDD (ZfRIFEN TN D T — ¥ &R DARET L 7D 5L &4T 5, [T 2R L

THIYXNILTOEY TH D,

(1). BESH
=0 R VB RERALRIEERBUE T 5 2 = X /v ¥ HDD W SEEmR T L2 Y XA LY |
oA LR D, (RS #ERIT, 256 bit)
i #E L. U.ADMINISTRATOR 733% 7 L7<E 5LV — R &b LIC L TART £ 2 & T TOE

(ZIEAE O SHEZ KT D, BbY — ML FOMEZMZ T bDODH 22T AND,

i
> Mt 2047
> U 83 UL E O BB AT HE
> HiAI

& Bl OXXFET THER SR TD RN,
< BETIHHEE, BEHROMPBERESINTWAHEEAGE LRV,

2). EEFILITYXL
Table 7-3 |\ RTHEE T L2 Y XA,
Table 7-3 HDD BB {LHEEICEITREE7ILTIX L
EER R TY XA
256 bit FIPS PUB197 (#9285 57 /L 2 U XA (AES)

7.3. FACCESS_DOC (BHEXE7 ¥ t X hl{H#aE)

— xS AEEREEL: . FDP_ACC.1(a). FDP_ACF.1(a)
TOE T ATV ZER Y 7 AL T 7 A VT « FUNR—Ry 7 ACXELEET S, THEEIN
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TeSCERITAR v 7 ZAD @M (2
TARE S D,
LIFIZAR v 7 ZRCEICET 27 7 8 AHHONE 2777,

Table 7-4 S&HIAEYRERVIAAXEDEE

MITHEFEAR v 7 AAFHET D LEORIEL B sh D) 22 LTT 2

sbox_passwd

. Ry 7 ANLEOEME
RNy 7 A -
Modify Read Delete
AX ZIECENPRTF IS, FAX & X
o sbox_passwd
sl A€V Z{F f.: LEIZ 1L sBOX PASSWORD 73 (D.FUNC @

Ry 7 A Hanxs, modify |3 T & 72 o
U.ADMIN
V)
Table 7-5 SRBIAEYRERYIRAAXEDREEDEFH
Read Delete
Tbta— FoRl | XxFEX T m—F SRR
Table 7-6 Z7A) T - FoN—RyHY ARV RN EIZH T HIRE
: Ry 7 ANDLEIT KT 2 8E
Ny 7 A
Modify Read Delete
TZr7A4 V7 - | fR{FEN7=D.DOC I sbox_passwd
F L N—=R > 7 | 12 sBOX PASSWORD sbox_passwd sbox_passwd or
A N5 N5, U.ADMIN
Table 7-7 F7A) T - FoN—RyHD AR AR E xS HiREDFEH
Modify Read Delete
FURIORREL T, FEORELE, X—VHMNOHIER | L Ea— 1] A—ViEE | CEHIR

% XEF¥TLm—R:TOENLZ 747 PCE
% TU.ADMIN : U ADMINISTRATOR 23 ERIEETH D Z & &,

sbox_passwd : sBOX PASSWORD & —%9 % /327U — K& A L5

LERT,
i 7z. sBOX PASSWORD i3 5 RN —Eml¥s 1~3 WNITH 1T 5 FHERE
CELELG. YA I ANDT 7B ARG D,

7.4. FACCESS_FUNC (| B3 %l BE |t ge
—  XPT D HEEE

FMT MSA.1(b)
TOE %

(CXCEERY HTZ L,

EIZHRIEREETH D =

A HE 72 1E D FEEL A

EZiff : FDP_ACC.1(a). FDP_ACF.1(a). FDP_ACC.1(b)., FDP_ACF.1(b).

TERBIFRFE S 7= FI 3 @ Allocation Role & #HE? Permission Role % Lb#& L. % DFEFRIC

L7733 -7, FPRT, F.SCN, F.CPY. FFAX, FDSR O#fFi L NZICHERILGAT 4 74

7 73:_?%%%@1‘7’7%@%%?7?”5 B, ZhHDEIETH S Permission Role

e, ZHZ

(SR O BIEILTE
Y RBIBRE S R E XA HITFF Al SNIBRED A FATTE D,
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FIMERED T THRIC LT S D.DOC, D.FUNC (ZERCELZHRL, FELEICHOWVTIX7.31C7H
W) WX LTI T OBENTHETH 5,

RBFET L & ITHRERS% O D.DOC, D.FUNC @ User ID & [A U User ID Z##>F|fHE %5
‘a—o

- 7 MDA

LT O3 AT HE,

- FlIl

FEH& TV U hAR Y I A, NAT— RIESAL PDF R v 7 &
D7) > b &FAT L7 UNORMAL 23 HIR AT HE,

X2 VT IGERY 7 X
BEULHICRESNTWDLEXF2 VT CERSRT—=RFE—FT 5 AUV —Fx AL
7= UNORMAL 7:FlIRI AT e,
X2 VT 4 ESRRAT — R E 0T 5 AR — BN 1~3 NIZH 1T 55 BEE R E FTRE
RIEOFHAEICE LA, ui%(k%:)74i%)m@?ﬁﬁz%%ﬁ#éomJ
FrOGE B FER) .

- L BEa—

WAE& TV > bR v 7 A
ZDO7 Vv M EFEIT LI UNORMAL A7 L B = — A HE,

X2 VT IERY 7 X
W T HICREINTVAEXa U T f CERRT— R —HTH AT —FKEANL
72 UNORMAL N7 L E = —T7[HE,

- Hilb®

SELG SV R Ry 7 A NATU— REEE( PDF R v 7 &
ZD7 VY vk &FELT L7 UNORMAL & UADMINISTRATOR ASHIlER AT HE,

X2 VT LERY IR
VEULECRESNTWDIEX2 VT A LEASRT—RE—HTHAT—-FE2 AL
72 UNORMAL & U.ADMINISTRATOR 73BT E,

- D.FUNC Otk

FIF& TV bRy 7 A
ZD7) b E23FT L7- UNORMAL IZEIR D% E 28 8 3 AT HE,

X2 VT A XLERY T A
M EIZREINTNAEXF 2T A LEARART— RN —FHTAZAT—READL
72 U.NORMAL A3 HIll D% &2 523 AT RE,

/NAT — RISk PDF &R v 27 X
D.FUNC DOff£IETE 720,

c A%y UOBE
T U —NARE, U B o —IREETIXLL T OEEN T HE,
- D.FUNC. D.DOC DOffte
Z DA X ¥ & FT L= UNORMAL (1355 D% B2 N AT RE,
ZF DA X ¥ & FT L= UNORMAL (33— P HAL TOHI A3 ATRE,
MAIANTZFRGT — X XA — NV TEETH Z &%k D, £/, FACCESS_DOCIZXLb, 7
FANUT e FUNR=Ry I AMRET DI ENHERDL, ZZTREHBIRENELD Z &N
& D NE DLGELLUT OEAED FTHE,
- HiIBR
Z DA X ¥ UEEZFEFT L2 UNORMAL 5 L O U ADMINISTRATOR (3% D EER/HH DY
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a 7 EHIRTHENTE D,
c I E—OEE
LT OEEDS AT RE,
- FlIl
Z O3 ¥ —%3%47 L7 UNORMAL 23EIRI AT 6E,
- L BEa—
ZOat—%917 L7= UNORMAL 37 L & = —#lHE,
Tz, T2 —RETIHLL T OBENFTEE,
- D.FUNC Difte
Z D a bt —%37 L= UNORMAL IZHIRI DR EZLE T 245 Z & 2N AhE,

- HIBR
Z O a b —%347 L7z UNORMAL i X O U ADMINISTRATOR IZ% DY a 7 ZHIERT %
ZLINTE D,

« T 7 I AZEOEE
U.USER IZZEHT DT 7 7 AD ¥ % B /LB ATHE,
7 7 7 A%Af5 L7z D.DOC (X5l A €V ZER v 7 AR TFEIND,
- 77 7 AREOLE
T LB —NAHE, 7L B2 —IREETIILL T OBREN A EE,
- D.FUNC. D.DOC OffFtE
FDT 77 ZAFEEEFAT L7 UNORMAL [T EORELF A2 T2 Z L ANl e,
FDT 77 AFEEEFITT H UNORMAL |F2— P HAL T OHIRRAS /T HE,
- HiIBR
DT 7 7 AFEE & FEFT L7 UNORMAL 5 L O U ADMINISTRATOR (3% D a 7 % Bk
THZLENTE D,

7.5. FRIP (J%7F1E#REE#EE)
7.5.1. —BT— 2 HIBR#EE

— XS B HEREEE A - FDP_RIP.1
TOE |3 HDD EOHIBR Sz 3CE, —RRSCEDL D WIXZOR A Ics LT, EEXHIBREZ T
T 52 & CRIFEROBRAEZIET 5, AEREIZLLTOY A I 7 TERITSND,
D). 7V bRAX Y R EDT a T DT, (I
Va TIEATHICER SN D R SUED D \WVITE O T 2 IR S,
(2). HIBRERIEFATIY
FBE SN CEEZHIRT 5,
(3). EIRA VR ICERATIE WO FET D E
(1), QOHIBRFATHICERNA 7 SN THIBRDNZE T L TR L TRAFERNTFET 54, &
A R EN S 2 HIBRT D,
EEXICBWTEZ AT —4, EXALEEIE, HDD 5 —% E& X YIS E OB ER EHEEIC
& - T U.ADMINISTRATOR M ET 5, AIHERFXE & T ONFIFLLTOMEY TH D,

Table 7-8 —BT—42 LEZHIRBREDBHERTE

X E WA (EEBEXESNET—Z XA 7 LZODIEF)
Mode:1 0x00 T—[a] L& X
Mode:2 0x00. 0xFF. 0x61 DJEIC 35 & 247V il B 2 MiaE
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7.5.2. T—RA L HIBR#EEE

— XSt HHfESME . FDP_RIP.1. FDP_ACF.1(a)

U.ADMINISTRATOR X HDD b oOWi{g 7 — 4 & &tes — X faic x4 2 L EXHIBREZ F474 5
ZENHKD, 2 HDD EoSCEEHIBR S N OBAESROBEA AN IS5, EEXIZEN
TEZ AT —4F, EXATCREEIT, HDD 7 —#% EEXHIBREEE OBhER EREREIC L - T
U.ADMINISTRATOR &2 ET 5, AIAERFRE & X ONFITILLTOMEY Th D,

Table 7-9 T—45ELHIBRBEED BERTE

J= EEEXINDT XX AT L ZDIEF
Mode:1 0x00
Mode:2 AL = E3 = 0x00
Mode:3 0x00 = OxFF = #l#% = #iE
Mode:4 fL3 = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = O0xFF = 0x00 = O0xFF = 0x00 = O0xFF = Lk
Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = OxFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = jiF

7.6. FI1&A (Eﬁﬁ“ uﬂum*% HE)

— XS DEEREEEE - FIA_AFL.1, FIA_ATD.1. FIA_SOS.1(1). FIA UAU.1. FIA_UAU.7,.
FIA_UID.1. FIA_USB.1. FTA_SSL.3

ﬂm:HDE%%%L;a&#é%##Tﬂ%%f%é & EFIRE B BUS U 75l RRGE
Zfli o TRGE L., FFAffIHE LW S =8 72171C TOE OFHZ2# a4 5, #kBIZREEHEE X, TOE
5%#%%m£%ﬁ5ﬁwmﬁﬁﬁk%ﬂ@m&%—A~%@%Té%%%~ﬂ—mﬁﬁtﬁff
T2, SRV — =BT RO EIIA T SNz —V—F BAERERE Y — N — 2k Y | KA ST
BERICHF LT ANTEN 22— — X2 - DO AR LT a—F -8 L 2E S22 B8 27> TE
B U7 A SRR T, S 2N L7235 A I CRBRE IR & HIr 45,

FRAIRRRE (7Y > Y a 7EARZFR<) X U.BUILTIN_ADMINISTRATOR,
U.USER_ADMINISTRATOR, ZHNUUANADNFTInE IR L TITV, i3T5 & Z D Role MBS &
"o,

Table 7-10 PBFfEAR

AL kB RRRE BN RIS P RE 72 #R 4 SFR
2 —F 2 1 R B DR
N FUBBIERIG DR FIA_UID.1
sty —rs—zmar | 77 ARAE FIA_UAU.1
" | TOR ok iEfER s L OE RS ORE -

¥ FIFHFROFREIL UADMINISTRATOR 7317 9, AEFRIEST 2 & A — S —38
AEH RIS 2 RRCAE N T D LN TE D, WMABAENT > THDHEA. F
MEZLIZEL 50 HFREMHEHT % D)% UADMINISTRATOR 23R ET 5,
U.ADMINISTRATOR 73t J7 O FRFEST 2 & FI6E & 5% L= R A 3R A
B & N RRREREIC A BRI 5,

F72. TOEIZIAN SN AT — Rz “%” & LTERT D, FIA_UAU.7,
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u%Z}DJ[JuL‘ ulT:b EJZIJJ L/7IL Jﬁlzl N

ZREG T 5, FIAL ATD 1. FIA_USB.1

X5z, TOE i
RV ZA T — RVER

DLAFJ

RESNDZ L&k d 5,

Table 7-11 /SRT—KERE

WHAAE 2T 5 7 11 21213 User ID, Allocation Role, Role

(S 22T = F2UTOMEZTZT b OICHIRT 5 Z & T, 8ED

PIE s SFR
=7 TOE (I FREDOEKMZi 2T /AT — ROAREZITAND FIA_S0S.1(1)
RAT — R < Mg SAHMTLLE

« TR 94 CFLL B o Hd BRI FTRE
AL @ F—O3XFE T THEA S LTV RN,
@ EHTHEGE, ERBEOEPBEREINTVAHHEEAEKL
AN
B NRATU— ROR/IMIEIIEFENRE @HU ETARTFIER B2
T 5,
F7o. WREN KR L7254, TOE IZLL FOMEEA1T H
Table 7-12 FRREXBREF D NE

PIE ALER SFR
= e U 7= 3RS IR . U ADMINISTRATOR 733% & L 7= flC i L 7= 4534 | FIA_AFL.1
NRRAT— R | BiEEEET S,

kB U.NORMAL ¥ L T DGR E% & U.USER_ADMINISTRATOR & L T
@%% OFIELRERIIERE S NS, T4bb, 2—#F—ARUNORMALE LT
o7 A4 LEDE LUTRIARCERR (1E) L, Hiid T,
U.USER_ADMINISTRATOR: LT 27 A > L kL5 & LCRIRCERK (1
m) L7286, 22—V —AORGERMEIEII2E & 72D,
U.ADMINISTRATOR |2 & % 2% il 25 #12 & - Cififes U 7= 383 ek m %%
NREBEEBATIREBIZR T2 5GE6 bR EEIET 5,
U.BUILTIN_ADMINISTRATOR D #FEAE Ik L 72434 1ZTOE O B L5t
{795 Z LT, EEILEE ) %ﬁff!i%‘puHEODEM’E**J}:MB%H%FEJ@;E IR E S
T D R 2 RR A SRR (L 2 RbR T 5, 2 LA OSAIE, FRAEE LR
BEC72 U U. ADMINISTRATOR 2 Z2ZE J R 5 0 114 ZH %%ﬁ?é_k
ubuﬂﬂj:%ﬁﬂﬁéﬁ‘é
DT, WHRRFES N 2 — W —DBEN —ERFE 72y (FEE DGR E LIERRZ2 W) 56, 20

tyvaraEk T35, FTA_SSL.3

Table 7-13 X5Etyar DT

PSES tyva KT e
(A BEMEIC L DEENET | A — b U 'y MRERIE TIHRRE 3
LTomb, A— Uy b | EShTEBY, HEEEPLET R
REHNC & o THRIE S 4L D IF
M L7256
Web Connection BB L DRENT T | e 77 U MR LSRR
LThb, BEIRZ 7 U b | EENTEY, EHENEE A6
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FEMIC & » CIRE S N7 BF
SR SRS e

Data Administrator

EAEEEIZ LD BN ET
TV ERTAN—,

R 1 2
LTo 6, 60 sl L7
Ty 7 A

Bt

INHIZHOWTIE, ERENTZABE O
AT 2SBRER, AEOE TN T L5

72, ®talit v g UiERn,

B, T 7 I AZEOLA RV T

T ORERBIGRRE DTN D,
NKBGKEWO X U o — Rip R 2 B3 508 % B E L 7=
7.7. FSEPARATE_EX INTERFACE (V&4 >4 7 = — R BiEHEEE)

*d 2 BEREZLME « FPT_FDI_EXP.1
TOE (ZFEFEREIMRN O DANEWE 7 7 7 ZA%A5 L@

PWHSREICIRE T 5 Z &1 & 0 BEE R
BORANERIET DL EBICRET 7 7 ADEHEEREZEILEL TS, SHIZUSBA 27 =—A
BETIERA H T 2= ANED AT & Z D FE F Shared-medium Interface ~#55d 25 Z L X T
IRVEIE L R0 TV D,

7.8. FSELF_TEST (B2 7T X h##8E)

XIS D HRREZEAT: « FPT_TST.1

TOE i3 EH 07 —Z 2N L T Y . EIF ON B BT — R4l - CUHMAE T — 2 D
TWEEITH, ZHICEY BMIEHOT — 2 N ELLESF SN L E2MRTHZ L THE{EY— KD
SERMEZMRGET 5 & & B2 HDD B B{LSRE D IEE EE A MREET D HfE 2 42463 %, X512 TOE
B ONFRRZHIE Y 7 ho =7 Oy v affiziti L, L TWAHEED—HEMiET52LT
TSF F17a— ROREWERIET 5, BT — R NTHIE Y 7 b7 =7 ORI W
TREMDOEAEN B S84, TOE T#/E R

7.9. FMANAGE (&2 ') 7« E3EH#88)

Nl ==
- ]

ZFN L, BEEZITAT R0,

SIS A¥EEEE/: - FIA_SO0S.1(1). FMT MOF.1. FMT _MSA.1(a). FMT_MSA.1(b).
FMT_MSA.3(a). FMT _MSA.3(b). FMT_MTD.1. FMT_SMF.1. FMT _SMR.1
TOE (L4 F OB HEEE 2 13 5,

Table 7-14 EIEHEE
(g N e
X2 T o EREDOEERMERE | X2V 7 4 LR EDOEL, M | UADMINISTRATOR
P EATH
o — W — R AR O & BRFE BE WREHF OB EEIT I, U.ADMINISTRATOR
HDD 5 —#% LExHIREE0®) | HDD ¥ — 4 LEXHIREEOEIE | U ADMINISTRATOR
VRS EHERE #E (Mode DFEE) %179
A u U PR RE Ao JRIEOBEORE (EF | UADMINISTRATOR
XA EEEA), BEEn S Eut
AL - HIBREIT S,
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ST v RV BLERE

BIEN SRR E (GBER 5o
ZEH)

U.ADMINISTRATOR

R

TOE ~®D o —W —D &gk, = —H—
DHIER, JBME (HERR) OBk - £ -
HIBRZAT 9,
SMERFRAEF DA WIEFRAEREIZ
EHENERT HHM AT — %
JAWD Z & T TOE (22— — %4k
Ihb,

U.ADMINISTRATOR

JEAE DX LAERE

TOE i3 D.DOC B XU D.FUNC ®
X2 U T ¢ B%E Table 6-15 (27K
L7-@ Y w32, ZogHkx
INLDOAT Yz FOERIFICE
TRV, ZOPEHBLERIZ AT S
BEREIZAFTE L 72\,

%7- TOE 1% F.PRT.F.SCN.F.CPY.
FFAX, F.DSR ® g% Table 6-16
DY YL 5, ZoEkixz
NEOF7 V=l FOAKKHIEZ
720N, Z O EALERIZ S AT B
RRIFAETE L7220V,

L

UNORMAL ®wa 7' A /R A T —
R DX g% pE

UNORMAL ®ua 7' A v A T — R
DEGEELIT D,

U.ADMINISTRATOR

UNORMAL ©o a7 A /3R T —
R oL R

UNORMAL ®ua 7' A v XA T — R
DEREEITI,

U.ADMINISTRATOR

HEDNRAT— REEET D,

U.NORMAL

U.BUILTIN_ADMINISTRATOR
DB T A R — NEFRERE

HEDNRAT— RELEES 5,
(U.BUILTIN_ADMINISTRATOR
DIRAT — RIZOWTIE T3 R
WCHIHENBRE SN TNWD =), #
TEDOWREIX 72 \),)

U.BUILTIN_ADMINISTRATOR

Y — ROBRE - 22 HRE HDD W 5{bASRE CEH 3~ 2 5 548 | U.ADMINISTRATOR
DHLELRDT—HTHDHEEFLY
— NERE - EET 5,

IRE I 175 ) D 25 T e R MR ET 5, U.ADMINISTRATOR

F— Uty NREEOL FHERE F— Rty NERIOLEEZIT5, | U.ADMINISTRATOR
(L35 RF I PIE 23 3 E ST
WA, BREDOHEREIT )

BEin 77 v NRFE O ERERE HBEin 77 v MNEMOEEEZ1T5, | UADMINISTRATOR
(T R I ME S iR E S 41T
WD, BREDOHREITZ2,)

RIS I K o B 0> 2% S R BE EREI N CUEIE Sl R A U RN U.ADMINISTRATOR
(HE 3 NRE STV D2,
R TE OBEREIX R ,)

S — N —FRBRERR E T — & DX | SMERRGE T — N — 2B 5% ET — | U ADMINISTRATOR

% - ETHRE

g MR — =R D RAA
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YRR ERET) DG - EEEAT

Do
EHHERAEO AL LRI 0 | B HERIEO BAFEEE I fif R 428 | U ADMINISTRATOR
AL RIS B2, (LEGHARHZPEE (5 57)

DEEINTWNDIZD, &EDOHRE

iE720,)

INAT — RAR—F B OWE-LRE | 2T — FR—HEHAEET S, U.ADMINISTRATOR
THIZEV R 7 ADT 7 AR

DRERS D,
NAY— FAR—HEHBEEDZEE | NAT — FA—EEHEEE A2 283 | UADMINISTRATOR
AE Bo (FIHME 3 NERESHhTWD T

D, BEOHEREILR,)

RAERRIEIS (EEE LN O | RBEERMEE (BEE LS &iH%E | UADMINISTRATOR

EX Lis T5, ZHICK Y BRHEEDO R 7
DRBR SN D,
INAY — N O R RE AT — REVIORE - £ %479, | UADMINISTRATOR

TPy N = REDRGK « BEEE | £y T —2 5 E (SMTP #+—3—_ | U ADMINISTRATOR
e DNS #+—"R_—DIP 7 KL A, &H~—
FEE%, mfp DIP 7 FL A,

NetBIOS 4 %) O E - AR AIT .
ES BV ke A 1= RESERE (A —/MZ K DXED | UADMINISTRATOR
SEPERE) DGR - BHEEIT I,
FTV 2l X2 VT 4 BN FTV 2l veXa VT 4 BN U.ADMINISTRATOR
(User ID, Box Type, DOC (User ID, Box Type. DOC
PASSWORD #%#Fx<) OEHEEAE | PASSWORD %#[R<) OEHE - Hlkk
2179

BT bexa YT B BTV heXa VT 4B (= | UADMINISTRATOR

(2 —F—EBRREIC L DB RO | —F — S HEAE I L 2O,
%4, sBOX PASSWORD, DOC | sBOX PASSWORD. DOC
PASSWORD %< ) o Hi4RE | PASSWORD % [#:<) OZH - HIkR
)

Role D% #EERE U.USER_ADMINISTRATOR ®f} | U.ADMINISTRATOR
R IVHIBRZIT O,

FT 2l X2 VT 4 BUEOERIIA T2/ NOHIBRTH S, A7 =7 FRHIBRSND &
ZDOFT V=7 MAESR TS EEBHIFRS D,

B, Y7V beFxFa T 4 BMHETH D sBOXPASSWORD, DOC PASSWORD D #:fE, =
TV hOEFX2 YT 4 @ETHS UserID, Box Type, DOC PASSWORD DO#EEIZTE 7221,

Table 7-15 X aUTAXE/NRT—FEEH#EE

B EERERE A
X2 VT 4 LEASART— | TOE FLLTFTOMEEM 2T /AT = RDOAhEEX 2T 4 LEIRT— K&
N B AE LCxIFAND,

i 8#TLLE
SCFAE 94 SCFLL B BIEIATEE
KA - F—0OXFET TR S TH RN,
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7.10. FSECURE_LAN (% b7 —7 BIE{REEHAE)
— RS OHEREZ: . FTP_ITCA
TOE 13 IT g5 & OilE ISRV TH 5{LilifE 217 5. TOE 22 S8 S Ll{FIZLL T oy T
o, (Bxa V7T 4 BLRENANRLE)

Table 7-16 TOE AR T HESILEE

WESE Za kan BER7 LY KA
2747k PC | IPsec 3DES(168 bits), AES(128bits, 192bits, 256bits)
FMERFRAEY —/N— | IPsec 3DES(168 bits)., AES(128bits. 192bits, 256bits)
DNS #—/3— IPsec 3DES(168 bits). AES(128bits, 192bits, 256bits)
SMTP H—/3— IPsec 3DES(168 bits), AES(128bits, 192bits, 256bits)

Lk
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