MP C2004exSP/C2504exSP/C3004exSP/C3504exSP
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec),
MP C2004exASP/C2504exASP/C3004exASP/C3504exASP
(Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec),

MP C2094exSPJ/C2594exSPJ (Ricoh)

X207 4%—F v b

VERR sty a—
VEEL B A 2017 410 A 19 H
N— g2 4.00

Portions of MP C2004exSP/C2504exSP/C3004exSP/C3504exSP  (Ricoh/Savin/
Lanier/nashuatec/Rex-Rotary/Gestetner/infotec), MP C2004exASP/C2504exASP/
C3004exASP/C3504exASP  (Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec), MP
C2094exSPJ/C2594exSPJ (Ricoh) Security Target are reprinted with written
permission from IEEE, 445 Hoes Lane, Piscataway, New Jersey 08855, from U.S.
Government Approved Protection Profile - U.S. Government Protection Profile for
Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009), Copyright © 2010 IEEE.
All rights reserved.

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



L0 i

Page 1 of 83

N—Varv

B A+ (F2%:)

AR

4.00

2017-10-19 A 3 —

IRBARR

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 2 of 83

B &

L ST BT oottt eeeteeetesesetesesstssestssesatssesatssssetsasassasnesssesessssnessssnesensnsssssnesssnneses 7
1 R 1 A< TSR RRRRRPRR 7
1.2 TOE B oottt sttt s e s et e s esesasesesesabesesesasesesesssasesssesasesesesasatasssssasesssesssasens 7
1.8 TOE B ...eeieeeeeeeeeeeeestesessesesesesesesesesesesesesesesesesenesesastessnsesssnseesssstsssssssesssesssssasssnsens 8

B T I N 0 ) O 411 SO S USRS 8
1.8.2 T OE D T oo et e e et e e e e e e e et e e e eeaeeeeeseaeeeanans 8
1.8.3 TOE DB 3 o U T BB oo e e 10
1A TOE BIR oeeeeeeeeeeeeeeeeeeeereeeeseseeeseesesesasesesssessesssesasesaseessseesssesasesaneesssassnsessseseneesnessnsess 11
1.4.1  TOE DOBIERFIEIIH oo oeeee oot e et e e e e e e e e e e e aesaeeeaesee e e e seeeeaeeeeesseneaas 11
L R v B N SRR 13
14,8 TR T T 2R e e ettt et aas 18
IO I D = 0 3E 7 S | 25 USROS URR USRS USSP 19

B B I 1 E o = SO S SO 19
1.4.4  TOE DG EREIBIIH o eeeee oot e et e e e e et e e e oo e et e e e e e e ee e eeeeaeeeeeaeesesaeeeseseeeeneans 20
LA A L. R BEE oo ettt e et et e e e enaans 20
1442, I o U T 0 BB oot e e 23
LoD A B oo e et e et et et e ettt ea et ea et ea e e et e eeeaaaans 24
ST D [ 1 < SOOI 24
1i4.5. 2. TS F T oot e e e e et e et e e e e et e et e e ae e e e e e e e e e eae e e e eeaeenaeens 25
Lo4.5.8. BB oot e e e et e e e et e e et e aaraeaaaaaas 25

1.5 BB eeeereeeerereeesresaseratsenteantaaaseaantaentaeaatasaseaanteaateeanteaasesanteanteennteeasesaneeenteesnteensesaneeenneens 25
0 T R N S N e Y 0 ¥ = = =SOSR UR SRS 25

D B T et eereresrearteester et renraaateaenesaasanaasatenanesenarannasantenenenenarennneantenns 29
2.1 O A TR e eeeeeeeeeeeeeeeeee e eeee e e et eeeeeesteesees et esases e taaaaeesatesasesasteaaneestesasesareeeanaesateeenarane 29
2.2 PP IR et e et e e e erta e et aa e s e e s et ae et esteeareeantaaaneesteseeareraeaanaesatesanarane 29
2.8 IR T R et e e e e e e et e et s et s et e e aaae st e e et aartaaaate st e sasesareeaaaeesataeenarane 29
DA T TETBERHL oottt ee et e e s e e et e e et e e e e s e teeatae s teeareearteeaaeestesaseeareeeanaeaateeenarane 30

241 PP @D TOE FEBIE D BETERR oot e e e e e st e eeeeeaeene e 30
242 PPOEFXF2VT 4 fHL X2 T AR D BT e 30
243 PPOEXRZ YT tBEL DO BE TR e 31
B BT U T B ZE e eeeeseeeeeeeesessessssssssssssssssssssssssssssssssssssasssssssssssssssssssssssssssssssssssssssasasses 33

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 3 of 83

Bl B ettt e et e et e e et e e et e aaeaataaataea—eaaataataeataeateaastaataeateeateeaseeateeateesnresnne 33
B R DT I o U T A T B oo e e e e e e e e e et e anaaaaaaaaas 34
B8 BB GE E eeeeeeeeeeeeeeeeeeeeeee e e et e et e et e et e et eate et e et aate et estaaaaeataateaseeaseensennresaeeseasaeesannes 34
L BT 2 T BT B oo e eeeeeeeeetee e e eetsaararateaaarastraa s e antsa et ressrannanatsransa s et rasaen 36
A1 TOE DB 2 U T A T B oot e e e eee e eeseteeeeeeseeesaeessesssasessessssesssassasans 36
4.2 TE BRI DI o U T £ R B T8l oo et e e e e et e e e e st e e e e e e reeeaae s et aenaaans 37
B, 2.1 I BB oo ettt ettt ettt et et et e e e et et ee e 37
4.2, I T BR oottt a et e e e et e et e e aeearaa e 38

4.3  BH U T AR ITEIRHL. ...t ee et e e et eeeeetessestessseeseseseessessasseessessaessasaes 39
4.3.1 B o U T A T B R 2R oottt ettt as 39
VIR St Il a5 k2 =T OSSR 40

G B R T A o R S P I B e eeeeeeeeeeeeeeeeteee et s eeeaereseseasassaensrasaasasasarasasaraansrrassranasrananraras 44
51 HNEA v 72— ZA~DOHIREI N7 EBEREEPT_FDI_EXP).....ccveeveeeere e 44
B BT 2 Y T B oo ea et r et e et e e eresere e s e st r et e et aaaranranraata e ta et e et e aaranrantaatanarantraasaane 46
8.l I U T L BB oo eeeeee e et e e et e e et e et e e st e e st esate e et aaateeataaasesaaeeataesaesarasans 46
6.1.1 T T A B AU B0 o U T B A e e e e e e e e e e e e e e e s e e e eareeeeseaaaaans 46
6.1.2 T A S B T TN m N oottt 49
6.1.3 7 T A FDP: R T = AR oot 49
6.1.4 T A B A B & B I e e e e e e e e e e e e e e e e e eeeeeeaaeeeaaraeaeeeaaaaaas 53
RIS 3\ U I e e A = o PR 56
B.1.6 7 T A FPT:TSF DARZE oot e e e e e et e e e e s e e e et e eeseseeeseeeaens 61
6.1.7 7 T A FTAITOE T 7 T oot e e e et ee e s e e s e e e ees e e s ee e 61
6.1.8 7 T A FTP: [EEHE S AT A IV oot se e 61

8.2 I U T B e eeeeeeeeeeeeeeeresetesesesteeseeeesese et esanesaeeteesesasesanesntenaaeteenesasesnsesnns 62
6.3 EH 2 U T L EERRHL...oooceeeeeeeeeeecterererereeeeteeereseseseseeesesesssesasessssessssesssesasessssessssessseson 63
B.3. 1 B IE oot e ettt ettt et e e a et e et e e e et e e es et e e et et ereereneeaens 63
B.3.2  EIIE DD TE AL, oottt e et e et et et et et e e es et e et ee e et eeeaens 64
B.3.8 R TE T ettt ettt e et et e et e e e enaaas 70
6.3.4 BT a U T AREEE AR oo e e e e e e e e e e e e e e eae e 71

T TOE ZERTLEFE coeeeeeeeeeeeeeeeeeeeeveerrasssesssssssssssssassssssssssssssssssssssssssssssssssssnsssnsssnsesssssssasssassssssssss 72
Tl TR e eeeeeeeeeereeereseseseesesesesasesasesasessaeeeanesasessesnsesssesseeseessesasessesssennsesneesesssasssasnns 72
T2 B R AR . e eveeeeeeereeeeseeeseeesesesesasessessaeneeenesasesasesssesssessesseessesasessesssessessneesesssasssasnns 74

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



7.3

7.4

7.5

7.6

7.7

7.8

7.9

7.10

Page 4 of 83

SCET 7 B AR ....cce ettt 75
FUFABIBRBERE ...ceceeeeeeeeee ettt ettt ettt sttt es 78
R BT T BREEBBEEE ..ottt et 78
BT B BT TR .ottt 78
BT — FREEBAE oottt 79
TH 2 U T A EIRBEE oot 80
VT R TRRAEHEEE ...cooeeeeeeee ettt 83

77 7 AERRITBIBERE ..ottt ettt 83

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 5 of 83

X

O WO =7o% 1) 25T 9
2 (O] =R A Ny - 3 TP 11
R N0 =T 3 1 TP 20

#—H

Fe 17 BHFBRL L DI A D L Z oottt 14
B2 20 BEFBAN 2 ODTT AT L ettt ettt ettt 16
FE B BB B DDA D L Z oottt 17
B2 BT BEFERN A ODTT AT L oottt ettt 18
S T 135 i TP 19
B B B B T oottt 19
S A 1) E 2 e~ TN 24
BT S i = 1= F OO 25
S I N Y I Nt DR Y a0 £ TR 25
32 100 BT HETTEPRIL. oo 39
e IRy S = ) B N 47
2 127 BEBHEAERODU AR oottt 49
E I = Y (=07 B N 49
F 14 YT I8 TV Tk, &’()“‘}j‘j\f/“:ﬁ}\Eﬂ“7°°23:7}‘ﬁﬁﬁ@?§téf/|5@])2}‘(a) .......................... 50
#£ 15 V7 VI ATV ROV T VI A T2V ME DBRVEDYARD) oo 50
e R R AR N a A B/ NS X 1 ) DO 50
F 17 CEHEREFAE D 27 OBSEZ BT DBLEN(@) oo 51
F 18 CEBHREFNAE T 27 OBMEZHIET DBIMDFLEN(@) oo, 52
# 19: V7V TV oI RETR 2T AIBIE) oo 52
# 20: MFP 77V —2al OBEAEZ T 2HAND) oo, 53
B A T =70 ) B NPT 53
Fe 221 FREAFCIIRED T 73 T OOV oottt ettt 54
# 23 FIHEBBOHERFL 2T HUEZRO220 TR 2UT A JBIEDY A e, 54
F 24 JBYED RO BIEAT T IZBI T D HLE oot 56
% 251 BX2UTAIBPEDFIHZZIRENR) covooveeeeeeeeeeeeee e sne s 56
F 26 X 2UTABIEDFHERLEND) ovveeieeoeeeeeeeeeeeee e 57
# 27 TUANMEE EEETEDFF TSRS IUTEAEE (o 58
FZ 28 I TSE T U AR oottt ettt 58
F 291 BEERBEAE D EETE DU AR oottt ettt 59
7 30: TOE B 2T ARFEEIFE(EAL2HALC _FLR.2) oo 62
e 31 BXaUT AR ST S ERERE BN BITE ..o 63
F 32 TOE B3 2T AREARE B D R AFENE ST AE T oot 70
BRI I =) B8 NPT 72
3% 340 BEATTI T TEE DOUAR oo et ettt et et et ettt e et et et et e et ettt ee e 73
F 35 FUHBE BB T 7 T T MIERTE oottt 75

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



* 36
* 37

#* 38:

# 39
* 40

Page 6 of

D ERI A DOEFE SLET TR AL I oottt
KO Y o = < (=TT
BRET —F R DTZD DBEBARVEDU AR ottt
CTSE IR AT ..ottt ettt ettt
D SCET 72 A SFP DX 2T A BIEFHFEIAIHIEOUAR (s

83

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 7 of 83

1 ST sk

AREETIL, ST &2, TOE &R, TOE #E%, K O TOE ek iZ oW TRl 35,

1.1 STSRE

ST O#AMERZELL TR,

ZARIV: MP C2004exSP/C2504exSP/C3004exSP/C3504exSP
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec),
MP C2004exASP/C2504exASP/C3004exASP/C3504exASP
(Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec),
MP C2094exSPJ/C2594exSPJ (Ricoh)
X VT 4H—F b

N—arr 4.00

fERL AT 20174510 H 19 A

TR A&t a—

1.2 TOES8MHR

TOE D! #a LU F IR,

TOE 4% MP C2004exSP/C2504exSP/C3004exSP/C3504exSP
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec),
MP C2004exASP/C2504exASP/C3004exASP/C3504exASP
(Ricoh/nashuatec/Rex-Rotary/Gestetner/infotec),
MP C2094exSPJ/C2594exSPJ (Ricoh)

N—Tgr: E-2.03

TOE f&jll: T UXNAEERELLT . MFP £59)

X5 MFP: TOE 13, H BhJ5 A5 0 240 (ADF) (M7 1 5 S B B bCiR), B 8RR 15 24 1% (ADF) (] i [F]FF

P ED) . JRFE A S — DWW EEEE L TS MFP,

H B iR 05 V) 2418 (ADF) (1M 5 B BhSCHR) . 8RR 1050 24 & (ADF) (17 1 [ IR 3t 7 H
D). BRET S — DU E S5 TED MFP
*MP C2004exSP, MP C2504exSP,

MP C3004exSP, MP C3504exSP,

MP C2094exSPJ, MP C2594exSPJ

B R 150 2 1 (ADF) (7t [l [FIRF ot A D) | SR 77 73— DWW & 475 T& % MFP
*MP C2004exASP, MP C2504exASP,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 8 of 83

MP C3004exASP, MP C3504exASP

_kFtizFax Option Type M19 ) Z#4# L 7= MFP,

CCHFEMELTHEALIZWG AL, O BEHEH Y ITKET DL,

1.3 TOEIRE

AREETIX, A TOE OFER, TOE Offi 7, TOE O T8t o )7 (HEREA IR D,

1.3.1 TOE &5l

K TOE . IT B Tvb MFP C, R A b AJ), S, 1T 50 Thb,

132 TOE MEAAZE

TOE ORI ZMRL T, M HIEE BT 5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 9 of 83

A F—FRyh
R T —2)

LAN (TCP/IP)

% Tr7AT T4+ —IVv
|
|

TN —RT A 13—
s TP ART A 2 —
-Web 7 777

X 1:TOE OF|HERE

TOE %, ¥ 1R IHca—h )7 %y b —27(LLF, LAN £59)E BRI 28 LT 95,
R 1X TOE 2Mi 2 58 E X1, F7213 LAN 20 L GRIE 352812k ->T TOE 28 /ET5ZL8 T
x5, LA FIZ, TOE T#HD MFP & TOE LSO/ N—KRD =T VT 7 =TI DOW TR T 5,

MFP

TOE THY., MFP KIKIIA 7 4 A LAN I[ZHe AL, FIHFIIARMREAE SRV BLL T OB FIEETH
éo

MFP ARl 7% &
S RIS/ P S i AL i O SANEY/S ST
HROSCEOHIR 7 77 22505 « Ko N — 73515 - HIBR

F7-, TOE [ XFEFHEMR AW CZAF LI EHE CELL TER-THIENTED,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 10 of 83

LAN
TOE D% ERE CHHASND RV T —7,

54T hPC
LAN (28t 32281285 C, TOE D7 FA47 R TEIfEL, R IX, 2947~ PC 5 MFP 2V
—MRETDZENTED, LLTFIZ, 7747 8 PC B TEDVE—MRMEZ R T,
IFAT R PCIZAVARN—/L LTz Web 770 H 735 MFP D4 FEE% &
IFAT b PCITA Y AR—/V 7= Web 7 T4 2 b8 1 U2 1 E
ITAT VR PCITA LV AN= N LIZ TV B =R T AR =D E A E R £
UFAT N PCIZA VANV LT T 7 VAR T AR =010 L EEEREEINLT 77 AEE

EEEER
T 7V ALIEZAZ T D20 D AR AR T,

T7AT VA=V
AL B =R NPEA T AANASD I N — 7 B8 Z Y] 1L 2T DI E,

FTP %—/3—
TOE O EE FTP — "= IT7 3 NE — kG T DL EIC, SN — 3 —,

SMB H#—/3—
TOE O3 #E% SMB r— \—{ZT7 4 VH —EETHHAIC FHEND Y — 3 —,

SMTP H—/3—
TOE WEFA— N TR ETHEEIC HSL Y — S —,

133 TOEMDMEELEFxa' T Bk

TOE I%, 4 TOE WITEHE, HDHUNE LAN (TR L7 1T BEERE CHEHZEZAE T2, TOE IZZinb0
LEOWEMLTEMZRIET D720 LUTICE T L7 tF 2 7 8 RE A1 2. 2.

BE AP HE

I R REE HE

SCET 7B AR RS RE

I & i R aE

T T — 7R b

FRAT I HH Ei e

T — 2R RE

TR 2T B B

AN/EVS | i Yo is

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 11 of 83

7 77 ARl Sy B RE

1.4 TOE gk

AREFETIE, TOE OWBERIFIHH, TAX A, FIHF EF. TOE OimPRRYEIH, (REE PEORE 2k~
Do

1.4.1 TOE O'HEmEEEH

TOE OB EupHIL, X 2R T IO " r v a=y b =V amyh 7/ Rarte—Ja=y
b, b —FR—K, HDD, lc Ctlr, ®vhV—2z2=vhk USB Ay (= ha—FR—K), SD H—F A
YAy b —FR—F), SD I —R Ay M/ S =y k), USB AEY Ay b, USB Ay M#EE/ 1
b=y R), X minilUSB Ay hO/N—RT7 2T NI SIS MFP Tho,

l REE 1 #xs | sxz | ( =255

F

TOE
v J ]
BEARIL ITUwa=wk
Ui?:fi' azyk A¥yF— T H—
J I~ ot I‘ K3 1Y 7771
xUnS'EI‘ E{’Fl\u*}l’ I :‘\;-tn‘:7
miniUSB mgR—F ITUHEAR—F -7
AOvk | | I
avka—5HK—F
Flash
Jotyy RAM NVRAM Ic Key oM

4

X

Ic Ctir

usBAOvk

X 2:TOE ®/N— K7 = THERR

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 12 of 83

avha—IFHR—R
7rt ¥, RAM, NVRAM, Ic Key, FlashROM 73#i~7=7 /3 A, 2 b —FR—Ri%, MFP Z4#5%4
L=y b T SA AL MFP Z il T 272D D& 525 T %, MFP Z il 4 2720 DI, b
2—IR—RZHD MFP §ilfHlY 7 oy = 7 SB35, DL Il FLd 35,
- kot
MFP BIEIC 31T D B AR 22 il R 2 36 2700 8K T o 7,
- RAM
LVER R 0D 44 15 SO0 FEAE M R e X OIS ALER | — BRIV ER I A ft A E& 57200
TEERE L L CRI RS DS PEAEY,
NVRAM
MFP OENEZTE T 5 TSF G HRARE SV A I AT,
- Ic Key
B WA R, BB OMEEEL O X 2T A F v, WEBICATVZREL, T35
AT IRR L2 B 44 /L — MR A R L CUVD,
- FlashROM
TOE %4375 MFP HllfHlY 7~ =7 I8A LV AR— /L EFL T DRI IEAEY,

BIEARFR V2= MNEARE, BB RRNVEED)
TOE ([ZHEOfHT BT, RIHE A 27 = —AERERFF DT /SA AT, /N—RF—_ LED, #vF /3L
MR T AAT VAL, 2O LT D E S OVHEIAR — R TR S D, BB/ SRV —F
WU, BB RSB 7 3T =T DBIA L AR — L ENTND, BE SRV 7 v = 7 OBMEIZLL T O
2 D ThA,
1. N—FF—F oy F RNV R T A AT LA OBE R REa b —FR — Rz
T5,
2. arha—IR—RDOFERIERIZEY LED O SATIEAT HAWNIZ Y TF SV BIR ST 4
ATV A~A =V RRET D,

TV =yh
MLEEFTOIAL T ODT NRAATHAI AT Y —2 oV M ELZHIRILEEE 525 A 2 THET
H—xo Vv VIR — R BRE RSN D, = DU — R, = DY T Ry 2 7R
AV A= LENTND, UV UHIEY 7 T 2T AF Y = DRV H T VU DR g R
Vha—FR—RIZHELF ., HDHVE MFP §lf#Y 7 by =7 Of R a5 L AF v —2 o V0T Y A —
VUV EBIESE S,

Ty Aar kr—F=yhFCU)
T MEREA R B BRI L. G3 B T 7 7/ RIEE LT 7 7 ADEZ G T D=k, b
01— —R& FCU OfHIFRDIEZAE, 777 AL EDEZE T 5, FCU 121X FCU HlH#lY 7 =T
DALV AN—LESFL TS,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 13 of 83

HDD

RBEATV CTHDLN—RTAAIRTGAT, LES—EFHE O A a—F—4 —FKFHZE DO
T AL RAT —RPMEFE SN TND,

lc Ctir
T — X DG SAUIE SR RE R L L2 AR THY, HDD K 5{bAa LT 5720 OREREZFFo,

Ky —Fa=yh
Ethernet(100BASE-TX/10BASE-T)& # 7R —hL7= LAN FIOAE A 27 = —2,

USB Ay h(mrha—FH—kK)
IIAT RPCSEREL CEIRIZITHO¥AIC. TOE &7 T4 T M PC R T DM A ZT7 = — A, 3RIE
BRI R R IR E LT 5,

SD #—FRmryh(arta—IH—F)
SD I —RAREYMNE, WAL~ — 2P =T7 HERIHE RS 5,
HAZ<— V=T HD SD H—RAay ML, HAZ<— -2V =7T ) TOE OFERHEHTL0
C, TOE O A= EOfHT B SD 7—RDOH L AU TEZ20,
FIRAERD SD A—FAny I, FIFED SD H—FWNOXEEEIRTE720ICHWELOTHD, RE
R R AR IR E L5,

SD A—RAryb#fE p 2=k
FIRZED SD A —RWNOSCEEHIRIT 2720 HNDH D THD, R ERHICH A R EL T2,

USB AEYRmh
FIAE D USB AEUNOLEZHIRT 72DV Db DO THD, B ERICHI AL Ik E LT D,

USB Auy M#IE SRV 2=vh)
FIAFZE DA AZ USB F—7R—K, USB I —RV—& —%f T 572D HNDLOTHD, it E R F
HIEFREET D,

miniUSB Ay hk
FIHZE S NFC 2 T 2720 HWALD TH D, R ERFICHHEE LR E LT 5,

142 HAHFVR

AR TOE DH AKX L ASCEITIE, [FEFER-1]. [DE5E-2]. [FEEER-31 % OB -4]D A X o Aty b3 d
0, B e N OV FE 21 JEL@W‘%WWM& VADY Y NS D, AKX AL TOE ZHEAL
T AEE R BT END, L TFICHAX L 2y MEDH ALK A E LB RN R,

[FeREhR-1]

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 14 of 83

F1: HERL1LOFTAF R

TOE %
AL DR

BELDHAF L ALE

MFP

$¢C3004/C3504

- Read This First DOAF-7008

- Notes for Users DOAF-7014A

- Notes for Using This Machine Safely D219-7074

- For Users of This Product D219-7454

- Notes to Users in the United States of America D219-7458A
- Note to users in Canada D219-7461A

- Notes for Users D241-7085

- NOTICE TO USERS D241-7178

- SOFTWARE LICENSE AGREEMENT D241-7238
- Note to users D256-8996A

- Start Guide D259-7522

- Notes for Application Site Users D259-7532

- User Guide DOAF-7465

- Operating Instructions
Driver Installation Guide DOAF-7466

- About Open Source Software License DOAF-7452
- About This Machine DOAF-7468

- Copy/ Document Server DOAF-7469

- Fax DOAF-7470

- Print DOAF-7471

- Scan DOAF-7472

- Troubleshooting DOAF-7473

- Connecting the Machine/ System Settings DOAF-7474
- PostScript 3 DOAF-7475

- Security Guide DOAF-7476

- Extended Feature Settings DOAF-7477

- Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 DOAF-7481

- Notes on Security Functions D146-7587
- Help 83NHDBENZ1.10 v191
$%C2004/C2504

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 15 of 83

TOE %
AL DR

BELDHAF L ALE

Notes for Users DOAF-7308A

Read This First DOAJ-7008

For Users of This Product D219-7456

Notes to Users in the United States of America D219-7459
Note to users in Canada D219-7462

Notes for Application Site Users D241-7065

Notes for Users D241-7086

NOTICE TO USERS D241-7178

SOFTWARE LICENSE AGREEMENT D241-7239
Start Guide D244-7010

Notes for Using This Machine Safely D244-7051
Note to users D256-8997

User Guide DOAF-7465

Operating Instructions
Driver Installation Guide DOAF-7466

About Open Source Software License DOAF-7452
About This Machine DOAF-7468

Copy/ Document Server DOAF-7469

Fax DOAF-7470

Print DOAF-7471

Scan DOAF-7472

Troubleshooting DOAF-7473

Connecting the Machine/ System Settings DOAF-7474
PostScript 3 DOAF-7475

Security Guide DOAF-7476

Extended Feature Settings DOAF-7477

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 DOAF-7481

Notes on Security Functions D146-7587
Help 83NHDBENZ1.10 v191

[SREhR-2]

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




R 2: HER2OHAF R

Page 16 of 83

TOE %
AL DR

BELDHAF L ALE

MFP

Read This First DOAF-7007

Notes for Users DOAF-7013

Note to users EU Countries D219-7463A

Notes for Application Site Users D241-7065
NOTICE TO USERS D241-7178

SOFTWARE LICENSE AGREEMENT D241-7239
Notes for Users D241-7335

Notes for Using This Machine Safely D244-7051
Note to users D256-8997

Start Guide D298-7036

For Users of This Product D3BR-4506

User Guide DOAF-7465

Operating Instructions
Driver Installation Guide DOAF-7466

About Open Source Software License DOAF-7452
About This Machine DOAF-7468

Copy/ Document Server DOAF-7469

Fax DOAF-7470

Print DOAF-7471

Scan DOAF-7472

Troubleshooting DOAF-7473

Connecting the Machine/ System Settings DOAF-7474
PostScript 3 DOAF-7475

Security Guide DOAF-7476

Extended Feature Settings DOAF-7477

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 DOAF-7481

Notes on Security Functions D146-7587
Help 83NHDBENZ1.10 v191

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




£ 3 EFRIDOITAF R

Page 17 of 83

TOE %
AL DR

BELDHAF L ALE

MFP

Notes for Users DOAF-7069

Read This First DO0AJ-7009

For Users of This Product D219-7456

Notes for Application Site Users D241-7065
Notes for Users D241-7089

NOTICE TO USERS D241-7178

SOFTWARE LICENSE AGREEMENT D241-7239
Start Guide D244-7010

Notes for Using This Machine Safely D244-7052
Note to users D256-8997

User Guide DOAF-7465

Operating Instructions
Driver Installation Guide DOAF-7466

About Open Source Software License DOAF-7452
About This Machine DOAF-7468

Copy/ Document Server DOAF-7469

Fax DOAF-7470

Print DOAF-7471

Scan DOAF-7472

Troubleshooting DOAF-7473

Connecting the Machine/ System Settings DOAF-7474
PostScript 3 DOAF-7475

Security Guide DOAF-7476

Extended Feature Settings DOAF-7477

Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 DOAF-7481

Notes on Security Functions D146-7587
Help 83NHDBENZ1.10 v191

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 18 of 83

R4 BHERIOTAF R

TOE % RELDHAZ AN E
IRy
MFP - Notes for Application Site Users D241-7065

- Notes for Users D241-7089

- NOTICE TO USERS D241-7178

- SOFTWARE LICENSE AGREEMENT D241-7237
- Notes for Using This Machine Safely D244-7052

- Note to users D256-8997

- User Guide DOAF-7465

- Operating Instructions
Driver Installation Guide DOAF-7466

- About Open Source Software License DOAF-7452
- About This Machine DOAF-7468

- Copy/ Document Server DOAF-7469

- Fax DOAF-7470

- Print DOAF-7471

- Scan DOAF-7472

- Troubleshooting DOAF-7473

- Connecting the Machine/ System Settings DOAF-7474
- PostScript 3 DOAF-7475

- Security Guide DOAF-7476

- Extended Feature Settings DOAF-7477

- Notes for Administrators: Using This
Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009 DOAF-7481

- Notes on Security Functions D146-7587
- Help 83NHDBENZ1.10 v191

1.43 FHAEES

TOE |ZBS#E 3 2RI HE EFHE T D, TOE IZEADDBIG AW EL TIL, il B TOE 2R 28%E L
ZNLANDOBMRE Ny D, LT CIRE R BIRE L2 DA OGRS L L GR35,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




1.43.1. EEMFIRE

A ST THAIZ"FIAE"LLSEE1E, ZOBEZNA A 2SS, EEAOFAHE T, —BFHE KO
BEADNDD, TNHDEENIFE DERE U TORITTT(F 5),

Page 19 of 83

# 5: FAZEESE
FIFE S B!
TOE Offi iz alSn-FIf#E, ar/ Ay a—F—Laft G, o —FEE.
— R T 7Y ARERE . AN v —HERE . TV —HERE . R 2 AL NR w7 AR RE O FI
INTED,
— TOE OEMAZFRISN-FIHE, —RRRE I a—F—L %535
a 78 DR BT HATO,

EHFIL, TOEFEAZ HIEL CREESNIFIHEZ DO LEST R, TOEENL > TA—/S— (=L
MFP EHEZ 23T DD, MFP BB 1T K 4 NETHEFEET, SRMIC = — — MR, Bas
ERRMERR, R N — 7 BRMEIR, SCEE MR A D DN TED, LIe > THELD MFP F B TF
BFEIRA /31T HZ B ATHE TH DD, A ST T'MFP BELE "L LS G IET R COEBEMEREZSH > MFP &
HEEZSTZELTH(E 6),

*® 6: FHERE K

EHEER TR LA
RS P MFP FELE D AL AT —R & 4§ D HER
2&.}%)00
s — A E BT B IR, — A A
—

R ARRER BT BRE BB ET B LA CED,
Ty hT =% R MFP OREEREMEA T ET S
i o MR R EHAEIR, BT o ER A RIET 2L

MEP & B 2 NTED, EHEas OENTED,

o N7 — 7 55 FHERR

LAN OREZIILD 1w T — I 2 F B TEHHE
PR, R N — I BRERREBES 5L TED,

SCEAE A IR

EH L ELE TR, FHCEOT 7 AE
HEdDTLRNTED,

1.4.3.2. FIBEFR A E

MFP EEEEE

MFP & BT LiX. TOE 2FIH T 24k T TOE OEIAEZ LT 2T A FFoTeHEDLE S

90

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 20 of 83

HAGw— T =T

HAZw— TV =T (%, TOE ORSFEHETHMEIATBL, TOE OBE, b7y 7 | fFaT 5%
5D,

1.4.4 TOE QiwEMEEE

AT, AR 2 U T A REIZ DWW CREIR 975,
T
— - D ? — R
— .. ju\/TgOEgE/p WebT 50+ WebF 5+ WebT 50+
= . TrIAE S8 — T T
] BT GRID —
7}[*'7 71%E§*§Hu I % N[FP%:IE%
L _
| Web Image Monitor#&E
4 ? A— 18—/ H—
21 H5IEE A
J
T | — T
FTPH —/i— {7; . L .
g | Sk |
._ - O O T TR T T
..L.H.J._._L.l._ | EEE |
SMBH —/§— I il il ol | !
7 . )
iI?IJlt“ 5 | | PRy rpe— |
EHES B ERLE: ;
- SN EAIESHENE R |
; EHENETEELE-E Bt
SMTPH — /i — — LR | EE | & | BE b oL RE r?;_—_ﬂéﬁ%_: TOE&E
Ll bl ML Lo
1
g I Uk 7RI L. ®FEE
- | xz7oexmmme |
HEETro2 T = = 1 ] %7 oisEe
= BB (B TSN D, R
| swr—smmme | HA < BRI B)
T 1777 cERmmE
X 3:TOE DiEA%iH
1.4.41.  EAHEE

LUFIZ, AR RE O 2 Rl 375,

o —HSRE
o —HEREIE. R B ICLD B E SRV EDBEIC L > T U EE AR v L Tt il 72l & #H 5
Fll 2808 ChH D, 5T Dl IE, FIHEDNEERE OmELTHIENTEXD, iz, EEHINTS
WG A [E R, X2 AV MRy 7 ALELL T HDD ~EfEd 22803 TES,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 21 of 83

TV B —HERE
TV —BEBEIL, TOE 237747 b PC DTV A —RITAN— 5 LT SCEAEIRE-IXEHET5
REREL . R A DERE SRV B DT TAT b PC 735 TOE (ZEFEL TWASCEZ IR, BB 2HERE
Thb,
ITAT N PC DTV H—=RITAN—=INHD%AE
TOE 137747k PC DTV H—RITAN=DLEEZAGT 5, SCET, FIHBER TV
—RIAN—TEIRLIZEIRITIEN G END, HIRIFEICE, BEEER], RX oA MRy 7 2%
T, FEEEFRI, ERAFE R, SREFEDRI, & OSKUHIR2 95,
FIRI GBS ERZEIR OB 1%, TOE 23325 L= 3CEE FMRICHIRI 5, U TOE ICERES
N,
FIRI T IER R 2 A MRy 7 AE RO A 1X, ZIELTELEERF 2 AV MRy /AL ELLT
HDD (&9 %,
FIRI 7 5SS ERI . PRAFEDRIL, BREFENRI, X OSRULEIRIOSG A1, ZE L EE TV H
—3(#ELL T HDD (2T 5, B FIRICIIRE FIRIH DS AT —R & 3503, ZAULEE
DG ThH 2,
BB RV EDEAE
TOE 1%, FIAF L DEAE SN DOEEIZHEN, TV X —CEEHIREITHIBR T 528
NTED,
ITAT ok PC MHD#ERE
TOE L. FIRFIZLDZFAT L RPCOLDBAEILHE Y, TV & — CEA IR EI I THIR T 52
ENRTED,
TOE 2L 7V 2 — L EDOHIFR
TOE 2857V —3CEOHIBRIL, FIRIGEICE > TR, $EEIR, R FTRI, & O%L
EIR D7V 2 — 30 E 1, EIRFE T 410 TOE MR T2, IRAFEIRI O 7V 2 —3e3E %, FIRI
BT HRbHEIBRS LRV,
MRHB L AN AZ RS THRED TV Z =R IA =2 BH DITAT > h PCITA Y AR—/LL
THIHT 5,

A& —HRE
A —HERE I, R DR E SR DD ERET DI LIC LT IR AEAX v LT SMB $r—/3—
FTP #— 33— KON TAT N PC TG - RIF CEHEAE TH D, HOUEA A v LI- 1L, TOE N
ICEFEL ClE, EE -HIBRT 2L TED,
LEOEE FIEIZIE, 7ANVE —EE | CERMA—LVEE KONURL TRV AA—VEE DB D,
T AN —IEE IR MFPEHEE YT TOE LB R T DX 27 R21BE N ATRE e — N\ —1ZhHIEE 7
AN =KL TOBITZ D, LERM A=V EEFELE URL TRLVAA—/LIE(EIL, MFP FELE N T
TOE 28R T DX a7 2B E N Al RE/ R A— L — R — L A— )L TR AZX L COH{TZ D, URL TR
AR VIR CEEENTB A AN EZIT AT A#E L AX v —LEEITAT U FPC~F U n
—R$BZENTES,

77 ARE

777 AEREIL, FEREFR R T G3 BUKIZHEILL 727 7 7 ZDEHli R THY , 7 77 AsfERkREE 7
7Y AZARHEREN D72 D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 22 of 83

T ALIGHEREIL, HCCE I TA T h PC OB LEOMEHE CEEL THERT 77 AL E (2%
ETOHEETHD, 777 ADFEEHIT T TOE TSN BIER S TETICT 77 AR ET A LA
A5, 777 ARETHLEIL, TOE NICERL TRLZENTES, TNET7 7/ AERBRELS V., &
LT CEE T 77 AR ELEES D,

T 7 ARG CEIL, BB ST 7 ZRE L FIRLL BIBR, 7402 — iR ME M OSCEIRS A— VIR
THIENTED, VTAT LV IPCOLT 7V ARG T AL AL, HAX LV ATIRET D7 7 VARTA R —%7
FGAT I PCIZA VA= LT HVLENH S,

TP ARG TDEIL, T 77 ARIEORERA BT A—/L T MFP EHE N T TOE I28 4§k T HA—/L TR
VAZHETDIELTED, ZNET 77 ARG RA—NMRREL B D, 77 7 AEETHHIE, 777 Ad%
15 30EE CERMA—VEET MFP EHE N T TOE 18T DALV TRLAIZEETHIELT
x5, TAHNE —EEDREF S —/N—L, TOE LbFaT7lE T — —% MFP EHE N T %
LT, AAE L, MFP FHE NEEGLI- Y — R —DHENLRE TR T+ NVF —RET D,

T 7 I AZAZHRBEIX, SN T 7 7 A D E G E N L TR LI CEE TOE NICEMT2HiETh D,
TOE WICERELI- CEIX, BIE SR AHDNNTITAT R PCOLHIR, HIFRT 52 EMNTED, TOENIC
BRI CERITAT RN PC I a0 —RE AL TXD,

R A MR o7 AEE

R 2 A MRy 7 ABSREIL, R DERIE SRV EIT ATk PC 235 TOE WIZEREL TS L EAHE
THHERETHD,

BAEASVINBIE, RF2 ARy 7 ALEOER, B, M OHIBRE, 777 Z8(5 3CE O HIR LB RS
TXD,

ITAT VRPCHDIE, R 2 A NRy 7 ASLEDOHIRIEHIER, 77 7 ARE LEDT 77 235 HIR, 27
va—R | KOHIBR, A v —SCEOT7 40 H — G LEIRMNA—VRE Fora—R, K OHIRE
TAHIENTES,

B
EHREHEIL. MFP 42RO BNMERRIZO D DD HIEHFERE CTh D, & BEHSBE X B E XNV BHDNNITTAT
VR PC OIRETHIEN TS,

PREFHSBE
PREFHERE I IR B P E O PR ST — B AR B A ST 3 DB C L IR T D72 DIC AL~ — V=
T R SRS ERET D, ZOMREII N AL~ — 2D =T OB IMEFRF T HF B IV EM T 53,
MFP & HLE DMESTHRER I TR E 2 BATEE L IZL CODI AR, WAX~— 2 P =TI Z O RE
ERIATHZEITTER N,
A ST TIIRSTHERERB I TR LR EEBATEAIEIZL QWO BIRRE TOE 2 3l P &5,

Web Image Monitor #8E
Web Image Monitor #$8E(LA T, WIM £E9)i%, TOE ORI #3774 7k PC 25 TOE %V —MifE
T HIDDORERE TH D, MFP FELH 1L, Bt L7- MFP OEME SRV O A R R T HIENTED,
AHEREA I T 572X, 74T PC IZHAX LV AIHES THRED Web 777 A A Ah—/L L,
TOE &1 LAN #R I CHaft T2 D b D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 23 of 83

1442, k=T HE
BT, =) 7 iR fEi T 5.

BEEHReE
S REEEIE, TOE DEHOHESL, kO EF 2T AICBET2FRULT, EEFREE))Ons 2 tn
JELTCRiEL ., itk LB En s % R T TR T AHEThH D, fiskLi-EEn 1L, MFP
EHEEICHIHL, HIBROEBIEEZTF 42, B ns O UEREX WIM 2RI L CHElid 5, B
17 OH|FREREIT WIM E7 138 E S oV 2R L T E T2,

%5 | PR RS RE
R FRREMEBE S, TOE %%IJH% LEHET 2350 TOE OFF alFIHAE CTHLMERFEL ., TOE OFF /][RI HE
THAZED R TEI-A1C TOE ORI 2 ]+ A4 EE TH D,

FIHZE L, Ts.a{’ﬁ/%/v&;éb\iz/w 7% LT TOE ZFHTHZLENTED, Ry b —I% LT
TOE OFFIZIE, Web 7ZT7FMNSOFIH, TV 2 —RTANR—[T7 7 I ARTAR—NEOR AR5,
BE OV FT2iX Web 7 I DB RIHLED T 5T TR LT, rY A —F =4 a3y
—RZANSE, —FIHFE MFP FHE | HONIA— =AW —THDHZEERFET D,

TV B —=RTAN—T 7 P ARTA =D TV 2 —FEREI 7 7 7 AR Re R L LD L3538 12x L Tl
TVB—RTAN—T 7 JARTA N =G T IR A a—F =4 a2 /XA —RT— ﬁx%ﬂﬁﬁ
B THHEEREET D,

AREBEICIX, 0/ AL RAT —R AT DR SAY —R & X I— LT CERRTDRAET 4 — R /3y 716
IO ERSREN & END, SDIT, I TUMEREER T A2 /AT —R OB Z #9572, MFP & #
FINTOHI R U T2/ SAT — R O fg /M8 & b ZB 8 O SCFHRED S b 2l 1= U T2 S AD — R 720 2 8 8475
BREEDABRBEIC A D,

XET 7 B RE
XET 7B AHIEERE 1L, FFRRERRE CRAAES L7 TOE OFF R 126 L T, £ ORI HFE D%
MU TEZDIVAEIR, EIMAE BTG A OITAERITIEESN T, 3(%8:%%%/37/\0)1‘%1’!5%#
AT HEKRE TS,

FI F 2 I BR A% RE
FIHZE S PR HE I, #kBIFRFEREHE CRERES L7z TOE OFF Al FIHE O#E, X ORI HE EICER ESNT
BAEMERRICHE - T, ot —BrE, 7V & —BERE. A% v —H&EE. ]\#;}/}\‘J?/?XH% BE. M7 77
PEREDEEZ 7 T DR RE TH D,

Fy T — 7R R RE
S b — 75 RE L. LAN FIHRFICR Y —7 L= 7 8B RIRZWED I, RO E
NERRHTDRETHD, 7747 N PC S WIM ZF| 32154 13 BLl{E 034 2h7e URL 48 EL
B REZ AT D, TV Z—HERERI 1L, 7V Z—RTA R — TS bl E IR 2 L TR #
BEREZ ML T D, AR T —HKBEDI B 7 4L X —IREHBEO R HRF I, B Sl {52 L CARF#ERRE
AT D, AF v T —HEEED I B A— VIR ERERE DRI HIRFIL, 58052 IR GRS TV DR TORE =

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 24 of 83

LR Z1THOZE TIREIRREZ AL T %, 777 AKRED DD PC 7 7 7 ARKRERIHIRFIL, 77 7 AR T AN
TR LB E IR A U CIRERREZ A 2T 2,

1

BB HH S e
FRAFIHHIH RIEREIL, HDD _EOHIBRSNIZSCE — K7 3CEHDWNEZ OWr IS LT FRE S —
YT =% EEETHILTIVERAAEROBFR LA TREL T OKRETH D,

BT — S IRHERLAE

BT — A RHEHEEE L, HDD ISREHESNCWD T — X E2 R AV IR#ET D120, ZNHDOT — 2 &5
b3 DHEETH D,

X UT B EEEE

TRV TAE BRI, AR MFP B | R A== A PR HERENT G DI AR,
FIRNHE I G ZONTAERIZHEADW T, TSF IHHRA~OEAEIZBT 56l Z1TOMEE TH D,

ANEVE %1

VT =7 HREEREREIE . MFP il 7R =7 FCU i)Y 7 o =7 | K OB SRV HIEY 7 o =7 D
FATa—FOFEEMEZREEL , ZNONEROLD THLRZMER T HMHEE TH D,

7 77 ARGy B RE

777 AR BERERE T, FE AT IR (AR REL (2 D7 7 7 AR EFE) DD AN NERE T 77 AZAZD
T IRE T DFICLD ERE RN D DR AES (LD EELZAE T 7 7 ADEREZ 25 L3 5 I LD ERE
B335 LAN ~O12 A% B 1R T 2H6E TH 5,

145 (REEE
TOE N5FHXR#EE PE L, FIHFEEH, TSF F#H, X OHEETHS,
1.45.1. FIFREE®R
FIRAA BRI, CEFREAEEIFROZA T I HEEND, FIHEBERICONVWTE 7 ICTEATEBITE

e AN

R 7 FIRERRER

HAT A
EER FTUIMEENTZTOE DEH TILHDLE, IS -XE, —FiRTEHD
VIEZFEDET A,

et S MIHEDMERLICY a7 R ST NTIRIFIAE Va7 | LR 5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 25 of 83

1.45.2. TSF &#

TSF HEHiL, REFEMEWBIERMOZA TN EEND, TSF FMIZHOWTE 8 I THA T HITERE
5,

# 8:TSFiEHES

FAT NE

RAEE R | WEMHEIRZ D TR HE A OE B DLIREL 2T UL 7B 0 ARSI T
HEFX 2T EOFRRERDRWE R, A ST N TIEITSFIRGEFH LRBLT D,
ny A a—W—4 s AR —R AN DHEREEK, 0y 7o MERRAA~—
R, Ty 7T I NER AR B KR SAT R /ML, 2 NAD — R
BB LA — b s 7 MRERE], WIM A —he 2 7o REEE . SIMIME R F 1%
., BERT NS — | EHEZE N E Y — | SCERAFEVAL, R A
K, —F—FEREJT L, IPsec 3% ETHH . HEaRAET &,

BTSSR | MEMEREZL TR U OEENOIRHEL S IRHEREL TR HE LSO
FEH LR GEL 2T UL B MEH, A ST W TIXTTSF S ) LR B3
Do
0y A "AT—R | EEdras | HDD K5,

1.45.3. Hne

FAFERO LCEHFREBIET DO OMAETHD, MFP 77V /r—at (It —EE, R o A RRy
JAMERE, TR —HERE . A v — R RO 7 ARERE) L. RIS HIIRE N ARG PETH D,

15 F&E

151 ASTIZHBITRHESE

A ST ZBHFEICHfRTA7-0D12. 2 9 ICBW TR EDHEOERL EFRT 5,

R 9: ASTIZHETLHEDHTE

B E

MFP #IfY 7 "7 =7 TOE IZ#HiATeY 7 ™= 7 ®D 1 >, FlashROM |2 ARSI TUNA,

FCU )y 7 v =7 TOE IZHLIATY Y 7RI =7 D 1 D, FCU TSN TV B,

Ay a——4 —EFIHE . MFP FEE | B RA— R— AP =25 2 50T 5555
¥, TOE 1 ZZ DM LR HE 24 ET D,

0y AL ISAT—R Bug Ay a—P— IR LT SAT — R,

=S arAN R IR Tl A ZFF LRV IR EBIC T D2 &,

A=t 7T MERE BE SV BHDNNIITAT s PC ol Ao, FOED I
M7 7B AR DT RIS, BEIIZR Y T o N9 5H%EE,
F—baZ TR ED,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 26 of 83

6

ER

B XN A — s Ty

R

BB b A — e T AR,

WIM 7 —ha 27 77~

WIM ZHHL TWAS7T 47 2k PC oA —ha 7o 5,

SR — R

R A RET 2 AT — R D e /N,

IRAT — R HEE

ek A RE R/ S AT — R O UL AT ORI,

SCEFREIE, ERSUT, BN ST BT RO A RS D,

PSAT —REHMERE |2 IE, MRS 1 LM 2 03D, HEHEFE 1 DAL 2
LA Lo SCFHE, M 2 o80T 3 L Lo AR AE T
PRAT —REELZRTHUE T 720,

HDD IN=RF U RIRTAT OWEFR, AE T, HIZ HDD Lit# L7-8541% TOE
PNIZEW 5372 HDD 259,

FIHEZE a7 TOE @at’—, F¥a A MRy A AX vy — TV H— T7IAD%K
FEEED BRI T ETOEE, FIAE Va7 1L, BIENOR T ORI
FIAZICZ > T—HHE L v BASNAZERHS, FIRAFZE a7 %
YU RNANEINTGE . FIHE a7 13K T 78D,

E TOE MEHRKSCE ., B SCEDORFR,

SCEAE R

SCEEWO BT, +PRT, +SCN, +CPY ., +FAXOUT ., +FAXIN, K R
+DSR 235,

+PRT

EBWBEOOED, 79447 FPCOGHIRITAE, HAVIITA
72 h PC IR FIR, fREEFIRI, X O UFIRIC TOE NIZEFES NS
i%o

+SCN

SCEFRBIEO VLD, A% v —HERER > T IT BRI A—LIAE
THANHE —EETHLE, HDHONE MFP o7 747k PCIZA D a—
R4530E,

+CPY

LEFBRBIEO UL, At — e (> TR A BT LT 3CE,

+FAXOUT

LEEFHRBIEOOED, 777 AEELRE ST, 777 ARG, TANE —
EETDHLE,

+FAXIN

LEFRBIEOOLD, EIEEIFNOZE LT3, (5%, TOE HNIC
HELICELE T,

+DSR

LEERBIEOOE D, I —EEE, A% v —HEEE. FX 2 AV MRy 72
HERE ., 7 7 7 ABTEMERE A i > C, TOE NICIRIELT=3CE, 79147 FPC
MHRF 2 ARy ZZHIRI, HAWVITRTEEIRIE TOE WITIRES -
i%o

SCERIHAE VAR

TEBRO X 2VT 1 B,

T RAEFF RIS TWS—RAIHE On s A a—HF =4 DYVARNT, X
EIERBICRETED, 2B, MFP HHLE 1L, CEBREEH T 5720
I SCEFHRA~DT 7B AL RETHDH A, AUANMZ MFP FRLE D0/ A
a—W—4 %, VARSI,

B

RS

R 2 A MRy 7 ARERE, 7V 2 —HBE, AF v —HERE. K O\ 77 Ak
BE TR T 57-012 TOE NICE RSN TWAICE,

B

FASCE AR

B LEOMM A RIISCTHELIEL D, R a A MRy 7 23FE, 7
PH=IGE | ARy T —E Ty AR EGE MY 7 AR ER
H5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 27 of 83

i TR

R 2 A MRy 7 A E ZRESCERBIOOED, I —HKEE, FX 2 A MRy 7 ABHE, KONV
K —REREDFIRITIENR T 2 A MR v 7 ZAEFRIC L - T, TOE ~ZRNTT
bl &,

T R—E LRSCERDOOED, TV X —FERED HIRI T 5 % ENRI, PR ED
R ARAEERI, SRUETRIOW )T TOE ~ERNfThh- CE,

AX - —E LBRSCERPOOED, AF v —HEHE T TOE ~EREMThi - CE,

A/ S SEDE BRELEMENDOOED, 777 AERETOHIER., PC 777 R k5%
M Tz 3CE,

Ty I AZAG I E BRSCEMRIOOED, 777 A ZAEERB UGG O CE, ZOET

IERBZAZ SN TR DR E TEIR W LETHD,

MFP 77/ r—a

TOE M9 253t — RFa A MRy A Ay — TV — 77
I ADHHEREDHIT,

FIHPERED A —IRFIHE G LT 7 e AL FF S T RE(m e —BRE, 7 ¥
—HERE. AF v —HERE. P2 A MRy 7 ARRE 7 77 ABERE) DU AR,
H A AREOREIEEL T 5S5,

(A V% W2 FISFNT A AT LA e — R —THER S LD, FII#E DS TOE

ZERETDIRHIRIH T2,

R EL—Y —

777 AR L EO AL, BIBREFF TSI — A DU AR,

THANE —IE

MFP 532y T — 2788 1 C SMB Y — X — N 7 4 /L2 — |25 L T,
SMB 7'rhL CLEEEFETDH, HLUX FTP = "—D 73 /L H —(C
KLU T, FTP TXXEAEETHHRE, 740 — X B I1X Ax v — e
HAHNNIT 77 AERE TAF v LTI L EEZFOEEEE T D0, [FIHERE
D— BERBUICEEREEETHIENTED,
ZOMEREE R B0 D@ E 14, IPsec IZL-» THRESIND,

EELTHNH —

THNL —EFITBWT, BREEOY— =K O — N —NDOT 3 /L F
— DR ANER, T 7 ADTZD OB A& AT W, MFP &
B> TREEHINS,

A—)VIEAE

MFP 755 SMTP H— —Z AL TI/IA4 Tk PC IZETFA—/VEEE
T HHERE,

LERMNA—=VELE

AX ¥y —HEEE CH T L EHD VLT 7V ARG L EL B A A—NVIE
A CEE T DHEHE, ZOMREZ EBL 35720 D @EE 1%, SIMIME (2&-T
R#EIND,

URL 7RL AA— L%

MFP NIZEREL TWDAF ¥ —L#ED URL TRLUAZE - A—/L Tk
154 2HERE,

SIMIME F| 2 1 #

A—)LIEFIZEB VT SIMIME 2R T 2B B L7 D58, A—/V TR
VA, 22— —FEE | B 5L E (SIMIME 3% )& b, A—/V58
Je 1 DICoE 1 STFEETAHHERTHY ., MFP FHLE I C L > CEHREES
ns,

IPsec 7% & &

TOE @ IPsec DENEZ R TE T HIE .

PC 7772 T I AERED 1D, VFAT LV RPC DT 7 I ARTANR—ZFIFAL T, 777
AEAF | SCELEAITOREE, PC FAX FERENAZEH 05,
SRR 73— R E AT ARy —2E & FOFHAHABO AT T Ay MU RS

RDTHDII/3—,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 28 of 83

6 ER
H B JE fe k0 2% E | AEEICEy SRR Z IS O RO 7 AR5 E, RO
(ADF)( i 5 f B B R | WA wt A IR A1, IR AR o0 I i A AR L 2R A M D,
Hx)

BB R k03 E | AREEICEY RSN ERE BT DRt A 0T AR DM E, [ R
(ADF)(I i [FIRFRE A D) | Wi A w2 MR D5 A1, IR Ae o0 i & [F]RF I Rt A2 M D

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 29 of 83

2 BAREE

ARETILE S D FEIREIZ DOV T 5,

21 CCHEHEXIE

A ST & TOE @ CC i & FiRITLL F D@ Th o,

WA ERT D CCON—Tar

sN—h 1
WaiE ke L 2012 £ 9 H N—T=ar 31 &ETE 4 B [FRE 10 K]
CCMB-2012-09-001

N—h2:
X2V T AERET L R — b 2012 £ 9 H N—Tar 3.1 WETH 4 R [BIRRE 1.0 KX
CCMB-2012-09-002

sN—h 3
X2V T4 RGET AR =R h 2012 4 9 H N—Tar 31 %EIH 4 R [FIEREE 1.0 hK]
CCMB-2012-09-003

BREL: /8—h 2 YR

TRAFE: —F 35S

2.2 PP X3k

K ST & TOE 23i#aEwE &L CV\5 PP I,

PP & #p/ERA:  U.S. Government Approved Protection Profile - U.S. Government Protection Profile
for Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

N—Tgu 1.0
Thb,

JEFR: A PP /4 Common Criteria Portal /Z/8# =71 Tl S /IEEE Standard Protection Profile for
Hardcopy Devices in IEEE Std 2600-2008, Operational Environment B //Z# 4L, 7> /CCEVS
Policy Letter #20 /&=L Ti &,

23 NYHF—TFEE

A ST & TOE DAL TV 3y — Ui, il fRaEL L EAL2+ALC_FLR.2 TH D,
PP 2 5™ SFR Package 1%
2600.2-PRT i &

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 30 of 83

2600.2-SCN i &

2600.2-CPY i &

2600.2-FAX jiii &

2600.2-DSR i &

2600.2-SMI jii &
T D,

2.4 EEEIEEH

241 PP®TOE A END—EMEER

PP 23552 L 28 in O TN, Hardcopy devices(LL T, HCDs &59) Tdh%, HCDs (3, A%y —#iE L
TV NEE TR S A, BEERIR AT AL BT = — AR A T B THY CNODEBAH AT
T, I —RE, A% v —MEE. TV Z—HRE, 37 77 AKEEDO N, 1 BEEELL EAH L T\ DY
DTHD, SHITBMEEELEL T, N—RTAAIRTAT 72 E ORI VEL IR Z R E 52T, K=
A M= —HReb R TE 2,

A TOE OFERIIX MFP T 5, MFP (X, iBNEE{ES 5D T HCDs 3 FF >3 E 4 fif 2 . HCDs 25 # 7%
FEREZHEEL Q1 D, KoL A TOE FRIIX PP @ TOE fRIIE— B L QWD EE 25,

242 PPOEFALYTBBEEXFLYT oW ERHEO—BEEEE

A ST O 3 FEEFa2VT4EERIZT.PP OFa T BEE2ETERLEIZ T,
P.STORAGE_ENCRYPTION #iEHIL ., 4 FHEFX U7 45 R G EHTIX, PP DX 2T %R #2427
EFL7292 T 0.STORAGE.ENCRYPTED #iBIIL CW5, LA FIZ, iBNE/eo72 b 27 (i s
2T AR B EIZOWT PP IS & DR MLE R T,

. PPITIEEE TIEREN TWVHA, AST D3 EvF 2 UT (FREER. L4 E X2V T x5 8T,
PP % HAGERL TRl L TW5, HARGER T DIZHT> T, PP DEFRHEE OBRAEDO LG T 1725 & Wr
L7263, BRL 0T WREBLIZL A PP OB G B AR T 2R BLTIIR W, Fo, SN AE L0
L7206 LT E Vo722 BIE LTV,

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED D3N

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED (I HDD (2% 57 — X DiF 5Ab&1T5H D
THY, PP IZEENDMOMBEDOEX 2T 1 Sk, TOE OEF VT 43R ITEOWT EBHHT-L T
%, > T, P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED DB TV 578 PP (Il &
LTWDEEZD,

T.DOC.DIS & T.DOC.ALT O& & DEM

X TOE & PP i, D.DOC O F7- 13k 2 TEXARNHE DERIZFL THDHA, D.DOC DiFz\ &k
SADBENEZVHIDHEIPEDS, TOE 28 TOE N O TOE 2 iE(E T A0 @E K L EFRL TWODDITH
LC. PP X TOE WN&72~>THY TOE 28 PP 28l &1L CT5,

L~T, T.DOC.DIS & T.DOC.ALT (L PP [TiEAL TWAHES 25,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 31 of 83

T.FUNC.ALT O& & DB

A TOE & PP CiX, D.FUNC DU ZE TELHFHFE D ERIZFIL THH03, D.FUNC DUE ADER BT
V9 5HIPAAY, TOE 23 TOE W& T TOE 2315 3 2BR DM ERIE L ERL TWODHDITKIL T, PP 1% TOE
&> TEY TOE 28 PP 2@ &L T\ D,

FoT, TFUNCALT IZ PP ICHEAL TWWHEE XD,

PLEDZEED, R ST DX U7 BB )T 45 R FEHT. PP OBX 207 (3R 20T o %f
REEHE—HL TS,

243 PPOEXIUTAEHLO—RHEEE

X TOE @ SFR 1%, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN, 2600.2-CPY,
2600.2-FAX. 2600.2-DSR, 2600.2-SMI 75725,

Common Security Functional Requirements 1. PP 238 €3 5428 SFR THY. 2600.2-PRT. 2600.2-SCN.
2600.2-CPY, 2600.2-FAX. 2600.2-DSR, 2600.2-SMI X PP 235 E 9% SFR Package 7Hi#IRL7=H,D T
oYeR

i1, 2600.2-NVS | TOE (25 B rl RE72 AR MR B A R TFEAE LW 2D B R L2,
KSTOEFaUTF 4B E, PP DX 27 BRI RTLGEI, BAEEL TWAEITAH A, PP LT —
BLTWB, LLTIZ, B, B EL QW aERATE, ZNH0N PP E—B LTV DB HAZTEH# T 5,

FAU_STG.1. FAU_STG.4, FAU_SAR.1, FAU_SAR.2 Di&/n

A TOE NEE 7 2R FFE LT 572912 PP APPLICATION NOTE7 |2V FAU_STG.1, FAU_STG.4,
FAU_SAR.1, FAU_SAR.2 ZiE/N9 %,

FIA_AFL.1, FIA_UAU.7, FIA_SOS.1 ®i&fn

R FRAEMSRE XA TOE ICXVEB T 57292 PP APPLICATION NOTE38 |tV FIA_AFL.1,
FIA_UAU.7, FIA_SOS.1 #8195,

T 7 I AZAG LEOHT A HEOR N

AR TOE TIERBELIT7 77 AZE L EDO B HEDOT NI OWT, LEOFTA ML BERSN-FHEIC
T AES A5, 2L PP APPLICATION NOTE 95 (275> T 5,

FCS_CKM.1, FCS_COP.1 ™38l

A TOE IZBWTIL, BHEEZE AT AT LW R VSRR I 57 — 2R DX 2 U7 %t
W #tE LT O.STORAGE.ENCRYPTED % E3EL, 2 Aa R T 5720 ITHEEEE F FCS_CKM.1,
FCS_COP.1 &, ZIHDORERE B KT RIMRICH DIERE B FITIEMDOE T Z2 52 TODH, ZILHLOE T
L PP IZBWNTROLN T DR EEONEDWT ALl T\ D,

WAL BH T 2 —A~DHIBI NI 1E Wiz 2% (FPT_FDI_EXP)% 18/

AR TOE &, PP IZHEW Y, AMEA L 27 2= ADHIRES N 7 A5 (FPT_FDI_EXP) 2B I13 52 &2 kb
BB D /S — b 2 ZLBR T2,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 32 of 83

FDP_ACF.1(a)D— B AR HL
PP ¢ FDP_ACF.1.1(a)& FDP_ACF.1.2(a) Cli&. PP @ SFR /w7 — VI E RSN CEF HRA~DT /&
AHE SFP ZZEELL TWADITH LT, ST TIEA T V=7 b tFk 20T 4 J@M Th D SCEF IR M E
EFRSINIZLEOT 7B AR SFP 2 EA/ELL TWDH, ZHUL PP 283 I EBEL T DL O THh
2o
PP ™ FDP_ACF.1.3() ClE. LEFHREFHE a7 OT7 72 ZHIHN BT 518 MO AN A ST
T CEFREFAE Y27 OHIBRE MFP FEFIZHF Al 55725 CD,
TOE 7 MFP FHLE N\ SCENE MER AF Va7 OHIBRZFF Al 7501, SCEFEREFIHE Va7 IZHIBRME
(RS> — BRI B D, 7 ABHOERE THIBR CEleoT- 8512, MFP EBEE MUATLU CHIBR TX
LINTT B0 THY, PP THETDLT 7 BAHIH SFP M4 5L D TIZR,
PP ® FDP_ACF.1.4(a) TlZ. SCEMHMER A E a7 0T 72 AN+ 28 MO F A A A ST
TIFA= RSP IDLENEFREF A E Va7 ~OBREEER T 5LL TV,
A= S P— %, PP TIHFFEL TRV TOE F-4 OF A TH D,
T, PP BCEEREFAE Va7 ORI E LU THRE LRI & LIAMI T B ZF i LW 2 L a4
T
L~ T, A& ST ® FDP_ACF.1(a)iZ PP ® FDP_ACF.1(a)Ziiti7-L T\ %,

FDP_ACF.1.3(b)D:BAN#R Al 2T

PP @ FDP_ACF.1.3(b) Cid, & FEEHEIR CTHMET D ——I|Z TOE #§REDBAEEFF Al T DL >TD
DIZXFL T, A ST TlX TOE #RED I TH DT 7/ A AGHERET T &7 F Rl T D L7 TN,

TOE 1% MFP &EEEIC, LEHMOMME Y a7 OHIBRZZF AL TR (CCET 7 AH4# SFP.,
FDP_ACC.1(a): FDP_ACF.1(a)). ZO#E R, HIBRAICTII®H 528 TSF 1L, TOE #FE~DT 7B A% MFP &
FREIZEF AL T 5728 PP @ FDP_ACF.1.3(b) DB [RIRF IS 72 L CTUD, F-BEERIERDZAE DT
DT I EAT DT 7 IV RAZAGDTO DT AL, B MR TERAET 2R L /R T 288 TED,
J->T. A ST ® FDP_ACF.1.3(b)i% PP ® FDP_ACF.1.3(b)Z7ii/=L T\ 5,

FTP_ITC.1.3 {2 D.DOC KX D.FUNC Z3&Eh TWVWAZLIZ2NT
PP Tid. W{E#E& o D.DOC K& D.FUNC |26 L TIRA W EME DB BAEZRZL TORWDITHIL
C.FTP_ITC.1.3 Tix D.DOC & D.FUNC @ EHET vy 2N L TEEEZTHEL TS, ZiuE, K
TOE 73 PP JVJAW i © D.DOC & D.FUNC #{RF#EL TV HEF 25, A ST @ FTP_ITC.1.3 X PP %
=L T4,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 33 of 83

3 EXalT+REEER

KENT, B, KRR OEF 2T g R ORHRZ T S CRIb 5,

3.1 BH

AR TOE OF| A, LUOFIHAEREICEB W THESNS G R ABRIL ., i35, AFEIZFEE T REIL,. TOE D
BRI OV TABSI CWAEHRAE AL L TR QO AR B ChALIEE TS, WF 1T HAL ~ L
DBERE B RH>HE LT 5,

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

XEOBHR
TOE BNEHL TWDOLEN, /A a—F =2 ablcR0E HDNNT, nr (=
— LT o TVDIRZFDLE~DT I AEREL R WH I THESND
MHLIRY,

XEOKE
TOE BEHL CWDILFEN, n/ A a—F—Labloing, HDOVE, nr (o
— LT TCVDREDLEA~DT 7V EAMEREL 2N EICL > THhESID
B LAVR,

FIRE a7 O%E
TOE WEHL CWARIHE a7 R, nl A a—F—ZEL720E HDHOE, v
TA v a—F—L13b > TWARZFDRAEZE a7 ~DT 7 AR A T2 720 E 12k
STHESNDINE LI,

TSF {REFHROBKE
TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= = 1FTH > TNWDNZED TSF RFEEHA~DT 7B AR EZ D T/
ToTeESNDENBL LA,

TSF M E R D BE7R
TOE BEFL TWA TSFE @D, nr A a2 —HF =L EbT20E HHNIE, v
TAva—PF—ZTHb o TWDNZED TSF ETHFIMA~OT 78 AMEREB T E 1T
FoTHESNDLML LR,

TSF BB ROLE
TOE A& FIL T 5 TSF RETE #Y, n/ A a— =LA b1V HDNIE, 1
TA 22— =L TH > TVDENRED TSF EIERM DT 7B AMEREL 272 E I
Yo THEEND B LI,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 34 of 83

32 {H#ntxa)T1AH

TREOMME DX 2V T4 F#ta LD,

P.USER.AUTHORIZATION FIRE O RIFRIE
TOE RO Al 22 - FIHE 72005 TOE 2R AT 52 RN TEXAHIN LT IE
VAN SYANAN

P.SOFTWARE.VERIFICATION Y7 7=THGE
TSF OFEFTa—RN%Z2H CHEE CEXAFEREF -0 nid b,

P.AUDIT.LOGGING Efu/pikEE

TOE /X TOE Ol fl K X 2V 7 4B BT A2 H RO A n 7 LU CRo kiR
L. BB PHERZL T2 WEIZE > TRIRH AN TSR A SN WNWIICE L T&
FHUEZB720, SBICHERZ D DL DN, Z0ul ZME T30 LigiTiuiaes
fé?b \O

P.INTERFACE.MANAGEMENT A 27 =— A&

TOE DAERA L H T = —ADMERIOL DIZFIHESNDZ LR LS T2, ZbD A
27 x—A3 TOE & IT ]REZIZLY, BUNTHIEISIL TORIT IR b7,

P.STORAGE.ENCRYPTION ERigiER s =1t
TOE @ HDD TRk L TWD T —H i, B LS CORITHUE R B0,

3.3 HIREH

K TOE ORI BRI DDA ZmRIL . BT 5,

A.ACCESS.MANAGED 7 7 &zAEH#

HAHX L AHEST TOE 2L THEA FICBITDGATICREL ., HERE R -7
BRI T T B AS DS EHIBRL CTHODH D ET D,

AUSER.TRAINING FIfEZE#E
MFP ZHEELFIT. FIHEZE DB O X 2T ARV —RF NG LBk T 5L T A %
VAESTEHE L, AAEIZZNLDORI—LFNEITHR > TODHEDET D,

AADMIN.TRAINING FHEHE

BHEA IO X2 T 4RI —LF D FNELFRIRL TR, HAX L A>T
FNEDORI —RFNEIZY >7- TOE OB/ ELUEN TEXEHLDET S,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 35 of 83

A.ADMIN.TRUST B CEIEHRE

MFP FHLFALEE X, A L A>T DRELTEMA LRI R E LR 28 EL
TWDHDET D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 36 of 83

4 X o) T4 WELE

ARETIL, TOE 1Tk T 22X 27 oK G 6, AR T2 2% 207 4%t 5R 5 LRI DN T

FLIR 9D,

41 TOE®DEXxa')T1wEAE

ARETIL, TOE DXV T 151 ¢t a7tk 45,

O.DOC.NO_DIS

O0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
TOE [, XEPa/ A a—WF—ZELT20E, HDHWIL, vr/ A a—F—£413h
STVDENZEDLE~DT I EAMEREL 272 W F L CR/RESNDZEND, i#
T HTEERFET D,

XEOKERE
TOE 1%, {E N/ Ara—Y =L &bl E HDHVE, n/ (v a—HF—413t
STWDENZEDLE~DT I AMEREL T2 NF L > TUESNDLZ LD, f1#
THZEERFET D,

FIRHE a7 ORER#
TOE BFIHE Va7 B, al/ (v a—F—4%&blnE, HHNIE, vr A a—3F
—Z1Ib > TCWBNFDORHE a7 ~DT 7 ZMERE L -7 W Ik > TS ESh
LT ENOLDRHELRFLET D,

TSF fREFEROBERE
TOE X TSFERFEFE MM, u/ (v a—YF =L &bl E b, o/ fra—W
—Z1TH o TWAENED TSF PREFRA~DOT 7B AMEREZ DTN 1L > TS
NDZENLDIREZRFET D,

TSF & B ROBATRE
TOE X TSF R IEWMMN, ur/ A a2—PF =R &L E | HHOIE, /A ra—F
— 41T o TWDENED TSF B HRA~OT 7B AMEREZ BTN 1L > THIRS
DT EMOLDIRELIRFET D,

TSF EIFROKELRE
TOE X TSFMEIEMMN, n/ A a—W =L Ebl/enE, b, ar fra—3
—Z1ETH o TWVDENZD TSF FAETEHRA~DT 78 AR Z S T2 72 W E T L > THES
NDZEMOLDIREEIRAET D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 37 of 83

O.USER.AUTHORIZED FI B OB IERIE
TOE IR O BIRGEE ER L, X 2T 4R — 2~ T TOE R FF A5t
72 o TR A DRI NAZ EaAREET 5,

O.INTERFACE.MANAGED TOE IZXAM A 5T = — ARG H
TOE 13XV T 4RI —IZW s THEA L X7 = — ADEHZE T 52 RFE
T2,

O.SOFTWARE.VERIFIED YZ7N7=T7HEE
TOE 1L TSF ©FE{Ta—F4 H CREE TE L0 D FEOIRMAREET 5,

O.AUDIT.LOGGED EFHu/iifHEH

TOE X TOE O H K N EX 2V T AIZEET A2 HFROns 2Ry LU TRIKIZE
FRHERFL . BB 0/ D HERRZ B T2 W I Lo TR H D WE B S WIS B H
TEDHILEREET D,

O.STORAGE.ENCRYPTED iiEHEEREL
TOE |Z, HDD (ZE&EXiATe T — &%, F B L ThBRiEk T D2 LA RAET D,

42 ERABREOEXLY T REEEH

ARETIE, EHBREO X 2V 7 4 6RFEHIOWTRER T2,

421 ITEE
OE.AUDIT_STORAGE.PROTECTED BERIT MG CoBEE/R#E
MFP EH S 1E, M58 1T B AR —hESN A 0 7 DERA D F 5
DT 7 EA AR, WENGHTETNDIELERAET D,
OE.AUDIT_ACCESS.AUTHORIZED BEHE 1T MR0BERS 772 AH R
MFP BHEELH L, BEE T Ao 2R — SN BEE ey B HEREL SFIC
DIHT I EASI, AREMEDSH DX 2T (BT LE R TEDLZ LA RS D,
OE.INTERFACE.MANAGED IT REICIDINBA L 7 = — REH

IT BREEIT. TOE SN A L H T 2 —ANDEBRIN TN T 78 A% 1T 20% 230
TWBZEEIRIET D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 38 of 83

422 FEITERE

OE.PHYSICAL.MANAGED #HiE

HAX L AZHEHT TOE 2L TEMR TICRBITAGATICRE L., HERE R /a3
WCBEC T 7 B RSN AR A IR T2 Z L2 RAET 5,

OE.USER.AUTHORIZED  Flfi#& ~DHEIRF 5

MFP B H B 1L, D X2V TRV —LFNEICHE- T, FAHE I TOE DOF)
FAMERRZ A 59 D2 LB AREET D,

OE.USER.TRAINED F|HEZE~DHEE
MFP EFEMEE L. I AF IO X 20T 4R —uFNEZ BT DI AX
VRIS TEHB L., FRAEBENENLDORI S —RLFINEIZ IR > TWAZEHRIET 5,

OE.ADMIN.TRAINED &EHFZ ~DHE

MFP & E(EH 1, EHE DB OB 2T AR =X DO FEZ AL TS
ZEERFET D, FDTDI, WHEFIITAL A TENLDR) L —LFEIC
MO TERESCUE N TELIHNHBFIN, TORENEL D, T O AR > L%
MFP EH B H IV ERFES L CD,

OE.ADMIN.TRUSTED {E#E T3 %%

MFP EELEALE 1L, HAF AN CEDOR R T LW F L B (L
TWDZEERFET D,

OE.AUDIT.REVIEWED oy DR

MFP EFELEMTE L, B2 LORESCEREREEL R T572012, TAX L ADFE
MR- T, B0 O 2@ U MR CHEMEL QWD EERGET D,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 39 of 83

43 EFxa VTR EAHIBHNL

ARECI, BX 2T 4 55E F e OB IE TR T, X275 5E 1L, M E LRSI e 357200
HO . BB HTT D720 Db 0 HOWITHERO X 2T 4 T #H 2 FEIR T 5720 0L DO THD,

431 +EXa)TarEFEAGERE

B2 UT kPR TS Ext IS T DRR SRS, R T2E I, EH T MO 2T 4 # O xS BEfRE
# 10 12”7,

# 10: X =2V T 4 RSB

[a)
o |
ELI
[
=g e} A
| E ol|la|wo|ao
| w|w Wl <| o212 12|E
| N | = o | < Z [a) [a]
N N = ©] %) Z z < > w L o)
Nl |lz|(lonl|lx|o|2|%|% x | =z | E
o L = = w
= ~ n = o w L o L s s 3 O 12} =
= = < < [a) < T = i O = 8] o L - (@) i o o <
0| < I | I [ = e T (R ol |l << x|O | < | < |w E B
olodlglalelg|22 || 2||Ele|ld|Q|g|e|Z2]|Z]|E
= | = 5 | € . | <lz|2|E|l5|lalalel|l2|G|L|S|S|¢
olo|5|2|8|8|8|3%|s|2|2=2|=|e|elz]e|<|2]8
dlalz|la|lo|o|2|ad|lo| T |uwl|luw|uw|E|uwl|g |2 |w|uw|a
o o o o o o o o o o o o o o o o o o o o
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X
P.SOFTWARE.VERIFICATION X
P.AUDIT.LOGGING X X X X
P.INTERFACE.MANAGEMENT X X
P.STORAGE.ENCRYPTION X
A.ACCESS.MANAGED X
A.ADMIN.TRAINING X
A.ADMIN.TRUST X
A.USER.TRAINING

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 40 of 83

432 tFaY T4 ¥ERARRER

LIRS, &uXaUT o RT3 &, RSt RO OB 2V 7 4 F #4574 DIl Tnhd
FRALE 7R,

T.DOC.DIS

T.DOC.DIS %, 0O.DOC.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJL>TxIHi T
%o

OE.USER.AUTHORIZED |21V, MFP & BREEF 1T DB 2V T 4R —LFIEIHEO R A E (2%
L. TOE ZF i+ 24E[R% 5-% . O.USER.AUTHORIZED (ZXV TOE I3 & Ok BB E 2 ER L, &
F =27 4RV —ZhE> T TOE FIFHFF Al o7z - TR B 3 FRFES 115, 0.DOC.NO_DIS {24V TOE I
WEE vl A= —ZELIERNE . HONL, e A =T —ZTH > TWDERENLD SLE A~
DT 78 ZMERRE S T2 WE I L TR REN D Z LD # T 5,

INHORFIEHZEY, T.DOC.DIS IZ/HHTTED,

T.DOC.ALT

T.DOC.ALT X, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&L>TXHL T
&2,

OE.USER.AUTHORIZED |21V, MFP & FEEAEE TR DB 20 T 4R > — L FNEIZHEO T E 12T
L. TOE ZF i+ 54EfR% 5-% . O.USER.AUTHORIZED (2 XV TOE I3 & Ok B8 E2 Bk L, &
X 2T ARV —IZfE>T TOE FIHFFAIIZSE7E > TR D FdiEE s, O.DOC.NO_ALT (2XY TOE
W, XERRT A= =L E2L 20 E BENIE, A a—F =L Th > TODRZDLE~D
T IR AMERE S T2 WF I Lo T EESN DB IR# T 5,

ZNHORFIEHTEY, T.DOC.ALT IZHFLTED,

T.FUNC.ALT

T.FUNC.ALT /%, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&-> CTxffiL
TE%,

OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
WFRIHE a7 B, el A a—F =LA Eb 7R 0E | HONE, /A a—F—413b > TWDHERZOF]
HE a7 ~DT 7w AMERE L T2 NWE I Lo T EENDZE1T720,

ZNHORE ST EHTIY, T.FUNC.ALT (ZH L TED,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5H#E[R% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFEFEEZ ER L, &
F 2T AR —IZHE->C TOE FIHFF AN e > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 41 of 83

X TSF RN, n/ (v a—P —Z 5L 7200 E | HDHVE, uF/ A a2—F—ZiTH > TODERZED
TSF (R ERA~D T 7w AMERZ L T2 N E I L > TR AESNAZ LT,

ZNHDOREFEHILY, TPROT.ALT I TX B,

T.CONF.DIS

T.CONF.DIS /%, O.CONF.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z& > TxHL T
&2,

OE.USER.AUTHORIZED (259, MFP E B E(EE 1T DO X207 4 R) o —FNEIHEO R # 1 26
LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
I TSF BME @S, 0/ A a—WP—L 5t/ HHOE, 7 A a—F—£413H > TODRED
TSF BB A~DT 7 ZMERRE L 272N E I L > TRIRENAZ ST,

ZNHOXE LY, T.CONF.DIS ICxHiTX 5,

T.CONF.ALT

T.CONF.ALT (%, O.CONF.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ~>Txf#L
TED,

OE.USER.AUTHORIZED |24V, MFP F B EATE 1T O EF 2V T 4RV — R FNAIHEFI 12kt
LC., TOE Z#| -4 24ER% 5 %2 . O.USER.AUTHORIZED (ZXV TOE |3 f & OikBIFRGF A Bk L, &
2T ARY T —IZiE> T TOE R FF I Se 72 > TR E SFRFES D, O.CONF.NO_ALT (2kV TOE
I TSF M@, 0/ A a—W—LEbl/enaE | HHOE, /A 2—F—£41TH > TODRED
TSF B HA~DT 7B AMERE L 12720 H I d > TR ESNDZ 81T 720,

ZNHOXEFEHZLY . T.CONF.ALT IZXHITE S,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJL-> TxIHiT&
Do

OE.USER.AUTHORIZED |Z&Y ., MFP B HL B FE TR OB 2V T 4R o — L FNEIZEF 1ot
L. TOE #f A3 5#ER% 5 % . O.USER.AUTHORIZED {21V TOE IZF| A& OB Z Bk L . &
%‘1)74/(21:) v \—TIE’)T TOE *l a?j 5‘67’;’)(*”%%73)“4 nﬁéﬂé

B0 LY, P.USER.AUTHORIZATION ZJESFCTX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION /%, O.SOFTWARE.VERIFIED (2L~ T T&5,
O.SOFTWARE.VERIFIED (Z£V TOE I TSF ® 5 72 —R%& B CRGECE D FRA T2,
ZOXIR I EHZ LY, P.SOFTWARE.VERIFICATION % JIESFT& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING =g . O.AUDIT.LOGGED . OE.AUDIT.REVIEWED
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED |Zd&-> THHLTED,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 42 of 83

O.AUDIT.LOGGED 2V, TOE 1% TOE OfFEH L OEF U7 il G ons 2 ks LT
ARICTREAMERF L A DHEREL RV EICES> TR WVIF R ESNANIINICEH T,
OE.AUDIT.REVIEWED |24V, MFP EHLEEE 1L, Z& LORELEEREL LI o720, T4
B U ADFRIRIZHES T, Bstn s O A 2 b7 R T E i35,

—J5. OE.AUDIT_STORAGE.PROTECTED (ZkV, MFP FHELH 13, M5 1T B IC=F AR —h&
NICEEE O DRI DOENLOT 72X HIBR, 2% P4#L . OE.AUDIT_ACCESS.AUTHORIZED
(X0, MFP FEEATLH 1T, @50 1T JCoX AR — =B n 7 BHEREL S FH IO R T 7B A
S, ATREMOH X 2V T BT A% RN TED,

ZHBHORE ST #HT LY, P.AUDIT.LOGGING ZJESF TE5,

P.INTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT (&, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (2L~
THPLTED,

O.INTERFACE.MANAGED (ZJY, TOE I X 2T 4RI —IZit> TN AL 27 = — A0 E A B
9%, OE.INTERFACE.MANAGED (29, TOE DAMNHBA L H T = — A~DEBZ I TN T 78R
B2 1T BREAET 5,

ZNHDORF ST EHT I, PINTERFACE.MANAGEMENT % JIE5F T&5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTION (%, O.STORAGE.ENCRYPTED [Z&>TxIHi TZ 5,

O.STORAGE.ENCRYPTED (&Y. TOE % HDD IC&XiATrT — & 5{k L. HDD EICidE5{bEn
B FLERSI N AT EERFET D,
ZOXREF LY. P.STORAGE.ENCRYPTION ZJESFTX A,

A.ACCESS.MANAGED
A.ACCESS.MANAGED (%, OE.PHYSICAL.MANAGED (Z&L~>TEH T3,

OE.PHYSICAL.MANAGED (ZXW, HAX L AZfE->T TOE 2 &2 TEMR FICBITDGATICREL ., HE
[RAEFZ 22 WE IR T 7 B 2SN DS ZHIRT 5,

ZOXRFEHZIY, A ACCESS.MANAGED #EE TZ5,

A.ADMIN.TRAINING
A.ADMIN.TRAINING %, OE.ADMIN.TRAINED (Z&»> TiEH T2,

OE.ADMIN.TRAINED (249 MFP EHERF(LH X, BEEDMBMEO X 2V T 4R —0F DO FIEE 7K
FILTWDEINTT D, DI, BHEIITAZ L A TENLDRI Y —RLFNEITIR TR ERR
N TELIHHBESN., FORENELD ., F-FORMAZE S X912 MFP S EEE N HTE4H O,
ZORFEITEHT LD, AADMIN.TRAINING ZZEH TE5,

A ADMIN.TRUST
A.ADMIN.TRUST (%, OE.ADMIN.TRUSTED (Z&->TiEH T 5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 43 of 83

OE.ADMIN.TRUSTED (240, MFP FHEEATLH 1L, HAX L A TEDRHEREA LW SO 7S B
HERRILT D,

ZORMEF LY. AADMIN.TRUST 2 5EHTXx5,

A.USER.TRAINING
A.USER.TRAINING |%, OE.USER.TRAINED (ZX->TiE#EM T %,

OE.USER.TRAINED (210, MFP FHEEATLH 1X. FIHE IO X2 7 4R —CFNEaE R 35
IOHAE LR THE L, AR IZZNLDOR) L —LFIEICIR > TUVD,

ZOXFEFEITIY . OE.USER.TRAINED 2 EH TX5,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 44 of 83

5 HERAVER—RY FER

ARETIE, JLIRL 7% 2 ) T RE A E D,

51 4§HfA 2% 7 2 —XAADHIR S h =175 EE(FPT_FDI_EXP)

TV DSBEN
ZOT77IVNE, —FHONRA L H T 2—APHH)—HDOINA L H T 22— A~DIEF RO B IR % TSF 23
HIBR 270 DB M EHRT D,

ZLOBMLE G OINBA L X7 = —ATIHEREZEL, ZOHFREMOINT AL 27 2 —ADDIEE TS
ACAE L, T 522 BEL T, — 5T, DR NKEE 2, TOE X°, TOE OANTA ¥ 7 =
— A TR SN B DY X 2 VT AR ET D720, SN A v 27 = — A% B+ B R F 12t 57
HLNR, DT80 BIpDINTA L 527 2 — A O BRI TNRWNT — X O E RS, §FF Sz
BEERENC > T RIS TSN ARV TR IE SN S, FPT_FDI_EXP 7 733 D fE DO fhE
M2 ET 5= DICEFRSNT,

VIR —R DLV

FPT_FDLEXP: 4} 884 22 T —AA~D#HIBEN 1= 15 ERER 1% 1

FPT_FDI_EXP.1 #MfiA 7 = —A~DHIRSN T AF RIS IE L, ERSNTINBA L Z T =— A TZIEL
7T —2% 69— FHOIBALHT = —ANHIEESNDRINC, TSF CHIEISV AR A1 TH T & A 2R
DREREMEA TR T2, — HDOINRA L X7 = — AN TT ~D T —Z OEHER LT, §F S-S s &
FNC LD R 7 fl A2 kT 5,

‘E: FPT_FDI_EXP.1

LIFOT 7y avid FMT IR EHEES S 2 5.

a) BT 7T 4T A% FATTHIEEFF A SO EIDE K
b) EELE BN Lo CE BRSNS T AT SN DRI O F

c) FFRTOEIHEL

B#: FPT_FDI_EXP.1
T RESNDEE X G HERITR,

FRHL:

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 45 of 83

LIXUIE TOE 1%, DI A L 27 2 —ATZAGELTeT — X MDA BT 2— AN EET DO EFF a3
DRI, FFE DA LW EITOZEDESND, BlET 7 AT U — IV AT LEN, AT —2%15E
THANAFEDT —7 70 —%HRTHMO VAT AL R TH D, €D IH72(ILESN TRV T —H
D, B BNEALH T = — A TOEBEIEREIT, bLIFSNDD, FF SR ENC > TORFFA[S
N5,

EAERE A AT |  FF Al SR EIE  N Al TR DA TR T DM AR & DM OaL R —x b
LC, ZOMREM RS ZLITF A E R snD, ZOMREIXZ <O ICH@m T 5720 JriEar R—x
URNEEFRTDHIOITA AL RREND,

CC X FDP /7 AZBWCEMEICLARHAEZE T —47n—42EZEL C\D, — T TZO ST Tk, FIHET
—&& TSF 7 —#3%2, BIEICEZ D6 ORDIZE A &S PRI D6 A R BT 502013 85, FDP_IFF
& FDP_IFC ZFEAMEL T2 B IS ZEIIAE Y ThHEZE X bID, 1> T, ZOMREMEZ WO T2
(YRR R — R M BT HILELT,

ZOYERa L AR — R NIRNHE T — 2L TSF 7 — Xl Fa R L, ZD7=% ., FDP &5 NI FPT 77 AD
WP IVNTE ED, 20 BN TOE ZEHAMNGIRET 228 THDHIH | FPT V7 RIZE O LD )3 i T
HHEBEZOND, WTINOZTATH, BEFO 7 7IVNTITIESHEE LIRNTD | AN —DDHDH 1=
7277V EER LI,

FPT_FDI_EXP.1 AL H 7 =2—A~DHIBENI-1E RiEnE

TR 7L

TRAFME: FMT_SMF.1 & BHRE D FEE
FMT_SMR.1 &¥=U7 D&%

FPT_FDI_EXP.1.1 TSF I, [Elfd: SMEBALFT7 =—ADY RN T2 T B 7154 . TSF (X 5Bno st
MUIZ[BIA: SR AL 72— ADVANIZER AT A2 L2 HIR T AR D2 At L2 id7e
SYAAR

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 46 of 83

6 EXal)TsEH

AREL, VT ARREEN, B 2T AREEENE, KO 2T BRI R ~D,

6.1 tTXaUTsBEEEH

ZOETIE, 41 EBETHESN - BXF 2V T 4% R T8 % FEB 457200, TOE D 2T (S RE B4 50
RT 2, 728, BX2U T HEREE L, CC Part2 IZEDEX 2T (e E 45, 51 3%, CC Part2
ICHRESN QO 2 ) T B RE TR IL, PP I E DILIE v o) T B BE B0, 51T 5,

F72, [CCITREES NI HINT LB EZAT o TR 4313, [RSCFEAEIN] TRl 9%,

6.1.1 YS5AXFAU: X)) FT1ER

FAU GEN.1 E&ET—ZARR

ERDAGIER 7L

TRAFE: FPT_STM.1 miEHHF A LAZ T

FAU_GEN.1.1  TSF &, L T OEA MR ELOEATLERA R TERTIERb0
) EEEMEEOREILAL T,
b) EEA D[RR HERLIL -~ OT R TOEA G HE L
¢) [Elff: & 111TRT TOE OBEEXNSHER],

FAU_GEN.1.2 TSF i, FEERRFIZBWVTOREL U T OEHRETEL 2T IEe b
Q) F5 A AW, FRORR], 7 V= NEITERGE Y TH5ER). FROR R (R
EJEC S A6
b) FEEEFRENNH LT, PPIST OEREZL R— R DR MR EFRDOERITIESH
7=, [Blft: FDP_ACF.1(@)ZRi}BVa7ZA47, FIA_UID.1 I8 5H| HEBBI 2R
aTonsfra—F—4 WIM IZE5EE0OBEF R, WIM IZX2@EL7+AF—2%
BIZRIDBIEED IP TRLVR, XEBHFF ANV EBIZBTDmEA—NVTRVR, oy s 7
UMRERRR], ny 2T UNERE | uy T UMERYRE],

BEREELAR IRV DN EE A RET REEARL VLT DT 73 a(CC IZBITDHUE) L. ZHUT

kST % TOE MEEA G LT 2F L 4K 111Z5 7,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 47 of 83

# 11: BEEMNBERY X b

HEREE - ERENRETRETIVav ERNRES
FDP_ACF.1(a) | a) #x/I»: SFP THbhrA 7V =/MNZ | MHA:

KT OEMEDOEATICH T DA LTCE | BB OIEROBIE LK T

K N SO ORI BIbA L T

b) FEA: SFP TT%Q@*L%’)ZT‘?V:?H Y ERER O T — RO T

i&é%&f@@;@ﬁ BiF59T_XCTnE R 57 A O PR T
° o oERE FIR — A

C) FEMl: T BATFT =y VERIZH VG (ECTET REOLEMA—VRBOMRIE
HFEDEX YT M "

PRTE VT AR RSO T LS — S OB LT

cCEFEROBIFROBRIREE T

FRRICBITAER - FIRl- XD a—R-7
7T REAG  LERA—NVIEF T HVF
—EE - HIFR) 2, PP IZB W TROBND
BIERD a7 ZAT IS T 5,

FDP_ACF.1(b)

a) /I SFP T NLDA TV =/ MT
XL EAED FEATICHIT DRI LT E
*O

b) HA: SFP T#&abhéﬂ‘?“/“:ﬁl\
X OEEDFATICRIT LT X TOHE
*O

C) iffll: T/ EAF v RFIZHVGIL
LFFEDEX 2V T 1B,

ME: LRV

FIA_AFL.1

a) Ei‘/J\ TE‘ZIjJa)uuu uﬁﬁ?bziﬁj—égﬁ
EA~OEE R CZENITHENTELND
T ar (BT AROE L), H LY
Thivd, EFRE~OEIF 2135
RO ),

a) F/N a7 T U NOBR MG fEER

FIA_UAU.1

a) I/ BAEAN =X LD AR
STfEH;
b) JLA:
H;

c) FEHH: FIHE FRRLLLRT

FRTO TSF 773,

FBAFAH =X LDFT X TOff

ATbivi

b) FA: m7 A AREDR PRI

FIA_UID.1

a) e/ PSSR E R H A
G, FIABEBRDNAD =X LD AL
155 H;
b) FAR: PRSI DFHE RS H A
Grte, MBI AD = A LOFT_TD
A,

b) FA: v/ A BAEDORKEIE R, Zh
Wi, PP B W TR O HNDBINEH T
HOFIAF BN ELE T,

FMT_SMF.1

a) f/h: EERBERE O

a) m/h: £ 29 FEEREDRL R

FMT_SMR.1

a) /N BEIO—HE/ T RHEOS
=TI HUE,
b) FEH: BEIOMHEROEH 3T,

W TN D TEREE L,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 48 of 83

HEREE BEXNBLTRET I ar EENRER
FPT_STM.1 a) fx/h: WA, a) f/h FH AR ORGE
b) ZEAH: ZA LR T DFRAL,
FTA_SSL.3 Q) Bl Biaray A=A N kD | a) B A—kaZ T UMNIESEY D
$EEE ar OKT, ®T
FTP_ITC.1 a) J/I AT v R VBERE D KRR, a) J/h EEET v R/ EDEIE DI

b) fx/Iv: R TZ @ 5T v RV HKRE
DR L2 —7 h ORI,

c) A WEEHT v RRRED T~ T
DO,

d) FA: T _XTOEFET vV RE
DEfhRE L2 —7 > hOR,

FAU_GEN.2 F|RZFE#B1FHDBEE T

TR
IR AFE:

FAU_GEN.2.1

7L

FAU_GEN.1 B 7 — 445k

FIA_UID.1 @Bl DZ A

WRISNTFAFOT 7 ar Bbleb LIz FZIIX L, TSF 13, KEEN SR FHE, £
DJFRK &7p o 7 F A OB G I B AT DR T U 2e b,

FAU_STG.1 {REINT-BEAEIEHIE

TZRE)E:
IR
FAU_STG.1.1
FAU_STG.1.2

FAU_STG.4
AR
RAFE:
FAU_STG.4.1

7L

FAU_GEN.1 B#&5 —2Apk

TSF (%, B A FEN A S N T B AR B0 8 A R IEZRHIBRD D IRFE L 22T T 22720,

TSF i3, BEAFEN ORISR B RC B~ D R IER YA A BRI ALk CEiE by,

BEET —FEKROBIE

FAU_STG.3 BT — 2 ROBNIEERF DT a
FAU_STG.1 fREEST-EE A FEBIRSAN

TSF 1%, BEAFEBR SR e o 72356 (B B EICEEN BB ~D LEX]
LOEIT: BEEBMRBEFCELNDTDOMDT 7y a it zirb7ailiudiabiun,

FAU SAR.1 EEZELE2—

TR
IR A7
FAU_SAR.1.1

FAU_SAR.1.2

7L

FAU_GEN.1 BT —X4 [k

TSF L, [#lft: MFP BEIE]A, [Fift: T XTOuSEHRB 1 # AL Dt/ HE5551C
LTI 7 b700,

TSF 1%, FIRE S L, ZDOM AR 42018 LT R TR R 2Rt L T gz
SYAAR

FAU_SAR2 REEELE2—

LR !

7L

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 49 of 83

IRAFME: FAU SAR.1 E#&L B a—

FAU_SAR.2.1  TSF &, B/RBZRFRH LT 7 B A ARSNIZRHE 2 RE T X CORHAF AT H~
DF LT 7B AEE L L2 IR b7,

6.1.2 %4YS5RXFCS: lEBEYHR—F

FCS_CKM.1 M- mR

TR fE: 7L

IRAEME: [FCS_CKM.2 5 =8+, F721% FCS_COP.1 K5 5-#:1F]
FCS_CKM.4 i 5-gahi 3E

FCS_CKM.1.1  TSF %, LT O[EMS: R 12 \TRTHEENCA BT D, 5 ESIE S84 T AT X L
[BIft: £ L2 IR THERERTVIVALLIEESN-ESHE[BIM: £ 12108 TH
BERENNES T, B8 A L2 T IUER D720,

x£ 12: BFERERDU X b

FOMEH RYE W S AR T LAY X A Ry 2

HDD 575 NIST SP 800-90 HMAC_DRBG(SHA-1) 256 £ vk

FCS_COP.1 M E#{E

ERDAGIER 7oL

R AFE: [FDP_ITC.1 EX 2T (@M LFIRAH T —2 AR —b, i
FDP_ITC.2 EX a7 4 BMUE ORIAE 7T —4 DAL R —, FlolZ
FCS_CKM.1 K5 5 k]
FCS_CKM.4 i =l 3

FCS_COP.1.1  TSFI%, [Bift: & BITRITEECAEKT D, FESNIKE 57 VTV AEIR: R 131
TRYTHE ST NVEYR L LG SR [EN: # 13ITRTESEEHE- T, [BIfN: & 131
R REFBIEZ T LT by,

# 13: EEBIEDY X |

ST PR %E 22 222 rE 5 HE
V%= VPN BE
HDD B4 FIPS197 AES 256 - HDD (ZE XA Te T — X DK 51l
ek - HDD MHEtiAteT — X DIE =

6.1.3 Y S5XFDP: fIEET—4RE

FDP_ACC.1(a) 7 &y b7 7 A H#E
ERDACIER 7L
IRAFAE: FDP_ACF.1 X =27 BYEIC LD 7 7 e A4

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 50 of 83

FDP_ACC.1.1(a) TSF IL. [BIff: R 1 ITRTHTV=IM AT V=7 ROF T VIt T V=7 MEO
BAEDYARIZH L C[EIN: XET 7 BRHI SFP1Z S fE L7 id72b7au,

R U YTV b FTV=2I b, ROV T V=7 b AT V=7 FEIOEED Y R K (a)

IR E/AN R HE T v R
‘MFP BEHE 7t 2

« Z— = AP —TmE &
 SCEAE

FIHE a7

Bk cFeHL

- HIIBR

FNZAVES/4 S

FDP_ACC.1(b) V7 &y ;77X
ERDACIER 7L
fAFE: FDP_ACF.1 &%=V 7 ¢ J@PEIc kBT 72 A i

FDP_ACC.1.1(b) TSF iZ, [Biff: £ 15 ITRT YT V=l 7 V=7 ROV T2 Ih ATV =7 D
BAEDVRRIT L C[EM: TOE #EET 72 AHI# SFP1AE ML T 1uT e b7y,

RI5: BTV M ATV b, ROV T V=7 b AT V=7 FNEOEED Y X K (b)

WAZAVZE /AN —RFHE T A

2 R R P —T A
VRAVE/A *MFP 77U — 3y
HRE CFAT

FDP_ACF.1(a) X =U7 4 BHEICLDT 7 EAHIH

TR JE: 2L

R AE: FDP_ACC.1 7 &y 72 Al
FMT_MSA.3 ## 89 B AT b

FDP_ACF.1.1(a) TSF iX. A FO[EIff: R 16 IR TH T VI ERIIA T V=Ihe, 2 ITRET5EF
2V A BENCHEASNWT, AT Vs MIXIL T, [BIf: XET7BAHIE SFP1A L 72
FURZRB7R,

£ 16: VTV veA TV X2V T 2 BH@Q)

pag::! YT VeI NERITA TV 2 X7 B
YV7v=sh | BERAHE T e A R ORS A = 4,
<FI R E
P72/ | MFP EHIE 7Tt A <FI R E
BTV | AR NP =T EE R <RI

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 51 of 83

oag| BT VI NEIA T V=T h X207 4B
FTVxIN | CEER CEHHRENE
SCEFHAEVAR
FT7TxIN | FIREYaT RO A a—F— 4,

FDP_ACF.1.2(a) TSF i3, IS 7 V= MEflIS NI AT V7 MR TOBMEDRTFEN LM E DA TR
FET DI ROBANE TR 22 hid7asiev: [Fift: R 17 IR $4 T V=sbey 7

V7N OBRIEE HIET D]

R 17 XEBFERLFAEY a 7 OBEELFIET 551

A7V | XEFEREE | BME WA BAIEZHIET 551
SCENEH +PRT HIBR — BRI #E FEAILIRN, 72770, SCEE A AL
FA=Ra =R 7 0 AT 5,
SCENEH +PRT sl | R E ufFTLfocu\ 72720, SCENEHE AL
kA — R EF T o AT TS,
SCENE +SCN HIBR — R ufﬁ L7, 72720 SCEE A AR L
kA S NG E A A= S s e ] e
SCENE +SCN sl | A FEAILIR, 72770, SCEE A AR L
Tt 7= — R A FE T aE A ZIXEF R T B,
SCENEH +FAXOUT IR — R FFAILRW, 72720 SCEE A AR L
=7 7= — R A F 7 ae A LR T B,
SCEEH +FAXOUT FEHL | R FFAILZRN, 72770, SCEE A AR L
A= - — R HE vy AT,
SCETR +FAXIN HIER — A FFATLZ2U, 72720 SO oD SCEF)
TatA B VANMIBGFIIN T — R HE
oarg Ay a—Y—40O—KFHET
2R ZITFF A5,
SCENEH +FAXIN aeHL | R E ALV, 72720 . SCERE o SCEF)
=7 BV AMIB GRS TS — T &
ourg Ay —W—20O—fEFHE T
oAz utFT—;*é
SCFEAE +CPY HiIBR — R AL, 72770, SCEE A AL
“a¥ A Yo 3135 B = ez Nl e i e e e
SCEEH +CPY el | R HE FFATLARWN, 72770, SCEE A AR L
A 7= — iR FE S a A TR 3B,
SCEEH +DSR HIBR — BRI & FFAL72W, 72721, SCER o SCER)
A= BV ANMIBGFIIN T — R HE
ourg Ay a—WF—2Z40O—{ERHET
oY AT 9B,
SCFEAE +DSR metiL | AR E AL, 7277 L SCERE o SCEA)
“a¥ A FABEVAMIB RSN CWD— KR A&
ourrgAya—WF—4O—ERHE T
a2 ZIEFF A5,

Copyright (c) 2017 RICOH COMPANY, LTD.

All rights reserved.




Page 52 of 83

BAEZHIE T DHA

F7V=sb | XEERESE | BE WIZZE VAN
MMEYa7 XEF®E | HIER — A FFAL7Z2W, 12720 I EY a7 o®
PE DR E 72 Zat A X274 BIETHL —RFIHEDORT

L

A a—P—ZO— KA AEHE kR
WZIERF R,

FDP_ACF.1.3(a) TSF i, kB IHH, [Elft: & 18 \TRTA T V= 2he YT V=7 I OBRIELZHIHT 5
BANNCESNT, A7 V=M LT, BT P27 b7 7 A& RINCEFAT L2 T

ASYATAN

£ 18: XEBERLFIAE Y a 7 OBRELHET 2BMOFA()

P RAVETAN NEFREME B’k WAL AN BIEEHIE T 281
SCEAE H +PRT il MFP ZEE3E | FFRI9°5,
AR
SCEAE +FAXIN il MFP EEE3E | FFRI9°5,
AR
SCFEAE +DSR il MFP EEE3E | FFRI9°5,
AR
FAZE a7 | CEEHRBEME | HIBR MFP EELE | Al 95,
DFEERL “rt A

FDP_ACF.1.4(a) TSF i%. kOENHH, [Elt: R— S NAP—F e R0OEE  CEBREFIHE a7
OB THNCE ST AT VoI MIKL T T V=2 DT 7 AEBIRIIC
R LT T b0,

FDP_ACF.1(b) X =2UT 4 BHEICLDT 7 EAHIH

AL E:
1R AT

2L

FDP_ACC.1 %7y b7 7 Al
FMT_MSA.3 ## 89 B ATk

FDP_ACF.1.1(b) TSF 1%, L FO[Elff: & 19 \ORTH T DI hERIZAT P =Ib e K2 TR HEF
2T BHENCESNWT, A7 VML T, [BIff: TOE#EET 7B AHI# SFP]A& ML

AN DR N A YA AN

£ 19: VTV b ATV VX2 T 1 BIE(D)

Al YT E I TV =S X271 B
YT | —RFIHE T ER —fRFAEFEORS A =4
K FHHEREY AR
FIHFEEE
2 S NPT T R R FEE
IV | MFP 7 U —3 gy HERERE

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 53 of 83

FDP_ACF.1.2(b) TSF &, HlMI& /=97 ¥ x s NS =47 ¥ 7 N COBMER RS NADE D
AT ROBANEFH LR U7 [BIf: R 20 (ORTAT Ve rhed 7
V=7 NE OBRIEL HIE 55 AI].

£ 20: MFP 77V sr—3 g v OBAERHIHT 53 A1(b)

FTo Ik BatE WATAVEY/A N BAIEZHIET 2811
MFP 77U r— g FAT — R HE T A MFP EBEE M, —FIAFE 7 v AD
FIRABEEY AN TR LI= MFP 77 )
—arOFEITEHFT 5,

FDP_ACF.1.3(b) TSF (. k:BINARA], [Bift: BEEHERELUCEETZ T 77 AZEWEEDOEITIX, 4T
FAENBNCESWT, AT VMR LT, 7 V=l bD T 7' 2% BRI EF ] LS
VOB YA AN

FDP_ACF.1.4(b) TSF I, DEMHA, [BIff: ZA—R—RAP—F2ERDBRE. MFP 77V —ar~
OBAEERERTBNCHESNT, A7 V=M LT BT =/ hD 7 78 A% BRI
Bl 77wy,

FDP_RIP.1 #7EyMEHEE
ERVAGIER 7oL
TRATAE: 7oL

FDP_RIP.1.1  TSF %, [Elft: XEOA T V27N HHOBIROE] Y THEER]ICH W T, EIRO LLAT
DEDERONELFIH TEARLTHIEERIELRT L5720,

6.1.4 VSR FIA: #A & BT

FIA AFL.1  FBIERBEEORVFN

LR 7L

R AFE: FIA_UAU.1 F8FFDZ ALY

FIA_AFL.11  TSFIZ, [Eiff: £ 21 ISR TRAFRICEL T, [BHL [Flf: 1~5]NICBITEERER
TE W] BB7R IE DB [l O AR RBRERAA TN Tz L E AR LR T AR H7R 0,

£ 21: BEEFRDOY X b

(IS VI vt Y IR

I7AT 'k PC 715 WIM %A 425 8785
I7AT o PCINBHIRT 2B ORI A 78

JFAT 'k PC 135 PC 777 A% FI AT 5B ORI & 785

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 54 of 83

FIALAFL.1.2  RROFEGERITAE R LIz B[N (TZTB)E%, TSF 13, [Blft: & 22 [ITRTT772
TaELRIT IR G n,

#= 22 RERBEEDOT I arDY R b

FRRER RN E PREERERF T I ay
—F A MFP FEEZE DR ELcay 7 T MER, H LT MFP FELE MMER T A FE TR
7Tk
AR AW MFP EELE D FRE L2y 77U N, H LU MFP EFEEE 2MERR, LT
BIRDA 714 1% — ERERRIER T 5ETry 7wk
MFP & FiLE MFP B HLE MR E LTzny 7 TURER, LT A—/S— S P03 R, H L
IXEROA7IA % —ERRBT52ETrRY I T TR

FIA_ATD.1 FIEEBMEESE
LRS! L
1R A L

FIA ATD.1.1  TSF X, x ORHFICETILU TOEX 2V T4 BIHEOVANEHEEFL 2 iE 7
W c[EUT: # 23 DFIEEBICE 23 DX )T BIEDI RN R 5]

# 23: FIHFEBOME L2t bhnkex2 YT BHEDOY X b

FIRE X274 BIHEDY RN
— MR IR EORT A =Y =4,
- FI AR
-FI I REY A
A= NP -FIHEAEE
MFP & 85 ‘MFP EBHE O/ A a—H—4
FI AR

FIA_SOS.1 R DIRGE

AL L

Ak L

FIA_SOS.1.1  TSF i, SN [EIG: UTORERENCABTHIEEMALT HAN = A LERUE LT
ECASY AN

(1) EHTELFEE DT

BRI [A-Z] (26 3CT)

BT [a-Z] (26 3LF)

¥ [0-9] (10 32F)

FEISP(AN—R) 1" #$% &' ()*+,-./:;<=>2@[¥]"_"{|}~ (33
(2) Bk nIRE T

— R EDOGE

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 55 of 83

MFP & BRE ASER E T 5/ SAY — R e/ IMTER(8 725 32 #7) LA 1=, 128 #TLL T

MFP FELH | A— = AP =D A
MFP & BRE D3RR E T 5/ AT — R I/ IMTER(8 725 32 #7) UL k| 32 HTLA T

(3) HiAl

MFP S BRE N RE T 5/ AT — RAEME | HEL 7= SUF RO A THERR L 72/ S AT — R D B g 2 7F
"5, MFP EHERE X, AU —NEMEES I CEHERE 1 DEMERE 2 238 B T5,

FIA_UAU.1
LRS-
RAEME
FIA_UAU.1.1

FIA_UAU.1.2

REEDZAIL T
7L
FIA_UID.1 #RosA 7
TSF 1%, FIAFEDRESNARNCFAE 2 ATL T T8It FIAE a7 —EnS
B, WIM O~NVT OB, VAT LRBOBR, AV 2OBR, HWEbEFEROSR,
T 7 I RAZAG DELT AT vl LT AU H720,
TSF 1%, ORI AZERITTHMDTXTO TSF N T I a3 a4 D0, £FHHE

IZRBREDS R B T2 2 A BR U 2T e b7au,

FIA UAU.7 {REBSNERIT1—F vy

LRS!
RAE
FIA_UAU.7.1

FIA_UID.1
TZRE)E:
R
FIA_UID.1.1

FIA_UID.1.2

FIA USB.1
LR
RAFE
FIA_USB.1.1

FIA_USB.1.2

L
FIA UAU.1 FBFEDAAIT

TSF 1L, FBFEER T CVD, [Blft: FI—XFEWIETA—F 7L TERZTEF A
FIERM L 2 uid7e 720,

BmADEAILT

7oL

7oL

TSF V&, FHFE B S D RNCR A EHEEZRATL CEITSND[EIM: FIAE a7 —BD
BR.WIM ONLVTDOBR, VAT LREBOSR, AV 2OBR, MVWEbEE#HROB
B 77 I AZBOFEITIZFF ATL T iudie by,

TSF 13, ZOFRIHAFZMRAT I HMOD TSF I 77 a3 AR, 8 A 35,5123
DR N2 AN W e SN S YA AN

FRE-YTV=INER

7L

FIA_ATD.1 FI % 81 E 5%

TSF 1%, L FORAE X271 BiEE | ZORABEZRITLCEET 207 Y2/ M
AT e b, ([Bift: —BFIREZEOrSfra—F—4 MFP EEEZEDOr 4
va——4 FI AR XE, FIAE &

TSF 1%, L FOFIHE 2207 1B O B O B O BLAIE | Z ORI HEZMRITLT
EET DY T Vo e RICEREL 2T UE b7, ([Bift: £ 24 IR BHEORS)
O BEMTICET 5 HA

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 56 of 83

& 24 BRAEORGOBEEMITIZEEY 2 A

FIRE UZAZEVAN FIRE X207 1B

— R —RFIHE T 1R AR EORT (o a— =4,
-
- FIFHEEREY A

A R A A /R R P =T BB A R HE B

MFP &L MFP & B 7 ot A ‘MFP EEEH Dl (v 2—H—4
FIHE

FIA_USB.1.3  TSF I, LI FORIMAFE LX) 7 4 BIE~DLEE2E T 2HH%, ZOFAZERITLT
BVET BT V= eI H G LR T U020, [BIfF 2L

6.15 YS5RXFEMT: X%l F4EE

FMT_MSA.1(a) ¥ U7 BitnEHE

TR fE: 7L

TRAFE: [FDP_ACC.1 %7y h7 7w A, 721X
FDP_IFC.1 7 &y MEH 7 o —iil i)
FMT_SMR.1 E¥=2UF 1D E
FMT_SMF.1 & ERHEREDREE

FMT_MSA.1.1(a) TSF i, X 2U7+ BIE[BIM: R 25 X207 BAEICKLERIR: By, IE,
HIBR, [BIf: FRUER] AT 20 & [BIM: R 25 OBEZFFRIT 25 HEREICHIR
T 5B CET 7 2AHI# SFP1Z Fhi L7 AuuEiabeun,

£ 25 X2V T 4 BEOFHEERE(Q)

X271 BME BrE BRI AR A E %S
V&b,
MFP 45

—fEFIAE DRy A 2—— 4, [N a

HIHRAERK

At okt YR — R A E
A= R—= R AP —Dua A a—HP —4 :i;l:/a\bﬁ‘\ AN N —

FHUERK MFP & B35

NN

MFP B # D17 AL 2 — 4 AR, 3% MFP 4 B

W

EilAYEw skt A XA
SCEE R B TR SN DEEIT L 7L

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 57 of 83

BAEZ R DF A &S

X271 Bk BrE

SCEFRI AV AR
[3CE1E g 23, (+PRT). (+SCN). TR SALOER IR L 2L
(+CPY). K ON(+FAXOUT)DHA]
SCEFIHFYAR LAYE Y ke MFP & H
[CEEHRBEMED, (+DSR)D %A i@ SCEERAVERR LT S 5% — R A
SCEFHAE VAR LAY kN s
[SCEEHR BN (+FAXIN) DB A gy MFP 347

FMT _MSA.1(b) EF=UTqBHDEHE

TR fE: 7oL

A7 [FDP_ACC.1 Y7y h7 7R, £7-1%

FDP_IFC.1 %7t

M 7 v — 4]

FMT_SMR.1 ¥ =UF D&l
FMT_SMF.1 & ERHEREDREE

FMT_MSA.1.1(b)TSF i%. X 2UF (B HE[BIFt: £ 26 DEF2UTA BN LRI BVWabhy, %,
HIBR, [BIFh: FRUER]Z T 2RE % [BIN: £ 26 OBMEEFFAIT 25 AERBINCHIR
T 5[ TOE #EET 7 B A% SFP1% Fhia L7ai T ALiF7e b7z 0,

£ 26 X2V T 4 BEOF AEERE(D)

X274 B #{E BAELRF AR HEZE
—FRIHE O A 2 —F—4 LAY kN MFP & Bl
HilBR,
B
SIAYEw oXta MR HE
FIIHEREY A1 LAY RN MFP & #i
Gig
SIAYew okt MR HE
el TP DB EILIEL 7L
F &2 E PR SO EREITIEL 7L

FMT_MSA 3(a) &1 BRIk
TR fE: 7L
IR A7

FMT_MSA.l B¥=2UT @it i

FMT_SMR.1 &% =074 D5
FMT_MSA.3.1(a) TSF I%, £ D SFP & Fii 3 27-1 b s ex 207 BT LT[R HIRE]T 7+

IVMER 52 D[ SCET 7 BRI SFP)A £ L7221 iuT7eb72u,
FMT_MSA.3.2(a) TSF IZ, A7 V= MOEMMBE RIS DX, [Blift: & 27 IR TSN ZBAIS =%

BN, T ANMEE EEEST ROV Z R E T 2ZEEFF AT LT LR B7R0,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 58 of 83

R 21 T74N MEEZ EEE TE 3 INB] S iz &E

R AVE VAN X271 B FrRr STk B S i gl
SCEE R SCE B M FRE Y Wt vy gt = e
SCEEH SCEFIHEY AR MFP &
[SCEANE @B MED . (+DSR) D 53
=
SCEE SCEFIHFEYAR FRE Y Wt vy et = e
[SCE G B 2 . (+PRT) .
(+SCN) . (+CPY). (+FAXIN) .
K ONHFAXOUT) DA
FIRZEYa7 —WAAFHE O A2 | BN S B L

—P—4

FMT_MSA.3(b) #rBHEHL
LR 2L
A FMT_MSA.1 =2V (B E B

FMT_SMR.1 EX=U7 D& E|

FMT_MSA.3.1(b) TSF 1%, Z® SFP & Efi-d 57 b s 2T ¢ @I U CPRBIR: #IRK]T 7+
NVMEZE 5 % D[BIAF: TOE ¥$RE T 7225 SFP1Z i L 2t iuiE7e vy,

FMT_MSA.3.2(0)TSF 1d, A7 VI MRIFHMMAERINDEE | BN TSN iR SN = & BITAR L),

T 74NV ME%E EEEST OB OWMIEZ R E 2L 27T LR uiTZenieny,

FMT_MTD.1 TSF 5 —#D&EH
L E: 2L

IRAFME FMT_SMR.1 tF=UF D&%
FMT_SMF.1 & FEHERE D 7 iE
FMT_MTD.11  TSF 3, [Bif$: % 28 © TSF 7 —FOUAMNE[RR: BB, B, HIER, [Bif: 5

BUERR] T oRE N2 [Fifd: & 28 OFIRERFINHIRL 2T UTR B0,

#F 28:TSFF—H#DUY R b

TSF 1&# Btk 2 e
R RO A AT HLERR, S22 MFP & 8l
G % — MR A&
A= /R NP —Duy (L /RAT —K e A S A
W A= )R X —
MFP FELH Dy AL /SAT —R HHLIERL MFP & B
Ees 3% MFP 5 B
R AL RAT —R AR L WGt MFP & ¥
By 7T MERS A~ — iR E MGt & MFP & i

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 59 of 83

TSF 1&# Bk FIREEE
a7 77 NREH] WA, & MFP & B
WA, & MFP & B
EH AR ORGE IR e F s NP
— XA &
IRAT — R/ MR WA, G MFP & B
IRAT — R HERE WA, & MFP & B
BE VA — e s T T MR MGt W& MFP & B
WIM A —ha 77 MREfH WA, & MFP & B
Ehnas A, HIBR MFP & B
HDD [R5 5§ BHRAERL MFP & B
BrEER ., S, lnadb | MFPEHLE
SIMIME FiJ FH %15 ., HIBR
[BIAtEretcs — MR
BrEER ., S, lnadb | MFPEHLE
AT HNE — ., HIBR
[BIAtEretcs — MR
B E—Y— WA, & MFP & B
Y IS VAt MFP ¥ B
IPsec &% & 15 WA, & MFP & Bl
HEARaE B & i@y MFP & Bl
FMT_SMF.1 EHEHBREORE
ERVAGIER 7oL
TRAFE: 7oL
FMT_SMF.1.1  TSF X, UL FTOEHEMEAEE FATT DI LN TERT I RS20, ([Bift: £ 29 iIciE+8H
HERE]

# 29 BEEEORKEDY X b

TR

MFP FEEH 28D, —fRFIME OrT A 2—F = OFHRIER, FWEbt, &L, KUHIER

LRI LD, —BRI# Ons (2 —P— 4O Abi

R IR NP 12 LD AR NP — DT [ 2P —Z DN L 2

MFP & HEH 215, MFP FEEE Or s (2 o—H — 4 O HUERL

W MFP A HRE 12 LA, MFP B HRE Or (v 2—HF—4 O\ S b Lt 4

A== RA P =2 LD, MFP EHF O s A 2—HF —4 DfWEiod

MFP B 2L A . —IRFIAZ Oar A2 _RAT— RO HNER &2

Lk —AAEICLD, — R E ORI A R AT =R OB

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.




Page 60 of 83

TR

Z s NPT LD | RS S P =D T A AT — R DI IE

A== NP — T LA MFP G BRE Ou s AL /AT — RO WL

MFP & BRFZ L% MFP B BEE Dy A 7R AT —R OB HIERK

Y% MFP FELE L5, MFP FELE Duy AL /AT — RO E

MFP B E LD, /SR — R/ M ORIV EbE Lok 2

MFP EHLE (21D, /SR —NEME ORI WS b LA

MFP B HLEIZLD . BB VA — bl T MR O W&t L

MFP & BLE 12k A vl 2/ AT —R A D REIEO WA b Lt E

MFP EHEF LD, vy TUMERY A< — R EDO WG LW E

iz
iz
iz

MFP FHEIZLD, WIM A —hr 7 7o MEE O VG iod Lt s
iz
Iz
Iz

MFP & HE 1285, a7 T UMM OWEbhE L

MFP EHE 1285, CEFIHFVANO WG Ltk

TELER L5 R E 28D, CERHEYANORWE D LtA

MFP & HE 1285, FIHBEREV ARDO WA bE L2

Lk RAHEICL D, MY AN ORIV & O

MFP BHE 28D, XEFHEZEVANOT 74V MEDO W& bR L

MFP EFHLHZ LD, £ A H L OBWEbE Ll E

A== AP =X D A A L O WE D

—RFIAEICED, FA B -RZORWEDbE

MFP FHLE 21D, BT ORIWEbE EHIBR

MFP & B 12 L% . HDD K248 Fri fERk

MFP & B 1285, SIMIME Rl & G MOFHAIER, WG, &, K OHIER

—FIHE LD SIMIME FIH#E OB\ W&

MFP B HEF LD, EE 7N Z —DOFRIER. BWEhH, &, K OHIFR

— AR ICED FEETHNVE —DRNEDE

MFP EHF 215, EHEZECE - —DfWEht Lt E

MFP EHEH 12 LD, 2—V —3REEHIEDOMWEbE

iz
el
MFP EBEFE (2% IPsec s ETFHROMINE LA
MFP EHIE 215 tsRsEEDOLE

FMT_SMR.1 &F%=2U74D#E|

AL L

Ak FIA_UID.1 #RlDZ A7

FMT_SMR.1.1  TSF &, &HI[EIS: —FIAE  A—/S—fF— MFP BEEZHERIL 2T IUZ D72
v,

FMT_SMR.1.2  TSF i, FIHZ Z&ENBEEM T 22T LR b0,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 61 of 83

6.1.6 %5 X FPT: TSF DR

FPT_STM.1 ®EEFALRET

TR E: 7L

A 2L

FPT_STM.1.1  TSF i3, SfEHA A LAK L T aAR M CERT T ARBA,

FPT TST.1 TSF TRk
T L
TR A L

FPT_TST.1.1  TSF i, [BR: [Blfr: MFP Bl 7o =7, FCU HIflY 7o =7 | BB SR VEIEY 7
=T D EFEEAE LIET 572012, [BR: IS P 7 ARD AL — 2 EITL
AR (N CA VAR

FPT_TST.1.2  TSFI&, #FralfI A, [BIR: [Bift: BEaS T —F2T77ANV]|O5EEMEEMRRET HRE 1 %
L AN DR e AN SV

FPT_TST.1.3  TSFix. & RIHAE I, (BN [BIf): BAISH TS TSFETa—R] D2t E2REET5
BE AL L2 U B,

FPT_FDI_EXP.1 #MEBAVFT7 = —A~DHIREN - 15 HREmE
ERDAGIER 7oL
R AFE: FMT_SMF.1 ZEBEHSREDREE

FMT_SMR.1 &% =)T 4 D5

FPT_FDI_EXP.1.1 TSF (%, [Elff: #4E/ <%/, LAN, BEEER] T T B-o7-1E#% . TSF IZX5BMoaL
FRAEUAZ[EIfF: LAN SEERERR RS T2 LA HIBR T HHE 1 242 L2 i AuE e by,

6.1.7 YV 3RXAFTA:TOEF7Y+X

FTA SSL.3 TSFEENZIAZKT
TR E: 2L
R AE: L

FTA SSL.3.1  TSF L. [Bift: #8tE Rt —buZ 7o rREERRE, WIM F—haZ 7o RERREIE, 7V
VE—RIAN—DODXEFTROZEET . 777 ARTAN—nbD X EFBROZ(EE
TIRICREEE a2/ T LR iUz bieu,

6.1.8 HYS5SXFTP: BiEHEN\R/F¥ 2RI

FTP_ITC.1 TSF BI&EEF vV
TR 2L
HAFEIE: 7oL

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 62 of 83

TSFIZ, Z B & oS EE IT &M, fLo@E T v 1/ BRI KBS, & D
EORFESIIZ3 R, B O R R B DT v RNAE RO #E AR AT 5 WETF v 2L
AL L2 e b,
TSF 1%, [[BIR: TSF, oOBEEHE IT MRS, SEET vy V2N L GREZET20%
FFRILZRT AU R 570,

TSF X, [BIfF: C&FH. BEEFS, REBH. RUWEFERO LAN BREBE]DO-DIZ,
EEET YNV 2 U CRIEERMG LT T b0,

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

6.2 t¥XxalTqRIEEH

A TOE OFFlRFEL /L iX EAL2+ALC_FLR.2 Th 5, TOE OffFEa R—RhaF 30 1R, 2
IR AR AEL UL D EAL2 (IZh» TEHZSNIZa R — R bty MZ ALC_FLR.2 ZBIML7-HDTH
éo

# 30: TOE X =V 7 1 RIEEM(EAL2+ALC_FLR.2)

PRAES 7 A fRAET R — R b
ADV: ADV_ARC.1  &F¥al747—%T77/F itk
Bk ADV_FSP.2 b3 =lF ¢ EHaksheftiE
ADV_TDS.1 L YN
AGD: AGD_OPE.1 FIREBAET A2 A
AL L ALE AGD_PRE.L  YEffi i
ALC: ALC_CMC.2 CM A7 LD
FATI AT VYR = ALC CMS2  TOE O—o> CM #ilH
ALC DEL.1 BT Fhoe &
ALC FLR.2 R Bt FheE
ASE: ASE_CCL.1 A R
TX2DTAA=T YN | AsE ECDA fEiEoL A — R NER
ASE_INT.1 ST HEai
ASE_OBJ.2 TX 2 VT kK ST E
ASE_REQ.2 IRELT- X2 T o2
ASE_SPD.1 X2 VT AR E SR
ASE_TSS.1 TOE T4k
ATE: ATE_COV.1 H A — D DL
7AR ATE_FUN.1  KgRET <k
ATE_IND.2 U RVAZZS NN
AVA: AVA _VAN.2 WEs5 7 AT
WeEssPERTE &
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6.3 tT¥xalUTsEHEN

ARFETIL, X2V T4 BHORIE IR RS,
PLFIORTINNC, T X TCOEX 2T AEEBEN N 2SN 5 A, T4 X207 4% R FE ) TERL
7= TOE O&X 27 xR G HHTERSND,

6.3.1 BiME

TOE DX 2T xR FEHIH T DX 2V T A BE B O ERE TR+ 31157, & 3105
G723, B2V T SRR DKl 1 DU EO X 2T 4% R ITEHIAHSL T,

& 31: &Fa VT 4 xR E & AR OB

O.INTERFACE.MANAGED

0.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
0O.CONF.NO_DIS
O.CONF.NO_ALT
0.USER.AUTHORIZED
O.SOFTWARE.VERIFIED
O.STORAGE.ENCRYPTED

> |0.AUDIT.LOGGED

FAU_GEN.1
FAU_GEN.2
FAU_STG.1 X
FAU_STG.4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X
FIA_AFL.1

FIA_ATD.1
FIA_SOS.1

FIA_UAU.1
FIA_UAU.7

>

X | X | X | X | X
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O.STORAGE.ENCRYPTED

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

> |0.USER.AUTHORIZED
> |O0.INTERFACE.MANAGED

FIA_UID.1
FIA_USB.1
FPT_FDI_EXP.1 X
FMT_MSA.1(a) X X X
FMT_MSA.1(b) X
FMT_MSA.3(a) X X X
FMT_MSA.3(b) X
FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT _STM.1 X
FPT TST.1 X
FTA SSL.3 X X
FTP_ITC.1 X X X X X X

>

6.3.2 BHEOEZE

PLTIZ, TOE B2 UT 4% E 7M., kT 57z TOE X2 T (SR EFIC L TR TXDHE
AT 5,

0.DOC.NO_DIS CEDBI~R#E
0.DOC.NO_DIS &, LEN, /A a—P—£ &bz, HDOVIE, v/ fra—F—Z T >
BLINEDLEA~DT I EAMEREL TN ICL > TRIRENDZ LB ExX 2 T A/ R ThH D, =
DX 2V TARIE T E2FBET DL, T EE2 I TH20ERHD,
(1) XEFRA~OT 7 EARIEEREL TEMTD
FDP_ACC.1(a): FDP_ACF.1(a)IZ&~> T, CFIF MO H Uik, SCEFRBEMEICLY, SCERHE4E
B U7z — R A F 72 1S EAE O SCEFHE Y AMOBEGRS N TS — %R & 72 cF i L
EFFAIT 5, MFP B HLE | i RA— R = A — [Tt U I SCEE O F H L2 7F rTL7eu,
(2) HIBREIIZICE, — R SCEH D MNIZ DM OFEH LA
FDP_RIP.1 {2k T, HIBRSHZ 30, —Ri07e CEHDWITEDOE i OFt LA BL<,

Copyright (c) 2017 RICOH COMPANY, LTD. All rights reserved.



Page 65 of 83

() EHWMOEZBITHEET vV EFHTD
FTP_ITC.1 |Z&L~C, TOE %% LAN #H TiESAE T2 L E G RITREIND,
4) X274 BEOE
By Ay a— W= U CRIREZR B ECRTERL, W&o, B, HIER), SCERIHE VAN
XU TR REZR R E(RIW A b, &) i%. FMT_MSA.L()I2k~> T, 2L DO EAEE K& O F|
FHIZFITHIFRL TV A,
LEHERA T V2B DX 2T 4B EICIE. FMT_MSA.3(@)I2&k- T, SCEH M A RS-
(2 THIRAYRMEA 2y hED,
ZNHDXRIZME X 2 VT B REE L Ci% 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% /%3 %Z& T 0.DOC.NO_DIS ZFH T&5,

O.DOC.NO_ALT XEDKEH#E
O.DOC.NO_ALT i%, XLE N, n/ A a—HF—LELTRNE HONIE, T A 2—F =4 FTb->Tn
DHNEDSLEA~DT IR AMERESL T2 WE L THEINDZ LA X 2V T 5K T #ChH D, =
DX 2VT 4RI 2 FEBTDHI21E, Freox Rz £+ 2% ERHD,
(1) SCEHEHRA~OT 7 EAREE R EL CEmETS
FDP_ACC.1(a)& FDP_ACF.1(a)IZ&k~> T, SCENE OB BRCCETE M OMmAE BB T )X, SR
WRMEIZEY SCEEHA R LT — R E £ B RO SCEF BV AMIBRES N TS
—EFIAFIFF AT 5, SHIZ, MFP B BRFIZHFF A 35, A—/ = AP — T3 LTI STEE
DHIBRAFF AT LRV,
(2) HIBRSIIZ3CE, — 7R SCEH D NIZOE T O EBE<
FDP_RIP.1 (ZXo T, HIBRS AV 3LHE, — R SCEHDHVNIZ DM A 2RI H TERNIDICT 5,
() HEEHMOEZFITHEET v EFHTD
FTP_ITC.1 (2L~ T, TOE 7’ LAN #&H Tik52 (5 T2 L EH HITRESND,
(4) EX=2V7qEMEOE R
By A= T U CRIREZR BRI W&o, &, HIER) . SCERIHE VAN
RUTCHRERERE(fIW A b, )%, FMT_MSA.1(a)iC Lk~ T, ZNZE O EAEE R & O F|
FIZTFITHIFRL TWD,
LEFWMA TV =/ NOEF 2T 4JBMEICIE, FMT_MSA3@)IZE - T, SCEF WA E RS-
(2, T HIBRAY By RS D,
INHDOXRICHE v F 2 VT A RE L L Ci% 495 FDP_ACC.1(a). FDP_ACF.1(a), FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% K T 5Z& T O.DOC.NO_ALT #EHLTX5,

O.FUNC.NO_ALT FIA#E Va7 DSER#

O.FUNC.NO_ALT X, fI#E Y a7 i, ar A a—F =4 &bl HHNE, /A a2—HF—4

b o TWONRZEDRIHAE Y a7 ~OT 78 AMERE BT NFIZ L > THESNDZ A< EX 2T ¢

KR THD, ZOF 2V T AR R ITEH A RBLTHITIE, TREOMKEFEMTL20LERH DL,

(1) FIREYa7 ~OT7 7 Afl#EBEL TET5
FDP_ACC.1(a)¢ FDP_ACF.1(a)I2 &> T, FIHFH a7 OHIBRIL, MFP & BH L 434 HH Va7 O
HIBRMERR 26 D — XA 10 L TR AT 2, A== A Y =Tt L CUIFIHE Va7 OHl %
FFAIL7eW, M, A TOE ORI H#E Va7 Ok ik, FIHE Va7 OFIBRIZT THho,
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)

3)

FIHE a7 OEZEICREBRT YV EFIHT5

FTP_ITC.1 (2L~ C, TOE 7’ LAN R H T8 728 HFE Va7 13 k#SND,

TR VT B IS

17 Ay a— =KL CRIBEZR B ECRTLAERL . BB teZ8, HIBR)IX, FMT_MSA.1(a)iZ
FoT, ENENOEEER R EORIAE T2 HTHIRL Td,

FHE a7 (A7 V=7 N)OEX 27 JBEICIE, FMT_MSA3@)ICE->T, FIHE Va7 24 L
7o, IR SIS,

INHDOR R E 2 X 2T BB Ti% 3% FDP_ACC.1(a). FDP_ACF.1(a). FTP_ITC.1,
FMT_MSA.1(a). FMT_MSA.3(a)Z ik § 52T O.FUNC.NO_ALT ZFEHLTED,

O.PROT.NO_ALT TSF R#EROULRE

O.PROT.NO_ALT IZ, TSF B ROU L% BX 2T AP HERF CEX AR BT TS5 %27
SRR TFTETHD, ZOEX2V T4 RIK T EE2FBLT 21, TREORIREERTILERHS,

1)

)

3)

(4)

TSF R TE & BL

FMT_MTD.1 {2k T /SR — R/ MR, 7 SAT —RIEHMEEE 0/ AL /R AT — R A S EF2S R
1y 7T I MEBRY A~ —FRE, vy T URNER] A2 H B B4, SIMIME FIIH#EEHR, L5741
H— BREZAR CE— — IPsec XETEH., BEARFEH]E ., BE X VA —bha s 7 MEER]
WIM A —ha 7 7o, O — P —3RGE T RO F #A MFP B HLE 72 T35,
EHERED R E

FMT_SMF.1(ZX~ T, BX 27 HERRICRT L T ERE BRI I E S T D,

XI:I @ff%*fﬂi

FMT_SMR.1 (2L~ T, Frteat DRI HE ZHERF 75,

TSF fR#EFROEZEITHEHET v 2L 2R HT5

FTP_ITC.1 |Z&> T, TOE %% LAN % H TiE%Z 15 3% TSF (REG HILIRES LD,

INHOXRICLE X2V T AR E L LAY 35 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 23#/{§5Z&T O.PROT.NO_ALT #EHLTED,

O.CONF.NO_DIS TSF & IE M DB RF#

O.CONF.NO_DIS iZ, TSF B#E MO "% | X2V T4 03 MR CEOR M HE LTI T2 8% 207
ARRITETHD, ZORF 2D T 4RI 2RI HITIE, FRROM KL I T 20 ER DD,

)

()

3)

TSF MG HOE #

FMT_MTD.1 2k T, —FIHHE DT AL /RS20 — Rk T 2 HE4 MFP 45 L5 L 24 3% — i)
HA#E A5, A== AP =Dl (L /AT — R D EE A — sSSP — | ZFF A
%o MFP BHLE DOuy A2 SR — Rt T D8 EEA— /S — A — LM 3% MFP & B8 (2P a3
%, A a3t A EAE MFP & BLE 7210 ZFF /5, HDD R 58k 28 EE MFP & B3
EFIZEF Al 975,

BB RE D R E

FMT_SMF.1 (25~ T, B 27 HRE I L O B B B R I L i S T D,

ano)%ﬂi

FMT_SMR.1 (Z&L-> T, $rtEALH ORI B AR5,
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(4) TSFBEEMOEZEIZHEERT v Va2 AT 5

FTP_ITC.1 (2L~ C, TOE %% LAN #H TE32{5 95 TSF FAE G HITIR#EINLD,
INHO R E X 2V T AR E L LAY §5H FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #3#/k 4 5Z&T O.CONF.NO_DIS #EHL TED,

O.CONF.NO_ALT TSF #BEROKE R #
O.CONF.NO_ALT %, TSF BEIE MO L L, X2V T4 R CEOR BT TICHF I 58352
TAKIRITE T D, ZOBF 2D T 43RG A FEB T DHITIE, FRRoxt e Eh 35080355,
(1) TSFRMEFROE R
FMT_MTD.1 ([2&->C, —FIAEOu s A2 /AT — Rk 58 E2 MFP 8L &4 3% —F]
BT 5, A—r S S P DS A 2 7S AT — RIS BT A S S | CFF AT
%o MFP EHEF D1y AL RS AT — Rk DEEA A— /S — A — L Y45% MFP & BLE 123 AT
Bo Bt n 7\ T 1A MFP BB T2 ISR AT 3%, HDD W5 SO HT R IEE . MFP 4
BE 2T A5,
(2) EEREREDFFE
FMT_SMF.1 IZ2&L-> T, X 27 BRE 10 L C B B R I L S T d,
() EEIDFE
FMT_SMR.1 IZ&-> T, e ab ORI B MR T2,
(4) TSFREEROEZBITHEBET vV EFHTD
FTP_ITC.1 (2L~ C, TOE %3 LAN #H TiE5 (5 95 TSF R E RITIRAES LD,
INHORRICKLE X2 )T HEREE L T4 5 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 23k 52T 0.CONF.NO_ALT 2EHL TS,

O.USER.AUTHORIZED Ff#& DORPIFRIE

O.USER.AUTHORIZED /%, IE472F #7213 7 TOE OREREZFI T 57200 D F 2V T 4R —I1ThE
STHIHAE OHIRZT 58X 27T 4% R T #Th D, BlE RNV EI IRV T —7 EDIF AT NPC
5 TOE #F 35— F 3 . MFP S HLE | L RA— R — A — |2 DUV Tl FREEI R D B 420
B DRFED X 2V T AR —DBINME THD, ZOF 2T 56K e EZE 45120, Fio
DX R ZEIETHLERDHD,

(1) TOE FIMANZAIHAE 270785+ 2
FIA_UID.1 & FIA_UAU.LIZE- T, BE SNV EFZ Ry NI —2 LD 7T 47Tk PC 55 TOE % Fl|
HALIDET2FIT LT BIFRREDM T D,

(2) FRAFERED P LT-FIHFEIZ TOE ORI HZEFFRI 975
FIA_ATD.1 £ FIA USB.1(ZL»> T, TOERSNTFHBEOREEFE~DT 7 EATEEZE SN,
Ak BIFRREIZ AR BN L= R 12k L TR AT B b,
FDP_ACC.1(b)& FDP_ACF.1(b)IZd&» T, #BIRRGEIZ AP L Te — A #F 12 52 Bz MFP 77
r—ar OFHMERIZHES T, Y% — BRI HE I MFP 77V —rar ORI HZFF 32,

() vl AL AT —ROfiET & NEIZT 5
FIA_LUAU.7 IZ&o T ¥ I—UFEBRET 4 — Ry 7L TRIRTHIET, o/ A /SAT —R DR
waEPIET 5,
FIA SOS.1 12~ T, MFP EHLE R ET D/ S22 — R D/ ML, 73AT — RO SCF A H %
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7= SAT =R OBEREFF AT 528 TRI AL AT — R OHER & N 235,
FIA_AFL.1 [2&» T, RBFERZE —ERIEHR KLU FIHF I LT, —ERE TOE ~D7 7k A
ZEFATLIRUN,
4) vIAEAETKRTTS
FTA SSL.3 Ik~ T, uZ 1 REEDEIE L HDWNTIIZTAT b PC b4 — a7 o5,
TV B —=RIAN—FTNLT 7 VAR TGA N =D LEFROZAZ 5T TR SCEE W Eou s 1
WA TIN5,
(6) EX2VTBEOE
FMT_MSA.1(0)IZE-> T, —fxFIfE D0 s A 22— —4 LR FAREEE) AME MFP & HLE |28~ T
FRREA, BEREFERIIE, RIS L CRAEZFF AT L2 0,
FMT_MSA.3(b)I2&-> T, BEREFERIZ il fRA 72T 7 4+ /V MEIZER E T 5,
L7eD3oC, ZNHORIZHE X 2 U7 ABERE L CTi% 3% FDP_ACC.1(b), FDP_ACF.1(b).
FIA_UID.1, FIA UAU.1, FIA_ATD.1, FIA_USB.1. FIA_UAU.7. FIA AFL.1, FIA SOS.1. FTA_SSL.3,
FMT_MSA.1(b). FMT_MSA.3(b)% 2% 3252 & T 0.USER.AUTHORIZED % EH T& 5,
72%., PP 5D SFR Package Téd 2600.2-SMI DEERE(F.SMI)iE, FDP_ACC.1(b)& FDP_ACF.1(b)
2o T, T BAREEI T2 TODBERED H THEHSNAREEE CTh D, LT223-> T, F.SMI 7 7 A
f#l% FDP_ACC.1(b)& FDP_ACF.1(b)IZ X5 T 7 AN &b THEEL TS,

O.INTERFACE.MANAGED TOE IZ XA AL F T =— R G5
O.INTERFACE.MANAGED !X, TOE 23X a7 4RI —|(THeo THEA L X7 = — ADIEAZE BT
HILE AT HEX 2T AR E H#Ch D, 2R 2T 4k E A EBR T AL, FiokFEsHE
i DMENHD,
(1) #AE XTI LAN A2 X7 = — AR RTR & 2B FREET 5
FIA_UID.1 {2k~ T, BE SNV F3 Ry NI —27 LD 7T ATk PC 225 TOE ZRIHLEH TS
B OB M T, FIA_UAU.L IZE-> T, ik BISH =R & ORI THS,
(2) BAIEARFIBHDNE LAN A2 F T 2—A~DEGiE HE TR T35
FTA_SSL.3 (2L~ T, —EMRFEHEE 2V HDHNE LAN A2 X7 2—ADBIER RN A I Y3
VERT TS,
() HE AL HT = — A~ DI IRE TG HRiiE
FPT_FDI_EXP.1 Lotoﬂse{’ﬁf\zw LAN A2 47 x—A it CZE LT —4%, TSFIZX
DIBMOMBEIELZ LAN, BEEEHRRDOIBETHZEEB1IET 5,
IHNLDORRICHER X2 T EREEMLL Ti%% 95 FIA UID.1, FIA_UAU.1, FTA SSL.3,
FPT_FDI_EXP.1 Z3#%§ 52 LT O.INTERFACE.MANAGED %% T&%,

O.SOFTWARE.VERIFIED Y7h 7 =7 FE
O.SOFTWARE.VERIFIED (%, TOE I% TSF ®FE 72— % H CRGEE TED7120 DO F B ORI A IRFET 2
X2 VT AR RITETHDH, 20X 2V T 4% F#2EBLT 51201, FreOX R EZFEETL0ER S
Do
Q) BrT7Fzvr
FPT_TST.1IC&- T, EEIREIZ MFP il 7 by =7 | FCU Y 7 b =7 | J OERAE/ SRVl E1
TR =T BIERLOY T T =T ThHZ LA TR T D,
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ORIV EreXa )T BB EMALEL TN T D FPT.TSTL 2 FERKT52L T
O.SOFTWARE.VERIFIED % %8 TX%,

O.AUDIT.LOGGED BE#En/ iiéE
O.AUDIT.LOGGED 1, ¥ 27 4R EFEEZRFET A7 DI ERER 07 Ofigka L, IOICERRS O
S W% MFP B ZFF Al T 58X 2 U T A xR 78 Ch D, ZOtXa VT 45t R Tt EZ8 3 5121%, T
RLOX IR & F i T2 LD B D,
(1) ERusZekd s
FAU_GEN.1 X FAU_GEN.2 IZLo T, BRI RET REFRELE AN G LT REFLORAEERF D
AR e EBIZFRER T D,
(2 EEnrER#ETD
FAU_STG.1 [ZE-o THEEARZIIBENLR#ESIVL, FAU_STGA (Lo THEARRZ 77 AL
WOIRRE CER T GO ERNPEAELTZG AT, FALAZ T O W ERe 7 ZHIBRL ., HiLwv
BE 28k 75,
(3) HEEAMEREA RIS
FAU_SAR.1 I2&-> T, MFP FELE B CEL A TEEREe/ 25 A HE58912L, FAU_SAR.2
I2&> T, MFP EHLE LI NEE R 0/ A3t Al 2 2281132,
(4) EHETEDHEGIR AR
FPT_STM.1 [ZEo TR TEDZ A LAZ L TS, BE AR 7 1T EF R A L IEfMER
W A3 RREREND,
INHORRIC MBI X 2V TR ERE L Ti% 2 % FAU_GEN.1, FAU_GEN.2, FAU_STG.1,
FAU_STG.4, FAU_SAR.1, FAU_SAR.2, FPT_STM.1 #3524 T O.AUDIT.LOGGED %% Tx
%o

O.STORAGE.ENCRYPTED FEi&IEER 21k
O.STORAGE.ENCRYPTED (%, HDD (Z#EXiATeT —X &M 5L T DI EERAET DX 2T 15K 7
#HTH D, _@tﬂh):mﬂ%ﬁf%aafﬁa%a: I, PRt REERT20ERHD,
(1) EORE S A AR TS
FCS_CKM.1 12k~ B BALD =D IR SN A S D,
(2) WEEIFEET5
FCS_COP.1 12Xk~ T, HDD IZ&/HEINDT — B b3, HDD O HE3ns T — X3 E &
IN5D,
() TSFF—4%EHTS
FMT_MTD.1 (2&-> T, B B-8E MFP FELH |2 L T BEE D,
(4) EEREREDRFE
FMT_SMF.1(2X>C, 27 BBk L T BB B R 1 X S T,
(5) 'TXDJOD%/:FL
FMT_SMR.1 (Z&o T, ezt OFI B AR 472
INHDORRICK TR X 2T (EREEME L Ti%% 95 FCS_CKM.1, FCS_COP.1, FMT_MTD.1,
FMT_SMF.1, %X " FMT_SMR.1 #3452 & T O.STORAGE.ENCRYPTED % #EH T&5,
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6.3.3 {KEMEDIT

TOE &2 U T AHERETL/FIC DT AR ST TOIRTEMED TR R A4 F 32 ITRT,

£ 32:TOE X =2V T 4 MEEEHF DRSSP R

TOE &% =U7+« ERSW KT ST OHT ST DHT
BEREE M WL T ) DA QAYAI
e KA
FAU_GEN.1 FPT_STM.1 FPT_STM.1 7L
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 7L
FIA_UID.1 FIA_UID.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_STG.4 FAU_STG.1 FAU_STG.1 7L
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 7L
FCS_CKM.1 [FCS_CKM.2 7% FCS_COP.1 FCS_CKM.4
FCS_COP.1]
FCS_CKM.4
FCS_COP.1 [FDP_ITC.1 F7-i% FCS_CKM.1 FCS_CKM.4
FDP_ITC.2 £7-i%
FCS_CKM.1]
FCS_CKM.4
FDP_ACC.1(a) FDP_ACF.1(a) FDP_ACF.1(a) 7L
FDP_ACC.1(b) FDP_ACF.1(b) FDP_ACF.1(b) 7L
FDP_ACF.1(a) FDP_ACC.1(a) FDP_ACC.1(a) 7L
FMT_MSA.3(a) FMT_MSA.3(a)
FDP_ACF.1(b) FDP_ACC.1(b) FDP_ACC.1(b) 72l
FMT_MSA.3(b) FMT_MSA.3(b)
FDP_RIP.1 7L 72l 72l
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 72l
FIA_ ATD.1 7L 7L 7L
FIA_SOS.1 7L 7L 7L
FIA_UAU.1 FIA_UID.1 FIA_UID.1 7L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 7L
FIA_UID.1 2L 7L 7L
FIA USB.1 FIA_ATD.1 FIA_ATD.1 7L
FPT_FDI_EXP.1 FMT_SMF.1 FMT_SMF.1 7L
FMT_SMR.1 FMT_SMR.1
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TOE &%=U7 4 ERSW KT ST DHT STDOHT
BRBEEI( WL T LTy van
IR RN
FMT_MSA.1(a) [FDP_ACC.1(a) FDP_ACC.1(a) 7L
F72IL FDP_IFC.1] FMT SMR.1
FMT_SMR.1 EMT_SMF.1
FMT_SMF.1 -
FMT_MSA.1(b) [FDP_ACC.1(b) FDP_ACC.1(b) 7L
721X FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1 -
FMT_MSA.3(a) FMT_MSA.1(a) FMT_MSA.1(a) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MSA.3(b) FMT_MSA.1(b) FMT_MSA.1(b) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 7L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 7L 2L L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 7L
FPT_STM.1 7L 2L 2L
FPT _TST.1 7L 2L 7L
FTA_SSL.3 7L 7L 7L
FTP_ITC.1 7L 7L 7L
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