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SADBIENEZVHIDHEIPEDY, TOE 28 TOE N O TOE MiE(E T A D@ E K L EFRL TWODDITH
LC. PP X TOE WN&72~>THY TOE 28 PP 28l &1L CT5,

L~T, T.DOC.DIS & T.DOC.ALT (L PP [TiEAL TWAHES 25,
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T.FUNC.ALT O& & DB

A TOE & PP CiX, D.FUNC DU ZE TELHFHFE D ERIZFIL THH03, D.FUNC DUE ADER BT
V9 5HIPAAY, TOE 23 TOE WA TN TOE 2315 32RO ERIE L ERL THDHDIZKIL T, PP 1% TOE
WE7e>TEY TOE 28 PP 2@ &L T3,

FoT, TFUNCALT IZ PP ICHEAL TWWHEE XD,

PLEDZEED, R ST DX U7 BB )T 45 R FEHT. PP OBX 207 (3R 20T o %f
REEHE—HL TS,

243 PPOEXIUTAEHLO—RHEEE

X TOE @ SFR 1%, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN, 2600.2-CPY,
2600.2-FAX. 2600.2-DSR, 2600.2-SMI 75725,

Common Security Functional Requirements 1%, PP 238 €3 5428 SFR ThY. 2600.2-PRT. 2600.2-SCN.
2600.2-CPY, 2600.2-FAX. 2600.2-DSR, 2600.2-SMI X PP 235 E 9% SFR Package 7Hi#IRL7=H,D T
oYeR

i1, 2600.2-NVS | TOE (25 B rl RE72 AR MR B A R TFEAE LW 2D B R L2,
KSTOEFaUTF 4B L, PP DX F BRI RTLTGEI, BAEEL THOAEFTAH A, PP LT —
BLTWB, LLTIZ, B, B EL QW BERATE, ZNH0 PP E—B LTV DB HZTEH# T2,

FAU_STG.1. FAU_STG.4, FAU_SAR.1, FAU_SAR.2 Di&/n

A TOE NEE 7 2R FFE LT 572912 PP APPLICATION NOTE7 |2V FAU_STG.1, FAU_STG.4,
FAU_SAR.1, FAU_SAR.2 ZiE/N9 %,

FIA_AFL.1, FIA_UAU.7, FIA_SOS.1 ®i&fn

B FRGEMSRE XA TOE ICXVEB T 57292 PP APPLICATION NOTE38 2tV FIA_AFL.1,
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T 7 I AZAG LEOHT A HEOR N

AR TOE TIERBELIT7 77 AZE L EDO B HEDOT NI OWT, LEOFTA ML BERSN-FHEIC
T AES A5, 2L PP APPLICATION NOTE 95 (275> T 5,
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A TOE IZBWTIL, BHEEZE AT AT LW R VSRR I 57 — 2R DX 2 U7 %t
W #tE LT O.STORAGE.ENCRYPTED % E3EL, 2 AaRH T 5720 ITHEEEZE {4+ FCS_CKM.1,
FCS_COP.1 &, ZIHDHERE B LAKFRARICHDMEREEN B MO E R 2 5.2 TWDA, THHDZEE
L PP IZBWNTROLN T DR EEONEDWT ALl T\ D,

WAL BH T 2 —A~DHIBI NI 1E Wiz 2% (FPT_FDI_EXP)% 18/

AR TOE &, PP IZHEW Y, AMEA L 27 2= ADHIRES N 7 A5 (FPT_FDI_EXP) 2B I13 52 &2 kb
BB D /S — b 2 ZLBR T2,
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FDP_ACF.1(a)D— B AR HL
PP ¢ FDP_ACF.1.1(a)& FDP_ACF.1.2(a) Cli&. PP @ SFR /w7 — VIS EHSNTZ CEF HRA~DT 7+
AHE SFP ZZEELL TWADITH LT, ST TIEA T V=7 b tFk 20T 4 J@M Th D SCEF IR M E
EFRSINIZLEOT 7B AR SFP 2 EA/ELL TWDH, ZHUL PP 283 I EBEL T DL O THh
2o
PP ™ FDP_ACF.1.3() ClE. LEFHREFHE a7 OT7 72 ZHIHN BT 518 MO AN A ST
T CEFREFAE Y27 OHIBRE MFP FEFIZHF Al 55725 CD,
TOE 78 MFP & BRI SCEBE M EA B Va7 OHIBRAFF ] 32013, CEIFMEFHE Va7 ([ZHIbRME
[RZaH o7z —FIAE D, 7o ABHOERE CTHIBR CE/2lesT2 8512, MFP EBEE MUATLU CHIBR TX
LINTT B0 THY, PP THETDLT 7 BAHIH SFP M4 5L D TIZR,
PP ® FDP_ACF.1.4(a) TlZ. SCEMHMER A E a7 0T 72 AN+ 28 MO F A A A ST
TIFA= RSP IDLENEFREF A E Va7 ~OBREEER T 5LL TV,
A= S P— %, PP TIHFFEL TRV TOE F-4 OF A TH D,
T, PP BCEEREFNAE Va7 ORI E LU THRE LRI & LIAMI T B ZF i LW 2 a4
T
L~ T, A& ST ® FDP_ACF.1(a)iZ PP ® FDP_ACF.1(a)Ziiti7-L T\ %,

FDP_ACF.1.3(b)D:BAN#R Al 2T

PP @ FDP_ACF.1.3(b) Cid, & FEEHEIR CTHMET D ——I|Z TOE #§REDBAEEFF Al T DL >TD
DIZXFL T, A ST TlX TOE #RED I TH DT 7/ A AGHERET T &7 F Rl T D L7 TN,

TOE % MFP #EEEIC, LEHMOMME Y a7 OHIBRZZHF AL TR (CCET 7 A 4# SFP.,
FDP_ACC.1(a): FDP_ACF.1(a)). ZO#E R, HIBRAICTII®H 528 TSF 1L, TOE #FE~DT 7B A% MFP &
FREIZEF AL T 5728 PP @ FDP_ACF.1.3(b) DB [RIRF IS 72 L CTUD, F-BEERIERDZAE DT
DT I EAT DT 7 IV RAZAGDTO DT AL, B MR TERAET 2R L /R T 288 TED,
J->T. A ST ® FDP_ACF.1.3(b)i% PP ® FDP_ACF.1.3(b)Z7ii/=L T\ 5,

FTP_ITC.1.3{Z D.DOC KX D.FUNC 23 & TR &Iz oW\ T
PP TiL. BIEREK Ed D.DOC KO D.FUNC |2 L TIRA W ESR S ADE B EZTEFZL TORNDITHTL
C.FTP_ITC.1.3 Tix D.DOC & D.FUNC @ EHET vy 2N L TEEEZTHEL TS, ZiuE, K
TOE 73 PP JVJAW i © D.DOC & D.FUNC #{RF#EL TV HEF 25, A ST @ FTP_ITC.1.3 X PP %
=L T4,
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3.1 BH

A TOE ORI, K OFIABRIEICH O TRRESNDE B Z#HIL . S5, ARIFL I HEIL, TOE ©
FHEIZOWTARSN TOLIHEREZHGEHEL TR TOORIHE THLEME T D, LEHITHEAL L
DEEERE S R OH LT D,

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

XEOB~
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XEOHE
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— P —=Z T o> TCNDIRFDLEADT IR AEREL 2R NWE I > THEINS
MH LA,

FIRE Va7 DWRE
TOE BNEHL TCWDAME Y a7 B, af A a—P =L 2L 0E, HDHNIE 1
TA A=Y =HFb > TODIRLDHRAE Va7 ~DOT IR AMEREL TR0 H L
STHAESNDNE LR,

TSF {REFHROBKE
TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= = 1FTH > TNWDNZED TSF RFEEHA~DT 7B AR EZ D T/
ToTeESNDEML LAY,

TSF ME B RO
TOE EFL TWA TSFE @D, nr A 2 —HF =L EbT20E | HHNIL, v
A a—PF—L1TH > TWDRED TSF BEIERA~DT 72 AR AL 12720 1T
FoTHEINIBL LIV,

TSF BB ROLE
TOE A& FIL T 5 TSF RETE #Y, n/ A a— =LA b1V HDNIE, 1
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Yo THEEND B LI,
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TRROMBDOEX 2T FH#t 25,

P.USER.AUTHORIZATION FIRE O RIFRIE
TOE IO Al 22 - FIHE 7200 TOE 2R AT 52 R TEXAHIN LT IE
VAN SYANAN

P.SOFTWARE.VERIFICATION Y7 7=THGE
TSF OFEFTa—RN%Z2H CHEE CEXAFEREF -0 nid b,

P.AUDIT.LOGGING Efu/pikEE

TOE /X TOE Ol fl K X 2V 7 4B BT A2 H RO A n 7 LU CRo kiR
L. BT PHEREZL 2 WEICE > TRIRHDWDT SR E SN WIITE B T&
FHUEZB720, SBICHERZ D DL DN, Z0ul ZME T30 LigiTiuiaes
fé?b \O

P.INTERFACE.MANAGEMENT A 27 =— A&

TOE DAERA L H T = —ADMERIOL DIZFIHESNDZ LR LS T2, ZbD A
27 x—A3 TOE & IT ]REZIZLY, BUNTHIEISIL TORIT IR b7,

P.STORAGE.ENCRYPTION ERigiER s =1t
TOE @ HDD TRk L TWD T —H i, B LS CORITHUE R B0,

3.3 HIREH

K TOE OF|HBRELIZ D ORI 275 B4 5,

A.ACCESS.MANAGED 7 7 &zAEH#

HAK L A>T TOE 2L TER TICBITABFTICRE L. HEREZLTZ/2WEIC
MBI T 7B ASN DS EHIRL TODHDET 5,

AUSER.TRAINING FIfEZE#E
MFP ZHEELFIT. FIHEZE DB O X 2T ARV —RF NG LBk T 5L T A %
VAESTEHE L, AAEIZZNLDORI—LFNEITHR > TODHEDET D,

AADMIN.TRAINING FHEHE

FBHE IO X2 T 4RI —F DO FNELZZRIRL TR, HAF L AIH - T
FNEDORI —RFNEIZY >7- TOE OB/ ELUEN TEXEHLDET S,
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MFP FHLFALEE X, A L A>T DRELTEMA LRI R E LR 28 EL
TWDHDET D,
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ARETIL, TOE 1Tk T 22X 27 oK G 6, AR T2 2% 207 4%t 5R 5 LRI DN T

FLIR 9D,

41 TOE®DEXxa')T1wEAE

ARETIL, TOE DXV T 151 ¢t a7tk 45,

O.DOC.NO_DIS

O0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
TOE (X, XEPa/ (v a—WF—ZELinE, HDOWNIL, vr/ A a—P—413h
STVDBNREDLESADT T EAMERESL T2 WNE I L THRRENAZ LD, R#
T HTEERFET D,

XEOKERE
TOE 1%, {E N/ Ara—Y =L &bl E HDHVE, n/ (v a—HF—413t
STWDENZEDLE~DT I AMEREL T2 NF L > TUESNDLZ LD, f1#
THZEERFET D,

FIRHE a7 ORER#
TOE BFIHE Va7 B, al/ (v a—F—4%&blnE, HHNIE, vr A a—3F
—Z1Ib > TCWBNFDOR A E a7 ~DT 7 ZMERE L -7 WE Ik > THESh
LT ENOLDRHELRFET D,

TSF fREFEROBERE
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TSF EIFROKELRE
TOE X TSFMEIEMMN, n/ A a—W =L Ebl/enE, b, ar fra—3
—Z1ETH o TWVDENZD TSF FAETEHRA~DT 78 AR Z S T2 72 W E T L > THES
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O.USER.AUTHORIZED FI B OB IERIE
TOE IR O BIRGEE ER L, X 2T 4R — 2~ T TOE R FF A5t
72 o TR A DRI NAZ EaAREET 5,

O.INTERFACE.MANAGED TOE IZXAM A 5T = — ARG H
TOE 1TEXa T 4R~ THE AL H T 2 — ADTE 2 E BT 52 LA RFE
T2,

O.SOFTWARE.VERIFIED YZ7N7=T7HEE
TOE 1L TSF ©FE{Ta—F4 H CREE TE L0 D FEOIRMAREET 5,

O.AUDIT.LOGGED EFHu/iifHEH

TOE X TOE O H K N EX 2V T AIZEET A2 HFROns 2Ry LU TRIKIZE
FRHERFL . BB 0/ D HERRZ B T2 W I Lo TR H D WE B S WIS B H
TEDHILEREET D,

O.STORAGE.ENCRYPTED iiEHEEREL
TOE |Z, HDD (ZEXiALeT — &% B B L L TBRiEk T D2 L2 RAET D,

42 ERABREOEXLY T REEEH

ARETIE, EHBREO X 2V 7 4 6RFEHIOWTRER T2,

421 ITEE
OE.AUDIT_STORAGE.PROTECTED BERIT MG CoBEE/R#E
MFP EH S 1E, M58 1T B AR —hESN A 0 7 DERA D F 5
DT 7 EA AR, WENGHTETNDIELERAET D,
OE.AUDIT_ACCESS.AUTHORIZED BEHE 1T MR0BERS 772 AH R
MFP FHEIELHE T, BfEHE IT R AR — N ENEE e/ BHEREL OF I
DIHT I EASI, AREMEDSH DX 2T (BT LE R TEDLZ LA RS D,
OE.INTERFACE.MANAGED IT REICIDINBA L 7 = — REH

IT BREEIT. TOE SN A L H T 2 —ANDEBRIN TN T 78 A% 1T 20% 230
TWBZEEIRIET D,
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422 FEITERE

OE.PHYSICAL.MANAGED #HiE

HAR AT TOE 22 TEMR FICBITALATICERE L, HREL TN EIC
WERRNC T 7 B AS NS Z IR T D2 L2 RFET D,

OE.USER.AUTHORIZED  Flf#& ~DHEIRF 5

MFP B H B 1L, D X2V TRV —LFNEICHE- T, FAHE I TOE DOF)
FAMERRZ A 59 D2 LB AREET D,

OE.USER.TRAINED F|HEZE~DHEE

MFP B E(E L. FIHE ITHEBEO X2 TR —FIEE R T L0044
VRIS TEHB L., FRAEBENENLDORI S —RLFINEIZ IR > TWAZEHRIET 5,

OE.ADMIN.TRAINED &EHFZ ~DHE

MFP EHEAT-E 1L, BHE DR O X2V T 4R —0F D FEZ AL THD
ZEERFET D, EDT=OIL, WHEITAX A TENLDOR) L —LFIAIC
MOTRESRCUEEN TEXHIHHEFIN, TORNIEZLD, F-EORMEzL 2%
MFP & BB IC LV RFES TN,
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TWDZEERFET D,
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MFP FELEMTE L, B2 EORESEREREL R TH720I12, WAX L ADF
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43 EFxa VTR EAHIBHNL

RETIE, BT 45 E HEORILE T, EX 2T o558 1L, HE LRSI ST 57250
HO . BB T A0 DOLD . HANTHEEED EX 2T 4 F#t a2 EH 4 A0 0L DO ThHD,

431 +EXa)TarEFEAGERE

R NP ARG S §7 Wk 3 b S VN IAY: (1K 7 S UEND S 7RG IAY =7 =SS VY (e s A O AP S I o e

# 9ITRT,
& 9: BX =2V T 4 XRSEHBH
o | 3
T N
[
O
5 % o [a] 8 [a)
o |2 |5 w | W o |w
| N | w o [ < || 2 |2 o | Qo
N - = ©] (%)) = =z < > w L a
Nzl | anls|0|2|%|% x|z | FE
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(@) o o o (@) (@) o (@) (@) (@) (@) o (@) (@) (@) (@) (@) (@) (@) (@)
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X
P.SOFTWARE.VERIFICATION X
P.AUDIT.LOGGING X X X X
P.INTERFACE.MANAGEMENT X X
P.STORAGE.ENCRYPTION X
A.ACCESS.MANAGED X
A.ADMIN.TRAINING X
A.ADMIN.TRUST X
A.USER.TRAINING
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T.FUNC.ALT %, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Zd» TxiHi
T&E5,
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LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
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OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED |Zd&-> THHLTED,
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INHOXRICLE X2V T AR E L L T4 35 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
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%o B R ZITX T 28 FAE MFP B BLE 727 T 3%, HDD K 5825 2 8:F4 MFP & Bl
EFIZEF 35,

B HRERE DR E
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6.3.3 {KEMEDIT
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FAU_GEN.1 FPT_STM.1 FPT_STM.1 7L
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FIA_UID.1 FIA_UID.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_STG.4 FAU_STG.1 FAU_STG.1 7L
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 7L
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