JIsec

CRP-C0568-01

-‘.’?“i Common Criteria

B

AL EE

ASTATEHE NG AR
HER EBEM =R

R iEIE

BREZMNE (RAEFS) | FR27411A108 (ITERFE5573)
RIAES C0568

R M)Aty a—

TOE£ #i5 MP 305*

(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)

TOE/N—2 3 Y

E-1.00

PPE&

U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std.
2600.2™-2009)

BETARIL/\vyr—

EAL2 RUSEMDREED v HR—% > FALC_FLR.2

%A

H#BAstya—

AR D&

# X &4t ECSEC Laboratory §ffit > % —

FEEDOTOEIZ DWW T ORI, IFTDOEEBY THDEZ L EZFRIELIZOTHRE L £,

Rk 294E7H 31 H

BARAES
X2 VT Z— IRt Fa )T RGEE
BAfTEEE IUE e

FTHMEERES  TTEX =2 7 ¢ FHMEXR ORFERIEDOEARRE] TED D TIEOHKIC
ESWTFHE S vz,

O HEREMEX 2V F 4 THEOT=DDAEL T FA T VT N—U5031 U U —24

@ @t 2V 7 4 oo 0@ N—2Y 931 VU —24

FHEAER - B

MP 305* (Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) E-1.00] (X, F37
ITBOE NG BALBRHEERRE DS D 21T X% 2 U 7 ¢ FBEEF BT 5 ZRFHITHE, ED DT
BUIZ IS SRl 232 0F . ATE D RRAFEEE 2 7 L7,




CRP-C0568-01

B R
T B R ettt ettt ettt ettt ettt ettt ettt et et aeeaeas 1
L1 AR R E T oottt 1
111 BRAE/ N 7 o3 ettt ettt 1
1.1.2  TOEE T X 2 U T A BEEEME oo, 1
1.1.2.1 B E B2 U T 4RI e, 2
1.1.2.2 BRI E BRI oottt 2
11,3 BB oottt ettt ettt e aeee 2
1.2 BT TERE .oovovoeieeteeeeeeeee ettt ettt ettt se s 3
1.8 BHAE DD RERIE oottt ettt ettt ettt et ettt ettt ettt e teete et te et ere e 3
2 TOETEB vttt ettt ettt 4
R I =N I i G 5 5 2 LTSRS 5
3.1 B U T A BEBE T BT oottt 6
311 B EBX DU T ABERETT B 6
30 0 O O = OO 6
3.1.1.2 BB T DB 2 U T A BERETT B oo 7
3.1.2 MO EX 2 VT T8 EF 2 UT A BEBETTE oo 8
3.1.2.1  HRRD B2 U T £ JTEE e 8
3.1.2.2  MEkOEX= VT 4 HEHIHT DX 2 U T A BBETEF oo 9
4 BIHREAE & FMFTH D BIREIL oottt enne 12
4.1 R OB BT D IR oo 12
4.2 TEFBRBE LA oottt eas 12
4.3  GEFABRBEICISIT DTOERIH ...coooveeieeeeeeeeee ettt 14
SR A Ak = = oY I < SRR 15
5.1 TOEBEFRE T2 TR PEIR oo 15
5.2 TTERBE oottt ettt bttt 17
6 BUETRIT B 2 A LB ettt 18
T FEAEBEIC X DR SN B UM T oot 21
T1 BB oottt bbbt 21
T2 BT T oottt ettt 21
7.8 R FEREMET «.ooooieeeeeee ettt eaeas 21
T BELT R ettt ettt n ettt 22
TA L BAFEFET A D ettt 22
T.4.2 G TENTT A B oottt 24

ToA.3 B TR AT 2 B et ettt ettt et e et 26



CRP-C0568-01

75 FHHRERRIZ DU N T ottt 28
T8 A T ettt ettt ettt et neeenens 29
TT R TR L NI oottt 30
8 FBRIETEME cvovevvevereeeeeeee ettt ettt ettt ettt ettt ettt snas 31
Bl I R ettt ettt ettt ettt et ae et et ean et tenneneaas 31
8.2 TEEETTH oottt ettt ettt 31
O BB T ettt ettt ettt ettt eeeas 32
10 BHd U T 4 Z 0 B oottt 32
L1 Rttt ettt ettt ettt anaeae 33

12 B e ettt e et e et e et e eae e 36



11

111

1.1.2

CRP-C0568-01

ERERN

CoREHREFT, KXY = —NBHEELE TMP 305
(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec) E-1.00] (LLF 4
TOE] &£ 9, ) IZ2OWTHH &4 ECSEC Laboratory affiz > #— (LLF T3F
ﬁ%&ﬁj EWVS ) DERRIFETAICE T LEITE X =2 U 7 s FHliCk L, ZON

DFEFER R a HiEE ThHOMRASHY a—IZET 25 L & bic, ATOEIZE.LA
%0‘(%%%‘5@5}%1%%‘ LtFRa U T A ERERET S5O TH D,

ZIKNAL‘uE;—i& u)h 6i\ 2':%'}: é: %ﬁiﬁﬁﬁéﬂéﬁz%; U%/]’ 5*‘/7/ }‘ (JJ\T
ST }:b\oo ) SN, BRCARTOED X = U 7 « BEE M, RAEE
R O O+ MEORIUE, STICE W TR ST\ 5,

AFGREREEIT, MRS D ARTOEZ AT 5 —iHEE . LOGHES ZHiE &
*E/EL/TI/\%) ztxnunfﬁg& j: ZIKTOEZ))L ﬁﬂéﬁ%nﬁgﬁ: %Ob\f_nunﬁ{k%é‘f
RTHOTHY, FANOITRGZD L DERIET 2D TIHR2WT LICEE I
AN

Sl R R MR
ARTOEDHERE, M RMOME A LUTIRT, sFlT2REUE 2RO Z &,
ReE/ N 75—

AKTOEDRFE N > 75— 1%, EAL2 K OB OLRGE = > 38—~ FALC_FLR.2
T D,

TOEE XY 7 1 #aetE

AKTOEIL, MICGEOE L, SCHEEL, HIZ 3572002 e —igE, A% v T —
RE. U 2 —HRE. T 7 7 ARE e I M St ) a—RoTF U2 B s
% (LT IMFP] & 5,) Tho,

MFPiZ, a B —RBICAX v F—, TV X — 77 7 ADOEEREEZMAE DY
THER SN ARG TH Y . — AT 7 4 AOLANICESE S, RFE 2 A2 FD
AT« EfE - MAOIRIHEN S,

AKTOEZ. MFP A ® Protection Profile T & % U.S. Government Approved
Protection Profile - U.S. Government Protection Profile for Hardcopy Devices
Version 1.0 (IEEE Std. 2600.2T™-2009) [14] (LF, TEGPP) & 9,) TERS



1121

1.1.2.2

1.13

CRP-C0568-01

NoEF=2 VT i, MOTOENEM SN OMMNERT DXV 7 4 FEta
FHRID0OEF =) T 4 HRELRMET 2,

INEDOEF 2T (BREVEICOWT, £ OREHTE OGP & RIED IEREMEIC
DUNTHRGE N » & — Y O CRH M T i1 72, RTOENRE T 2 & BN ORI
DNWTIIRIHED EBY TH D,

BREtExa) T xKAH

ATOEZ, UTOEBEZMEL TEBY ., ZIUTKIT 2% =2 U 7 1 BERE 2 f2fk
ERAR

TOEN K 9 LERTE X 2 U T (I T 2R EEMEDRHEL FEITK LT,
TOE~DOARIET 7 BARZ Yy NT—27 FOBETF—Z~DORET 7R IZL D, B
BRU S A DEEBTFET D,

ATOETIE, T OMREEEICHT HRNERBBELUS A LT 57200t
Fa U7 o HREZ R T D,
BREG EATREH
AT RES T, RO KD L OHITR T 5 Z & 2 MET 5,

AKTOE!X, MFP(Z7 7 7 Afie x5 777 Aav tue—J7=2=v (L4
T IFCUl &\ 9,), 7V X —iErtti 57 ) v —a=y b, KO AF ¥
SRR AR T ARy —2 =y ARV T TR SN D,

AKTOE|X. TOEOMERRER oA v X 7 2 — ANRIERT 7B AN BIREINS
L ORBEICHRBEINAZ LA EELTWS, £/-. TOEOEHICH->Tid, &
A B ALEIINE > THUNZEEE L, #ERFEFE L2 0T 5780,

REFHE

ARTOE T, LT OMREZ B2k L THEMT 25 Z 8RR E 0 b, ZOREELE
WL CERSNEZSE., TULBRIIATHIICR T DIRAEDO RN L 725,

- PREFIRBE~DBAT
« IP-Faxt#rE. K& O'Internet FaxtaE D
c =y JRREE (RRGRGERE) LIS OFEEE S ook H



1.2

13

CRP-C0568-01

DN

ORISR EE T DIT v ¥ = U 7 o sl - SEGEMI L IS & | ARLE T F =
U T o B0 S OGERERIE O FAHRR ) (1], [TTeFx 2 U7 ¢ BG5S ICBE T 5 2R EF
Y [2], TITkH =2V 7 ¢ SR AGE S 1B 2 Bk Fm ) [BIICHUE Sz
FIZHE, FHMFERIC X > TARTOEIZ B 2 #REE: ) OMRFEEA/FIZ ISV CITE
X o U7 o el FEhE S, SERR29FETHIZTE T L,

_$ 1ﬁ @ n'b\

RRERERAIX ﬁﬁ%%ﬁﬁ&bkﬂﬁﬁ¢ium ﬁ%ﬁ%% K OB 5 5F
MREALE B 2 FRGE L . ATOEDFEAMASFTE D FHe & 12 » TITh iz Z & iR L
ko¢TOE®ﬂﬁM%XJH]bHdik;[]BH%)&U@EM(DMDﬂJNVTth
RS LN S TWD 2 & 2R Lz, i XAmEFIC RS &R
PRE A E AR L, RREEEERK T LT,



CRP-C0568-01

TOEz A
ATOEIZ, UTDEBVMEHISND,

TOEA4# : MP 305*

(Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)

TOEN~X—T 3> E-1.00

IR At Y = —

Lo D3R - FRRE A Z T TeATOETH 5 2 & &, FIHFIZLL T OIIEIZ K- T
WTDIEWTE D,

AL AN S NTZTOEA#R, K OTOENN—Y 3 5 ERLTOEA#R, K OY
TOEN—Y g LA—Thd I &afEtd L BT, MFPAMEICEI RS TV HA
Fr. XK OTOED#EAE SR NWACFR S NTZTOEZ KT 24 3 v R—% 2 hD/—
Vark HAZACRESNIZTOEM M —Fe D Y%l & 2 k425 Z &1
LV, BEIN/GFEZZ T TZATOETH S Z L MRS TE D,



CRP-C0568-01

txal)TaAE

AKETIE, ATOER X2V T 4 =R L LTED LD Titd 2 WITHAID
bé, BEELER L TWDLINEIRND,

TOEIZMFPIZ &M S NI SCEISHT 2 RIERT 7 AT 570D F =
U7 A HHE, KOy NU—7 LOWBRT — 5 2 RS 27200 D% = U 7 1 HHE
o T R

TORIHAL#oO ¥ 2 U 7 ¢ Kot it T 7>, WEORIEF —4 % Ll sy
HHiE, HDDORET — 4 &W BT DiiE, RO 7 7 AUF &b LAt
B OFET 7% A & B <% I 2.

o, bRt Fa U T A HEEICHET SRR ELEEE ORDBTAD L9 HlR
52 LT, Exa VT A KEOEMESAREMHZPIIET 5,

ATOEDEF = U T A HEREICE W THREDO SR LT HEEEL RS 1, KFES3-2(C
R,

#3-1 TOEfREEME (FIHE TR

vl BENE

XEEHHR | TUVXMMESNIETOEOEH FId 530, HIBRE - 30E, —R
R EDDVITEOW A,

e ® | FMIAERE R LY a7, (BT, TRIAEY a7 &vw)H,)

#3-2 TOEfR#EERE (TSFIEH)

Fe 3 HHENE
RAEfE | MERHER Z R o 2R A DS O b R#E L2 T g 5720 g
o

0y Aya—W—4 alArRAT— RANGFREE., A H., B
G, NRAT— R/ Wi SN EENn 5,
(LLF, ITSFiRiEEHRI &\ o,)

R | REMHEIRZ R o - RIHBE LA OEE D HIRE L, SRR A Ff - 72 7]
MBS OFTE Lo DIRGE LR T TR 6 220 R,

n s A RAY— R, B s HDDKE#ENRH D,

(LLF, ITSFRERE®I &v9.)




CRP-C0568-01

X )T o BREETTE

TOEIZ. 3.1.LUI R TEEICHHI L, 3121 - koo VT ¢ Fiet 2
TEX= VT o HmeE BT 5,

3.1.1 BEL %2 T 1 HEeHE

3.1.1.1 ZB

ATOE(Z., £33 T EBAMBE L., ZIUTKEIT HHEX i 2 5, #£3-30%
Bilt., MAPPCERINIER 2., R XOFL)HH HAGEICEHRLIZbDOTHY |
M D RIZEPEIZ DO WD THERHME ORI B W THER STV 5,

#3-3 ETHEE

fvlEs (%

T.DOC.DIS TOENEE L TWDLLEN, 0 /A va—P—Z & Fflcie

(LEDOBR) WE, HDEWER T A v a—F—ZIFFR o TV A BE DL
BEADT I AMERE R TZ 2 NEFICL > THEIND
H LAL7Ruy,

T.DOC.ALT TOENEH L TWALEN, n s A va—F—REFFl7

(LEOUE) WE, HDEWNER T A a3 o TWABREDIL
FEADT IV AMEREFF- e WFIC Lo ThES D M
t L7y,

T.FUNC.ALT TOENEH L CWARIAEHEY a 78, n s A vra—y—4

FIREY a 70WE) | 2Fhnd, H50IE, v /A4 ra—F—413F-> T
LMNEDRIEY a 7T ~DT 7 & AR & FFlz 720 &1
LoTHESNLE LRy,

T.PROT.ALT TOEMEEL L TWHTSFIR#EF A, 1 /A v a—¥ —4

(TSF{REEROUZE) FFIZIWE, HDOWIE, v A a—HF 4T F o T
L IR ZE DTSFIRENE HRA~DT 7 & AR Z FFiz7pnEic
LoTHEIND DS LILRVY,

T.CONF.DIS TOENEEL L CTWATSFRUMEFHA, v /A v a—F—4
(TSFHE T OBER) ERICIVWE, HDHNOE, v A a2 —P—4iFREo T
%N DTSFREEHR~DT 7 & AMERE FFi= e\
Lo THEENLD S Ly,

T.CONF.ALT TOEREH L TWATSFREGHN, v /A v a—HF—4
(TSFRAE O W) BEERRVWE HDH0E, v A ra—P—LiFHE o T
% NE DOTSFMEERA~DT 7 & AR & Ffl= 7201
LoTHEIND D LIt




3.1.1.2

CRP-C0568-01

% Targva—P—4zfiok] LIITOROHMEZHT SN-HEEKT,
ERICxT dtxa ) T #eeRE

3 BRTETOEBIL., TOEO ESFHHELSNOE, b L ILIEY 2 HER
R IRWEIZL DRI EHR, TSFEHR~ORE (., wEA) IZBlT500
Thb,

THBEBBICR L TX FRROEF2 U 7 HEREIC X 0 xtptd 5,

(1) FIAE O EG

FAFIZIL TR A va——4 vl A AT — RO ANEREITV, A
HNENTNERNTOENH CEEL SN TV D FIHE ORSGEERIC—8T 5 2 L 25k
BT HZ LT, TOEZFIAL LS LT 2ENHFAFAETH L0 EHGET D, AT)
FEEE LR, TOEARKERE XA ED AT, 7T 4T >~ FPCOWeb7 7 74
ENSDOAS, TV v F R R OPC T 7 7 ARSREME D KT A S —f&Hh
TOANR® %,

B ERETRIE A T 5 FB L LT PRt O 2 12169 5,

- MFPEHEE 12 LV RE S N7 BUE I EoE e U CREGEIC R 2 &, £ —
P=T Iy MIvny 77U NS (my 277U MRS, 72 I3
ENDZETED2—Y—=THUr MIFEHTE R D)

BT ANAT = RIZOWTIEZEDORES (i) . CFREHNCBE L T—EMmE
LD DRRERICERIND

17 A XA Y — FOEYYERHERR SNFF RIS Sl S e e, £ ORI
HOBRECTORE SNIZTOEDOFI MR D5 2 5, TOEOF AT &5,
TOENFFET H&ENT 1542 TOEFHHA ] (oRd@y, —MAIM#, MFPEEE
FH A== AP —=TH %,

F7o. WHGRIEEREE AR — P o FB L LTTROMEEL AT D,

c ANEEICA SN 7 A o RAT — RIZH LT, I —NFE2RRT D
s v 7 A % ERETORIC T 2 BENTON 2 WA IZIIEBINIC e 7T D
N5

2 77 RIHEFHRIGT 27 7 & 265

MRS ORBLERIZK LT, ZOFIHEDOr 7oA a——4 &GO
R % T CEF R, RORPE D a 7 ~OBMEIT L TT 7 & Al 2 Eli 3 5,
BAHELCEIE, EORMEBITH L THEIE HIBR, BRI, ¥ n— %) 2FFnd
LERET O m CCEFMEY 2 H) BEEMSTONTEY . —RFAHEN»S
DEEERISH LT DR 7 A a—P—4 LCERIHE U X b OFHNG, 7



3.1.2

3.1.2.1

CRP-C0568-01

b L <ITEG ORI 217 5, MFPEBE OERCEICKT 28EL L TR, &2To
A SCECHAT L THIBRMEIRD N G- 2 5D,

FIRAFED a7 LT, 2OV a T2 LTcr 7 A o —W =403 BT
LRTEY, v A ra—F—AN—8T 25— RFAEIITHEY Y 2 7 OHIFRERE
MFFR S5, MFPE B 26 L CIX R TORHE 2 a2 71Tkt L THIBRMEIR 23 5- %
bIND, A== AP =T LTE, FIAZTERICE L TEToRENEESH
Do

(3)  FRAFIG WA

HDDIZFA7S 2 HIBRGE A D0, —RICHIH S 7230, £ oW Ricxt4 54
ERT 7B AZ TS, XEPHIRSNOBRICIHEET —# % EEX LERFE®RN
BoenWEHicT 5,

(4 xv hU—U1RH#

WEREOE=2V 7L 5EHRFANE T2, TOEE 7 747 2 NMEO
Web 7 7 Uik COBAEICEET 2815, 7Y 7 —HEEX OPC T 7 7 AHERE &L
M L7218 E I >\ TTLSK SfkilfE 24 %, £72. TOE & FHFS & D#fEICiX
IPsecifz. M OS/MIME#S(E 25 H3 5,

B) X2V T BB

TSFIEHRICHT 5, FIHE OWHEREZEZ - ARIEART 7 & 2 %25 < 72O TOEF 4
DEENZ L > CTOEREIFTHROS IR - ., FIHEFHROBESER, ZEF T3
L7 7 A EIT ), EHROKZE (EE) [T HERORY >—& LTE, —
AIHEIZA SO 7 A VXA T — FEOHIEREZH L, A—3— A P —[TH
. MOMFPEHED R 7 A V82T — RGEDHHERZH LT\ 5, Thbsto
WA IIMFPEHE ([ZDO BT SN D,

HBoEexXa2 )T AMEET ) T o HEEEAS
HEOExX1) T4 A58t

ATOEDFI I Y Tz o> TER SN Ok DO F 2 U 7 o4 Tt a2 £3-41R T,
P.STORAGE.ENCRYPTIONZ < &% = U7 ¢ HeHiE, @AEPPICEEH STV
L2bDERETHDZ LDPFHEOBEE THRINL TV D,
P.STORAGE.ENCRYPTION|ZHDD~®F — 4 E X AL %, EFZH A B WIE
K TITRIZEERELEZEX 2T 0 T TH D,



3.1.2.2

CRP-C0568-01

#3-4 MEOEX =Y T 4

Al MO X2 U7 ¢ et

P.USER. TOEFM DOFF A 22 F 1MW H 2 S TOEZFIH 45 Z
AUTHORIZATION ERTEL LT LRTNIETRDL R,
(R DS RERE)

P.SOFTWARE. TSFOFITa— FZ HOMGETE 2 FR AR RThiE
VERIFICATION 72BN,
(Y7 YU =7 HiRE)

PAUDIT.LOGGING | TOEIZTOEDHEM LU tF =Y 7T 4 IZHET 2 HRDO D

(EEAn ZFilgasl) | V7 &2Edn 7 & UCRiakiERr L, A v VSR Z R 72
WHEIZK S TR 2N EHE SN2V E D ICEB T
RIFNUTR B, EHITHEREROLON, TDOr T %
RETED LI LT iude bz,

P.INTERFACE. TOEDHEA v & 7 = — ARSI O L DI S D
MANAGEMENT ZLEBSTED, ENHOA v H T 2 —AXTOE & ITE
(OEERA & 7 = — | BRI KD EUITHE S TR IThIER 57220,

R BR)

P.STORAGE. TOEDHDDIZF R L T\ DT — &%, BsfbIn T
ENCRYPTION TR B0,
(R 5k)

HEOEX2) T+ ARITHIT H5EX2 ) T 1 HEESE
TOE!L, K3-AURTHMOE = U T 1 Gt a3z B %,

(1) #Mikotx =V T 4 5% TPUSER.AUTHORIZATION| ~D %

ZO%X 2V T 4 FEHE, TOEIC ERICBFE SN2 — P —DAIZTOEZfFH &
HHZEERDTND,

TOETIXZ D h# % Fredt X = U7 i TEIT 5,

(a) FIH ORI

31121 OFNFEREIC L U TOEZFIH L L 5 &3 52FBFHAHHAETH D
e, FIRAE DB EUG LI REREIE A > TREE L, #Falfl R &l <z

BB DI, T ORI AE OEEET D BE ST TOEDOF| AR % 5 2 TOEDF]
REFAT 5,

(2) ##EkoOEx =V T ¢ )58t TP.SOFTWARE.VERIFICATION | ~® %}
ZOBX U T 4 HEHE, TOEDOSEITa— ROIESEIZHOWT, HEMRIETE 5
ZEERDTVS




CRP-C0568-01

TOETIXZ 0 H8H% FROEFa U7 1 B THRAT 5,

(a) A7 A b

TOE (FCULMI AR EEH) 15, BIREAZOYHNL S EFRIcACT A &3
ITL.MFPHIE Y 7 b T =7 R OEME SR Y 7 D =7 OFATa— ROFER
P, EUMEOMREIT ). HOCT A M TIRT7 7 =LAV =27 Oy ¥ 2 fEEHREE L E
fTa— ROZBEMEEHR L, &7 7V r— a3 Uk LT, BAR— A TORGE
EITWIITa— FOIES 2 MR T 5,

HE7 A MHICMFPHIE Y 7 b T = 720 & 0O BFAGED S 546 1%, #BIE
RPN T —FREATV, —RFIAE NTOEZFH TE 22V REE TEMEE I 5,
o, BAIE SOV Y 7 N T = T OREPRD DIV AIE, —HHE D ERE
NRENANLTOEZFI A TE2VIREEIC /2D, HET A N TERENREO N0 -T2
Braid, S RIFRER A 5T LRIHENTOEA R T & 2 RHBI2T 5,

FCUIZ DWW T, 52 MERFEZAT 9 72 ORGEE &2 FI & 2R T & 5E T
it L, FIHED Z OfFHE2 KICHERZITV, MER R WIGAIZTOEZ T 5,

(3) #MAkDOEF =V T 1 H# TPAUDIT.LOGGING] ~D%f)i

ZOeXa )T 4 HEHE, TOEOEX 2 VT ¢ FRICHETHEEAR 724G L,
WEUNEHT 52 L2 RODTND,

TOETIXZ 0 h#t% Fred X = U7 ( HRETEET 5,

(@) BEX= VT A

TOEIL, BEAEXRL 2D F 2 U T 4 FRMPIEAE LIBRIS, FRAN, I E
Bl FEAERRE, FBRECHEANOHMOERR V7 ZAR L, AR T 7 7 A /WIZEM
RAFT D, AR LTCEEA R 77 7 A WTERBIFEREIC D) L 7 MFPE BE# O 2 it
L. HIBRZFFA3 %, AR 7 77 A VOFH LIZZ 747 > NPCOWeb” 7 U H
ERHLTTX A MEXTITI,

Fo, BhAn 7 OFEER/E AR T 5720, Bf), KREF#HAZTOED Y A7
LRI B BGT 5,

(4) MfEkDEx =V T 1 5% TPINTERFACEMANAGEMENT ] ~® %/
20X 2 VT 4 HEHI TOER RS 5N A v % 7 = — & (BfE/ <3V LAN
A BT x—A, USBA ¥ 7 x—RA, BEIEEHR) BSAERFIAEICHER S 20
L OITHENCERT 2 2 & 2RO TV D,

TOETIZZ D F#t% Fitdt X =V 7 ( HEETHEET S

(a) FIHE OMBIRER
3.1.1.2|ZFEHOFMAFRFEIZ LV . TOEZFIH L L 9 & 2FEDFFrHHAE TH S
Mk FIRE DB EUS U7 ERAEE B A > TRAE L. FFa & &l S iz
BBz DI F OFIHE OB T OHE S I-TOEDFI HAER % 5 2 TOEDF]
Rz T 5,

10



CRP-C0568-01

(b) SMEBA v & 7 = — AT O s

ABERBIZRBEN )70 A I = XA DREIETIT L, IMBA v F T = —ADT —F T 7
F ¥ EEFHE LTHIST 2 DT, MBS AT SN ERICH T D LEE, K OGN
AE T 2= ANLEE SN D HEROBEIENZ SN TIEN R LT TOENE LT 5 2
R0, A T 2= A TTAREREREEENFER S D Z & 2B <,
USBA v 4% 7 = —AZHOWTIX, ERAEILT 25 ECHEMAT L2 L1280,
ZDA BT 2 — A% LI R IEZR T HRERE Z B <,

(5) WHEkDOEX =2V T 1 58 TP.STORAGE. ENCRYPTION | ~® %t
ZokEXx2 VT 4 HEHE, TOEICHE T 2HDDORHEANR A 5{b+5 2 & %
RKOTWD, TOETIEZ D HF#H% Fitdtx= VT 4 HEETHEIET D,

(a) #RT — 7 (RitikneE

HDDIZx L TEEIAZ, G LEITIBTOT —F 2 RICAESIC L D1
b, E5HEZAT 5, Wb, E 50 OBRICITEPEEEAEIC L MIIRRE R IAE
i SNTOERNICHMI SN 5256 > FROEBEH I 5,

11



4.1

4.2

CRP-C0568-01

AR S & ST MR o) BARE{E

ARETIE, FBET 25E N ATOEDOF A OHWHIA M 221 # & LT, ATOE A i
M2 7c O ORHRSRM M MBI DWW TRIE T 5,

FERARVIREICET SATREH

ARTOEZ 4 2 BORHE &M 2 F4- 1R T, £4-10OFHESMIE, BAPPTE
e SNToRHREEMEZ . FOLORIIH O BARGEICEHR L2 b O TH Y | Wi DR
ICOWTEEHME OB ICB W THR STV,

D DOFHREMENm - SNRWGE . ATOED Y X = U 7 4 #REN AN EE
T 5 LIFRFEE LA,

#4-1 HIRSEMF
vl (iEA=StS
A.ACCESS.MANAGED | # A # > 22t > TTOE % %4 TR T IZHB T 25T
(7 7 & ZEH) (CRRIE L, MEREFTTZRWEITHHRICT 7B A S5

MEEHIELTWA D LT 5,

A.USER.TRAINING MFP EEFEH L, FIAE O xR 7T 4R

FIREHE) VRFEEREMT DL HA X RIS THEB L,
FHAZEZENLDRY O —RLFIRIZHB>THDHED &
Do

A ADMIN.TRAINING | HEEEITHBOEX 2V 7 4 RV o —F O FIAZ 5%

(EHEHE) LTBY, TAX LA TERLDORY ¥ —LFE
W2 T2TOE OFRERUH N TELHHD LT 5,

A.ADMIN.TRUST MFP EHELE T, HA X AH > TEDOFEZ T

(ZHECX 2 5T) MLBRWE S REHEZFMEL THD b D ET D,

B IR & MR

AKTOEIZA 7 4 ATRE SN, a— ANz T7 %y hU—27 (LIF, TLANJ &
9.) T S, TOERKOEAE S F IV R OERRICLANICE S e SVl 7 94 7
FPCOBFIH &5, ATOED 72 5E A EahE 4 [X4-112 751,

12




CRP-C0568-01

A Z—Fyh
ARy T —2)

Z7AT V4 —Iv

LAN(TCP/IP)

SMTP MFP

Pt (TOE) _
Crd) e doud W L Pt
7T ARG A 73—
Ak E# P - Web7 574

H4-1 TOEDEFRIRE

ATOEIZ, M4-1IZRT X 9572~k B¥ D47 4 2AEOEHEZ W H BREICE
WTHERENAZ E2HEEL TWVWA,TOEIZIE, LAN, K OVEERIREBI R SN 5,

TOE% A v % —2 v NMEOIER v N T — 7 1ZHHE SN LANICEERE T 5356
E, Ry FU—=27 2@ LT, MRy B U =27 B TOENBEE RS KT K 51T,
ARy FU—27 ELANOESIC 7 7 A4 70U+ — /L &ixiE LT, LANKUTOE%
i€+ 2, LANIZIZ, FTP¥— 3—, SMBH—/ 3 —_ SMTPH#— —%FDH—/—
arvta—4, KO 747 bPCHRERES L, TOE L 3GE, SHFHRINESO
WEETT I,

TOED#AEIL, TOED#HAE SRV EEHT 256 L. 7747 FPCEMEMT
L%GENDL, V74T RPCIZT Y U F—RITARN=HDHWIPCT 7 7 AR

13



4.3

CRP-C0568-01

FGANR—F" ALV AI—=NTEZLIZEL-T, 7947 FPCrEE—H LT
Fy =8B LA 21T Z N TE D,

BB, ARERICRENTWAN— R 27 FONEEST A Y 7 N7 = 7 O
RO TIE Wy, +oIGEETE 5280 L35,

Flo RBREICBWTTOEZ MM 212H 720 | BET 2R A& 2 #K4-21077,

#4-2 TOEFIM#&E

HMIRH &% i B

— A A TOEDME M & FFrl S FM#E, no A ra—¥—
4 AP Sl s OMFPHSRE ORI AR T 5,

B A== H— | MFPEFEE D1 7 A VAT — R+ DR %

£,

MFP%& 8% TOEDE & FFrl S L7 FIH &, —&FIME D=2 —
P IEREE, MEEREE, CEEHE, Xy hT—7

EHOEHES 1T 9,

#4218 T LBV TOEOFMA T —FIHHE, FHEICOESh, SbIC
DERENZ L > TEHE T A== P — L MFPEHFE L IZhshd, TOEZL
EHEMMT 2R HE L LTIERE2IRT LB THLR, ZNLSMIMFPERLE
LKA —s3—=3A fa@iﬁfﬂ‘@ﬁ%ﬁOMFme%f&'%ﬁTOE@F'ﬁ%ﬁ’ﬂéﬁﬂﬁﬁ%
& UTHET 5, MFPE BT 1 B OMEOBEEEFLZHEL T
Do

ERREICE T HTOESH

ATOED#HIPHIX, MFPIZ 7 7 7 ARE & 123 2 FCUZ BV T 7= CRIAE

IR SN DR EIRTH D, —HET VI OWTCEFCUIRA T v a vl L LT
it BEENFAEY A MCTMFPAKICHEE L, BiE#RE2ITo7- LT
TOE: L CTHIAFEIC SN b,

14



5.1

CRP-C0568-01

T—F%TUFvICET B5ER
AETIZ, ATOED#HIPH & FHERM (V7L A7 L) 27T 2,
TOEHR & a2 R—x > MEK

TOEDHERL A [X5-11277 9, TOEIZIMFPLGL 2K TH 5,

[ qmz | _s#xs || sxs | | _==68 |

—
-

N

¥
BE iR IoPrazyh
USB'*‘:EIJ a=vhk AEyr— T H—
Zl:lu‘f- Tt Tose 7?71
?\uusgr_ B2 | | — 1| a3 ;- t ,:.: :7
miniUSB mEA—F I o HEAR—F -
2Ok | | |
avka—SH—F
- Flash
Jotevy RAM NVRAM Ic Key oM

r
L

UsBARwk

X5-1 TOERSR

K517 T &80, TORIZHRERRX V2= F, =V ra=y N, 777 R
arviru—Ja2=yht, 2 ba—774R—F, HDD, IcHdd, *v hV—2 2=y
. USBZRuy bk (v bhr—74R—K), SDVI—KAr Yy |k (2 ba—JK—
R). SDA—FRAwy b (i <xrza=y ), USBAEY Ay USBAE v
N (BE "z r2=y ), minilUSBA R Y hON— R =7 0BRSS, L
AR OB 2 7R,

[ xra=y ;b (LIF, TEfE L) 2o ,)]

BfE LT, TOEIZEY 1T BT d . TOEDOF]H#E A TOE#AEIZ 6 H
HALE T 2—AEBBTHD, ~N— FF—, LED, ¥ v FR_RXARIEHT 4 A
T LA EEERROVHIEIR — R THRL S D, BRAESROVEIBEIAR — RI2iE, #AE

15



CRP-C0568-01

INHENVHIENY 7 N T = T RA A =L END,
[mrvra=vy1]
MCEEZFOAL T ODT NA ATHD AT v —x 0 Vv #OCGEZHIR LPEH
TEFRALAATHET Y v E—2 Py, Fx oD Zflld sz VU #lH
A= RbERIND,
(77722 hr—F2=y MFCU)]
BT LHERE A R HERGER & B L. G3BUE T 7 7 7 ZAEE L 7 7 7 A D
EZEETLHZ= b,
[ br—FR—FK]
a2y br—748— RiE7 et vy, RAM, NVRAM, Ic Key. FlashROM 73&; >
TR TH D, BHEBOMBRAPNILLI T DY,

FA=E A : MFPEWMEIZF1T 2 FARBY e BALBE A 1T O 8K T v 7,

RAM cHEBgEAEY E LTRSS OHEREEAE Y,

NVRAM : MEPO 2 &+ 2 MFPHIlA#E 7 — Z 23 N o 7o R FEME
ATV,

Ic Key CELECRAE, RSB EROMEREA R D, MFPHIE Y 7 h U =

T ORI ABMFIAEN X2V T4 F v 7,
FlashROM  :MFP#Ifl Y 7 b 7 = 7 HA A h—/L STV B AT
AEV,

[HDD]
A A=V T —Z GHARGECFIAT 2 2 — P — R BEAEND N FT 4 AT
K747 Thb,
[Ic Hdd]
HDDIZRAF T D IEH Z H 5k L, HDD2 b5 1 M2 5+ D e 2 F5 -
ltEXa T 4F 7T ThHD,
[xy FU—2r 2=y }]
Ethernet(100BASE-TX/10BASE-T) % # K — k L7ZLANHDOAMIA > & 7 = —
ATHD,
[USB2r v b (v bhu—F4R—N)]
PC 5 iE#E L CEIRIZAT 9 A2, TOE L PCERHHG T B Ml A B 7 = — AT
&%, RTOETITRXERHICFI AL LR E & T 5,
[SD—Fzxm Yy |k (2 hr—FR—NR)]
SDH— REFHATH72OD AT > b, SDA— KA1 NI L ORI IZ
FFET D08, HEERATH OSD A — KA w » bl fAE e CEH S, 05 i
HIZEBWTIISD A — R EIES D Z L idin,
[SDh—FKkzxmy b (BESx1r=2=y )]
FIM&3SDA — FNOLEZERIT 5 72D HT % 212 v b, KTOETII#
BRI LR IR E &5,

16



5.2

CRP-C0568-01

[USBAEY z212 v b]

FIAHEAUSBAE Y WNOSGEEZHIRIT 572 DI ] 3 25081 v % 7 = — A,
ARTOE CIXR B RFICFI AR ILGRE & T 5,

[USB2rE v b (HfE S xLz2=v )]

FH#ED S AF, USBF—AR— K, USBH— KU —&F =% HT % =0 DI
A BT x—A, KTOETIIRERICFI AL IERRE &5,

[miniUSBA &+ K]
FAELNFCEMEH T 57bD 21 > b, AKTOE TIEERERHIH AL L3R E &
5,

ITIZE

TOE%. LANICH:: S, FTPH— S—. SMBH—/S—. SMTPH — S —% 0
FeN—I L Ea— ROV T4 T FPCLIBFERTTH, £-TOER., HEAEEH
THHLS NSRRI D 7 7 7 R4EE L bBEE1T ),

LANZ®H LT SN2 74 7 FPCIX. 7V v X — RTA = PCT 7
JARTA "~ Web7 7 7 H %N LCTOEZFAT S, 7 747> FPCiE, X
HERBROEZEZT TR, Web7 7 U HF 24 L CTEHEBEEEDO —H OB/ELTOED
WHEMERZATH Z LM TE D,

17



AT rFa A

CRP-C0568-01

ARTOEIZIRfT SN D R a2 A2 bO@lZ L TSR, RKTOEICIRfTShD B
F oA MIMRGEHE, R OMRGERHIC K 0 3O v FAFIET D, K R¥a

Av bty MHOZERE L TIE, HEEERLOE,

N3 o A MR OEN, [FH -

Ml C X AL X2 b— a3 VOBEWNEND DN, NEDE I OW TR O

FRCHERIN TS,

TOEDFHHE 1T, BiHESMF 2729720 FFL R = A & b O +-53 7o PiLfig L 357 73

RSN D,

[HERRE-1] (LRI IR IRA K% 2 22 1)

R X b4 N—Ta v
Read This First D259-7502
Notes for Using This Machine Safely D219-7074
For Users of This Product D219-7454
Notes to Users in the United States of America D219-7458A
Note to users in Canada D219-7461A
Note to users D219-7475A
Notes for Users D241-7085
SOFTWARE LICENSE AGREEMENT D241-7238
Start Guide D259-7522
NOTICE TO USERS D241-7178
Notes for Application Site Users D259-7532
User Guide D259-7885
Operating Instructions Driver Installation Guide D259-7886
About Open Source Software License D259-7887
About This Machine D259-7875
Copy/ Document Server D259-7876
Fax D259-7877
Print D259-7878
Scan D259-7879
Troubleshooting D259-7880
Connecting the Machine/ System Settings D259-7881
PostScript 3 D259-7882
Security Guide D259-7883

18




CRP-C0568-01

Extended Feature Settings D259-7884
Notes on Security Functions D146-7587
Notes for Administrators: D259-7530
Using This Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009
Help 83NHDCENZ
1.00 v192
(segEhi-2] (BRIN T RS EAT R = A 0 1)

R X b4 NGl
Read This First D259-7501
Start Guide D259-7521
Note to users EU Countries D150-1469A
Notes for Using This Machine Safely D219-7074
Note to users D219-7475A
Notes for Users D241-7083
NOTICE TO USERS D241-7178
SOFTWARE LICENSE AGREEMENT D241-7238
Notes for Application Site Users D259-7532
For Users of This Product D3BR-4506
User Guide D259-7885
Operating Instructions Driver Installation Guide D259-7886
About Open Source Software License D259-7887
About This Machine D259-7875
Copy/ Document Server D259-7876
Fax D259-7877
Print D259-7878
Scan D259-7879
Troubleshooting D259-7880
Connecting the Machine/ System Settings D259-7881
PostScript 3 D259-7882
Security Guide D259-7883
Extended Feature Settings D259-7884
Notes on Security Functions D146-7587
Notes for Administrators: D259-7530

Using This Machine in a Network Environment

19




CRP-C0568-01

Compliant with IEEE Std 2600.2™-2009

Help

83NHDCENZ
1.00 v192

[FEFER-3] (7 D7 AR BGIRA ¥ = A )

FFa X M4 IN— 5]
Read This First D259-7503
For Users of This Product D219-7454
Note to users D219-7475A
Notes for Users D241-7096
SOFTWARE LICENSE AGREEMENT D241-7238
Start Guide D259-7522
NOTICE TO USERS D241-7178
Notes for Using This Machine Safely D259-7813
Notes for Application Site Users D259-7532
User Guide D259-7885
Operating Instructions Driver Installation Guide D259-7886
About Open Source Software License D259-7887
About This Machine D259-7875
Copy/ Document Server D259-7876
Fax D259-7877
Print D259-7878
Scan D259-7879
Troubleshooting D259-7880
Connecting the Machine/ System Settings D259-7881
PostScript 3 D259-7882
Security Guide D259-7883
Extended Feature Settings D259-7884
Notes on Security Functions D146-7587
Notes for Administrators: D259-7530
Using This Machine in a Network Environment
Compliant with IEEE Std 2600.2™-2009
Help 83NHDCENZ

1.00 v192

20




7.1

7.2

7.3

CRP-C0568-01

AMEAERE S & B AR KR OH#ER

B il 4

B 2 320 L 7= 8k i& 4 ECSEC Laboratory #fffiz s % —ix, ITkF=V T ¢
FEAM K OGERERIEEIC K 0 AGR E N D & & b, TLAC (EFEREBRTRE W /1)
DO KGN LT 2 B EMRS ORSZATBOE NSRS FAmH i B He iR e &
=) ICEVREZZIT TR, Ml EHER OO D~ XA N ROEEFED
HYIEIZ DWW T OERFIH A2 LT 5 Z ENESICHEE ST\ 5,

B iipape

AL, CC 3 — FBDRFEEAFIZ OV T, CEMIZHE S 7o ffH i 5 ik 2 v T T
biviz, FHBEEOFEMIL, FHEHREFICB O THE Sz, FHiilEE TIE, K
TOEDOHZE & CEMDO U — 7 2=y b T & QRN Z K OCHIBE R 2513 5,

MR R
IR, Al &2 & 2 aHl S O @ 2 73

AL, SPR2THFEILAICAR R D . PR29FETH Al S HEDEKZ b > THT L
oo REAMBEBIIE. BAZEH 7> O Al Z 29 5 Rkl iR i it — XKoot 25200, —&F
DFHIIZ IS T DREMLZ A L7z, BRI ~OIMFLRIC W TITEKR S, %k
DFEIERMTOMAENE O BRI ATRE T H D & FHlFE R D BRI THWr &
nTWD,

F7o. ERL29ME4H . 6 ICBASSE YA F TR EDT A MEREZHEH L, BEIRE
TANDOY TN TF =y 7 ROGHEE T A b &2 FE L=,

21



CRP-C0568-01

7.4 MEMTAE

A, REOFM LT A P OEYEE R L, FEHOBE TR S ik
L& BFH DT A b A RAE LA B, ML HIN SN B - BT A B KR
WS I K S < BAT 2 b & FAT LT,

7.4.1 FR#EETX b

RIS 1L, BRRSE N FENE LB E T A Ot L EEOT A MEROFEHLE
Bt Rl U7z, REME 2557 L72BHRE T 2 F OWNAZ LU FIZHHAT %,

1) BAZET A MR
B AN EM LT-T A FORRZXT-11C, /ol EHzZ A2 RT-1ITRT,

MFP [ 77 A
PSTN —Fi:l'.:-'_‘? PSTN
AL FTP
~t]—_./-§_. -ﬁ-._./{_.
| AT —7
M {FaH SMB
A H—ii—

X7-1 FAEETAR MERE

R7-1 TRAMMERES

RS G
TOE Ricoh MP 305* SPF
N— =z E-1.00
Ricoh MP 305*SP, Fax Option Type M15
N— =z E-1.00
7747 FPC | OS : Windows Vista/7/8.1/10

22



CRP-C0568-01

Web~” Z 74 : Internet Explorer9/11
Printer Driver : PCL6 Driver 1.1.0.0
LAN-Fax Driver : LAN-Fax Driver 8.0.0.0

A —)LH—,3— | Windows Server 2012 P-Mail Server Manager version 1.91
FTPY—/ 3 — Windows Server 2012 IIS8 V8.0.9200.16384
Linux(Fedora20) vsftpd 3.0.2-6
SMBH—/3— Windows Server 2012
[F#RT I 2 L—% | XF-A150 (/XY =v 7 4h)
FAXE T A CX-FU02
FAXH MP C307 JPN, MP C6503

BHFEHE 7 A N CHEA SN TOEIEST CHA & TV 2 I OMFPO— 0

R CH D0, hoffEIX 7T A b THEM L7=MFPOOEMELE T, #5540
WEISM IR —BEFE CTH 5,

ZOZENL, FARET A MCBWTT A M RISERIR SRR L, ST

DFLHANE & FENR2 L STICBW T SN TV S TOEM R Z 7 /3— L T
5 ERHIC B W THIEr S 4, BIFE T A NI, ASTIZE W GRS TV 5
TOEHRL & [F—DTOET A MEREE THEMi ST\ % &l S iz,

2) BAFEE T A M
BIRET A FOBEIILL TO LB TH D,

a.

7 A M
BIET A NOBMEIL, LTOLEEBY THD,

<PHEET A M FE>

PH¥EE T A MI@H OTOEDMHEHICE W THRE SN LB A > ¥
7 x=—A (BfExr, Web” 7 UH5E) 2RI L, #iRE AHBIET S
FiEOM, E SR 7 ROT Ny v 77 —2 Ot /"7 v
ey 7 F¥IZLD7 747 FPC, KUY — 3 — L TOER O1{E
7'v b2V ORERR. TSFIED Iz dnd L TRE ANy Fa2RESE
LEFERT A FEBITON TN D,

<PHFET A b DK >

PISEE R L7e T X MERFICRR#R SN B S D 7 2 MR OE
&L R SBARE DR LT 2 MERIEEISRRBR S UZREESR T A b
DG ROMEZ LTz, ZORR, WffSh o7 A MEROM & EEEDOT
A MEROER—FH L TWD Z LRI,

23



CRP-C0568-01

b. PBHFREET A b OF i
BAZEE 7 A MIBAFEA 1T X - THIB30MHE B i S 7z,

HRL =V L - T, B RICER SN _RTovex 2 U T 1
BEEANE A X T = —ARFHITT A NN ERBRES LT,

c. A
ML, BIRE T X P OFERITIE, EMEE OIESEEHERE L, T A b
FHHEE R SN FEM 7L & FEROERITEN—BT 5 2 L el LT,
AL, BAREE DI LT A MR LB HIC L > THESNIZT A
MERB—HLTND Z 2R LT,

7.4.2 FEMmEIMII TR +

AL, BAREET A PO L7eT XA FEAZEA L CRGDOEXF 2 7 ¢
BERENFETIND Z L 2 B\ERT LV TINANT A M2 FE T 5 L &b, o
PRCORSNFHLN S WOt X2 U7 A BENPHEEICFITSNDZ L2 LD
BT 270ODMIT AN (LU DHSLT A B L d,) 2% L7, FHfHE 2352
fili L72SET 2 b &2 LU RIS AT 5,

1) MSZ7T A MEREE
APl 23S0 L 7227 A b ORI, XT-1R LA T A b LRERO
W TH 5,

M7 A MR
P D FEME L7 ML T A MILL T D LB Th D,

FEGE A, BAFREE T A B R OMRME SN FHEREILE B0 © B R LI Sr T
A s OB Z L FITRT,

<HNET A N OFLE>

O AF1237 2 B ORI S < NREEOBLS CR%E T A AR LTV
5 EEONATSFIZE LT, /X7 A X OfAA Y, BEFE, Bl
LEOT A NEHZBENT 5,

@ BHDOTSFOETLZA I 7 FATOMBEDEITE L THRFZEML
7 A MHBZFET 5,

@ FISLER, 5 v B VALERICBI L CRISET A R BN o— g
vEBMLET A NEHZE_T 5,

24



CRP-C0568-01

@ BV T A MIBWTUL FREBLENG T X NEH ZIEIRT 5,
- HEREMEOBLS NS, &2 COTSF, TSFINE £ 5 X 9 ICTHHE 23R
T %,
- BT A NFIE, TA MNREAMEBET S L O ICHAAEIRT 5,
- 2 OSFRABXNGAHT B, 2RI T A 3% T & 5 TSFIICE
T HIEH & EARITRIT 5,
- RRERUGE A OB & ORI EO 2R ZZE L, ATOEIZE W
THHUBIN SN -TSFICBE T 2 H H & H A ISR INT 5,

b. N T A MEEE
FME AN ESE LIS T 2 FOMEIZUL T O &80 TH 5,

<IMSET A S FIE>

MANLT A M, BRFEET A b SRR DUWRMEORESLRIRH /3T A
ZEERHLE LT, @EOTOEOHERIZB W THEEINDLIMBA ¥
7 x—A (BfE RV, Web” 7 V) 2Rl L, fERE BHBIET S
FiEOM, R INTER R 7O, STy MRy I TFxIickd s T4
7 FPC, KOS — R— L TOEMDMIE 7 v b 2 )L OMEBENTD
ncTunsd,

<INET A N DFERENE >

MNZT A NOBLRICEESE MNLT A R220F, o7 ) 7T A M8t
DT A NI ST,

Fehi SN FERMSIT A MEEE L | KPS T DML T A S OBLE A RT-2

[
R7-2 EELFE-ELMMITR
ML T A T A Mg
~ DE S
) = S VA=Y %#éﬁ@ﬂﬁ% DVTHDHZLESE

HFEZEE L7220 bifEas T
'@ﬁ4y&7m~x#%@W%fﬁii T D EMEICB VT HAL
@ o7 7 v AENT O D Z L 2R D,

@ - —RFHE L EBENFERICE A LTV DRETT AT O
By 77U MU O ICEIEY D 2 L BT D,
cBTAROT YT MR, MERZEER OS5 D VM@ YD T
bH L ulEET 5

©) - BZREAIREIN OFEHEE W =545 O SIMIME, IPsec® WLEE A3 1
RBY ThAHZ L EiERT D

25




7.4.3

CRP-C0568-01

- NI SCEIC R 2 EREREICBI L€, BESL D /RT X ZHRIE,
RUBR D BT E S DM T O T 5B SR8 © O FISMLERAS FE fif =
N5 ELMHERT D,

s 7Y U H = RTAN= D ORIERAINTH LT HALERE Y OfFst
JUBEMNSEM S D 2 L BT 5,

BRSOV L CRESN OB A, /3T A Z ATJH T Th
HEARE OV OWBRNFEfE SN D Z & ZHERT 5,

il SR

FHE N ESE LT R TOMNT A MIIELLSET L, fHliE IZTOED 5
AFNWEHERE L, SMEEIT. TRTOT A MEREHHFINDESEDLFNN
—FHLTWAZ L MR LT,

SEEEAT R

FEANE I, A O TR STCRELN S | FRE SN DMHEREE & BB L~ LIS
BOWTRER SN DM & 72 5 ATREMED D 2 & DIZOWT, MELE B 2 5 il #H
RAT AN (LUF MRAT AL &vo,) 2FRUER L, FHl#H 2350 L7z
RAT A &L 5,

D RBATA M
PTG 3 NG L 7R AT A R OBEEITLL T O L B0 Th 5,

a.

s o Massrt
AR, R S I RELVE RO AR OIF I & 0 | IBER R e A PRR
L. RBAT A bz b8 L4 % LUT Offgsatt 2 s L7,

O BRLAWVWSRy hU—IHR— b Z 72— ARFEL, TIDDH
TOEIZT 7 B AT L[tk d %,

@ A 27 ==k LCTOED BRI LR WM, o7 — % AJynifs
b izha., BXa )T 4 BEEN A SRS D ATREED & 5,

@ X 27 F v R LOFEEMETIENFEL, #RE LTTOEDOEF =
VT A BEBED A N2 SIND AREMED B 5

@ BEAFRECTOEZEMT 5 2 LIk 0, ©Fa UT (HREA A 3
ASNDHAREMNEDN D 5.

® BHA VBT = —ADD DBRIEHEAIHIE X 2 U 7 1 HEREMN /A /<2
SNDWREMEND 5,

26




b.

BAT A~ OffE

Al X R 2R NS TE DB S D ARt A R T D T2 01T,

BT A b & EhE LT,

<JFAT A NEREE>

CRP-C0568-01

VNP

RAT A ME MT-UHIR LEEBREET A b ROFHIRE ML T 2 b & (A

FROBREE THH S L7z,

BATANCHERALEZERY =V E2RT-3ITRT,

KT7-3 RBAT A MERY—L

2F (N=Ta V)

RS

ZAP (2.4.3/2.5.0)

71 % RO Weblfags Y — v

nmap (7.12)

R—FAFy¥ YV —)L

Netcat (1.11)

Ny hBfEY —v

Nessus (6.10.4)

HagstER v o> —L

Plugin 201704181815

Burp Suite Professional 7'v X RO WebMagg R A — v

(1.7.18)

Wireshark (2.2.4/2.2.5) Ny ey TTF vV —L

SSL/TLS 7' v ha k5 Yy 7 v =
TIA T

OpenSSL 1.0.1j

PRET (0.35) PJL, Postscript7 A F >V —/b

<RAT A N OEEEA >
Ba SN A HETINE & T DIRAT A MEE A ERT-4R T, Tl 12
TERI 2R a9t N S D ATREME D A 2 IR E T 5720, 1MFEDIRAT A
% FEHE L7,

#£7-4 RAT A MEE

55 T A MM

@® R— R AFX vy —L JEgtEAx vy oYy — 2R L, HE L2
Xy FT =27 R — bRV TWARWE & 2HERT 5, F- 62
A= MZOWTH RIEATNTKT D HEsVERFFAE L7220 2 & iR
T 5,

@ TOE~D7 7 & A %4T 5 WebA o & 7 = — AT D MasgtE R IEAE

27




CRP-C0568-01

L72WZ & 2R 5,

Web~7 7 7 Hik i TOTOE~ DR RFIZHEET 2URLICK W EF =
VT 4 BEEEDI A NAINIeWNW T & &2 ERT 5,

PJL. PostScriptiZBd L CT5EE EOMesgtEd a2 & 2RI 5

©) TLS. IPsecZAfiff L7-hE7oad{5 12 B8 L T3 LoMaggrEngnz
TR T 5,

WebA > 5 7 = —ATHMAIN5H /3T 2 ¥ OEIEMREEE TV, B
ICHER SN2 2 L 2R T 5,

@ CPUL@%T#:b U Y — A FHEIRBIZB W TCTOEA HEE F = 7 72k
WZR BN & RS 5,
® @ﬁ@%/&7:wx#6mﬁ4yL\%ﬁ@&4iyﬁfﬂm%%
REFBIEZIToTHAETHEX 2 U T A BEEDN /A N A IR0
T L EHERT D,
c. FER

S M LR AT A b TiE, ABET B IWEREE S A R o B A E A
AR R MEFI R TR S e D o 7,
7.5 FEERERLIZDULNT

AR T, K7-NORIERIC BTl 21T > 72,y b U — 27 13 IPv4 %Al
MLTW5S, KTOEIX, Lt &MMRERNPRE S BRIV TEN SN DS
By, Ko TRMliE 1%, LRCaHlitga @ T 5 &I Lz,

28



CRP-C0568-01

7.6 FMmEER

AL, B E A b o TRTOENRCEMO U — 7 = v MR Tz L
TWD &l L7z,

P TIELL FIZOW CRERR S 472,
PPE®A :
U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std.
2600.2T™-2009)

F7z, ERPPTEZR SN FOSFR/Ny r— VI E T %,

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

- 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Document Storage and
Retrieval Functions, Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium

Interface Functions, Operational Environment B

X o UT o MgEE: . a®L s IA4 T YT S— F2YEIE
X VT A REHEM . 3T TATVT N— R3EA

Pl OFEF E LT, LT ORGEZ VAR —R > MTOWT TS HIEN 72 STz,
EAL2/Xy =V OF X TORGE=2 R —2 2 b

BIMogGEa v R—x%> b+ ALC_FLR.2

Al OFERIL, F2EICF NN T HTORIC L » TR SN b D
DA EIND,

29



1.7

FHEE D A > MENE
THEA (SR~ S FHEE B 1, FrS7au,

30

CRP-C0568-01



8.1

8.2

CRP-C0568-01

I:IIL-\ I:IIE % ﬁﬁ

%@?ﬁ%%& nzl:ﬁﬁ@ *I/qu:'fﬂﬁ&%&ﬁi D TEH:'J éﬂé %\(é*’,'i—f%) éf uT@nuu
e L7z,

O FAREECRINTHEMANENZYTHD Z L,

@ FIAMEECTRINTHEMABRIMRR I TND Z L,

@ HHEINZIHUVERZY 7V 7L, TONEZREL, BET 50—
=y MFREE TR INZ LI ICEHMish TVWD Z &,

FEAT s 2R S AT EH A ORI ORI Y Th D Z &,
AR R S AU R ORI T A CEMIZE A LTV D Z &y

@ &

ARREAER

PEH SRl E. AT R E L OB 5 AR AEVE L 2 fRAE U 725 3.
PRAEERE I ARTOENCC/N— F3OEAL2 K OMEGFE= v AR —+% o FALC_FLR.2|{Z %t
T ARIEEME AT O &I 5,

TIEER

REFIEE AL L7285, Z NSO CORTOED Y % = U 7 1 HfE~0
%@Lowfixﬂm@@ﬂ@ml%&@ékw\%ﬂ@ifﬁm_owfiﬁﬁ
FOBREIH O THIT S i,

FI-ARTOEDOF A 13, 4.3 EAREIZH T 2TOERFAOTHENEF LS L, A
TOE O FA xf G JH <03 _E 0 BRFTEAFEEE O TOEE BB I 23\ THlb)ii ol HE
MEIMDIZOVWTHETAILEND D,

31



10

CRP-C0568-01

MRS

FrliZ7a L,

tXalT452—47vk
AKTOED®X 2 VT 4 Z—7 v M12lik, ARREZELITHICELE LTUTO LR
D ARGREEIREE & & bIcRit D,
MP 305* (Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)
X2 VT4 4 =5 b
N—T 3 1.00 2017TFETH4H BASH) = —

32



11

Fz&

CRP-C0568-01

A EETHEAINZCCIZRET D55 % DL F IR,

CC

CEM

EAL
PP
ST
TOE
TSF

Common Criteria for Information Technology Security
Evaluation (&% = U 7 1§l 2L 4E)

Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ §Hili 51k)

Evaluation Assurance Level (GFHifRFEL L)

Protection Profile (7m7 7 g 7a 757 A)L)

Security Target (vt =07 4 % —4% v )

Target of Evaluation (GEAfixl5:)

TOE Security Functionality (TOE&= = U 7 ¢ #§5E

ARG ETHEH SNZTOEIZET IG5 4 LA TSR T,

HDD

IPsec

MFP

PSTN

S/MIME

N=RT 4 RT RTA T DM, AET, HICHDD &itHi L7z
S &l ZTOERNIZHRLY 117 5 L 7-HDD = f547,

Security Architecture for Internet Protocol
W5 Bl 2 VLT, IPN 7y FHEALTT — 2 O S AR IR R
HWrex it 257 ha L Thob,

TV NAEEREDWERR,

Public Switched Telephone Networks D T, /AZRAZHLEZE{E D

Secure / Multipurpose Internet Mail Extensions
NS RICLDEFA—NORELE T X NVELIZEAT D
IEERES T D,

AEEEH THEA S HFEEDOERZ LU FITRT,

Internet Fax

IP-Fax

PC” 7 7 A¥HhE

A= NVIRZAE DA A > T 7 7 7 Ad81{E 217 O BERE,
A v H =3y MERREFIHT %,

EEEAEITU-T T.38EEICHEL L 72 a—D Y 7 & A LA
VHE =y N T 7 T ADKKR,
77 I AT HOROVITHTFHOIPT RLUAEZIEET D,

77U ARED 1D, 74T NPCEDOPCT7 77 A KT A

33



FREY a7

=
INAT— R

0y A RNAYT —
N AR R

A GV
a—Y—4

gy 77Uk

CRP-C0568-01

N=ZHMM LT, 777 AHE, CEZFHEEZIT ) KRE

MFPEHEIZEIV Y THZ LN TE D TOERINI-EZE,
LU OAFEE OB BERBNER I, T2 N0 EEIZH
DWUTDHZEMARETH 5, ATOEIZE W TIEAETOXKEIN
FO Y THNTMFPERE Z8E L T\ 5,

(Mo S N B BB GO 7 7 & A HI#EIZATOE O FFEAlL %
GH L D)

- BERRVE RS (EREH, EEOERAEITO)

s PRI (—RFIHE OB AT D)

- 3y MU — B

(TOED % v U — 7 Bl B E 44T 9)

- SCEEHE

(FBRGE, ROSCERIAZE Y A SOFERZITH)

R A bRy 7 ZRE, 7V 7 —BERE. A% v - —HKEE,
K O7 7 7 AR CHIHT 2 72 DICTOENIZE R S 11T 5 XL

H o

TOEA . 5 #3CE, A 3CE DR,

PRSFHERE 1 IR SRS PR DR ST — B AR & AT HHEEECTH
5., RTOEDEHIZIHBWTIX, AHERE A B9 5 (R-FHERER
ITERIERENMTHONTND Z E N E 72 5,

TOEO 2t — F¥Xa AL MRy I A AFXxy T — TV H—,
77 7 ADBIEREDBAE BT £ TOMZE, FIHE Y 3 713,
BRLED B T ORICHIH#EIC L > T—HHEIE, Sy kLS
LZENDD, FIHEY a 7hx v eIy, FIHE
Va Tl T LD,

fu A ra—PF—ZITHHE LIoNA T — R,

FRAERGERF I — =T o e vy s T U R ENA £ TI
TR IND, RiEERG a4,
1~5EDOFH EEAZMFPE L NHRET 5,

—fFIHE . MFPERE KA == F—=ZH52 5T
W%k, TOEIZZ OS2 L FIME EZRET 5,

2—P—=TH v "MEHATE 2L 72 HIREE,

34



CRP-C0568-01

oy 77k a—WF—=TH T Ry 7T MREEN D HEIRJIZEER S
IEE A FE TORR,

35



12
[1]

(2]

(3]

[4]

(5]

6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

CRP-C0568-01

N

PARNY

ITE ¥ = U7 o 5l M OSBRI EE O FEABIRE  Fk2746 H
MSZATEOE NG BULERHEERAE  CCS-01

ITE*= D7 ¢ RBREEICE T 2 2R HFH Pak27410 /]
MSTATEOE NG HALEHEER S CCM-02

ITE = U7 ¢ AR ARG T B9~ 5 ZSRFIH Epl2 7410
MNAATBOE NG R HEERHE  CCM-03

Common Criteria for Information Technology Security Evaluation Part1:
Introduction and general model Version 3.1 Revision 4, September 2012,
CCMB-2012-09-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 4, September 2012,
CCMB-2012-09-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 4, September 2012,
CCMB-2012-09-003

BTS2 ) T iMoo aT 7 747V 7 23— e — e
N— 3 3.1 WEIH4, 201249, CCMB-2012-09-001  (FFRk244-11 A FHAREH
1.0

BT 2 ) 7 MO0 aT 7 74TV T S— 12 Bxa U T 1 HhE
aUR—R b N—U g 8.1 WETEH4RR, 20124895, CCMB-2012-09-002 (A%
2411 7 FHRREE1.000

BTS2 ) 7 iMoo DaT 7 47V T /8= 13 X2 U T 1 R
aUR—R b N—V g 8.1 WETEH4RR, 2012495, CCMB-2012-09-003 (A%
2411 7 FHRREE1.0000

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 4, September 2012,
CCMB-2012-09-004

THmBr =V 7« FHlio 7o D@7k FHiiT7E N— 3 3.1 WETH4
hi, 201249 4, CCMB-2012-09-004 CFA{244-11H FHAREE 1.0/

MP 305* (Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)

X2 VT4 X =Sy b N—=Tar 1.00 201THETH4A XY =—
MP 305* (Ricoh/Savin/Lanier/nashuatec/Rex-Rotary/Gestetner/infotec)
Al E  252.0h 20174E7H 21 H

&4 ECSEC Laboratory #Ffitz o & —

U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std. 2600.2T™-2009)

36



CRP-C0568-01

[15] CCEVS Policy Letter #20, 15 November 2010, National Information Assurance

Partnership

37



	1 全体要約
	1.1 評価対象製品概要
	1.1.1 保証パッケージ
	1.1.2 TOEとセキュリティ機能性
	1.1.2.1 脅威とセキュリティ対策方針
	1.1.2.2 構成要件と前提条件
	1.1.3 免責事項

	1.2 評価の実施
	1.3 評価の認証

	2  TOE識別
	3  セキュリティ方針
	3.1 セキュリティ機能方針
	3.1.1 脅威とセキュリティ機能方針
	3.1.1.1 脅威
	3.1.1.2 脅威に対するセキュリティ機能方針
	3.1.2 組織のセキュリティ方針とセキュリティ機能方針
	3.1.2.1 組織のセキュリティ方針
	3.1.2.2 組織のセキュリティ方針に対するセキュリティ機能方針


	4  前提条件と評価範囲の明確化
	4.1 使用及び環境に関する前提条件
	4.2 運用環境と構成
	4.3 運用環境におけるTOE範囲

	5  アーキテクチャに関する情報
	5.1 TOE境界とコンポーネント構成
	5.2 IT環境

	6 製品添付ドキュメント
	7  評価機関による評価実施及び結果
	7.1 評価機関
	7.2 評価方法
	7.3 評価実施概要
	7.4  製品テスト
	7.4.1 開発者テスト
	7.4.2 評価者独立テスト
	7.4.3 評価者侵入テスト

	7.5 評価構成について
	7.6 評価結果
	7.7 評価者コメント/勧告

	8  認証実施
	8.1 認証結果
	8.2 注意事項

	9  附属書
	10 セキュリティターゲット
	11  用語
	12 参照

