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1 STintroduction

1.1 ST reference

ATl Security Target (UL R, ST El&97) Okl i A 5tk 975,

ST 4 Fr: Canon imagePRESS C850/C750/C650 2600 model Security Target
N—Tg 1.07

FEATH v/ oAt

FEATH: 2017/06/14

1.2 TOE reference

AHITIE TOE OB #A ek 45,

TOE 4 #: Canon imagePRESS C850/C750/C650 2600 model
N—Tgr 1.0

M, AR TOE [ ZLL PR Y77 ™N—RU =T bR SILD,
iPR % =VU7 ¢—3 kBl for IEEE 2600.2 Ver 1.00
HDD 7 —# 5 5{tiR7—V 7%y E
(Canon Security Chip 2.10)
Canon imagePRESS C850/C750/C650

IR S PR
iPR Security Kit-B1 for IEEE 2600.2 Common Criteria Certification Ver 1.00
HDD Data Encryption & MirroringKit-E
(Canon Security Chip 2.10)
Canon imagePRESS C850/C750/C650

1.3 TOE overview

TOE |, < Canon imagePRESS C850/C750/C650 2600 model >&\ )7 VX NWAE S CTH 5, i ET /L
?< Canon imagePRESS C850/C750/C650>(ZLL D 2 DD#iha A Ah—/L5REL | F X EZTTD
Z & TOE Té %< Canon imagePRESS C850/C750/C650 2600 model >735¢% 72,
- iPR &¥=U7 r—3%vh-B1 for IEEE 2600.2
- HDD 7 =45 tR7—V 7%k E
Flo, FHERELZTDBRIUL, LT D3 oDF T var T4 A B LT 5,
- ACCESS MANAGEMENT SYSTEM #£iE¥ ~ k - Bl: A4 B A AT a1
(&304 7. ACCESS MANAGEMENT SYSTEM KIT-B1)
- T AEEFY N ClL: IA B AF T gl
(F3044 i Data Erase Kit-C1)
- PS<AFFvyhDl: T4V RF TS gt
(J£ 304 B imagePRESS Printer Kit-D1)

IS4V AT TV a r OEBOHKIEHIL,IPR ¥ 2U7 —F%vh-Bl for IEEE 2600.2 & L TS o6 Y 7
My =TIZEEND,
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iPR &% =U7 ¢—%h+B1 for IEEE 2600.2 (2%, < Canon imagePRESS C850/C750/C650>D il ~
[NEVEIN=ES (N

HDD 7 —#M; 5 {t/R7—V 7R —RIX, HDD (IS DT — 22K (Y7 Ny =T 25 Te) & 51t
T 570D/ N—R =7 THY, Canon Security Chip 2.10 23& AT,

< Canon imagePRESS C850/C750/C650 2600 model >/%, LL F DO &4% FH @ Protection Profile (LR,
PP Li59) . BLOED PP TEHZEIN TS 7HD SFR Packages D 9 5 2600.2-FAX, SFR Package
for Hardcopy Device Fax Functions, Operational Environment B, 2600.2-NVS, SFR Package
for Hardcopy Device Nonvolatile Storage Functions, Operational Environment B %[z < 5 fE# D
SFR Packages TEIRSNTWOEF 2T s#ReA , 78 RITEAH T H52L03TE, 12T HDD IZHAAS
NLHTXTOT —2%&h 5325 HDD B S{bARE A %= TV D,

Protection Profile

- U.S. Government Approved Protection Profile - U.S. Government Protection Profile for Hardcopy
Devices Version 1.0 (IEEE Std 2600.2™-2009)

SFR Packages

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment B

1.4 B

K ST TIILL FOMSEE - HEEZEH 35,
Table 1 —HEEE - FFE
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60
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a—P =Ry A
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HRETH D,

AT DRV T A
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—

2= —ID LAY —RED2—P —IFREREFL, R T —IE N L Ta—
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Firewall Internet 2358 LAN ~OEIEABH =D DOHEE R0 2T A,

A A I — R — ) 2 EME 2B TERY., Internet 24 LT, Network Time Protocol Z{# -7~
BRI DRI AT R AT LN TEDH — 3,
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1.5 TOE description

TOE 1%, =" —H#§RE - 7"V MERE - 25(5 (Universal Send) #§FE: | 777 252 EHbE - = — P — R o 7 Ak
HE. R EE DR OB A CTH S, TOE MiEiA 75 U.S. Government Approved Protection Profile -
U.S. Government Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009) CILLL FOXH7%F B EE 4 E L 5, (“IEEE Standard Protection Profile for
Hardcopy Devices in IEEE Std 2600™-2008 Operational Environment B” “1.1 Scope”7>5D 5|
)

This standard is for a Protection Profile for Hardcopy Devices in a commercial information processing
environment in which a moderate level of document security, network security, and security assurance are
required. Typically, the day-to-day proprietary and nonproprietary information needed to operate an
enterprise will be handled by this environment. This environment will be known as “Operational
Environment B.”

Figure 113, TOE ThH5H7 P # /L4 H< Canon imagePRESS C850/C750/C650 2600 model >4 73

vz a R A T 256 OERERFE THY A LRWREEN D D5 61213, IR EBRETI T 5%
IROGE DD,

Figure 1 TTHILE A< Canon imagePRESS C850/C750/C650>0) 48 fE 5% & f AT 15

£¥ ~y
PC *5”92:
TIORNERH
K AAFFREE Y —/ 3\ —
T} S

e DAL

— D7 O REERE(BFA—L)—»
———1I7URRE

AL L —y— Firewall D G
\ ' WebJ 594

Figurel |2~ 9 LO7e AR ERR & FERBEClE, 7 X AEAHEIZ S LAN [ZE> TA— /L —R— =
— P —FFEY— 33— PC, Firewall |2t TR0, Firewall (22T Internet 735N LAN ~D XK
BELHNTND, TOXEAKIT, B THRAAPE BT LEL | 77/ AR ERETA—LEIEL
1201 77 7 A% ZAG U0 BT A= — =28+ 5, 72, PC 2V TETLEL 7Y b,
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BRAF N7 77 AZRHTHZENTE, Web 770924 PC_LICA LV AN— VT 5L TT UHNVE ALY
T—MEETHZELATRETH D, 7272 L, PC BT VN TH%EE, @Y7 2 —RF4/3—% PC
(A A=V U TE 320468503585, USB 77— 7 /L C PC A EEERT 528 T PC DB &L
TV RAFTHIEL AR THD, 72721, USB it TF X NAR GG PC 0 USB 7 /A AT —
HEARTET DI LITTERWIDICRERFIZERE T 5,

T2, TOE 134 A LY — =5 B H B2 B L CREAIRIEA 21 T o720, AN D 2 — W — 8GR —
PN LS5 2 ORI B OGRS RE A AR L L= 0922 L2 A REL L CUVD, 7288, TOE XN
HDD 2SI DT R TDT — X & h5 54925, HDD B 5k REZ s 2 T\ D,

ZOIHARER EM AREECIW T, 7 VXN EHIILL T OMREE R 52803 TED,
- b —KRE
ELEA AT v T TR ia I, TV T HIEIZIY | BCEAE G T HHEETHD,
- TUUMERE
TUHNEERENDOEF LER PC NOIAESNDE L H LM LEFICT VN 2R TH D,
- | Ty A ERERE

AL H =N LT T 7V AEL TE T L EEZETORAETHD, | 77V A GSNT=7 7 AV
. ZERFCTVRENTIZV AT AR v 7 AR GFEEN D, BRIESNT T 7 A V%, 237
LIV b, EE HIBRNRTE D,

- 12 (Universal Send) #5E

HLEEAT YU L TAERSNIZE T+ LESCLT— Ry A AT DRI A RIFINTNDE
FEE TIFF R° PDF 77 ANVERTEFA—/ILTRL AR PC OILF T4 — 1 777 AT
EETHHAETHS,

- a—W—Ry 7 AR

ZOMEEEIL, 22— RO I ANA A= T 7 A NVEARTET DI REL 2 — W — Ry 7 ADRTFER v 7 A
R HREREIC KRBT D,

- PRy I ANA A=V T 7 AN EARAET DHERE

A FINDEE IR IANTZE A LER PCIT TRy AMRAF &4 E LT U — P —
Ry 7 ANRAF S DIERE T D

- A=Y =Ry Z ADMRAFAR 7 2% FI 21 RE
PRy VR RAF ST LB LT T OEENTED,
- ETOUETVUNEE) O
- BTEOTI
- BT XEOREE
- EICEOHIBR

2 CCiHMIIZ BT DT ANREETIL, Web 7' Z7 1% Microsoft Internet Explorer 11 % H L7z,
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1.6 TOE O#&iBH

TOE M 495 U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std 2600.2™-2009) DEL R {1454 KB 4572012
PLUFDEH7 TOE 2% 35,

TOE O EEn PRI ER XL T @) Th D,
1.6.1 TOE DO¥H A%

TOE 13/\—RU=T LY T T =TIt ST A NE AR THD, WELHIHEIPHIZLL T @ Figure 2
(R T,
Figure2 TOE M/\—K™9xF/")I+Hx7

HEY IR T
(TOE:YIbhx7)

Canon imagePRESS C850/C750/C650 HDD F—4REE 1L/
REN—FHz7 SS—YUHR—F
(TOE:/\—F™9Hzx7) (TOE:/\—FK™Hzx7)

Hg Y 7 by = 71X iPREFX 2 U7 ¢ —F v | - Blfor IEEE 2600.2 & L TRl 5,
KK N— R =7 & PR &F 27 4—F Bl for IEEE 2600.2 /b TT VX VEEHEAK L
T 5,

TOE & %< Canon imagePRESS C850/C750/C650 2600 model > |37 3 % LA A AR HDD 7 —
ARG EAEIR 7 —V v VR — REAEDbELZLOTH D,

TOE ZAEAL AR N—R7 =7 TdhbH< Canon imagePRESS C850/C750/C650>ZILLL FDT AL T
TINBHD,

Table2 —8i T A T v 7/—&

WASAT7vS

iPR C850. iPR C750. iPR C650

TOE IZEEND A X ZILLTDIEY Th D,

(Fn3C44F5)

iPR &%=V ¢—= kBl for IEEE 2600.2 7 RFI=AR—%—H A~ [FT6-1869 (000)]

iPR EF¥ =7 ¢—F>h-Blfor IEEE 2600.2 % 35{E\ IR DRI REATESVY [FT6-1870

(000)]

imagePRESS C850/C750/C650 2600 model ——%*— X% A CD [FT6-1871 (000)]
imagePRESS C850/C750/C650 —4—XH AR
ACCESS MANAGEMENT SYSTEM {5/ /& Bt 7 R = A —F — T AR

HDD 7 —# 5 {b¥ vk 2—H—XHAR[FT6-1331 (010)]

(ZE3LAFF)
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iPR Security Kit-B1 for IEEE 2600.2 Common Criteria Certification Administrator Guide

[FT6-1872 (000)]
Before Using the iPR Security Kit-B1 for IEEE 2600.2 Common Criteria Certification [FT6-1873

(000)]
imagePRESS C850/C750/C650 2600 model User’s Guide CD (USE Version) [FT6-1874 (000)]

imagePRESS C850/C750/C650 User’s Guide
ACCESS MANAGEMENT SYSTEM Individual Management Configuration Administrator

Guide
imagePRESS C850/C750/C650 2600 model User’s Guide CD (APE Version) [FT6-1875 (000)]

imagePRESS C850/C750/C650 User’s Guide
ACCESS MANAGEMENT SYSTEM Individual Management Configuration Administrator

Guide
HDD Data Encryption Kit Reference Guide[FT6-1333(010)]

1.6.2 TOE DhHRAYEEEE

TOE O PRAYHEFH A LA F O Figure 3 TR T % (2—H— | — P —FGEY— /3 —  A—/bH—/3—
PC, #A LW —"—%[R<) , TOE DX 2T AHREIX A >X TR ERD ThD,

Figure 3 TOE MD#%aEtEm

aA—H Y —/N— ALY —/R— PC B LY —/N—

| a—v—mame ||| mroume ||| weusvy |

| Lans—smmmee ||| | Lavr—smimee || || canr—smmme

| LANF—sRiEite

) 7Y 7y 7Y 7Yy
FREEIRER BFXE BFXE LSEUNEE:
TOE

v v Y

| LANT— SR EEH e |

| vagmaroexmmee || a—v—@mme || qoor—smemsmee |
BTXE
[ mravas7oeammme || sarxeme || EEOY | [« PC
| B I UsBiin
A I h
[ ouormse || ae—mee || foozm y
| HDDH& S L #5E |
[ rxvomme || wmmse || zEme | I
i | S—
E"E gadamte || woome |
— F—50HN
e wxE  |#xe
| e |

TOE 1% 1.5 BT LI-BEREICIN Z LL T O— Xk RE2 15,
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Ul #5E

=3 ERE VA AT TOE ZHELTZD, TOE 2ME SUICFRRLIZN T2,
Hi Ik RE

TOE 3 EHZH T17 5,

FEAIA LB HE

TOE 7S#CEE AT 5,

TOE %, U FOEF 2T 1HRE2 AT 5,

:L“‘"jj"—wu nﬂi%
BERAND NI THETIZ TOE SRHEN W IDD, EN o — —Z38GET 5,

:L»——‘lj‘ nuu 1%, TOE W—/Cnu I]J‘-Ejﬁéljﬂﬂl-snh nﬁkﬂ‘iﬁo):&—‘y_‘—nu HE‘H“—/\‘—%FHI/\THLJ nﬁjﬂéﬂ‘
Bnu nl“t%f“ﬁ-d‘ ]\%’Lé 571‘ Bnu Mi j_%) quf_t X Kerberos 3 [ HEBRE) L<IZ LDAP 7 [T nE475fFHl/\}:)

Va7 FELTT 7 AHIEKSEE

PRES e — —DHERRIN DT XN E O RE R EIT TV, 22— —Dr—/1iZ
iU CHEFRESRE D A TAFF A5,

BATa7 7 7 A RE

ALY a7l LT, VbR ar vy BV SO EE a7 AL — P — ZHI RS
60

ZAE Va7 kiR
SAELT-a7 D LAN ~DEEEAHI T 5,
HDD 7 —# 5& 2 1H EiEE

Va7 FATRHANERE A A— VT — SN ERIAS B Z L2010, HDD OB {FAA—VF
i R L TRANETS

HDD 575 LEKHE

HDD H{ADFFHED, HLLIE, HDD & HDD 5 —#I 5b/RT7—V o 7R —R &8 CTRbH EY

HDD 7 —Z~D7 78 A4 58 BT 57012, HDD 5 —ZI5 5 bR —I o 7R —RIi%, 5

[EIE BN C T 2 NV SRR 23R AI L IELWT ‘/“5/1/@/\1%%2&{21;7‘:“07‘:;;—/5\@7% HDD 77%

AEFF AT D, IHIZ, HDD 7 — X DO E M2 RFET 272012, HDD (IS s T X ToT —X
=45

LAN 7 —#{RiEHnRE
LAN 7 —=ZD IP N7y b ~DA=y 77U 75 R ELU T IP 23y e IPSec ICTHE 5k 375
H &7 AMEAE
FHEOEF 2V T AHEREN EH ThDHIL% | AX— T v 7 IRFIHRGEET D

B n g RE

=P —DOEAFLEE A TELIONCrT Z AL, HDD NIRAFT DHERETHY, TITIRAFS LI
RO o NI LIL G 2N ST e

3 CC #HiZ I 57 AMEREE Tl Kerberos 583EEL T Active Directory Domain Services 5| L 7=,
4 CC MUz RBIT DT ANREETIL, LDAP #BFEEL T eDirectory 8.8 SP8 24| L 7=,
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7\ ZEeEREND H G L, TOE 2»bigftEinsg, TOE @ HBpF#IL., BHMEREORH ., LT
LA LY — =5 EffE7e H R S U CREZI R 95 2 & CREOES LD,

- B PREEE

A== — LA Gk B BR T 57D O — P — EFERERE L ST 2 U T B RE D B I BN 1
FTHIDDT ARG HERETHY | LHIZEHE O ZITHERRESILTND

1.7 TOE ®a—H—

TOE ®—#— (U.USER) X, DL T D 2FHDO 2 —HF —IZ3HTE D,

Table 3 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing

functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some

portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets

¥ pEIZ. User Data, TSF Data, Functions ® 3 fifE T 5.,

1.8.1 User Data

User Data IZ, ==—H—I2 k> TIEKEN S TOE Ot ¥ =2 U T 4 BEREICITE L 52 Ip T — &
THY, UUTO2FIEICHETE 5,

=

Table 4 — User Data

Designation | Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSFData /L. TOE Dt ¥ = U 7 A BRI EEZ 52 57— 2 ThH Y LUTO 2 FHEICHETE 5,

Table 5 — TSF Data

Designation

Definition

D.PROT

TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.
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Designation | Definition

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

K TOE T#% TSF Data ZLL K Table 6 (27”77,
Table 6 — TSF Data @ E{&(k,

247 | TSF Data NE PRIFSE
D.PROT | —¥—%4, o — R BEREEE RE TR 3 5 = — ¥ — k5| | HDD
15
o —/L 7 7R AHIEFERE TR 35—V — OHEFR T HDD
Yy 77U NRY Y | vy Ty MERBOREEFEHRTHY, vy 277 k| HDD
— R DOFREBEE v v 7 T 0 SR O E T H
NRAT—RAKRY v— | 22— —FBFEERE CRIAT 2 XA U — RO EHE | HDD
R IE WTHY ., /AR AT— R, FRHTREXT, M4
GO T HH O EE #®
d— k7 U T EE BAESZ LDy a2 A LT 7 NOBHRE | R #F 3
15 AEY
H {5/ 5% E A i} & REZI O F% E1E RTC
HDD 52 & ERE | HDD 7 — X e 2THEMRER EB W Th v DR | R %
SNV IZ BE 3 25 7% TE 15 AEY
IPSec & & LAN 7 — X LRGERSREICEI T 2R EEHR TH 0 | HERE | A i %
DENELIZ BT DR ETH#R A
D.CONF | ¢z — | a— W — R BFRRERE TR 3 5 = — % — DFREE | HDD
15
= Ao ZJRETCAER I NS e Y HDD

Ry 7 AWGEEE B WATa 7 T A EEE TR+ 5, = —+%—R | HDD
DI A VAT AR T ASNDT 7 AHIETTH A
T 5Ky 7 A EOREE &

1.8.3 Functions

Table 7 IZ R THEEECTH D,
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2 Conformance claims

2.1 CC Conformance claim

Z®D ST 1%, LA F® Common Criteria (UL ., CC &Mg4) 12 &1 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL2 augmented by ALC_FLR.2

2.2 PP claim, Package claim

ZOSTIZ LLTFO PP ICHEET 5,

- Title : U.S. Government Approved Protection Profile - U.S. Government Protection Profile for Hardcopy
Devices Version 1.0 (IEEE Std 2600.2™-2009)

- Version : 1.0

ZO ST iZ, LLF® SFR Packages j# &, 1BINTHD,
- 2600.2-PRT il &
- 2600.2-SCN i &

2600.2-CPY i &

2600.2-DSR i &

- 2600.2-SMI BN

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic
document output.
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Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)

Functions, Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions,

Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide a trusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied only by the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products. The
functions that are allowed, but not required in any particular conforming Security Target or Protection Profile,
are listed in Table 7:

Table 7 —SFR Package functions

Designation | Definition

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic
document output

F.CPY Copying: a function in which physical document input is duplicated to physical document
output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over
a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency
wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible to
distinguish differences in Security Functional Requirements that depend on the function being performed. The
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attributes that are allowed, but not required in any particular conforming Security Target or Protection Profile,
are listed in Table 8.

Table 8 —SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4 PP Conformance rationale

TOE (X, TUVXNVEAMD FE e CThHHat —, TV b, Ax v OMREICINZ | SCERTFHERE,
HDD M 5{LFERE LAN 7 — X DI BALBEREZ- 24l 952 LMD, 2.2 D PP claim, Package claim
\ZBIFD PP IZEFE STV 59T D SFR Package (2 &9 22 13y Th o,

7085 A ST A& 29895 PP IX., IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std
2600-2008, Operational Environment B (i & L. 7>> CCEVS Policy Letter #20 [ZEFZSNOINEL G A
ZHDOTHD,

LUFIZ, 5@ SFR Packages # @& L7= PP & Z @ ST # bl L T <,

%7, Security Problem Definition (2B L T, PP & ST # i3 25L, LLFD OSP % 57 2iB ML T
WHLIAMIRIT THD,

P.HDD.ACCESS.AUTHORIZATION, P.STORAGE.CRYPT
2L EHBREAHKIL WO TIERL, TOE Ziil#IL T 5 OSP Thd,

PE-T, LA RDRAL T 5,
- STOEX 2T 4R EE AT T X THOTOEIL, PPOEX 2T (EHEFZL /- LT
- PPOEF 2T AEE R AT T XN COEMAREIX, STOEX 2T FREERLIMZL TW\D

RIZ, Objective IZEH LT, PP & ST % thlkd%5&, LT Objective % 572 2B INL TWDIEA)NZLIF]
CCThd,

O.HDD.ACCESS.AUTHORISED

A Objective ZFZBLJ 572, FPT_PHP.1 2%BIIZFTW5, 2, PP L% TOE D55 F WAl [R9
HHD T D, Lo TA Objective IE, TOE A #il#JL TV % Objective Th D,

O.STORAGE.CRYPTED

K Objective #FZHL 4 57-b, FCS_COP.1(h) &2 (X FCS_CKM.1(h)2SEINEILTD, ZHbid, PP L0t
TOE D55 F W AR T 280D Thd, Lo TA Objective 1, TOE %ill#IL TV 5 Objective THh D,

T, LRSI 2,

- STOTOED X 2T 45K #taii7-7 9 <X THOTOEIX, PPOTOED X 2T 4 k5 bl L
TW5

- PPOIEABEO X 2T 55 2T R CoOEHBREIL. STOEHABEDO X 2T 1%f
W EBTZL TS
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I BT, HEEEMRICBI LT, PP & ST #7254, Table 9 ®LHIZ 5 D SFR Packages 767
NTOMREBEMEITHHNL T, &5HIC ST TITHERE 2B IMEN TS,

7233, PP Package ##l. PP OFSREEAMIZ - ) 23 Fedi S QOB TEFTIE, 74 T 500722857,
Table 9 —PP. ST TORSREE 3

PP_Package PP O#REE 4 ST DOHEREE
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG.1 FAU_STG.1

Common FAU _STG.4 FAU_STG.4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP_RIP.1 FDP_RIP.1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA _USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA 3(delete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA .3(exec-job)
Common FMT_MTD.1(FMT_MTD.1.1(a)) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMF.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF.1 FDP_ACF.1(in-job)

SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF.1 FDP_ACF.1(in-job)
CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACF.1(in-job)

DSR FDP_ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF.1 FDP_ACF.1(in-job)

SMI FAU_GEN.1 FAU_GEN.1

SMI FPT_FDI_EXP.1 FPT_FDI_EXP.1

SMI FTP_ITC.1 FTP_ITC.1

Common - FIA_AFL.1

Common - FIA_SOS.1

Common - FIA_UAU.7

- - FCS_COP.1(h)

- - FCS_CKM.1(h)

SMI - FCS_CKM.1(n)

SMI - FCS_COP.1(n)

SMI - FCS_CKM.2

- - FPT_PHP.1

18
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- STOSFRZ M7~ X TOHTOEIZ, PPOSFRL I 7-L TV

F72. ST ORFEEIE PP ORFEZEMLFAL ThD,

LA EIZEY, 2> ST 1% PP IR L T, TOE (Z[RI%ELL EOHIRAFRL . TOE OEMBREEIZ[FELL T D
HIFRAZFRL T,

T, 20 ST 1 PP ZifirEiE &L TV 5,
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3 Security Problem Definition

3.1

3.2

Notational conventions

a)
b)
c)

d)

€)

9)

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v™) place at the intersection of a
row and column indicates that the threat identified in that row is wholly or partially mitigated by the
objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at the
intersection of a row and column indicates that the requirement identified in that row performs a
principal fulfillment of the objective indicated in that column. A letter “S” in such an intersection
indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement name and
purpose indicates that the requirement performs a principal fulfillment of the objective in the same
row. Requirement names and purposes set in normal typeface indicate that those requirements
perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

2) Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

3) Bold italic typeface indicates the portion of an SFR that has been partially completed or refined
in this Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition, but which also must be completed by the ST Author in a
conforming Security Target.

The following prefixes are used to indicate different entity types:
Table 10— Notational prefix conventions
Prefix Type of entity

u. User

D. Data

F. Function

T. Threat

P. Policy

A. | Assumption

0. Obijective
OE. | Environmental objective

+ Security attribute

Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d)Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11—Threats to User Data for the TOE

Threat Affected asset | Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12—Threats to TSF Data for the TOE

Threat Affected asset | Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used to
provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13—Organizational Security Policies for the TOE

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF.

P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment.

P.HDD.ACCESS.AUTHORIZATION*) | To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

P.STORAGE.CRYPT**) TOE @ HDD 2588k 55 — Z 1%, e fbancniirnit
B 7R,

*) TOE Z 4% HDD K5 fbh— R 2RI 2 BRI —fpic i sh o R Y v —
**) MFP (2 HDD R SLiREZFi> 2 L 2R U o — TR ORE 2 fHE L7z

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.
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Table 14—Assumptions

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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AREITIE, TOE BNER LTI RL20WEx 2 U T 4 iR G #2242,

4.2

Table 15— Security Objectives for the TOE

Objective Definition

O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized

alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized
alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users,
and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized disclosure
or alteration.

O.HDD.ACCESS.AUTHORISED

The TOE shall protect TOE assets in the HDD from accessing
without the TOE authorization.

O.STORAGE.CRYPTED

TOE 3. HDD |7 —# 2 X ALK 54k L2 T uid 722
522,

Security Objectives for the IT environment

COETIE, ITEEO X2 U T 46K L i+ 5,

Table 16— Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the
TOE to another trusted IT product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged
access to TOE external interfaces.
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4.3  Security Objectives for the non-IT environment

ZOFETIE, FITEEOEF2U 7 4 R GEHIE L TReik 1 5,

Table 17— Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized
to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4  Security Objectives rationale

ARHEITIE, lx OB, MfEOEX =V 7 ¢ Fit, aitesREn, TOE obe< b1 2Ox2 VT

A RRIFEHTHEMENDZ L, KOZENLOEX 2 VT 4 JRTHDIEWICKHIL, EXF=2VT 4K
Pra S L, ARSI 2 ST 5 2 L 2BRET 2,

Table 18—Completeness of Security Objectives

Objectives
a
= | 5
BN
Ao |=
SIS
252 - a
(el
alal [BIEIE] (B _|2|c
AR m.EéQUQU<ﬂ
M| N & ER|S gsg|g|lzlalA
HEEIREHEBEREEIEEE
PR EEHEEE EEEEEEHEEE
wn| & =13 | RO = &= |~ =
AR R EEEE RS EEEEEE
0'0'2222344489'9'9§085ZZE
Z1Z|S|IEIEIE|Z|EEIEIZBIE|IEIZIEIEEE|E|5
S|o|zlo|lz|z|d|ulz|a|e22|2(E0|E|Z|8|8|»
QD |z (Q|IQ|R|R|O |2 8|S S Z|E |~ <R
.. . AIAHIMQICIRP E®R |G E R P @R EE AP
Threats. Policies, and Assumptions | o |o|o|olo|ololololololololololo|lololololo
T.DOC.DIS v Vv
T.DOC.ALT v v|v
T.FUNC.ALT v v|v
T.PROT.ALT v v |V
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Objectives
=8
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SH=Rl=
ZI5|8 =
= % Shi= 2 2 cms
alz= 2l alelala =
QE| (El==g=a|Z|Zala
sIEl= Swwngz<amg
HHEEEE R SEEIEEE
= Sle|z|g|Ic|zE B4 8027 |E |2 = |Z|D 4
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o'o'%%%%i<@<389'9'9§®8§EEE
AREIEE R E B EEEREEEEEIEEE
olvlZiolz z ez B EEEEEISES|E A ®
Qo |z(Q|Q|2|R|o |2 8|S Sz |~|IE| < <P
.. . AIRIHIMHILIRIRPER | E R kXA R EE = alE
Threats. Policies, and Assumptions | o | o | o |o|o|olo|lo|lo|ololo|lololoc|lo|o|lolololo
T.CONFE.DIS v v |iv
T.CONF.ALT VI iv|v
PUSER.AUTHORIZATION V|V
PSOFTWARE.VERIFICATION v
PAUDIT.LOGGING v v ivi|v
PINTERFACE.MANAGEMENT v v
PHDD.ACCESS.AUTHORIZATION v
P.STORAGE.CRYPT 4
A. ACCESS.MANAGED v
A.ADMIN.TRAINING 4
A. ADMIN. TRUST 4
A.USER.TRAINING 4

Table 19—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Obijectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons.

0O.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.DOC.ALT

User Document Data may be
altered by unauthorized persons.

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.FUNC.ALT

User Function Data may be
altered by unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.
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OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.PROT.ALT

TSF Protected Data may be
altered by unauthorized persons.

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.DIS

TSF Confidential Data may be
disclosed to unauthorized
persons.

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.ALT

TSF Confidential Data may be
altered by unauthorized persons.

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.USER.AUTHORIZ
ATION

Users will be authorized to use
the TOE.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF.

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use and
security-relevant events will be
created, maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains a log
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed.

P.HDD.ACCESS.AUT
HORIZATION

To prevent access TOE assets in
the HDD with connecting the
other HCDs, TOE will have

authorized access the HDD data.

O.HDD.ACCESS.AUTHORISED protects TOE
assets in the HDD from accessing without the
TOE authorization.

P.INTERFACE.MAN
AGEMENT

Operation of external interfaces
will be controlled by the TOE
and its IT environment.

O.INTERFACE.MANAGED manages the
operation of external interfaces in accordance
with security policies.
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OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

P.STORAGE.CRYPT

HDD |Zft#kd 5T — X 255
145,

O.STORAGE.CRYPTED (%, HDD IZ7—# %
EERATBRICH ST D,

A.ACCESS.MANAG
ED

The TOE environment provides
protection from unmanaged
access to the physical
components and data interfaces
of the TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of and
trained to follow security
policies and procedures.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUSTED establishes
responsibility of the TOE Owner to have a
trusted relationship with Administrators.

A.USER.TRAINING

Administrators are aware of and
trained to follow security
policies and procedures.

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.
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5 Extended components definition (APE_ECD)

Protection Profile defines components that are extensions to Common Criteria 3.1 Revision 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another external interface. However, some products may provide the
capability for attackers to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities;

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role;

¢) Revocation of such an allowance.
Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i.e., without processing the data first) between different external
interfaces is therefore a function that—if allowed at all—can only be allowed by an authorized role.
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It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both User Data and TSF Data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
lead the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment:
list of. external interfaces) from being forwarded without further processing by the
TSF to [assignment: list of external interfacesl.
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6 Security requirements

6.1  Security functional requirements

ZDOETIE, TOEDEF = U7 ¢ #FEZ(: (Security functional requirements) (2B L TRk~ 5,
W, I R—F% 2 FikBIERCEET L AL FADOHBAD () EEXIT, BV IR LOEBIEZ R TRREI+
L TWD,

6.1.1 =—V—FBALMERR

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: /[assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: Zist of
authentication events).
[selection: [assignment: positive integer number/, an administrator configurable

positive integer within[assignment: range of acceptable values])
= anadministrator configurable positive integer within 1 to 10

[assignment: list of authentication events]

s EBEARSXLE LIV E— MUl ZfEolzu 7oA T

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
=  met

[assignment: list of actions]

= ByJT Uk

FIA_ATD.1 User attribute definition

Hierarchical to: No other components.
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: list of security attributes].

[assignment: list of security attributes].
= o v
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FIA_UID.1
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Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is authenticated.
[assignment: /list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]
» VNV I T IR T O

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]
- *
Timing of identification
Hierarchical to: No other components.
Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.
[assignment: Iist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOFE]

LI AINGNIE Wi By 2/ SV WADE PN

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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FIA_USB.1 User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: Iist of user security attributes).

[assignment: list of user security attributes).
= o v

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the

initial association of attributes].

[assignment: rules for the initial association of attributesl.
= 2L

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes).

[assignment: rules for the changing of attributes].
= el

FTA_SSL.3(lui) TSF-initiated termination
Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time
Interval of userinactivityl.

[assignment: time interval of userinactivityl.
BRSOV EEE LRV IREEAY BRE IR
FTA_SSL.3(rui) TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time
Interval of userinactivityl.

[assignment: time interval of userinactivityl.

= UF— b Ul ZEELZRVVIREER, 15 4
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6.1.2 TadEITT 7 EAHEHEE
FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: list of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

= L

[selection: change default, query, modify; delete, [assignment: other operations|/|
= query, modify, delete, create

[assignment: list of security attributes]
L] 7 —/)

[assignment: the authorised identified roles].
=  U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFP information flow control SFPl to provide
[selection, choose one of: restrictive, permissive, [assignment: other propertyl/l
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFE information flow control SFP]

= 2L

[selection, choose one of: restrictive, permissive, [assignment: other property/l
=  Restrictive

[refinement]
»  TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles|
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
= Nobody
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FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components.

Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: Iist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP.

[assignment: list of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFP
= objects controlled under the TOE Function Access Control SFP in Table 20, and for
each, the indicated security attributes in Table 20.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: list of functionsl, [assignment: other conditionsl].

[selection: the user is explicitly authorized by UADMINISTATOR to use a
function, a user that is authorized to use the TOFE is automatically authorized to
use the functions [assignment: list of functionsl, [assignment: other conditionsl]

= [assignment: other conditions]

[assignment: other conditions]
= rules specified in the TOE Function Access Control SFP in Table 20 governing access
among controlled users as subjects and controlled objects using controlled operations
on controlled objects

FDP_ACF.1.3(execjob)  The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects).

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
= L

FDP_ACF.1.4(exec-job)  The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects|

= 2L

Table 20—TOE Function Access Control SFP

Object Attribute Operation(s) | Subject | Attribute | Access control rule
S:ijr?t?r %%IJ;H? Object @ B M1Z%FL T Subject
e EVa NN +PRT Ui va T & U.USER | m—/v Dr—/LA% Operation Z#F A S
i 72— /L ChB,
17,
ropy S:i‘rftfr iﬁ”g Object ® J& M= %FLC Subject
fope Do Ui a g U.USER | m—/1 Dr— L7\ Operation % #F A X4
P 7-a—LThb,
1T
ssen gfi‘r?t‘:r ﬁ”g Object o J& 112 %L C Subject
(A% | +DSR Ui gz g | VUSER | =k dr—/L 73 Operation Z #F A& 4L
P 7-a— L Chb,
1T,
i 1)
Ig):ijr?tcetr S Object @ B 1Z%FL T Subject
[ZAZ LA +DSR Ui ge | WUSER | o Dr—/L73 Operation Z#f 7l &4
Pl 7-a— L Chb,
17,
Object D . . .
: Object @ J&M:1Zx L T Subject
r | |
Hﬁﬁﬁw’ VORI bk EO;Ttg %iji UUSER |m—1 >r1— /L7 Operation Z 7 W&
hiid fer—/LTHD,
17,
o Object D
VE—h Ul Eolz : . . -
. +DSR Pointer %F1| Subject O — /L% Administrator
= 1% . e . —/J N . .y
;U)%%ﬁ774}/ » Lizvar 5 UUSER | m—= THAuF Operation 23 A HE,
17,

6.1.3 BAYaT T/ EREIEERE

6.1.3.1 ¥ = THIMEE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
lassignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify; delete, [assignment: other
operations/] the security attributes [assignment: list of security attributes| to

[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

35
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= |In The JOB Access Control SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operations]
= Table21 ® [#fE|] DA

[assignment: list of security attributes)
= Table21 @ [security attributes| ¢>IH

[assignment: the authorised identified roles)
» Table21 ® Tm—jv)] O

Table 21—Management of security attributes

security attributes e °—/)
a—F—4 delete, create, query U.ADMINISTRATOR
Ry 7 AR5 modify, create U.ADMINISTRATOR
BEHE DRy 7 AREHEE 5 Modify U.NORMAL
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP information flow control SFPl to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP information flow control SFP
=  Common Access Control SFP in Table 22
= In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other property]
= restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified rolesl
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
= Nobody

FDP_ACC.1(delete-job)Subset access control
Hierarchical to: No other components.

Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.
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FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

* U.ADMINISTRATOR (X, X T® D.DOC + D.FUNC D HIIER7S A 6E
= U.ADMINISTRATOR (%, +CPY, +SCN, +DSR,® D.FUNC @ Modify 7’ 7] &

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
= 2L

Table 22—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for his/her own
+DSR documents

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for his/her own
+DSR Delete function data

6.1.3.2 ¥ a 7HRT7TIEARIEEEE

FDP_ACC.1(in-job) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(in"job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
on the list of subjects, objects, and operations among subjects and objects covered

by the In The JOB Access Control SFP in Table 23.
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FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in
Table 23 to objects based on the following: the list of subjects and objects controlled
under the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
specified in the In The JOB Access Control SFP in Table 23 governing access

among Users and controlled objects using controlled operations on controlled
objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

*  UADMINISTRATOR iZ. +DSR ?® D.DOC @ read 73 A HE

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]

= 2L

Table 23—In The JOB Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +DSR Read U.NORMAL | Denied, except for his/her own documents

6.1.4 =ZEVa bR

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles.

FPT _FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
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any Shared-medium Interface.

6.1.5 HDD 7 —#5EeiHEiaE

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components.
Dependencies: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from)
= deallocation of the resource from

[assignment: list of objects].
= oL

6.1.6 HDD HE{Lisse
6.1.6.1 WAL/ SHRE
FCS_COP.1(h) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operationsl in
accordance with a specified cryptographic algorithm [assignment: cryptographic

algorithm] and cryptographic key sizes [assignment: cryptographic key sizes) that
meet the following: [assignment: list of standards].

[assignment: list of cryptographic operations]
* HDD ~EZIAENDT —X OB ALERE
= HDD b EiAH &N DT — % O S HfE

[assignment: cryptographic algorithm]
=  AES

[assignment: cryptographic key sizes]
= 256 bit

[assignment: list of standards]
= FIPSPUB 197

6.1.6.2 A RIFRFEARE

Copyright CANON INC. 2016
39



Canon

FPT_PHP.1 Passive detection of physical attack

FPT _PHP1.1

FPT _PHP.1.2

Hierarchical to: No other components.

Dependencies: No dependencies.

1T H: 2017/06/14

The TSF shall provide unambiguous detection of physical tampering that might

compromise the TSF.

[refinement] physical tampering — HDD & ' HDD 7 — #5540t/ 77—V > 7R

— FOF

The TSF shall provide the capability to determine whether physical tampering

with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD & O HDD 7 — #5540/ 77—V > 77K

— FOF VR

6.1.7 LAN T —X{#&HERE

6.1.7.1 IP %4 v N EALHRE

FCS_COP.1(n) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security

attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(m) The TSF shall perform [assignment: Iist of cryptographic operations| in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that

meet the following: [assignment: list of standards].

[assignment: list of cryptographic operations]
= LAN ~EET 2 IP X7 v R ORF S E
* LANDDOZAET 2 IP 3Ty b O SHE

lassignment: cryptographic algorithml
* Table 24 @ [cryptographic algorithm] ®IH

[assignment: cryptographic key sizes]
» Table 24 @ [cryptographic key sizes| DIH

[assignment: /ist of standards]
= Table 24 @ Tlist of standards] I

Table 24— IPSec cryptographic algorithm, key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 bit FIPS PUB 46-3
AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197
AES-GCM 128 bit, 192bit, 256 bit SP800-38D
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FTP_ITC.1

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

1T H: 2017/06/14

Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 HCTAMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions lassignment: conditions under which self test should occurl]l to
demonstrate the correct operation of [selection: [assignment: parts of TSFl, the

TSH.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occurl]

= during initial start-up

[selection: [assignment: parts of TSF, the TSF]
=  LAN 7 — X {RERRE CRIF 2557 L = U X A(AES, 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF, TSF Datal.

[selection: [assignment: parts of TSFl, TSF Datal
= [assignment: parts of TSF]

[assignment: parts of TSF]
» AR

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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6.1.9 BEE0SiEE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

¢) All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25 ; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]
= not specified

[assignment: other specifically defined auditable events|
= 2L
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 25: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information].

[assignment: other audit relevant information]
= L

Table 25—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP_ACF.1 Not specified Type of job

Both successful and unsuccessful use of the FIA_UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT_SMF.1 Minimum None required

Modifications to the group of users that are FMT_SMR.1 Minimum None required

part of a role

Changes to the time FPT_STM.1 Minimum None required

Termination of an interactive session by the FTA SSL.3 Minimum None required

session locking mechanism®

Failure of the trusted channel functions FTP_ITC.1 Minimum None required

5 PP Guide @ [14.1 IEEE Std 2600.2 Errata] #ZMH

IEEE Std 2600.2{Z1%“Locking of an interactive session by the session locking mechanism” & & % 23, #&id I A

Th B FNEH

42
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FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]
=  U.ADMINISTRATOR

[assignment: list of audit information]
» Table25 |[ZRTEAR DY X K

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of: prevent, detect]
= prevent

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of “ignore audited events”, “prevent
audited events, except those taken by the authorised user with special rights’,
“overwrite the oldest stored audit records’] and [assignment: other actions to

be taken in case of audit storage failurel if the audit trail is full.

2 é

[selection, choose one of “ignore audited events”, “prevent audited events,

AT

except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]
= “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
= 2L
6.1.10 EEREKRE
6.1.10.1 —~—¥—EFHHRE
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_SO0S.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metricl.

[assignment: a defined quality metricl
= ALFULERLFUFONRAT— R
3 PP RERET D T AR S RN
= WRKITA~DE L XTLLEED D
» BN TF(a~2)E L LTRSS D
" HFO0~9F 1 XFLLEED D
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s AT 7Ny SO SLFE @[], L #S%& )=~ +*Y ><)F 1 CFELLEE
b %
= ffH ATRE ST
o HlHESXTF-LIANADETOILT

FMT_MTD.1(user-mgt) Management of TSF Data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations/] the [assignment: list of TSF
Data associated with a U NORMAL or TSF Data associated with documents or
jobs owned by a UNORMAL| to [selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, the U NORMAL to whom such TSF Data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other
operations]
= Table26 ® [HfFE] DA

[assignment: list of TSF Data associated with a UNORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)|
= Table26 @ [TSF Data] DI

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF Data are associated]]
= Table26 ® Tma—/] DIH

Table 26— — ¥ —{FHMEH

TSF data Bv— e

a— -4 U.ADMINISTRATOR | delete, create, query

o —) U.ADMINISTRATOR | modify, delete, create, query
INAT— R U.ADMINISTRATOR | modify, delete, create
HEDNAT— | U.NORMAL Modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified roles)]
= Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.
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6.1.10.2 W 55 PREKAE
FCS_CKM.1(h) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(h) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes| that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithml]
» Hash_DRBG %F|H L7z SP800-90A 233 < LA T v T U X 4

[assignment: cryptographic key sizesl
= 256 v b

[assignment: /ist of standards]
» fRERL

FCS_CKM.1(n) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(n) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithm]
*  FIPSPUB 186-2 |22 < 584 T /L2 U X A

[assignment: cryptographic key sizes]
= 128bit, 168bit, 192bit, 256 bit

[assignment: list of standards]
=  FIPSPUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
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FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards].

lassignment: cryptographic key distribution method|
= DH (Diffie Hellman) 3 & ECDH (Elliptic Curve Diffie Hellman)

[assignment: list of standards]
= SP800-56A

6.1.10.3 /34 REPEHERE

FMT_MTD.1(device-mgt) Management of TSF Data

Hierarchical to: No other components

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Dependencies:

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify; delete, clear, [assignment: other operations/] the [assignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL]]]

[selection: change default, query, modify, delete, clear, [assignment: other

operations]
= Table27 ®» [#:{E] DIA

[assignment: list of TSF datal
» Table27 @ [TSF Data] DIHE

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMALI]]
» Table27 ® Te—)v| OIA

Table 27—7 /3 A EHHRE

TSF Data a—) $aiE
A A/ REZRR E U.ADMINISTRATOR | Modify
HDD R ERE U.ADMINISTRATOR | query, modify

[PSec & iE

U.ADMINISTRATOR

query, modify

F— VT RIE

U.ADMINISTRATOR

query, modify

By 77 MR — iR E

U.ADMINISTRATOR

query, modify

IRAY—RRY > — R

U.ADMINISTRATOR

query, modify

[N=t/a

U.ADMINISTRATOR

query, delete
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FMT_SMF.1 Specification of Management Functions

Hierarchical to:

Dependencies:

No other components

No dependencies

1T H: 2017/06/14

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSH.

[assignment: list of management functions to be provided by the TSH
= LUFO Table 28 1278348 FREEAE

6.2  Security Assurance Requirements

Table 28— The management of security requirements

TR e

A /IR 255 modify
HDDZE 2 5% & query, modify
IPSec 7% & query, modify
F—rIUTRRE query, modify
2y 7T MR — 3% E query, modify
INAT —RARU—TE query, modify

=4 query, delete

a—Y—% delete, create, query

°—/ modify, delete, create, query
INAT— K modify, delete, create

Ry 7 ARGEHEER B modify, create
HED/NAT— R modify

H & DR ARRIEE 75 modify

Table 29 lists the Security Assurance Requirements for 2600.2-PP, Protection Profile for Hardcopy Devices,

Operational Environment B, and related SFR Packages, EAL 2 augmented by ALC_FLR.2.

Table 29— IEEE 2600.2 Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification
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Assurance class

Assurance components

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale

6.3.1 The completeness of security requirements

Table 30 (X TOE X =UT xRk ettt 2T B2~ e T LI=b D THD, ZHUZLY, %
TR 2T AHEBE BNVt 1 DD TOE X aUT 4358 HEH L TOAZEE R LTS,
FH kS REF%% Bold (A (P) THEL, VAR —hL TWDxHGEIFR%E (S) T/RLTZ,

Table 30—The completeness of security requirements

Objectives
m
a)
o |w |3 2o
Flrlo |- |82 |Z(2 |0k
23 BT I Fl2|lzglz|lz |8 ||
[a] < < < | < < I = >
I | I ' o () S S | Q ) 4
o o @] o ] T > . o] < o
z|z|2 |2 |2 |2 | |u|¥ |2 g |u
Slo |9 |E|LS e |22 |Z|E|2 |0
S| |Z2 |9 |8 |2 | & Slc |y g
Slalz2|g|¢ S|lE|z|E|2|0|8
©lo|c|o|o |8 Elg|o é =
(®) = o @) ®)
© T
@)
SFRs
FIA_AFL.1 S
FIA_ATD.1 S
FIA_UAU.1 Pl P
FIA_UAU.7 S
FIA_UID.1 S|S|S|S|S|S|P|P S
FIA_USB.1 P
FTA_SSL.3(lui) PP
FTA_SSL.3(rui) P | P
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Objectives
o i
AERERERE:
o (5|55 els (Y 2|E(8 2|k
S é < o <':|o<§‘f'-'>Jo'5E
2le(2(2 (2|2 |E|u|E|2|% R
Slo|g |52y |2 |2|E|8]¢
Q o} L (2|8 |0
e la|lZ|& |0 3 | & x  E12]S o
“lelelolec|2|E |55 |n
o =15 Q| o
© T
®)
SFRs
FMT_MSA.1(exec-job) S
FMT_MSA . 3(exec-job) S
FDP_ACC.1(exec-job) P
FDP_ACF.1(exec-job) S
FMT_MSA 1(delete-job) S| S| S
FMT_MSA . 3(delete-job) S S| S
FDP_ACC.1(delete-job) P P P
FDP_ACF.1(delete-job) S| S| S
FDP_ACC.1(in-job) P
FDP_ACF.1(in-job) S
FPT_FDI_EXP.1 P
FDP_RIP.1 P
FCS_COP.1(h) S S P
FPT_PHP.1 P
FCS_COP.1(n) S|Ss|{SsS|S|S]|Ss
FTP_ITC.1 P P P P P P
FCS_CKM.1(h) S S P
FCS_CKM.1(n) S|{S|{sS|S]|S|S
FCS_CKM.2 S S S S S S
FPT_TST.1 P
FAU_GEN.1 P
FAU_GEN.2 P
FAU_SAR.1 P
FAU_SAR.2 P
FAU_STG.1 P
FAU_STG.4 P
FPT_STM.1 S
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P P P
FMT_SMR.1 S|S|S|S|S|S]|S
FMT_MTD.1(device-mgt) PP | P
FMT_SMF.1 S| S|S|S|S|S
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6.3.2 The sufficiency of security requirements

ARETIE, X2V T AR TOE XU T %R F #2723 DI+ Th AR AR 3
60

0.DOC.NO_DIS iZ. user document data 73 %28 SHL72 D12,

FIA UID.1 TOx—¥F—RIfFMIZISC T, FMT_SMR.1 TEEHINza— /L 3E0 Y THh, ZDR
—JZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
Va7 X BABER R NDOITT 72 AR T 52212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

WZEDHEIRY a7 D —P —F =2 ~DT 7R R NDRHIR LD TR LS DT aT D2 —
P—T —=Z DT A LD TERULIEN T HI LTIV EBLIND,

F7o, Va T I A R &7 user document data DFETFEAE I, FDP_RIP.1 ICXV e &M ESND,
EHIZ, HDD WD —H —F — % - TSF 7 — X ~DFFRITHK L T

FCS_COP.1(h), FCS_CKM.1(h)IZ koS,

LAN 2555 T H2—H —F —H -TSF T —H ~DUS A - BFITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {Z kW S D,
ZNBIC BT A EEEIX FMT_SMF.1 (I~ Tt &I T,

0.DOC.NO_ALT I, user document data 73S ASH7RW AT,

FIA_UID.1 TOo—V—iBIEHIST T, FMT_SMR.1 CEHIN-o—/LnE0 Y Thi, Fon
—ZFED X,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) ., FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
VEMEEZARNDIZT 7B AR R T DS LD FEHSND,

E5IZ, HDD N —H—F —H < TSF T — X ~D WX A« BRI LT

FCS_COP.1(h), FCS_CKM.1(h)IZ Lo ffi#sH,

LAN 2352 (542 —H —F —HTSF T —H~DWE A« BFEITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (kv if#ES N5,
TSI EE T DB FIEREIX FMT_SMF.1 IC k- T tEh T1a,

O.FUNC.NO_ALT IZ. user function data 232X A SR DI,

FIA_UID.1 TOZ—H—#BIEHRIZIGC T, FMT_SMR.1 TEHEIN-n—L 8804 CThh, 0o
— I X,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) ., FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
DEAEERND T 7B AFIRT LI LV EBIND,

E5IZ, HDD ND 22— —F —H - TSF 7 — X ~D IS A« ZFRITx LT

FCS_COP.1(h), FCS_CKM.1(h)IZ LS,

LAN %5525 52— —F —HTSF T — X ~DE S A« ZFITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |21 {ie#Esn5,
CTHBIC BT A FEEIX FMT_SMF.1 I > TIEESh TD,

O.PROT.NO_ALT IZ. TSF protected data 23X ASI72 EH1Z,

FMT_MTD.1(user-mgt) CEEEX7= FIA_UID.1 TO2—H—FBIIEHRIZIE T T, FMT_SMR.1 C&HE
SNz — LN ED Y THIL, FOa—/LIHEEDX,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |Z15 7 A AR REIC LD FHEND,
E5IZ, HDD ND 22— —F —H - TSF 7 —Z ~D S A« ZFITx LT

FCS_COP.1(h), FCS_CKM.1(h)IZ LS,

LAN %5525 52— —F —HTSF T — X ~DE S A - ZFITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (Z kv {fi#sns,
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O.CONF.NO_DIS I, TSF confidential data 73 %52 SA72) EH1Z,

FMT_MTD.1(user-mgt) & BEXF172 FIA_UID.1 TO—F—i B H IS T, FMT_SMR.1 CE#
Shica—AnEY TH, TOoa—/ W IESX,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |[Z15 T /A A EHREREIC L EE SN D,
E5IZ, HDD ND2—H'—F —H - TSF T — X ~DIE S A - ZFITx LT

FCS_COP.1(h), FCS_CKM.1(h)IZ L ffi#SH,

LAN %5525 52— —F —HTSF T — X ~DE S A ZTITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {ZXh RS D,

O.CONF.NO_ALT (. TSF confidential data 73S ASH7RWEDIZ,
FMT_MTD.1(user-mgt) & BEXF172 FIA_UID.1 TO——i B H IS T, FMT_SMR.1 CEH
SNTor— LB Y THIL, £DOr—/LZIEDX,
FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |[ZX5 T /A A E FEREIC L EE SN D,
E5IZ, HDD WD 22— —F —H - TSF 7 — X ~DIES A« 22 FRITx LT

FCS_COP.1(h), FCS_CKM.1(h)IZ koS,
LAN 255254 H2—Y —F —H TSF T —H~DUX A BFEITH LT
FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {Z X S D,

O.USER.AUTHORIZED [, FIA_UAU.1, FIA_UID.1, FIA_UAU.7, FIA_AFL.1 TOBIFRIEAD =
AL EOFHFES N —HF — D3,

FIA_ATD.1. FIA _USB.1. FTA_SSL.3(lui)/FTA_SSL.3(rui)iC LV —HF —D v ar NEFSH,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (Z&27 72 AHIMENZ LY | MEFRZ fF 5 S T-HERE & FI| F
TXAHZ LI ETHIND,

X512, FIA_SOS.1, FMT_MSA.1(exec-job), FMT_MSA.3(exec-job), FMT_SMR.1 |{ZLVE Y /pa—
—ZEHT D,

O.INTERFACE.MANAGED I, A 1A #—T7 2 — A& B+ 5% K 5 THY . FIA_UAU.1,
FIA_UID.1, FTA_SSL.3(lui)/FTA_SSL.3(ru)lic L p—H— Ao —T7 = —2DE L FPT_FDI_EXP.1
(Zd&% LAN ~DR5 A2 R T DRI K> THRELSND,

O.SOFTWARE.VERIFIED (%, FPT_TST.1 ® H .7 AMEREIC L > TEHSIND,

O.AUDIT.LOGGED % . FAU GEN.1 . FAU GEN.2 . FAU_SAR.1 . FAU SAR.2 . FAU STG.1
FAU_STG.4 |[ZIDBEE RV HEREIC L > THEEIEIND, IDIC, BA T+ — <y ML /o —F —F e
B AR 9272012 FIA_UID.1 & FPT_STM.1 [ZX»> CTHR—F&ENn5,

O.HDD.ACCESS.AUTHORISED (%, HDD 77 AR FPT_PHP.1 (ZXAAMAR,SZRFEHEREIC LT
EHRIND,

O.STORAGE.CRYPTED /%, FCS_COP.1(h)DHs5{b/{E SHERE. FCS_CKM.1(h) D58 Biliknelc L -
THEIIND,
6.3.3 The dependencies of security requirements

ARETIE, ST THEREZFOARIFMEATN 2L TV &b D 22N B 230 972,

Table 31—The dependencies of security requirements

CC TERLTWS | ST THE/-LTWAKE

PEAE - 2
KRB E e ¥ RFHERT-LCQORVER
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (RAFEZ T2 L CUND)
FIA_ATD.1 No dependencies No dependencies N/A (R D ER 7R L)
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3 sk v = &, |72
HetE SETEITNS | ST Jelehnaise: Pt AT LT Vi B
KEEE 3
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (RIF 2L QD)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (AT Z 7L T D)
FIA_UID.1 No dependencies No dependencies N/A URFFIEDER 72 L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (AT Z 7L T D)
FTA_SSL.3(lui) No dependencies No dependencies N/A (AT D ER 2L )
FTA_SSL.3(rui) No dependencies No dependencies N/A (RAFIEDOE R )
[FFDDPPTQCC%l o | EDP_ACC.1(exec-job)
FMT_MSA.1(exec-job) — FMT_SMR.1 N/A (K272 L T B)
FMT_SMR.1 EMT SMEL
FMT_SMF.1 =
y FMT_MSA.1 FMT_MSA.1(exec-job) S
FMT_MSA.3(exec-job) FMT SMR.1 FMT SMR.1 N/A (R L TND)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A(KTFIHZ =L TW\5)
r FDP_ACC.1 FDP_ACC.1(exec-job) ok
FDP_ACF.1(exec-job) FMT MSA.3 FMT_MSA.3(exec-job) N/A (RIFHEZTT-L T D)
[FDP_ACC.1 or FDP_ACC.1(delete-job
FMT_MSA 1(delete-job) || Pn—'FC-1] ) NIA (Al 7= LTV 5)
= FMT_SMR.1 FMT_SMR.1 -
FMT_SMF.1 FMT_SMF.1
FMT_MSA . 1(delete-jo
FMT_MSA 3(delete-job) | FaT—sons b) NIA (R AEPE A 72 LTV VD)
= FMT_SMR.1
FDP_ACC.1(delete-job) | FDP_ACF.1 FDP_ACF.1(delete-job) | N/A(RAEPEZ 2L T D)
FDP_ACC.1(delete-job
. FDP_ACC.1 ) S
FDP_ACF.1(delete-job) FMT MSA.3 FMT MSA 3(delete-jo N/A (R T2 L TND)
b)
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A (URAFEEZ T2 L CTND)
FDP ACC.L FDP_ACC.1(in-joh)
FDP_ACF.1(in-job) EMT MSA.3 FMT_MSA.3(delete-jo | N/A({KTFIHEA 2L TV 5)
FMT_SMF.1 FMT_SMF.1 .
FPT_FDI_EXP.1 FMT SMR.L FMT SMR.L N/A URIFHEZ 7L CTD)
FDP_RIP.1 No dependencies No dependencies N/A (AT EDER7RL)

FCS_CKM.4 % F4ELCU VR FR AT :

[FFD%P_I'TTCC-;O? W ST RAM I B SN EIRE B L1 2 5,
FCS_COP.1(h) FCS CKM1 D FCS_CKM.1(h) TS A T - 2 SIX AR AT RE e 7 > T
FCS CKM.4 %, P THERBIIC I B Ak T2 L7 < &b I B
B ITLRTEHINTND,
FPT_PHP.1 No dependencies. No dependencies. N/A RFEIEDEER721L)
FTP_ITC.1 No dependencies No dependencies N/A (K AFFEDEER 72 L)

FCS_CKM.4 ZF 3R TUVRUWBEH

[FFDDPP—I'TTCC-;OT W BT RAM BT RSN B YDA 5, &
FCS_COP.1(n) FCS CKMLL ] FCS_CKM.1(n) iR 2 U s e R s NCT N P S e R e M
Foo KM B (o CHERERY IS B 36 L7 L b I 26
- FEATE SN TV,
FCS_CKM.4 % F3EL TUWVRUWBES
FCS_COP.1 B 5 881E RAM _EIZAERSIEREZE58H 25, F
FCS_CKM.1(h) FCS_CKM.4 FCS_COP1(M) T e A TR H - L1 R TR Y L2 o T

%o PE- THERERY IS 5 HERE IR 2 L2 <L I o 4
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HREEt

CC TERLTWS
i

ST T/ L TWAI&F
L5

RAEMEE T 7= LTV R WL R

13 EEERSN TV,

[FCS_CKM.2 or

FCS_CKM.4 ZE3ELTUVR W
B 58 E RAM _EICAERESNEREZYIHEHE A5,

FCS_CKM.1(n) FCS_COP.1] FCS_COP.1(n) T-WE B8 A B 9 2 IR AT RE et Lo T
FCS_CKM 4 %o fEo THERB I I B8Rk 2 L 7R < &b IR 54
XL EITEFS LTS,
FCS_CKM.4 Z 3R L T\ Ve VB
[FFD%P_I'TTCC-Zl or W S8 RAM IR SN BIR A DI B L1 2 B, &
FCS_CKM.2 oS CKM f]r FCS_CKM.1(n) PG B A R D LR TSR LT o T
FCS_CKM4 50 ﬁﬁf)fﬁﬂ%ﬁ‘éﬁ/‘]ﬁiﬁg%ﬁﬁﬁﬁ%bf£<&%ﬁg%ﬁ¥
B XL EITE ST,
FPT_TST.1 No dependencies No dependencies N/A (AT DO ERRL)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (AT 7L T D)
FAU_GEN.1 FAU_GEN.1 o
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A (K272 LT 5)
FPT_STM.1 No dependencies No dependencies N/A (KAFPED R 72 L)
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (AT 272 T D)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (RIFHEZTT-L T D)
FAU STG.1 FAU_GEN.1 FAU_GEN.1 N/A (AT 7L T D)
FAU_STG.4 FAU_STG.1 FAU_STG.1 N/A (RIFHEZT L QD)
FIA_SOS.1 No dependencies No dependencies N/A (RAFIEDERARL)
FMT_SMR.1 FMT_SMR.1 o
FMT_MTD.1(user-mgt) FMT SMF.1 FMT SMF.A N/A (R T2 L TND)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (R T2 L TND)
FMT_MTD.1(device-mgt | FMT_SMR.1 FMT_SMR.1 F——
) FMT SMF. FMT SMF. N/A (R EEE 2L TD)
FMT_SMF.1 No dependencies No dependencies N/A (K AFED R 72 L)

6.4  Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial information
processing environments that require a moderate level of document security, network security, and security
assurance. The TOE will be exposed to only a low level of risk because it is assumed that the TOE will be
located in a restricted or monitored environment that provides almost constant protection from unauthorized and
unmanaged access to the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage
without disassembling the TOE except for removable nonvolatile storage devices, where protection of User and
TSF Data are provided when such devices are removed from the TOE environment. Agents have limited or no
means of infiltrating the TOE with code to effect a change and the TOE self-verifies its executable code to detect
unintentional malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions and
procedures for the reporting and remediation of identified security flaws are in place, and their inclusion is
expected by the consumers of this TOE.
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7 TOE Summary specification

ZOEFETIL, TOE ERHARZEFLLR 35,

71 =2—P—GRErHERE
- X TAHEEE 4 FIA_UAU.1, FIA_UID.1, FIA UAU.7, FIA ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE 1. EHO2— —Z2ikR5RGET 572010, 22— — 03B /E L0 —h Ul ITBWTT U
NAE AR ET DRI — Y — ik uwiE%%?:kﬁ“é L, PV har | T77A0a7 O A
XA LTW5, [FIA_UAU.L, FIA UID.1]

:L‘_‘“]j“—nuu i H‘F®2$§*ﬁ@nunﬁjﬁ‘_‘%‘y‘j‘ }‘ﬁﬂé
- AMERRREST A

:LP‘_H: e uJ‘.E_‘j-E‘/\F‘ k—y‘kﬁéﬂ‘(b \61%4} rFl %&%*Uﬁﬁ —j‘ému ulT:jjJ‘ {ﬁJZ_ j: :LF“H—E‘
FRREY— 3 —Z13. Kerberos &GIE 770D Active Directory $—/3—<° LDAP #AE 7 =D LDAP
PR =Y T D,

- HBREREST
T ASA RGN TN D — W —{FHREF T 558 5 =

TOE [T —H —§8REEL T, =—H —4, - AU —R GRREE THLHRT AU D A1 ER LT, F5E
a4 Ca— =44 SR =R BREH U GA O A2 — — 2 BRERE T 5, 723/ AT — F
AJDOBED/SAT —RTFF AR T X, *THRRT D, [FIA_UAU.7]

TOE 1%, 22— — i BIFEREIC T35 &, —%—ZLIZ Access Control Token(LA1% ACT)&ZF1T9
éo

ACT &, =—H 44— LI T, 22— —0r— LT IR EINLT TV r—va v
KERE~DT 7 B ZMEN G ENT-A TV =7 FTh 5, [FIAATD.1, FIA_USB.1]

TOE I, RIEZ2u/ AL TEO T -0 LA Fouy 7 7o MEREA#2(L3-5, [FIA_AFL.1]

- RELZry 27U MOFRBBISELE G SR Y 2 — P — I L Ty 7 T S D, vy
T U RDOFFEREIL, 1~10 BB TED, (FIHME 3 =)

- RELZmy 77U MR L, B e — Y —Dn s A AZRO IR, my 7 T U ML 1-60
/\753%@9—\'1%6 (%)Jﬁéﬁﬁ?i3 7)

TOE &, #BAE RN RUE—F Ul Z— EREHEBIELRVIRENRIB T 5Lnr T U NS D,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BEMERRNVEERELZRUNVREEN A — R U THEBEIC TR E SN2 Z A LT D R D %08,
10 70-9 30 IR x5, (WIHEIL 2 4Y)
- UE—h Ul ZELZRU IREEAS, 15 456,
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- XIS T EEE 4 FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_MSA.1(exec-job),
FMT_MSA.3(exec-job), FMT_SMF.1

TOE 1%, #AIFREES - — P —ITFATEN T2 ACT ONFITISU T Ul FEICY a7 E477 7B
ezt 75, =2 —HF —12RITEIND ACT Or—/LOnEbt ., 2, Ik, B
U.ADMINISTRATOR DR ESND, ZDVa7 EATT 72 ARIEN 5 HilfHx S o @i i35
HEEEZ DLOTHY, HIZTHEE THD,
B SRV DA DY a7 FATT 7 AH#EIL. ACT Ou— WIS T7 7 r—a#lR )o@k
IS UTYay FATa8F LT, FNLIANIT 7B AZ 4575,
VEe—hUIDOEAEDYa7 FETT 782 EIL. ACTOa— LD BHEIZEC TPa 7 OFETEIES LT,
FNLISINIT 7B AZFF [T 5,

%72, UADMINISTRATOR (%, X CTOVa7 FEITHRAHETH D,

Table 32— a 7 EITOT 7 REIHRY o —

UI #&3| il 2 & #BiE
BE oL (X277 7V b O | UUSER Or— 5o 7 7V b adF | i i 5k 52 % 3% Mk
Pointer AENTr— L Th S BT L TET AR
[2t’— | @ Pointer U.USER Du— L3 Ta’— | ZFFafSiviz | il 48k 8 2 3 M1k
R—/LTHD THILTHEITARE
(A% L TEEID | UUSER Ou— LR [ 2% v LTS 15 | #1405t 5 2 15 M1k
Pointer FERESNR—ThS FHZLTHTRE
[Z2{ZRLA ) D Pointer | UUSER Ou— L3 {EAET 7 ALV OFIF | | 480 % 22 % 1& PE AL
EFFAIENR— L THS THIETHEITATHE
MRIFZ77AVOFA | | UUSER Ou— /L3 EAF7 7 AV ORI | | il 48 5F 5 2 15 AL
@ Pointer ERFA[ ST —/LThd THIETEITAHE
[ 2% UTIRIE] D | UUSER Du— L3 230 UTIRIE) & | il B % 52 275 4k
Pointer SR Za— L ThD THTETHEITTRE
VE—RUI [ZAZMRAF7 7 AL D | UUSER ®Dr—/ L% Administrator =—/ L EL | F24TAH]

FIH @ Pointer

4t

7.3 BAYa 77 REHEEE

TOE 1%, 22—V —NEALT- TV Nt —[AFX Y U HDO AT a7 IZR L CLL RO T 72 AH#E D&%
2T A HERE AR T 2,
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7.3.1 Va7 DXk xR
- XS AHEREE A :FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_MSA.1(delete-job) ,
FMT_MSA .3(delete-job), FMT_SMF.1

TOE 1%, abt—/7 Vo NMAR Yy DTa7 L FOHETE Y v TED, ZNHDYa7 Da——4,
AT a7 A ZF OV a7 AR LT —Y —4 T EEn T\,

- UNORMAL i, H3O¥a7 OHIERAN Al HE
- UADMINISTRATOR I/, TR THOVa7 DYAMFERLAEEDYa7 ORI AlHE
TaZ DX v U, a7 I BT D BIEEDRIBRSILD,

7.3.2 T a THDBETFLE~DT 7 & 2 H
- xR 3 5 88 E 4 :FDP_ACC.1(in-job), FDP_ACC.1(delete-job), FDP_ACF.1(in-job),
FDP_ACF.1(delete-job), FMT_MSA.1(delete-job), FMT_MSA .3(delete-job), FMT_SMF.1
TOE /&, ZNZENDYa7 HOEFLEITH L TUL FOT 7B ARz 5, Znoboya”7 oa—
P —Z T AT a7 BRI EO Va7 B ER U2 —Y—4 T LS 5,

[t — /2 Yo DVa7 POEA LE~DT 7L AHIHFEEE
- TOE L. abt—v a7 HOE L LEICKH L CGELSRTHIENTEAR,
7277, AT & BL N U ADMINISTRATOR 1%, ERAMESE TV MEATHIZEN TED,

- TOE I, AF ¥y Dva7 FOEFLEICKLT, 7.3.3FEFY a 7 —FHREFHEEE O A%
frE, ML MBI HIENTEARN,

[V a7 OB AILEA~DT 72 AHIEHEERE )

TOE L. Kk Faft Gani=7V o harv ngAShbE, ZOFEEF VL METIC—RRFT 5, B
W2 TV haT it B EN =Y =L TEDO TV a T OFTAEZHIKL ., LL DT 78 2|
ZERIL TS,

U.USER /3. 4H#f%fb7’_7)/]\/a70) BT LEIIHLT. BO—F—Z LTI Na T Da—
PN LA, LU T O#REN Al HE

AN R

- TUCNOBEEEETT D,

- HIBRT D,
U.ADMINISTRATOR %, T X COTVMERHP DTV N ad OETLEDOIVANFRL, TN
XL T, LA FO#RIEA AT HE

- TavEHIRT S,

N 77 ARGV a7 DEA LE~DT 7 AFIEHSEE)

TOE 1X, ZIELTc | 77V AZ GV a7 OE A LEEZTOEET IV NET, — BT 7 AR T DHERE
BT D, ZNHDOBE T LEMEFEESNDBEICIL, BT VAT LRI AURFEEND 2D, VAT LRy
x«@?’&?xfﬁuﬁﬂﬁ ZOFEFEALEOT 7 AHIEIZEH SN, /7\7‘AT/77W> 5 CE A
MNZBESNRWNIDNZ, VAT LRy 7 AT L CHANS T HTORFRER 5 2R ETHIENTED,
VAT DRy I ADKEREE 5 O, Bk, ZF X UADMINISTRATOR (Z[RESNDT-0D ., &1L
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EICT 7B AR RER 22— — X UADMINISTRATOR O HTh b, LT-n-> T, TOE 1T
U.ADMINISTRATOR ZR{FSNI-E T XEO T A FE LHIHTL ., UNORMAL 2E T LED TV MOE
12, HIBRZ TEARWIDIC T 7B AHIH 2 FHLL TWD,

U.ADMINISTRATOR (&, B E DT 7B AT D856 WREdE 52 A1 Le<Ed | B 3CHE Ik
L CEL F OEAEDS FHE,

- U TD,
- EETH,
- ﬁ” B/%‘aA%)o

U.ADMINISTRATOR X, UEE—h Ul LT 7 BAT DA VAT LRy 7 AR U CHANIR ESNT-
TR 5L, VAT DRy 7 ABRMERHIC A ISR RER 5D — B LT A O Fx, LU FO#IEN AIEE,

- VTS,
- %’T%j‘%)o
- EjIJ pf%ﬁ‘%)o

[——R 7 ADEF LE~DT 7 AR )

TOE %, ab—/AX XL (EEYa7 OB L EE, 22—V —R o7 AT T DR 495, b
DEA L ELBETDECL, 22— =Ry 7 ZA~DT 7w AHl#H 758 S5,

INENDZ—H =R o7 AZK L CTHERINS T HTORFER 5o R ETHILENTED,

Ry ANE A L EERFTHEIERAES 5O A NI ARETHY, TOE [T IELWVKREE 54 ALz
U.USER Z{RAFSNTZE - LEO A H LWL, 772 Afli#A2FZBLL T,

U.NORMAL (%, —H =R o7 AZHFRNI R ESNIRTER 5 &, 22— —R o7 ZEERFIZ A T1EH
TERFEE BN — B LB B DI, =P =R 7 ANDEA L EIT KT L TLL FO#IENATEE,

- IS,

- TUVNREREET D,

- Tt a—7%,

- EET .

- HIERT %,
U.ADMINISTRATOR 3, BB SFAMDLT 7B A4 D56 LS 52 AL &b B SCEITH
LCEUT ORI RE,

- UMD,

- TVNREERET T D,

- TLbEa—15,

- EET .

- HIBRT S,
U.ADMINISTRATOR (%, VE—F Ul 57 7B A 286 1 SCEISHL T, FRNCERE SR RE
Bl Wy 7 AR AT SIIRERERE 503 — B LI G O A LUT OBED AT HE,
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- VNS,

- TUUMNREEEETD,
- Flba—735,

- HETD,

- HIBRT D,

[y 7 2W5EEE 5]

Y I ANZT 7R AT DT DRERER 75 DBk, 28 3 TEHHERZ Administrator =— /L2304 TH
7= UADMINISTRATOR (ZDH 525, 127121, BEDFIH TRy 7 ZADOKREE Z12BL T,
U.NORMAL THAEE TE5,

7.3.3 BEY g 7R 1ErRE

- xR+ BHEEE E . FDP_ACC.1(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),

FDP_ACF.1(delete-job)

EETVaTIE, AR B3HY, BE Va7 T —RR T T DD DRE Y a 7 —RrRFREIEE L T,
[ZAf<—3E(E | LT L 2a— D35,
(M A~—i%k{5F ]
TOE 1%, A ~—EEDORENSINIZEGE Va7 mASINLE, TOFFEEEETITRESNI-RZF
T—FRFT 5,
UNORMAL (L, —FHRFLIZEEYa7 I LT BHO2—F —Z Lk FEVar7 o — —4 N3 —
B80T, LT OBENATEE,

- BEREETTDH
U.ADMINISTRATOR %, T XTO—FHRAFLTZEE Va7 1Tk T, LT O#IEN AT EE,

- BEEEETETD
[T 22—
TOE &, 7V E 22— DR EDSNIZEE Va7 BRASNLE, TIGEEETICvay NEE T L E =
— L ChERR L= 1Tk E TX D,

U.USER (%, —IHRIFLIZEET a7 I LT, A DOa2— =4 LGV a7 Da—F —4 08 —EL
7552, AT OBEN FTHE,

- BIXENBEDOTLE 2—
- BT LENREDOR—THIER

- Yarvodik

7.4  ZET a TiERE

- XY AMREEH: FPT_FDI_EXP.1

TOE I IWHRMNCZAE LT-T — X2 Z H D PC— R — TR CEAEE L > TEBLT . ZELTIZY
a7 ®D LAN ~DHEIEN TERWIDICHIES TS,
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TOE NEAFLERLTURIVA A= T 7 AV % HDD HBHIRT 58T, Z O HDD fEk A &5 /27
— AT EEXTAZLICINEA CERT VRIVA A= T 7 A VO ERIFIE RO 22N EE2 E 5,

SERHEITITLL FOFENS TFRERHR TX 5,
- DoD F& T L&EHE
- BETFUHF LT —HT LEX
- 1[REIZUH LT —HT EEX
- 1[FINULL 7 —#T L#Ex
FIEZOMEEIL, L FOXAIL T ICEIET D,

- Vav BRIz HDD NI —RFICRGFEND T VIR TVA A= T 7 A )V Va7 AL L

ITPa7 F% 2 HDD 7 o522l ET 5,

- R I AARAESNT BT CEOHIREIC HDD 75522 =75,
- ZESROEIEWTNIC LSBT B TERD TR A . TOE OEEIEFC HDD 755541

B RN

7.6 HDD HKfE{bifne

TOE OTHDD 7 —#k5 bR 77—V 7R —K 1%, L FO®F=2V 7 o BRE A 21475,
G ALIE SRR RE & A RTRRIFRGEREREIC & > TUHDD IZ#IS D —F—F — XL TSF 7 —4

DTN T2,

7.6.1 B 2{b/E S Hne

- X SBEREE 4 FCS_COP.1(h)

TOE (%, HDD 2 S — —F — X B LN TSF 7 — X OB VEZ R4 572012, IROIE S

YEZAT\ N HDD |2 D T — 2 2R & 50T 2,
- HDD ~FHXIAENLT —H &M b3 5,
- HDD 2o thasn o7 —4 %181 575,
B S EAEICHWDRE 5T VTV L B SHITILL FDEBD THD,
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