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1 ST introduction

1.1 ST reference

ATl Security Target (UL R, ST El&97) Okl i A 5tk 975,

ST 4 Fr: Canon imageRUNNER ADVANCE C35900KG/C3500 Series 2600 model Security
Target

=T 1.09

FEATH v/ oAt

FEATH: 2017/10/05

1.2 TOE reference

AREITIL TOE OB #H4 7t 35,

TOE 44 #: Canon imageRUNNER ADVANCE C35900KG/C3500 Series 2600 model
N—Tg 1.1

H . A TOE 1L FITRTY 7 by =T  N—Ru =T hbiEmR S5,
iR-ADV ¥ =VU7 ¢—% vk T1 for IEEE 2600 Ver 1.01
A—/8—=G3FAXAR—F AU (F &7 /VITAAAE HE)
Canon imageRUNNER ADVANCE C35900KG/C3500 Series
Canon Security Chip V2.11

IR S PR

iR-ADV Security Kit-T1 for IEEE 2600 Common Criteria Certification Ver 1.01
Super G3 FAX Board-AU

Canon imageRUNNER ADVANCE C35900KG/C3500 Series

Canon Security Chip V2.11

1.3 TOE overview

TOE (Z. < Canon imageRUNNER ADVANCE C35900KG/C3500 Series 2600 model >&EV\)7 U4 VAHE
ThHD, BEET /LD< Canon imageRUNNER ADVANCE C35900KG/C3500 Series >(ZLL R 2 >
DL Z AL AN—)L R E L, FFEEEITOZET TOE ThoH< Canon imageRUNNER ADVANCE
C35900KG/C3500 Series 2600 model >3 5EK 35,

- iR-ADV &*=U7r—%vh-T1 for IEEE 2600

- TV AR—R(F &7 VIIAKREYE)
iR-ADV ¥ =2VU7 —F v h-T1 for IEEE 2600 (Z/%. < Canon imageRUNNER ADVANCE
C35900KG/C3500 Series >D {1 7 "y = 7 NE 5,

Ty I AR—RIET 77 ARe 2 35720 ON—RU =7 Th D,

7235, Canon Security Chip V2.11 [3< Canon imageRUNNER ADVANCE C35900KG/C3500 Series >{Z
Y A QAN

< Canon imageRUNNER ADVANCE C35900KG/C3500 Series 2600 model >i%, LA FOEAHEMH O
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Protection Profile (LL ., PP LI%37) . 8L 2D PP TEHRSIL TS 7 fED SFR Packages D 9 5,
2600.2-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment B Z &< 6 SFR Packages CTERIN TN DX 2T (HEREE . 2RI KT
ZENTE, A THDD IS D T X TOT —& %51t 3% HDD K 5{biaEZ (i 2. T\ 5,

Protection Profile

- U.S. Government Approved Protection Profile - U.S. Government Protection Profile for Hardcopy
Devices Version 1.0 (IEEE Std 2600.2™-2009)

SFR Packages

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B

- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B

- 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational

Environment B

1.4 BREE - HEE
K ST CTIELL F Ol RE- HFEEE T 5,
Table 1 —HEEE - FFE
W& 35 - 3G B

T UHNAE O o —ERE. 777 ARERE. 77U MERE. 2515 (Universal Send) BéREZ R & A R
FFOBEAHOZ L, ZNODOEEAF 35728, KERED HDD %#Ff,

Tl 7 b =7 K N—RT =7 FEMEL X2V T EEDO R % 715V 7 Ny =7 CTh b,

BE L FUORNEERERERR T AN R T =7 D OEDTHY ., Bl —LZvF S pL
INOERSIL, T VAN B ET DX SN A H—T =2 —ATH
éo

JE—h Ul Web 7575055 LAN R L CF DANVEAHKIC T 78 AL, T U2V A1
DOEWEIR IO MR a7 DEE, Ry 7 ATk 28 E, FRRERENTE
HAE—T 2— AT D,

HDD TN ERRIIEHIND NN R T A A DL, filfHY 7 =T BLO, Hi#
GPENRATFSND,

| 777 A TP I AL EDEZIEERITO DDA 75T, BRI TIIe A7 —F
A AT B =R T 7T ADI L,

AA—=TT 7 A )L FiIRIAIR, TV, ZAERE L TT VA NAE SN ICA RS- g 7 —
&O

TURTNVAA=T T | at— TV MNEOY a7 OBPIZERIN, a7 B aE T T REIZRDAA

0% —T 77 A,
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WS35 - G it B

R—L 77 e AR TR T 52— — DR THY, &2 —F—ITROE0
— L3 BEAHT B A,
HOENUDERINTWDT 74/ ba— Uz, HAZ La— L ELTT 74
LR — L TR D LT 7B AR BREEZ B L oa— v aElk 452 L
MWR[BETH D, T 74N Ia— U ZIELL FOu—/Lind s
Administrator/Power User/General User/Limited User
Administrator 7— L &1 3E B RE A FI 3 D HETR (B FRAERR) 27~ d 7,

%@%‘ L - NE= N2z SYirin NS 5 S
Administrator 7—/V3ED Y THNTZEHMEREH 512 —%—,
PP TEFRIIL TS U.ADMINISTRATOR,

e 2—H—7% TOE OHEEFIHL CTCEEZBRIET IO —F —DIEERER
EX G LB EOT —H (B 3E) B AGDEZLO,
SCEOBAEIZIE, Bt iAI, VR, 2t — Ty ZEE | RIFE HIBRD B |
Z— W —OEAEIZEV a7 DA, FAT, 58 T ETO—HEDOUETHhILD,

B CE T AN EN TR b — —FT —ZTHY, A A= T 7 AN ETY
VIR EDDIER S LD,

AEY—%1F ZAELT=T 7 VAN 770 A% TV NI TY AT DRy 7 A ARAT L TR<H
BEDZL,

Ry A FUINBERIZB N THPIARRLT Vb, 777 AZ G LT B CEERAE
THMHEM, TV —RoIR TFIARYIA VAT BRI AD 3T NFAE
15,
XA TOE TlE, 777 ARy 7 AZFI AL,

2= TR 7 A T U NAEERE T IR — Y —NHAIAATZE T LESC, PC O T U MER
LT=2EBFLEREPRESINDRYIATHY, B LEDOT VMR A[RETH
éo

VAT DRI A Ty I AACY) =GN 77 IV AAE) —ZG LT LEDNMRFEINDR Y I AT
HY, B LEOT IV MROEFRENARETH D,

A— Lt — N — T U NAEERE THAIANTZE T LEE | 777 ALERE T A—NVEETD

Ga I ——,

Z—F—RAEY—

—

2= —ID LAY —RED2—P —IFREREFL, R T —IE N L Ta—
PRI TV — 3 —,

Firewall Internet 27> 5PNES LAN ~OBUEEZ L7200 DHEE 0T AT L,

HALH—sS— e 2 IEMEIC A4 THY, Internet 247 LC, Network Time Protocol % fifi~7=
LI DB A 2 BT LR TEDHF—rS—,

(7Y b BB 7V N ET D BRI B T 28 E L EoARZ L,

[aE—] A —ERE A KB D S B DR

(777 A] 77 AR B T DB E SV EORZ
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W& - FGE B

[ 2% ] HESCEZ T IR IA N TR I AT DREBECHE A AT B L EE R A—
IWTRUVAR PC OIH T4 A — kG T O Z B 3 o8 E s xL |
DRA L THHIAF Y L TEE T AT v U TRIFE IR A,

[ZAERA ] [ZAE LA | EITZAE R A ~DERE RV EDR A,
ZAENALIE, 77 IR T I AZAEENT=ZT 7 AN % — RN ARAET DA
THY, VAT LRI ARET 77 AR 7 AD 2 FEEERHVET,

MRETE 7 7 AN DR | R 7 AMRIFEINT2E A L ELZEET DM GE A BT D 8B 1L LR

il Vs

VE—hUI EDTZAE | Ry AMREFSNIZE - CELBET DA BN T2 —k Ul EOR%

IRTF77AVDF] | >,

)
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1.5 TOE description

TOE I, 2" —F¥HE - 7'V MEHRE - 255 (Universal Send) #AE: 7 77 ABHBE | 777 A2 (EHERE - = —
— Ry IV AMERE R EZ BRI SEA TH D, TOE NS 75 U.S. Government Approved
Protection Profile - U.S. Government Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2™-2009) TIiZLL F OISR HEREi 248 EL T2, (“IEEE Standard Protection
Profile for Hardcopy Devices in IEEE Std 2600™-2008 Operational Environment B” “1.1
Scope”HD 5| )

This standard is for a Protection Profile for Hardcopy Devices in a commercial information processing
environment in which a moderate level of document security, network security, and security assurance are
required. Typically, the day-to-day proprietary and nonproprietary information needed to operate an
enterprise will be handled by this environment. This environment will be known as “Operational
Environment B.”

Figure 1%, TOE Th5H7 U4/ # &< Canon imageRUNNER ADVANCE C35900KG/C3500 Series
2600 model >DA T arazEEIEZ AT L6 OMERBERI THY, A LRWRREN DD
GraZid, REREIIR LRG0 DD,

Figure 1 TUR)LEEE < Canon imageRUNNER ADVANCE C35900KG/C3500 Series > 485 ¥ iE

FRARE
N
% s,
£ T
pc Ty
TORINEEH
N K AR Y —/—
‘>_'?,6D\ SE — A5
. XA, I-vomE——————»
s ‘N SREHAER
\ &%
P Y Y= 3
—IT7ORREE R E(BFA—L) >
—— ———1D7IREE
BEAREH \
DE—— 1 e “L\ ,(_11,-&_,{_
HDD 5\
( % NEBLAN ]
w0 |

A LY I— Firewall D PC
‘ ' WebT 54

Figurel | 2R 9~ L0 E R & I ERBE Cld, 7 U2 EAHEIENER LAN (12X > TA— L — 3 — =
— P —FRREY—/3—_ PC, Firewall (20T, Firewall [ZX-> T Internet 7>5N T LAN ~D X
BATHNTWD, T UXNVEGHKIE, B TRAAALTEE T LEEY | 777 ARERE T A—VEEL
720 | 77 I AEZAG LT T BT DI A— L — N — 28§ 5, F72, PCEAWTE T LEEL TV,
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BRI N 777 AEFNHTHENTE, Web 7779 1% PC EIZA LV AN— LT HZETT OXNEEHKEY
T—MEETHZELATRETH D, 7272 L, PC BT VN TH%EE, @Y7 2 —RF4/3—% PC
(A A=V U TE 320468503585, USB 77— 7 /L C PC A EEERT 528 T PC DB &L
TV RAFTHIEL AR THD, 72721, USB it TF X NAR GG PC 0 USB 7 /A AT —
HEARTET DI LIITERWIIICRERFIZERE T 5,

BT, TOE 134 A LW — =B IEfE7: H Wiz B L CHREZIRIHN 21T o720 AN D 2 — W —FRGE Y —
PN LS5 2 ORI B OGRS RE A AR L L= 0922 L2 A REL L CUVD, 7288, TOE XN
HDD 2SI DT R TDT — X & h5 54925, HDD B 5k REZ s 2 T\ D,

ZOIHARER EM AREECIW T, 7 VXN EHIILL T OMREE R 52803 TED,
- I —KRE
MLELAF ¥ T THiRIAS, TV NT DRI CELHE T T HEETH D,
- TUUMERE
TUHNEERENDOEF LER PC NOIMESNDE L H LM LEFICT VN 2R THD,
- N TR ERERE

4/5?~Z\/M: L7777 ALL CEFLELZETIHRETHD, | 77/ AZEINT=T7 7 /V
ZERFIZTVAENTICV AT ARy 7 ABRFEEND, RSN T7 7 A VL, HE
&%617"9 by KE, HIBRDRTE S,

- 777X 1m*§£§

Ty 7 AR EN LT, B LELZETHIHETHD, 777 AZEINEZT7 74 V%
ZERCT) VR ENTICVAT ARy 7 AR GEEIND, RESNTZT 74 V1L, S
LIV b, EE HIBRRTE D,

- Ty AE(EREE

HLEEA AR v U L TERESNTE L LERCT AT LR I AR FEEN TWAE - LEL T 77 A
K5 T DHERE TH D,

- 3% (Universal Send) #&ge

WL EA AT v U CERSNIZ BT LECV AT LRI AARESN TWDE T LES TIFF R
PDF 77 A NWIERTEFA—NTRL AL PC DIEFTHNE — 1 777 A SR E T HETH
}Z)o

i

TOREEEIL. 2 — RO T ANA A= T 7 A NN EARAFT A e L 2 — P — R 7 AD R R v 7 A
R T 2HEEIC KB TE D,

- PRy Y ANA A=V T 7 AN RATT DI RE

A FINDEIRIANTZE A LERR, PCIC TRy 7 AMRAFE R E LT B UE A — Y —
R I ANRAF T HIERE TH D,

- A=Y =RV ADLRAFR 7 25 FI I HHERE
TP TR I ANARAF ST T CEITH L TUL FOBRIENTED,
- B SCE(FVLNRE) ORE

L CC #Hlilc B 5T ALEREE Tld, Web 777 %13 Microsoft Internet Explorer 11 R LI,
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1.6 TOE D&

TOE M 495 U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std 2600.2™-2009) DEL R {1454 KB 4572012
PLUFDEH7 TOE 2% 35,

TOE O EEn PRI ER XL T @) Th D,
1.6.1 TOE 0ipBfl#&ipH

TOE 13/\—RU=T LY T T =TIt ST A NE AR THD, WELHIHEIPHIZLL T @ Figure 2
(R T,

Figure2 TOE M/\N—K9xF7/VIb9x7

FlEY IR T
(TOE:YIbHx7)
T7HRR—K Canon imageRUNNER ADVANCE C35900KG/C3500 Series
(F ETILIERIEN—R D =7 (TR EER) KEN—FDT
(TOE/N\—R™HT7) (TOE:/\—F™917)

HgE Y 7 b7 = 7IXIR-ADV &% = U 7 r—% > b « T1for IEEE 2600 & L Cieflt s 5,
A= R =7 & iR-ADV E¥=2UF7¢—F kTl for IEEE 2600 % & TT VX NAEEHEARK
L9 5,
TOE T& %< Canon imageRUNNER ADVANCE C35900KG/C3500 Series 2600 model > (%7 v # /L
HEEBAKIZ 7 7 7 AR— REHAEDLEZLDOTH D,
TOE %A+ DA N—R7 =7 Tih %< Canon imageRUNNER ADVANCE C35900KG/C3500 Series >
WXL FDIAL T v T 35,

Table2 -k T A>T v 7/ —&

8RS T7vT

iR-ADV C35930KG/C35925KG/C35920KG
iR-ADV C3530/C3530i/C3530F

iR-ADV C3525/C3525i

iR-ADV C3520/C3520i/C3520F

TOE #5777 AR —RIT, A—/X—G3FAXAR—R-AUL ZFHZEL T JXVE SR IRITH S
DOEDHZLET, 77 AR—R LB, TOE 2% 75,

TOEZEENDITAL AT T Ol Th D,
(Fn3C4 #0)
¢ iR-ADV &F¥aU7—Fvk-T1 for IEEE 2600 7RI=ARL —%—H (K [FT6-1862 (010)]
e iR-ADV tXx=U7r—Fvh-T1for IEEE 2600 % 35{HV NI/ ARTICIBREALTZSNN
[FT6-1863 (010)]
* imageRUNNER ADVANCE C3500 Series 2600 model = —"— X% (K CD [FT6-1864 (000)]
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(FETA4TR)

* iR-ADV Security Kit-T1 for IEEE 2600 Common Criteria Certification Administrator Guide
[FT6-1865 (010)]

»  Before Using the iR-ADV Security Kit-T1 for IEEE 2600 Common Criteria Certification
[FT6-1866 (010)]

* imageRUNNER ADVANCE C3500 Series 2600 model User's Guide CD (USE Version)
[FT6-1867 (000)]

* imageRUNNER ADVANCE C3500 Series 2600 model User's Guide CD (APE Version)
[FT6-1868 (000)]

1.6.2 TOE D#HERIEEFH

TOE O PRAYHEFH A LA F O Figure 3 TR T % (— W — | 22— W —FGEH— /3 — | A—/bH— 3 —
PC., #A LW —3—%FR<) , TOE DX 2T A RRIZ G SE TR E D ThD,

Figure 3 TOE MD#%aEtEm

A—H 8B —/— A=Y —s3— PC B LitF—s3—

| sFx—nmee ||| weosoy |

| Lans—smmie | ||| Lany—smmmee || || Lanr—smmms

| LaNF—smmse

A A A A
RILHH BT XE BIXE BN
TOE A 4 A 4
| LANT —2{R 51 8E |
JEEE [
| vavmmroexmmmee || 1—v—mimmee || Hoor—smemzme |
[ BACaT7 sz mmse | | BET R || EEOT | UsBRE
| B || mEvavmsme | BIXE, e
¥ I t BHEEH
[ Tuormee || ac—mee || foozme Y
| HDDHE S b4 He |
[ zevomme || wEmee || zEee | I
i i —
I::IU”%“"E manamme || wome |
— T80k
; BEIRR o E o HEXE
| — |

TOE 1% 1.5 = CRBI LRI INZ LA F o —iae s A 95,
- Ul BfE
PR3 EE V% VT TOE Z#ELTZ0, TOE 238 E/ S UICFRIRLTIZN T2,
- HHgRE
TOE 3 EHZ&H 11975,
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wL AR HERE
TOE ML EZAT T2,

TOE 1T, U FOtEX 2T pexH 45,

:L“‘"jj"_‘nmnﬂﬁ%%
BEA D NI THTIZ TOE BRHS2NWIIIC, IENS e — —%38GET 5,

:L‘—“'j‘ nu i j: TOE W—(nu ul‘E'é‘ZDWanu HE&%J'B@:L“—‘H’ A nE‘H-‘—/\‘—;E_’FHl/\TuLA nE'éqéy*
ERERGIE A N — }\‘é—%) A ERREIZ I 1T DR niEjiJc I Kerberos #5E2%H L<IE LDAP F8GE% Fv AN

VaT FATT 7 AR EHEERE

SREFEN Iz — =D MRS DT A NAE SR DO RER T TER WD, 22— — D —/L|Z
iU CEFRESRE D A TAFF A5,

BATa7 T 7w AR

BALEY a7 ICH LT U hevar v BV EOEBER a7 AL —F— |ZHIFR 3
éo

SAE Va7 iRk RE

ZAFELI=2 a7 D LAN ~DERE &35, 777 ATA L Z B A U BB R 57012, 777
A GV a7 OERIEEHIRT 5,

HDD 7 —4 7414 A% hE

Var FATRHNESNIA A=V T =2 0BRSS D22 Pi<T2DIZ, HDD DFERAFAA—TT
— A EEEXLTRERNETD

HDD & 5{LARE

HDD Z£f5H 50D HDD 7 —#~D7 7B AT HE UK PLT D22, T VX NVAE EHEARIRIZ N
SNTHE LT > 71280 HDD IS LD T X T T — X555k 35

LAN 7 —X{rRi&ERneE
LAN 7 —#®D IP /™7y MDD A=y 77V 73R EL T IP 237y e IPSec I T =1k 35
H &7 AMERE
FHEOEF VT AHEREN IER ThHHIEE | AF— T v TR HRGEET 5
A= T

=P —DOEAFLEEE TELIDITn7 AL, HDD WIRAFT DHERE THY, TITIRAFSILIZ
B rian e R, R TE0I01295

7RSIV B RFE RIS, TOE 2 bifikaid, TOE o HIRFF#RIZ. & EHREOF M. b LT
FA LY —/ S =L IR B Rz BUS U CREZIRI5 Z L TRES LD,

Eﬁ;@%{% HE

A= P =Rom— VARG RS D720 O o — P — PR RE LA TR 2 2 U T o B RE DN E BB
FTHIDDT NAXEHERETHY | LHITEHE O ZITHERRESILTND

2 CC Mz 57 AMEREE Tl Kerberos 583EEL T Active Directory Domain Services 5| L 7=,
3 CC #Mlitz 17 57 AR Cld, LDAP #8FEE L T eDirectory 8.8 SP8 ERIALTS
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1.7 TOE D=z—¥—

TOE ®—#— (U.USER) X, BLTF D 2FHDO 2 —HF —IZ 3 TE D,

Table 3 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing

functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
W PEIX. User Data, TSF Data, Functions @ 3 fE¥HTH 5.,

1.8.1 User Data

User Data I, =—H#—IZX > THERENLD TOE Ot X = U7 ¢ HRICITEL 52T —4
ThHY., LFO2FEHICHTATE D,

Table 4 — User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSFData L. TOE D& X = U7 4 HRBICHEBE 5 X 5T — X TH O LU TO2FHICHIETE 5,

Table 5 —TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

Copyright CANON INC. 2016
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K TOE T#) TSF Data 2L F Table 6 (277797,
Table 6 — TSF Data @ E{&(k,
&% A4 | TSF Data AR BRIFT
D.PROT | =—#—%4 a2 — YR B EGEEE TR 9 5 2 — % — 3% | HDD
T
07—/l 77 AHIEFEEE TR 35— — D HERRIE ) HDD
oy /77U RNRYY | vay T U MERBOHREEHRTHY, ny 7w | HDD
—ERTE OFFREFE v v 77 7 N O EE R
INAT— KRRV v— | 22— —BFEERE TRIH T 5 32U — R ENE | HDD
FXIE HTHY ., /SR T— NE, EATFRECT, A
A OB DI O EE H
F—h7 U THRE BERXLDE Yy a2 A4 LT 7 ORI E | HDD
TEH
H AL E HAF & B O 7% 8 1 RTC
HDD 522V £ E | HDD 7 — ¥ st 2 EHERER EH M TH v e AF | HDD
IS B3 2 3 E 15
IPSec iR E LAN 7 — ¥ (REEEIC B 23 ETEHR TH 0 | #&HE | HDD
DA NEIACIZET T 2 % EIE
D.CONF | Sz 17— | 2— W — B FR R BE TRIH 5 2 — — D FEE | HDD
15
[ o= Bl o JHSRE TR S NS S HDD
Ry 7 ARGRER 5 BATaT T e A EHRE AR TS, = —%—R | HDD
T A VAT IRy T ASNDT 7 AHECH
T5HR v 7 A mORGEE S
1.8.3 Functions
Table 7 IZRTHERE CTH 5,
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2 Conformance claims

2.1

ZD ST

2.2

ZD ST

ZD ST

2.3

231

CC Conformance claim

I%, LA F® Common Criteria (LLF, CC Ll&9) IZiE AT 5,
Common Criteria version: Version 3.1 Release 4
Common Criteria conformance: Part 2 extended and Part 3 conformant
Assurance level: EAL2 augmented by ALC_FLR.2

PP claim, Package claim

1L, LLF O PP ICIEA T 5,

Title: U.S. Government Approved Protection Profile - U.S. Government Protection Profile for
Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

Version:1.0

L. LA F® SFR Packages &, 1BINTHD,
2600.2-PRT i &
2600.2-SCN i &
2600.2-CPY i &
2600.2-FAX i &
2600.2-DSR i &
2600.2-SMI Bl

SFR Packages

SFR Packages reference

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
Package version: 1.0, dated March 2009

Commo
Commo

n Criteria version: Version 3.1 Revision 2
n Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2
Usage: This SFR Package shall be used for HCD products (such as printers, paper-based fax machines, and

MFPs) t

hat perform a printing function in which electronic document input is converted to physical

document output.

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic

Copyright CANON INC. 2016
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document output.

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)

Functions, Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions,

Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide a trusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied only by the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products. The
functions that are allowed, but not required in any particular conforming Security Target or Protection Profile,
are listed in Table 7.

Table 7 — SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

Copyright CANON INC. 2016
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Designation Definition

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed
by multiple users, such as wired network media and most radio-frequency wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being
performed. The attributes that are allowed, but not required in any particular conforming Security Target or
Protection Profile, are listed in Table 8.

Table 8 —SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4 PP Conformance rationale

TOE 13, 7V NEEMD TERREETH LA — TUU b AF v 777 ADOREITINA, SCER
1FH%HE . HDD I %151%%%\ LAN 7 —X DI S BEZ 20l 322805, 2.2 #D PP claim, Package
claim (28175 PP IZ/EF S 4L TV AT X T D SFR Package (2 A3 HZ L3 chsd,

7o, A ST A& 9K 9% PP IX., IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std
2600™.-2008, Operational Environment B (23 AL . 7> CCEVS Policy Letter #20 | EFSINAONEL S
INIEHLDTHD,

PLIFIZ, 6 ffld> SFR Packages % @l L7= PP & Z @ ST Z bl L T\ <,

%7, Security Problem Definition |ZBJ L T, PP & ST % Lt#3 5L, LLF®D OSP 21U & 2iBMLT
WA LUAMERIC THS,

P.STORAGE.CRYPT
T ERHBREAHKIL WD TIERL, TOE L T\ % OSP TH D,

WE-T, LUFDSRAL 5,
- STOBX 2T 4R EE AT T T X THOTOEIL, PPOEX 2T (EHEFHH - LT
- PPOEX )T 4R EER AT -9 T R COEMAREIL, STOEX 2T REERLI/ZL TS

KIZ, Objective (ZBI LT, PP & ST % lkigd 5L, LL N D Objective 2 O & DBMIL TWAIFEDNEIA
CTHD,

0.STORAGE.CRYPTED
A Objective #FEH 457, FCS_COP.1(h) &2 (* FCS_CKM.1(h)2SEINE Tnd, ZbiE, PP L0t
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TOE D55 F W EHIRT 26D Thd, Lo TA Objective I3, TOE ZHill#JL TV 5 Objective ThH D,

T, LR ARRNLT 5,

- STOTOED v X2 VT %K 5 #1aiil=9 9 <X CHOTOEIL. PPOTOED X2 T %K T #Ib =L

IQA%)

- PP OEHBREO X 2T xR H#Hami7-9 T X COEHBREE L, STOEHREDO XU 7 1%t

RITEBWTZLTND

I 5T, BEREEMEICBAL T, PP & ST # ki3 5L, Table 9 DX 6 fHlo> SFR Packages &7
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NTOREREEAEICHISL T, SHIT ST TIEMREE/ 3B IMS I T VD,

7233, PP Package #ifl. PP OFSHEZEAMIZ T - | 23 FRE S QWA & AT,

Table 9 —PP, ST TOBEEMAIIGE

PR R NV AN AN 7 N

PP_Package PP DOHEEE{E ST OMBEEF
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG.1 FAU_STG.1

Common FAU_STG.4 FAU_STG.4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP_RIP.1 FDP_RIP.1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA.3(delete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT_MTD.1(FMT_MTD.1.1(a)) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMF.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF.1 FDP_ACF.1(in-job)

SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF.1 FDP_ACF.1(in-job)
CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACF.1(in-job)
FAX FDP_ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACF.1 FDP_ACF.1(in-job)
DSR FDP_ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF.1 FDP_ACF.1(in-job)

SMI FAU_GEN.1 FAU_GEN.1

SMI FPT_FDI_EXP.1 FPT_FDI_EXP.1

SMI FTP_ITC.1 FTP_ITC.1

Common - FIA_AFL.1
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PP_Package PP O#REE 4 ST DOHEREE
Common - FIA_SOS.1

Common - FIA_UAU.7

- FCS_COP.1(h)
- - FCS_CKM.1(h)
SMI - FCS_CKM.1(n)

SMI - FCS_COP.1(n)
SMI - FCS_CKM.2

PP TlX. FDP_ACF1@)IZEW\ T, +FAXIN ® D.DOC ® Delete, +FAXIN @ D.FUNC @ Delete (Z
X9 % Subject 2 UNORMAL & L TW475, ST TlX FDP_ACF.1(delete-job)IZ 35V T, Subject %
U.ADMINISTRATOR & L. U.NORMAL @ Access Control rule 2 [Denied] & L C\W5, F£7=, PP
TlZ. FDP_ACC.1 23\ T, +FAXIN @ D.DOC ® Read |Z%f3 % Subject 2 U.NORMAL & LT\
%78, ST TlE FDP_ACC.1(in-job)iz 35 T, Read |Z%F3 % Subject % U.ADMINISTRATOR & L.
U.NORMAL @ Access Control rule 2 [Denied] & LT\ 5,

3R U7z ST OREEE D EI V) £117 1% Delete <° Read "] #E72 Subject D #iPH & 5 . UNORMAL @
7 7 & A A[HE7R Object 2 72 < TEIV 17 TH Y . PP OMEREEM: X 0 LHIIRAYZR T 7 & Al 24T
STWABLEEZR D,

PP Ci%. FDP_ACF.1(a)iZ3 T, +FAXIN @ D.FUNC ® Modify (Zxf3 % Subject 2 U.NORMAL
E LTS5, ST Tl FDP_ACF.1(delete-job) (23T, Subject 2= U.User & L. Access Control rule
% IDenied] & L TW5,

ST DOEREZAFDEI U A1 1 BERE DT 2 £ D Subject ICHFFS WK I ITT2HIVAFITTHY |
PP OREREZEI: LV HHfIBRANZ: T 7 B ZHIH 21T > TV D EF X D,

PLEOFB XY, ST TRk & TW5A SFRIZ, PP TR &N TWA SFR L0 TR E 13k Y
HIRA, THDEWZ D,

BT, LUFDSRAL T 5,
- STOSFRZ 7~ X TOHTOEIZ, PPOSFRL i 7-L TV 5

F7-. ST OREEFEMRT PP OfRAFEELFIL Th D,

PLEIZEY, 2 ST 1% PP (ZHHEL T, TOE (Z[RIZELL EOHI[REZFRL , TOE OEHEREEICFZELL T O
HIPRZFRL TN,

TE~T, 2D ST I PP ZifiFE & L Cd,
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3 Security Problem Definition

3.1 Notational conventions

a)
b)
c)

d)

€)

9)

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v") place at the intersection of
a row and column indicates that the threat identified in that row is wholly or partially mitigated by
the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row performs
a principal fulfillment of the objective indicated in that column. A letter “S” in such an intersection
indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement name
and purpose indicates that the requirement performs a principal fulfillment of the objective in the
same row. Requirement names and purposes set in hormal typeface indicate that those
requirements perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

2) Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

3) Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria
Part 2 or an Extended Component Definition, but which also must be completed by the ST
Author in a conforming Security Target.

The following prefixes in Table 10 are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity
U. User
D. Data
F. Function
T. Threat
P. Policy
A. Assumption
0. Objective

OE. | Environmental objective

+ Security attribute

3.2 Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a)
b)

c)

Persons who are not permitted to use the TOE who may attempt to use the TOE.

Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11— Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12— Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used to
provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13— Organizational Security Policies for the TOE

Name Definition
P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.
P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF.
P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment.

P.STORAGE.CRYPT¥) TOEDOHDDIZREET 5T — # id, BF b STV AT iuid 7
DR,

*) MFP (Z HDD B SAbBRE 2 £ Z L 2R U =R OB 2 ME L

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14— Assumptions

| Assumption | Definition |
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Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s
guidance and documentation, and correctly configure and operate the TOE
in accordance with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.

Copyright CANON INC. 2016
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4  Security Objectives

4.1 Security Objectives for the TOE

ARHITIE, TOE 2RER LTI b0t X2 U7 4 R G# &7t 4 2,

Table 15— Security Objectives for the TOE

Objective Definition

0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized

alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized
alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users,
and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events and prevent its unauthorized disclosure
or alteration.

O.STORAGE.CRYPTED

TOEIZ, HDDIZT —# & E X IATBICH 5L L 722 1 huid 7e
5220,

4.2

Security Objectives for the IT environment

ZOETIE, ITREOEX 2V 7 4 kIR IGEHZBE L TiRibd 5,

Table 16— Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported
from the TOE to another trusted IT product, the TOE Owner
shall ensure that those records can be accessed in order to detect
potential security violations, and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3

Security Objectives for the non-IT environment

ZOETIX, EITREOEX 2V T 4 /EHFEHCE L Titibd %,

Copyright CANON INC. 2016
24




Canon

7T H: 2017/10/05

Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization; have
the training, competence, and time to follow the manufacturer’s
guidance and documentation; and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4  Security Objectives rationale
AREITIE, Hx OB, MO E X =2V 7 ¢ 7E BiESRM2. TOE 07 <Lb 1l 20Ex2 T

A RRIFHTHEMENDZ L, KOENLOEX 2 U T 4 JRFTHDEBICKHIL, X2V T 4K
Pra S L, AR 2 XY 5 2 L 2 BRET D,

Table 18— Completeness of Security Objectives

Objectives

OE.AUDIT STORAGE.PROTECTED
OE.AUDIT ACCESS.AUTHORIZED

OE.AUDIT.REVIEWED
OE.INTERFACE.MANAGED

O.DOC.NO ALT
O.FUNC.NO ALT
O.PROT.NO ALT
O.CONF.NO DIS
O.CONF.NO ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.INTERFACE.MANAGED
O.STORAGE.CRYPTED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED

Threats. Policies, and Assumptions

| 0.DOC.NO DIS

T.DOC.DIS

\

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT v

T.CONF.DIS 4

T.CONF.ALT 4

SESNN NN N] 0.USER.AUTHORIZED
SESNN NN OE.USER.AUTHORIZED

P.USER.AUTHORIZATION

P.SOFTWARE.VERIFICATION v

P.AUDIT.LOGGING IR2R24R%

P.INTERFACE.MANAGEMENT v v

P.STORAGE.CRYPT v
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A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Table 19— Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Obijectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons.

O.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.DOC.ALT

User Document Data may be

altered by unauthorized persons.

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.FUNC.ALT

User Function Data may be

altered by unauthorized persons.

O.FUNC_ NO_ALT protects D.FUNC from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.PROT.ALT

TSF Protected Data may
be altered by
unauthorized persons.

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to
unauthorized persons.

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.ALT

TSF Confidential Data
may be altered by
unauthorized persons.

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

26
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P.USER.AUTHORIZ
ATION

Users will be authorized to use
the TOE.

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF.

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains a log
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed.

P.INTERFACE.MAN

Operation of external

O.INTERFACE.MANAGED manages the

AGEMENT interfaces will be operation of external interfaces in accordance
controlled by the TOE with security policies.
and its IT environment. OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.
P.STORAGE.CRYPT | HDDIZFi#kT 57 — ¥ # 5% | O.STORAGE.CRYPTED (X, HDDIZT —# %

¥ %,

EXIALBRICRE BT 5,

A.ACCESS.MANAG
ED

The TOE environment
provides protection from
unmanaged access to the
physical components and
data interfaces of the
TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of
and trained to follow
security policies and
procedures.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST

Administrators do not
use their privileged
access rights for
malicious purposes.

OE.ADMIN.TRUSTED establishes
responsibility of the TOE Owner to have a
trusted relationship with Administrators.

A.USER.TRAINING

Administrators are aware
of and trained to follow
security policies and
procedures.

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.

27

Copyright CANON INC. 2016



Canon

7T H: 2017/10/05

5 Extended components definition (APE_ECD)

Protection Profile defines components that are extensions to Common Criteria 3.1 Revision 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and
process this information before it is transmitted on another external interface. However, some products may
provide the capability for attackers to misuse external interfaces to violate the security of the TOE or
devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed
data between different external interfaces is forbidden unless explicitly allowed by an authorized
administrative role. The family FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to
require TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another one
requires explicit allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role

¢) Revocation of such an allowance
Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i.e., without processing the data first) between different external
interfaces is therefore a function that—if allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
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is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both User Data and TSF Data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
lead the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT _FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: list of,
external interfaces] from being forwarded without further processing by the TSF to
[assignment: list of external interfaces].
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6 Security requirements

6.1  Security functional requirements

ZDOETIE, TOEDEF = U7 ¢ #FEZ(: (Security functional requirements) (2B L TRk~ 5,
W, I R—F% 2 FikBIERCEET L AL FADOHBAD () EEXIT, BV IR LOEBIEZ R TRREI+
L TWD,

6.1.1 =—V—FRFEMEAE

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: /[assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: Zist of
authentication events).

[selection: [assignment: positive integer number/, an administrator configurable

positive integer within[assignment: range of acceptable values]]
* anadministrator configurable positive integer within 1 to 10

[assignment: list of authentication events]

o BEMERINLHLLIIVE—DNUI Zfiolzu /A 3T

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
. met

[assignment: list of actions]

s BYJT UL
FIA_ATD.1 User attribute definition
Hierarchical to: No other components

Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: list of security attributes].

[assignment: list of security attributes].
o a—H—H w—

FIA_UAU.1 Timing of authentication

Hierarchical to: No other components
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Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

with access-controlled Functions of the TOE] on behalf of the user to be
performed before the user is authenticated.

[assignment: Iist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE)
o INUKNTTT TFIARYaT 1 T7IARYaT DA

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]

Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with

access-controlled Functions of the TOE]

o TNRVET T IAYaT 1 Ty I AT a T OEA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

User-subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
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on the behalf of that user: [assignment: Iist of user security attributes).

[assignment: list of user security attributes).
s a—HW—4 w—L

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

[assignment: rules for the initial association of attributes).
e L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes).

[assignment: rules for the changing of attributes]
s 2L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

interval of userinactivityl.

[assignment: time interval of userinactivityl.

o BBV EZBRIELZRVNIRREAY BROE I R

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.
o UE— b Ul ZHEAELZRVIREEAY 15 4yt

6.1.2 TalE{TT R HBE

FMT_MSA.1(exec-job) Management of security attributes

Hierarchical to: No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Copyright CANON INC. 2016
32



Canon

7T H: 2017/10/05

FMT _MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)l to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: list of security attributes| to
[assignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

s 2L

[selection: change default, query, modify, delete, [assignment: other operations/
e query, modify, delete, create

[assignment: Iist of security attributes]
. 2 —/)

[assignment: the authorised identified roles].
* U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFP, information flow control SFPl to provide
[selection, choose one of:  restrictive, permissive, [assignment: other property])
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
e 2L

[selection, choose one of: restrictive, permissive, [assignment: other propertyl
* Restrictive

[refinement]
*  TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object
or information is created.

[assignment: the authorized identified roles]
* Nobody

FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP on users

as subjects, TOE functions as objects, and the right to use the functions as
operations.
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FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(execsjob)  The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: list of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP.

[assignment: list of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFP
* objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functionsl, [assignment: other conditionsl].

[selection: the user is explicitly authorized by U.ADMINISTATOR to use a
function, a user that is authorized to use the TOF is automatically authorized to
use the functions [assignment: list of functions, [assignment: other conditionsl]

* [assignment: other conditions]

[assignment: other conditions]
* rules specified in the TOE Function Access Control SFP in Table 20 governing access

among controlled users as subjects and controlled objects using controlled operations
on controlled objects.

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U. ADMINISTRATOR,

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
e 2L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
« 2L

Table 20— TOE Function Access Control SFP

Object Attribute Operation(s) | Subject | Attribute | Access control rule
(P)(I)Dijr?t(:r %%IJ);? Object @ &M IZ%FL T Subject
(YR +PRT Ui vaT % U.USER | m—/1 MDr— /L)% Operation Z#F A &4
e - F=a— L Thd,
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Object Attribute Operation(s) | Subject | Attribute | Access control rule
i D . .
+CPY gc?ijr?t(:r S Object @ J&M:1Z%FL T Subject
rap e T Den ety U.USER | m—/1 Dr—/L7)% Operation 7 A &4
Pl 7-r—/LTHB,
17,
j ) . . .
+SCN S:ijr?tzr A1 Object @ B MIZ%FL T Subject
(A% | +DSR Ui oo | JUSER | m—L Dr—/L7)5 Operation Z7F P E4L
Pl 7-r—/LTHB,
17,
j ) . . .
S:ijr?t?r S Object @ B 1Z%FL T Subject
(7572 +FAXOUT Ui va T & U.USER | m—/v Dr—/LA% Operation Z#F A S
i 72— /L ChB,
1T,
j D . o .
g:ijr?t(:r LRI Object @ J&M:1Zx L T Subject
[ZAERLA] +FAXIN Uiy ge | WUSER | = Dr—/L 7% Operation Z 7 Af &4
P 7-a— L Chb,
17,
Object D . . .
; Object D@ MEIZxF L T Subject
r LR | : ) .
ﬂﬁﬁ774’ P sk PLO;Lth/f j’jjz U.USER |m—1 d>r—/L7% Operation Z 3 /[ &4
P 7er—/LTHD,
1T
= Object D
JE— [ . -
1)?/{%;[; Ji:;/; +DSR Pointer ZFIM | | ser | w1 Subject ®E—/L-7% Administrator
%‘TJ)EHJ T +FAXIN Li=vard £ THAiL Operation 23 7] HE,
17,

6.1.3 BWAVaT T EREIEERE

6.1.3.1

¥ a 7 HIERERE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify;, delete, [assignment’ other
operations/] the security attributes [assignment: list of security attributes| to

[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s))
* In The JOB Access Control SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operations)/|
o Table21 ® [#fE] DA

[assignment: list of security attributes]
e Table21 @ T[security attributes] DIH
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[assignment: the authorised identified roles|
e Table21 ® fm—jv] DI

Table 21— Management of security attributes

security attributes HiE u—)v
a—PF—4 delete, create, query U.ADMINISTRATOR
RNy 7 AR5 modify, create U.ADMINISTRATOR
BHE DR v 7 AREGEE 5 modify U.NORMAL
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFPE information flow control SFP|l to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
e Common Access Control SFP in Table 22
* In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other property]
*  restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified rolesl

to specify alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles]

* Nobody
FDP_ACC.1(delete-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on
the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
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FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
* U.ADMINISTRATOR (%, 9*T» D.DOC - D.FUNC DOHI|F=2 7] 6E
e TU.ADMINISTRATOR iZ. +CPY, +SCN, +DSR, +FAXOUT ® D.FUNC ®
Modify 73 7] HE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
« 2L

Table 22—Common Access Control SFP

Object Attribute Operation(s) Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for his/her own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete U.NORMAL | Denied

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for his/her own
+FAXOUT, Delete function data
+DSR

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete U.NORMAL | Denied

6.1.3.2 ¥ a 777 AH|HERE

FDP_ACC.1(in-job) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(in"job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
on the list of subjects, objects, and operations among subjects and objects covered
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by the In The JOB Access Control SFP in Table 23..

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
to objects based on the following: the list of subjects and objects controlled under
the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
In The JOB Access Control SFP in Table 23 governing access among Users and
controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

* U.ADMINISTRATOR (%, +FAXIN/+DSR @ D.DOC @ read 7% F fig

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
o 2L

Table 23— In The JOB Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read U.NORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for his/her own documents
D.DOC | +DSR Read U.NORMAL | Denied, except for his/her own documents

6.1.4 ZEVa ke

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles
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FPT FDI_EXP1.1 The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 7 —#5E&ilEieE

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components
Dependencies:: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made unavailable
upon the [selection: allocation of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the resource from]
» deallocation of the resource from

[assignment: list of objects].
e 2L

6.1.6 HDD HE-{LH%RE
6.1.6.1 W {b/E SHERE
FCS_COP.1(h) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: list of standards].

lassignment: list of cryptographic operations]
* HDD ~EZIAENDT —F DR SL#ERE
* HDD b EiAHEN DT — % O SHE

[assignment: cryptographic algorithml)
e AES

[assignment: cryptographic key sizes]
* 256 bit

[assignment: /ist of standards]
* FIPSPUB 197
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6.1.7 LAN 7 —Z{R7#&HkRE
6.1.7.1 IP/ 7 v MG S LEERE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(m) The TSF shall perform [assignment: Ilist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations]
o LAN ~EET 5 IP X v b ORF S LHEAE
* LANDDOZAET 2D IPXTy hOMESHAE
[assignment: cryptographic algorithm]
e Table24 ® Tlcryptographic algorithm) IH

[assignment: cryptographic key sizes]
e Table24 ® Tcryptographic key sizes] DIH

[assignment: list of standards]
e Table24 @ Tlist of standards| DIH

Table 24 — IPSec cryptographic algorithm key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 bit FIPS PUB 46-3
AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197
AES-GCM 128 bit, 192bit, 256 bit SP800-38D

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components
Dependencies: No dependencies

FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the
communicated data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.
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FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 HC7AMERE
FPT _TST.1 TSFtesting

Hierarchical to: No other components
Dependencies: No dependencies

FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions lassignment: conditions under which self test should occurll to
demonstrate the correct operation of [selection: [assignment: parts of TSF, the

TSH.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occurl]

e during initial start-up

[selection: [assignment: parts of TS, the TSF]
e LAN 7 — X {Ri#EMEE CRIH T A5 7 /L2 Y X A(AES, 3DES)

FPT _TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSH, TSF Datal.

[selection: [assignment: parts of TSF], TSF Datal
e [assignment: parts of TSF]

[assignment: parts of TSH
s E&Rn

FPT _TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.

6.1.9 EEEnsHERE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components

Dependencies: FPT _STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

c) All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25 ; [assignment: other specifically defined auditable events].
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[assignment: other specifically defined auditable events]
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FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 25: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information].

[assignment: other audit relevant information]

s 7oL

Table 25— Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP_ACF.1 Not specified Type of job
Both successful and unsuccessful use of the FIA_UAU.1 Basic None required
authentication mechanism
Both successful and unsuccessful use of the FIA _UID.1 Basic Attempted user
identification mechanism identity, if available
Use of the management functions FMT_SMF.1 Minimum None required
Modifications to the group of users that are FMT_SMR.1 Minimum None required
part of a role
Changes to the time FPT STM.1 Minimum None required
Termination of an interactive session by the FTA_SSL.3 Minimum None required
session locking mechanism?*
Failure of the trusted channel functions FTP_ITC.1 Minimum None required

FAU_GEN.2 User identity association

Hierarchical to:

Dependencies:

No other components.

FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

4 PP Guide @ [14.1 IEEE Std 2600.1 Errata| %%
IEEE Std 2600.1(Z1%“Locking of an interactive session by the session locking mechanism” & & % 23, #&id I A

RV AR RATN

42
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FPT_STM.1 Reliable time stamps
Hierarchical to: No other components
Dependencies: No dependencies

FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information) from the audit records.

[assignment: authorised users]
e U.ADMINISTRATOR

[assignment: list of audit information]
* Table25 |[ZRTEEARZDY X K

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
* prevent
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FAU_STG.4 Prevention of audit data loss

FAU_STG.4.1

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent
audited events, except those taken by the authorised user with special rights”,
‘overwrite the oldest stored audit records’] and [assignment: other actions to
be taken in case of audit storage failurel if the audit trail is full.

» (12

[selection, choose one of “ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights’, “overwrite the
oldest stored audit records’]

e “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
e 2L

6.1.10 FIRHERE

6.1.10.1 = —¥ —FFHEEE

FIA_SOS.1

FIA_SOS.1.1

Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric).

[assignment: a defined quality metric]
o AXTFULERLFUTFTONAT—FE
o 3 L RERET D UTHI AR E O RN
s WRKIFA~D%E L1 XFULEDD
o FNNTF(a~2)E L XTFLEE DD
o HF(O0~9% 1 XFTLEEDD
o TIT 7Ny FPUSNOSLEO-@:, M HN& )=~ +*}_><) & 1 LT RS
5
o fEHIATRESCT:
o HIEISTFLSIDETDOILF

FMT_MTD.1(user-mgt) Management of TSF Data

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,

modify, delete, clear, [assignment: other operations/| the [assignment: list of TSF
Data associated with a U NORMAL or TSF Data associated with documents or
jobs owned by a U NORMAL] to [selection, choose one of: Nobody, [selection:
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U.ADMINISTRATOR, the UNORMAL to whom such TSF Data are associated]].

[selection: change default, query, modify, delete, clear, [assignment: other
operations]
e Table26 @ [afE] DIH

[assignment: list of TSF Data associated with a UNORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)|
e Table26 ® [TSFdata] DA

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF Data are associated]]
e Table26 ® m—/)L | DIA

Table 26— — ¥ —fE B R

TSF data a—) BiE

a—F—4 U.ADMINISTRATOR | delete, create, query

7 —)L U.ADMINISTRATOR | modify, delete, create, query
INAT— R U.ADMINISTRATOR | modify, delete, create
HEDONRAT— R U.NORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]
*  Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which
no user shall be associated.

6.1.10.2 I8 HkkRE
FCS_CKM.1(h) Cryptographic key generation
Hierarchical to: No other components.
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FCS_CKM.1.1(h) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:

cryptographic key sizes| that meet the following: [assignment: list of standards].

[assignment: cryptographic key generation algorithm)
e Hash_DRBG % Fl|fl L 7= SP800-90A (23 < SLEAER T v 2 U X A
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[assignment: cryptographic key sizesl
e 256 b vk

[assignment: [ist of standards]
« HREMRL

FCS_CKM.1(n) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(n) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithml]
*  HMAC_DRBG(SHA-256)%FI|f] L 7= SP800-90A (& LA 7 =Y X
N

[assignment: cryptographic key sizesl
e 128t v [, 168 by 1,192 B> |, 256 £ b

[assignment: list of standards]
« fREMRL

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution

method] that meets the following: [assignment: /ist of standards].

lassignment: cryptographic key distribution method)
e DH (Diffie Hellman) 35X ONECDH (Elliptic Curve Diffie Hellman)

[assignment: list of standards]
e SP800-56A

6.1.10.3 7 /3 A EHHKRE
FMT_MTD.1(device-mgt) Management of TSF Data

Hierarchical to: No other components
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify; delete, clear, [assignment: other operations/] the [assignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMALI]]

[selection: change default, query, modify, delete, clear, [assignment: other
operations]
e Table27 @ {E] DIHE

[assignment: list of TSF datal
e Table27 @ [TSF Data] ?DIH

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMAL]I]
e Table27®» Tm—/L| OIHE

Table 27—7 /N A EFEHRE

TSF Data o—/L B

A /R a% U.ADMINISTRATOR | modify
HDDE & =R E U.ADMINISTRATOR | query, modify
IPSec % 7E U.ADMINISTRATOR | query, modify
A —RIVT R E U.ADMINISTRATOR | query, modify
2y 77 NRY Y — G E U.ADMINISTRATOR | query, modify
IRAT—RRY L —GRE U.ADMINISTRATOR | query, modify
o= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components
Dependencies: No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: list
of management functions to be provided by the TSF].

[assignment: list of management functions to be provided by the TSF]
o LUF Table 28 12/~ 3 & BREEHE

Table 28— The management of security requirements

B B]iE
A+ /R 3% modify
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EEME #E

HDD &2 {H £ E query,modify
[PSec % iE query,modify
F—rIUTERE query,modify
7 T NR) L — R E query,modify
ISR —RARV Y —TE query,modify

o= query, delete

a—H—4 delete, create,query

0 —/ modify,delete, create,query
INAT— K modify,delete, create

Ry 7 ARFEE &

modify, create

HYD/NAT— R

modify

H & DRy 7 ARG RER 7

modify
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Security Assurance Requirements

Table 29 lists the Security Assurance Requirements for 2600.2-PP, Protection Profile for Hardcopy
Devices, Operational Environment B, and related SFR Packages, EAL 2 augmented by ALC_FLR.2.

Table 29— IEEE 2600.2 Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing
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Assurance class Assurance components
ATE_IND.2 Independent testing—sample
AVA: Vulnerability assessment AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 30 (X TOE X =U7 xR GEE X7 e B2~y 7 LIz D ThDH, ZiUZEh, £tEF%
2T SRR BN DKl 1 DD TOE X aUT 4%t FEHIRHEL TWAZEERLTWA,
FE xR BfR%E Bold (K (P) TFRL, ViR —RL TWAXHGEIFRE (S) TRLTZ,

Table 30— The completeness of security requirements

Objectives

O.INTERFACE.MANAGED

0.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O0.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.STORAGE.CRYPTED

SFRs
FIA_AFL.1
FIA_ATD.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)
FMT_MSA.1(exec-job)
FMT_MSA.3(exec-job)
FDP_ACC.1(exec-job)
FDP_ACF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACF.1(delete-job)
FDP_ACC.1(in-job)
FDP_ACF.1(in-job)
FPT_FDI_EXP.1 P
FDP_RIP.1
FCS_COP.1(h)
FCS_COP.1(n)
FTP_ITC.1
FCS_CKM.1(h)
FCS_CKM.1(n)
FCS_CKM.2
FPT_TST.1 P
FAU_GEN.1 P

e

n|g|lwn|wn|o|lolololw| o] v xv0.USER AUTHORIZED

WO, Tlnlw
nw o nwmw
nw o nwm

Nnunmo|n|un|T
Y
Y
)
nunumoiunnmn
)
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Objectives
)
& | 3 0
B < L w
N Z = [
[ -z |25 (8] |
n - - il 2 - o = > O o
= - < < a < T i i O @)
a) < | | I | = O 14 (@) i
o lo |2 o o) o D < < | Q
=z z Z Z < L = = I
=z Z o = N T o x e = @
S 1815|285 |2 |E|5|5]¢
6o |2 |& |[c|c |3 |28 |2 |6
SFRs 0O | |lo | |o |6 |o |o |lo |o |o
FAU_GEN.2 P
FAU_SAR.1 P
FAU_SAR.2 P
FAU_STG.1 P
FAU_STG.4 P
FPT_STM.1 S
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P P P
FMT_SMR.1 S S S S S S S
FMT_MTD.1(device-mgt) P P P
FMT_SMF.1 S S S S S S

6.3.2 The sufficiency of security requirements

ARFECHL, ) T AHREBIRS TOE L% 275t 1 27T 01 14 T DML E TRIb T
éo

0.DOC.NO_DIS i, user document data 23 & #& SAL72 K912,

FIA UID.1 TO2—¥ —iBIERIZGC T, FMT_SMR.1 TEHESH-o— A8 Y Thh, ZDn
— WX,

FMT_MSA . 1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
N aT7Xx B NEMEE RN DTN T 7B AR T 29 212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

WCXDEI a7 D2 ——F —Z DT I 'RAERNDHIZHIRLIZY, ZLSDOVa7 oo —
P—=T —=F DT 7B ALGEL TERULIENTHI LIV EBLIND,

Fiz, Va EIZAE ST user document data DFETEE L, FDP_RIP.1IZIV 22 ESND,
X512, HDD ND—H—F —H +TSF 7 — X ~D 5 FZ (kL T

FCS_COP.1(h), FCS_CKM.1(h)IZ LS,

LAN %5525 52— —F —HTSF T — X ~DE S A - ZFITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (2 X {f#SN 5,
CTHBIC BT A FEEIX FMT_SMF.1 I k> TS T 5,

0.DOC.NO_ALT /%, user document data 732 ASH72W AT,

FIA_UID.1 TO=—H—iBIEHRISSET T, FMT_SMR.1 TEBLESNZo— /Ly 80 Thh, Z0n
— VT DE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) ., FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
VEMEEZARNDIZT 7B AR R T HZEIC LD FEHLSND,

BT,

LAN 2555 752 —Y —F —H TSF T — X ~DUX A - BFITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 [z LV {RF#EEN 5,
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CNBICEE T DA RS AE X FMT_SMF.1 IC k> THRfitEH T,

O.FUNC.NO_ALT (. user function data 73X A SR EDIZ,

FIA_UID.1 TOa—V—iBEHIST T, FMT_SMR.1 CEHIN-o— L n3E0 Y Thi, Fon
—IUNZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) ., FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
DEAEERND I T 7B AFIRT 52 LI LTINS,

BT,

LAN %3552 5452 —W—F —HTSF T — X ~DL S A - ZFRITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {ZXh RS D,
TSI EEE T B FIEREIX FMT_SMF.1 IC k- TR tE Ta,

O.PROT.NO_ALT (&, TSF protected data 234X A SH720 I,

FMT_MTD.1(user-mgt) C& BLX17- FIA_UID.1 TO—F—i B H IS0 T, FMT_SMR.1 CEH
Sz —AnEI Y THi, EOr— LI SE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 215 T /A A E FREREIC LV FEE SN D,
IHIT,

LAN 2552532 —Y—F —H TSF T —H~DUX A« BFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 {Z X S D,

O.CONF.NO_DIS %, TSF confidential data 73 %288 S41720 VL1,

FMT_MTD.1(user-mgt) C& FESM7Z FIA_UID.1 TO2—H—3kBIHERIZIGTC T, FMT_SMR.1 T #
ST — LB Y Thi, EDOr—/LIEEDE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 {2157 A A E B REIC L EHEN D,
E5IZ, HDD ND—H—F —HTSF 7 — X ~D 5 (kL T

FCS_COP.1(h), FCS_CKM.1(h)IZ Lo {fi# s,

LAN %3555 52— —F —HTSF T —X ~DES A« ZFITx LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (L0 {fi#EE N5,

O.CONF.NO_ALT I, TSF confidential data 73t & A SH 7R EIIZ,

FMT_MTD.1(user-mgt) C&FESH7Z FIA_UID.1 TO2—H—3kBIERIZIETE T, FMT_SMR.1 T F
ENT-a— L nEID Y THN, TOr—/WIESE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |Z15F /A A& B REIC L EHEN D,
EbIZ,

LAN %5525 352 —HW —F —H-TSF 7 — X ~DKS A - ZFITxH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 (L0 {fi#Sn 5,

O.USER.AUTHORIZED [, FIA_UAU.1, FIA_UID.1, FIA_UAU.7, FIA_AFL.1 TORIFRIEAD =
AL EFRFES NIz —H— A3,

FIA_ATD.1. FIA USB.1. FTA_SSL.3(lui)/FTA_SSL.3(rui)iC LV —HF —D v ar NEFSH
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (ZL27 7 AHIMHNZ LY, MEFRZ fF 5- S T-HERE A FI|
TELZLITEFERESND,

512, FIA_S0S.1, FMT_MSA.1(exec-job), FMT_MSA .3(exec-job), FMT_SMR.1 (ZLV [F Y 7p2—
—&EHET D,

O.INTERFACE.MANAGED 3. A 1A #—T7 = — A& BT 5% K 5#THY . FIA_UAU.1,
FIA_UID.1, FTA_SSL.3(lui)/FTA_SSL.3(rui)lic kb —H — A2 —7 = —ADE L FPT_FDI_EXP.1
(Zd&% LAN ~DREEZ RS DRI K> THEELSND,

O.SOFTWARE.VERIFIED (%, FPT_TST.1 ® H .7 AMEREIC L > TEIIND,
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O.AUDIT.LOGGED % . FAU_GEN.1, FAU GEN.2 . FAU SAR.1. FAU SAR.2 . FAU STG.1 .
FAU_STG.4 |[ZXDBEAE R EEEIC L > THBLEND, IDIC, AT +—~y ML E o —F —{FH e
e AR 9572012 FIA_UID.1 & FPT_STM.1 ICk» THR—FEND,

O.STORAGE.CRYPTED (%, FCS_COP.1(h)DHs 5Ab/1E SHiE. FCS_CKM.1(h) DK 58k FLRRE I
J: D T %IﬁJ é j/l/ 5 o

6.3.3 The dependencies of security requirements

AETIE, ST CHEREEMEOIRAFEZ 2L T e CH RO 20\ B 2707k 55,

Table 31— The dependencies of security requirements

SHESR [ M7z LT
Heamp SEELTENS | ST JEL g (BT 72 LU VY R
KT <3
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (KT AL T 5)
FIA_ATD.1 No dependencies No dependencies N/A (ETFFHEDEER72L)
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (RIFHEZETEL T D)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (AT T2 LT D)
FIA UID.1 No dependencies No dependencies N/A (KAFPED R 72 L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (RAFIEZ T2 L T D)
FTA_SSL.3(lui) No dependencies No dependencies N/A (K AFED R 72 L)
FTA_SSL.3(rui) No dependencies No dependencies N/A (RAFIEDER L)
[FFDDPP—Iﬁg(lj]'l or FDP_ACC.1(exec-job)
FMT_MSA.1(exec-job) ||t oviRy FMT_SMR.1 N/A (KIFHEZR 2L T D)
FMT SMF.1 FMT_SMF.1
F FMT_MSA.1 FMT_MSA.1(exec-job) F—
FMT_MSA.3(exec-job) FMT SMR.1 FMT SMR.1 N/A (KT T2 LT 5)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A(RIFIEZT-L T D)
. FDP_ACC.1 FDP_ACC.1(exec-job) e b e
FDP_ACF.1(exec-job) FMT MSA.3 FMT_ MSA.3(exec-job) N/A URIF AL CTD)
[FDP_ACC.1 or FDP_ACC.1(delete-job
FMT_MSA.1(delete-job) || T2 -'FC-1] ) NIA (R AEHE 2 7= LTV B)
= FMT_SMR.1 FMT_SMR.1 -
FMT_SMF.1 FMT_SMF.1
FMT_MSA. 1(delete-jo
FMT_MSA 3(delete-job) Em—gﬁéi b) NIA (AR 72 LTV B)
== FMT _SMR.1
FDP_ACC.1(delete-job) | FDP_ACF.1 FDP_ACF.1(delete-job) | N/A ({KAF A7l TV 5)
FDP_ACC.1(delete-job
. FDP_ACC.1 ) S
FDP_ACF.1(delete-job) FMT MSA.3 FMT_MSA 3(delete-jo N/A (R T-L T D)
b)
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A (A T2 L TND)
FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) EMT MSA.3 FMT_MSA.3(delete-jo | N/A({KTFIHEATTZL TV 5)
FMT_SMF.1 FMT_SMF.1 .
FPT_FDI_EXP.1 FMT SMR.L FMT SMR.L N/A (A7 M2 72 L T D)
FDP_RIP.1 No dependencies No dependencies N/A (T EDEER 72 L)

FCS_COP.1(h)

[FDP_ITC.1 0r
FDP_ITC.2 or
FCS_CKM.1(h)]
FCS_CKM.4

FCS_CKM.1(h)

FCS_CKM.4 Z FIEL TU Ve Bl :

W5 8L RAM _EICAERSNEREZUAEHZ D, E
Ji-REE T U i B b NI VA SRt AN
%o PE-> THERBBYITIE B IE A LR &b I 5t
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— CC TERLTWS | ST THiZZL TWAIKE R AERE A T LTy Ve B
KEEE e
IFERICEFEINL TS,
FTP_ITC.1 No dependencies No dependencies N/A (KA HED R 72 L)

FCS_CKM.4 ZFEiRL TV VR BEHE:

[FFDDPP_I'TTCC-Zl or WS4 RAM LIS RSB A B)B L3l 2.5, &
FCS_COP.1(n) oS CKM f(rn)] FCS_CKM.1(n) Pl B TR 3 2 LI R AT AR Y L Ao T
FCS CKM.4 Do Do THERENIIZIE S-Sk FE 4 L 7e < EH IF 5 6
- T EIEEISI TNV,
FCS_CKM.4 ZF L CTUVRWEE
- W58t E RAM BIZARSNERETHEHZ b, F
FCS_CKM.1(h) FOS CKM.A FCS_COP.1(h) T-WE B8 A B 9 2 IR AT RE et Lo T

D, PE- THERERYICHE B SRR 3 2 L7 LB I B4
TR EIEFEIL TV,

[FCS_CKM.2 or

FCS_CKM.4 % F8EL CU VU Bl
B 5 8E RAM _EIZAERSNEREZE5EH 25, £

FCS_CKM.1(n) FCS_COP.1] FCS_COP.1(n) ToWE S EE A B 9 2 LI R AT REZeAiE Lo T
FCS_CKM A4 %o fEo THERBHYIC IR B8Rk 2 L7 < L IR B
IR AEITE STV,
FCS_CKM.4 ZFRL TV e B H:
[FE%PTITch'zlo?r W4T RAM ISR S NBIRA Y D& 2.5, £
FCS_CKM.2 FCS CKM 1()] FCS_CKM.1(n) TS A B - 2 EIX AR AT R e 7 > T
FCS_CKM4 Z)o ﬁEOT%ﬁEE"]ﬂcag%ﬁgﬁ&,%%bf£<k%ﬁjﬁ%ﬁg
B IR EICEHSN TS,
FPT_TST.1 No dependencies No dependencies N/A (AT DO ERRL)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (R T2 L TND)
FAU_GEN.1 FAU_GEN.1 .
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A (K TF 272 LT 5)
FPT STM.1 No dependencies No dependencies N/A (KA ED R 72 L)
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (R T2 L CND)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (RIFHEZTRT-L T D)
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 N/A (RIFHEZTTZL QD)
FAU_STG.4 FAU_STG.1 FAU_STG.1 N/A (R T2 L TND)
FIA_SOS.1 No dependencies No dependencies N/A (RAFIEDERARL)
FMT_SMR.1 FMT_SMR.1 .
FMT_MTD.1(user-mgt) FMT SMF.1 FMT SMF.1 N/A (A7 AR 72 L T D)
FMT_SMR.1 FIA UID.1 FIA UID.1 N/A (RIFHEZTT2L QD)
FMT_MTD.1(device-mgt | FMT_SMR.1 FMT_SMR.1 S
) FMT SMF. FMT SMF. N/A (R EEE 2L TD)
FMT_SMF.1 No dependencies No dependencies N/A (EAFIEDOER L)

6.4  Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial information
processing environments that require a moderate level of document security, network security, and security
assurance. The TOE will be exposed to only a low level of risk because it is assumed that the TOE will be
located in a restricted or monitored environment that provides almost constant protection from unauthorized and
unmanaged access to the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage
without disassembling the TOE except for removable nonvolatile storage devices, where protection of User and
TSF Data are provided when such devices are removed from the TOE environment. Agents have limited or no
means of infiltrating the TOE with code to effect a change, and the TOE self-verifies its executable code to
detect unintentional malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.
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EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions and
procedures for the reporting and remediation of identified security flaws are in place, and their inclusion is
expected by the consumers of this TOE.
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7 TOE Summary specification

ZOEFETIL, TOE ERHARZEFLLR 35,

71 a—¥ R
- X TAHEEE 4 FIA_UAU.1, FIA_UID.1, FIA UAU.7, FIA ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE X, IEHO 2 —Y —Z kRG220, 22— =2 E L2 —h Ul I2BWTT X
WA B E B ET DI ;:L*—*JL*—O)%%'JHWE%E:JW‘%) L., SV as Tr IR a7 | T I A
Pa7 OB NTHF LTV, [FIA_UAU.L, FIA_UID.1]

:L‘_‘“H“—nuu i '[J\‘FO)2$$*E@HLAHIE%_‘%‘H‘T ]\jﬂé
- AMERRREST A

:Lb‘_‘j: e HIE_H-E‘/\F‘ k—y‘kﬁéﬂ‘(b \61%4} rFl %&%*Uﬁﬁ j‘%)mu ul‘EjjJE @]Z. i :LF“H.E‘
FRREH—/3—(Z1%, Kerberos 32iE 7 2D Active Directory H—/3—=<° LDAP &GIE 5 2D LDAP
PR =Y T D,

- W nu quiJc
T A AR FRSN TN D2 — P — AR+ 2385 2,

TOE |Z2—HW—FRGEEL T, 22— —4  SAU—R I THLHI T A D AN T1HTER LT, FEEL
- A Ca— =4 SR —RINEE LT B DO — Y — 2R BGRGET 5, 728/ SR —K
AJDOBED/SAT —RTFF AR T X, *THRRT D, [FIA_UAU.7]

TOE (%, —Y —DfAIRRAEI K Eh 5L, —%—Z LT Access Control Token(LL#: ACT)& 38175
%o

ACT &%, 22—V =4 — /I T, 22— =D — L Z LICHRESNTZT TV r—ra
HRE~DT 7 B AMENEGENT-A TV =7 FTHD, [FIA ATD.1, FIA USB.1]

TOE 1%, RIEZRBRZ AL ATEMO T 72DIZLL Fouy 77T MERe 21235, [FIA_AFL.1]

- RELZry 27U MOFRBBISELE G SR Y 2 — P — I L Ty 7 T S D, vy
T U RDOFFEREIL, 1~10 BB TED, (FIHME 3 =)

- RELZmy 77U MR L, B e — Y —Dn s A AZRO IR, my 7 T U ML 1-60
’\733%@9—&'“(%% (?)Jﬁéﬁﬁ?i3 7)

TOE &, #E XL RVE—F Ul & —ERMEBFELZVWIRENRE T 2207 TV REE 5,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BRSOV B EL ARV REEDS A — R TRERE IS TR IES I A A LT T MR O,
10 70-9 430 bR x5, (FIHAEIX 2 4))
- UE—h Ul ZELZRU IREEAS, 15 456,
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- XIS T EEE 4 FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_MSA.1(exec-job),
FMT_MSA 3(exec-job), FMT_SMF.1

TOE 1%, #AIFREES - — P —ITFATEN T2 ACT ONFITISU T Ul FEICY a7 E477 7B
ezt 75, =2 —HF —12RITEIND ACT Or—/LOnEbt ., 2, Ik, B
U.ADMINISTRATOR DR ESND, ZDVa7 EATT 72 ARIEN 5 HilfHx S o @i i35
HEEEZ DLOTHY, HIZTHEE THD,
B SRV DA DY a7 FATT 7 AH#EIL. ACT Ou— WIS T7 7 r—a#lR )o@k
IS UTYay FATa8F LT, FNLIANIT 7B AZ 4575,
VEe—hUIDOEAEDYa7 FETT 782 EIL. ACTOa— LD BHEIZEC TPa 7 OFETEIES LT,
FNLISINIT 7B AZFF [T 5,

%72, UADMINISTRATOR (%, X CTOVa7 FEITHRAHETH D,

Table 32— a 7 EITOT 7 REIHRY o —

UI &5l il 4ot 82 & BiE
BRIV [U2 ] @ Pointer U.USER Ou— LNV BR[| il 5 215 b
n—/LCHD, THIETHEATH
e,
[zt"— | @ Pointer U.USER ®Du— LMo’ — | &ZFF a3l | il fE f & 1% Ak
n—/LCdHD, THIETHEATH
e,
(2% %> L TEE O | UUSER Ou— L3 2% v UTE(E 1% | #4384 75 ML
Pointer A ENTZT—/LTHD, T HZETEITA
e,
[ 52 A |® Pointer U.USER Dua— 32X v UTEE 15 | BI85 4 2 1% M1k
FFASNen— /L ThD, T 5L TELTH
=8
[ZfERLA] D Pointer | U.USER D — L 3MRELET A /L ORI | 480 56k 52 % 1% M4k
BRI — /L ThD, TAHZE THEATA
HEs
MEFEZ7ANVOFIH ] | UUSER Or— LN HRIETZ 7 AL OFIA | | 48 5 52 %2 7% AL
@ Pointer PRI ENT-r— /L THD, T AHZ L THELTHA
HEo
(2% % U TRIE] D | UUSER Ou— L3 2% v UTIRAT 1 & | #1480 3t 8 2 7% ML
Pointer FAENZa— L ThD, T5HZ L TELTA
e,
U£—h Ul [SZEMRAET 74/ D | U.USER ®u— /L7 Administrator =— V2L | FE4TART],

FII 1D Pointer

%O
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7.3 BAYa 77U REHHKRE

TOE (., 2— W —NEALZF VU Nat —[ 2%y [FAX DA a7 12t U TLL T O 7 7 &l
DX VT e Z 129D,

7.3.1 Va7 DXk xR
- XS AHREEA-:FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_MSA.1(delete-job) ,
FMT_MSA .3(delete-job), FMT_SMF.1

TOE |, at'—/F Vo NAX YT 7 I ASEAED a7 H LU F O HFIETE Yy BT, ZNHDOY a7
Da—P—ZNIA a7 ERIFICF DOV a7 B R LT —F—4 TR LS T,

- UNORMAL L. H4y D a7 OHIERI Al HE
- U.ADMINISTRATOR |Z. TR TOTYa7 DYANER L ALED a7 OYIFEA AT HE
JaT DXL BN, Pa BT A B EDLEIRENS,

7.3.2 T a THDBETFLE~DT 7 & A H kR
- Xt 93 % 8 8 E 4 :FDP_ACC.1(in-job), FDP_ACC.1(delete-job), FDP_ACF.1(in-job),
FDP_ACF.1(delete-job), FMT_MSA.1(delete-job), FMT_MSA .3(delete-job), FMT_SMF.1
TOE /&, ZNZENDYa7 FOEFLEITH L TUL FOT 7B AR#llZ 5, Znooya”7 da—
P =2 TR AT a7 AR DOV a7 A L — Y — 4 T bEn TnD,

[ap —/xﬂw/ﬁﬂxﬂnm Va7 DB A LEA~DT 7 AH HFSEE
TOE (%, 2t =0 a7 OB LEICH L THEL R THIENTER,
72770, FrEE B IOV U.ADMINISTRATOR (L, EAMEN TV N ATHZ LN TED,

- TOE X AT 7V ARMED Va7 HOE T LEICH LT, 7335V a 7 — 1A
BE I DA EERE, SELBIRTHIENTEA,

[V a7 HOET LEA~DT 7B AT EHEEE

TOE 1. 7V hard ngASNLE, ZOEEF VU MEFIC I RET 5, Bio, TV a7 ioft 5
SINTa—Y—ZTEOT Va7 OFTFEEZHEIL, L FOT 78 Az EH L T D,

U.USER %, #Hﬂﬂ%fwjj/h/w@@%jci IHLT BHO2—Y—Z LTV a7 Dar—
P —Z BN =LA, LT O#EN Al HE

- UUNTA,
- TVCNOEREEETET D,
- HIERT D,

U.ADMINISTRATOR (%, T X TCOFVUMERFO TV a7 DEF LEDV AN FRL, T
SHUT, LA R OEREDN A RE

- VarvEHIRRT D,
[T 7 ) AZAGT a7 DE T LE~DT 7 AHEHEE
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TOE (%, ZAELI=T7 7V Al | 77V ARGV a7 DEF L EEZTDFETV M, — B 77 A ARAFT
HIEER A T D, ZNHDE A LENRGINDERITIE, BT VAT LRI ARG SNDTD VAT
DIR I ANDT 7 AN DO EFE A LEOT 72 AHIEIC#E TSN D, /XTAT/77<@ GRS
EA NIZEES /2NN, VAT LRy 7 AR U CHANS 7T HT OB RER 5 AR ETDHIENTED,
yx—?AﬁWX@H%%Eé%mﬂﬂ;ﬁm ek, ZF L UADMINISTRATOR (Z[RESNDT0 ., B+ 3L

EloT 7 AARER 2 — Y — (X UADMINISTRATOR O A THh b, L= - T, TOE 1%
UADMINISTRATOR%T%T SNT-BACEOFAGLHIKL . UNORMAL 2B+ LEDF Y Mk
153, HIbR%E TERWIDNCT 72 ARl A FZEL T D,

U.ADMINISTRATOR (&, BAE/ SRS T 72 AT D54 Bik& 5a A U7e<Ed | B SCEITk)
L CLL FO#EMN AT HE

- VTS,
- %’T%j‘%)o
- EjIJ ﬁ%ﬁaéo

U.ADMINISTRATOR %, VE—h Ul InDT 7 BAT D86 VAT LRy 7 AR U CHENIE E SN
FREE L VAT DRy AR A SV REGER B 3 — B LT3 B D -, LU F OAED Al RE

- FTURTS,
- %’T%j‘%)o
- HIBRT 5,

[ — R I ADE A LE~DT 7 AHIEEEE )

TOE %, :zt—/xﬂwx/aw) B LEE, 22— =R AT T e IR T2, 2N H0E
FLEAEETHERICIE, 22— — Ry A~DO T 7 A 758 H S5,

ZNENDA—H =Ry 7 AT U THEANS 7 HIORFREER 52 ETHIENTED,

Ry 7 AT LEARIFTHEIRFFERE Z D ATNIARETHY, TOE IZELWKEE 52 AJILTZ
U.USER %::f%f SNT-EBFLEOAELANRL., 77 B AHfEZEZERL WD,

U.NORMAL (%, —H =R o7 AZHFRNIR ESNIRGER 5 &, 22— —R o7 ZEERFIZ A T1EH
TR AER N — B LI A DO I, 22—V —Ry 7 ANDE - CEIZH L TLL T OEEN A EE

- VTS,

- TUUMNREEEETD,
- TLEa—75,

- HIBRT S,

U.ADMINISTRATOR (%, BME/ R RANST 72 AT 554 Kik& 5a2 A Ue<Et B CEITKT
L CLL FO#EM AT HE

- VTS,

- TUUMREEEETD,
- TLEa—75,

- HIBRT 2,
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U.ADMINISTRATOR %, U E—R Ul 0BT 78R THGE ., 1 CEICRL T, FANIER EINT- ik
Fe b, Ry ABERFC AN SN MG REE 53— B LTG5 DA, LLUT OEED FIRE,

- TUURNTS,

- TVUMNREEEETD,
- TLbEa—15,

- HIBRT 2,

[y 7 2W5EEE 5]

R I AZT 7 RAT DI DRFRER 5O Bk, 28 RN TXHHER%E Administrator =—/L23E0 24 TH
7= UADMINISTRATOR (ZDHA 525, 12121, BE BRI TRy 7 AOKEFEE 2B L T,
UNORMAL THLAEH TX5,

7.3.3 EEY 3 7T —RHR TR
- %R d B ARE E . FDP_ACC.1(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),
FDP_ACF.1(delete-job)

FEVa7 T FAX HELAF v D 2 FN DY TNENDR(E Va7 T — AT T D720 D%
B a 7 —HHRAFHAEL L T, TF A~ —XE 1 &L a— 135,

(M A~—i%5F ]

TOE 1. #A~—KEDRENINIZIRE a7 DA SNDE, TOFFEETTITRESNT-IL F
T RAFT 5,

UNORMAL (L, —FHRFLIZEEYa7ICH LT BHO2—F —Z Lk FEVa7 o —F —4 N3 —
BTG E1, LT OBEN ATRE,

- BEEETTD
U.ADMINISTRATOR X, T _XTO—HHR(FLIZ LG Va7 1Tk T, LU R OEEM AT EE,

- BEEEETETD
12—
TOE X, 7L E a— DO ENSINIZEEVa7 NRAZINDLE, IICEEETICVavNEE 7L E =
— L ChERRLT-#2 1Tk E TX D,
U.USER (T, —BRIFLIZIEETa7ICH LT, BHD2—F =R LEEVaT7 Da—F LN —EL
72580, LU F O EN AT HE,

- BT XEAROTLE 22—

- BT XENREDOR—THIER

- Yarvod ik

7.4  ZET a TiERE

- X EEE 4 FPT_FDI_EXP.1
TOE IR ZAE L= T — X Z EEMD PC W — " —THik CTEALREEL > TRBL T, ZELTY
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37 D LAN ~DEEEN TERWNIDITHIE ST TVD,

7.5 HDD F—# 52LiHEEEE

- X oBEEEE 4 FDP_RIP.1

TOE NEF LERLTURIVAA—UT 74V HDD DBHIERTAE3. £ HDD fElkz S ks
— AT EEXTAHILCIVE A LESCT VRTIA A= T 7 AV DR RO 22N EEFE 5,

SERHRITITILL FOHENS TR TE D,
- DoD 5T E#x
- BEIGUH LT —HT X
- 1RETZUH LT —HT EEX
- 1[ENULL 7—#T L#Ex
FZOBRRIZ, LN OXAILTIZENET D,

- Vav BRI HDD NI —BFICRGEESND T VR TVA A= T 7 A )V Va7 LB L
FPa7 W% 2 HDD D52 il E1 5,

- R I AARAEENTZE T LEOHIREZIZ HDD b5l ET 5,

- ZEBROEIFEWNIC LB R B TERD TR A . TOE OEEIEFC HDD 765541
=35,

7.6 HDD K&E{LHgse

TOE Oz ba—FR—R EiZFEEINS HDD 7 2 5t F v 7 12dh, LLFOvX )7 HRe 4 12
9%,

K5 b /E S HEREIC K > T HDD IS D 2 — W —F —Z B XN TSF 7 — X DR A R 97D,

7.6.1 K 2{b/E S Héne

- X BEREEE {4 FCS_COP.1(h)

TOE (. HDD IZ4&fSN A 2 —H —F — 2B LN TSF F — X O EBE P2 TR D712 IROIE B4
VEZ1TV HDD IR iEND T — 2 &K 2 515,

- HDD ~EZIAFNLHT —#&Wi 52,
- HDD 2ot o7 —4 %81 5795,
W S BB WO 5 7 LTV XL S 8HILL T DL TH D,
- FIPSPUB 197 |Z4t~7-TAES 7 /LU L)
- HEREN256 B R B
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7.6.2 B EAk AR

- xS AHEREEM: FCS_CKM.1(h)
TOE 1, ROHARIZHSE, HDD 7 — XI5 SV RE Cf H 325 58 & L k975,

- B ESEA AR T A7 LAY XA, INIST SP800-90A Hash DRBG(SHA-256)ZJk-S3< L A4
T LTYR L

- AERRESNOKE BREOSERIL1256 k)

W 5B BRITLL T D IOIZATI,
- EBIRFIC, TOE 1X FlashROM IZH& S A7z Seed 1z Bt~ H L T S 8EA AR5
- TOE | IW5 582 A mk L7=% . RAM EIZKANT5

728, Seed HREFHALT v T IOEET A FRENIFELR, T2, B 5 TEB AT —THD RAM
FICRFrEIDT-8  EIR OFF IZLiHKT 5,

7.7 LAN T —Z{E#EHRE

LAN 7 — X {RFEREE L, 252 (B0 1T gt OBEIFIHT5T T IP Ny el B biE ST
éo

7.7.1 IP Ny MNEEE{biéRe

- XS AHEREE A FCS_COP.1(n), FTP_ITC.1

TOE i EZAERD TR DBE T o2 — Y —F —ZBLOTSF 7 — X D&M 7B RMEOMERD
2.9 XTCOD IP 2y b IPSec IZ T S ABIME T2,

= LAN ~E(E T2 IP 7y holE S
- LAN B3Z{55% IP X7y b S E

F B EIC WD S T LT R A SN T O LB ThD,
- Table24 [Z[FILC

7.7.2 B B R

- X AHEREE: FCS_CKM.1(n), FCS_CKM.2
TOE (. IRDAEERIZHAE IP /3y M SALBERE TR 9008 5882 £ 32,

- EEREAR T L7 LY XA, T[HMAC_DRBG(SHA-256) % FI ] L 7= SP800-90A (ZJ:-5<
ELEERT AT Y RN

- RS AR RO #ER 13128, 168, 192, 256 Bk

F72 TOE (%, L FOHFIEITT, IP Xy M AL RE D R S84 2535215 e D 1T HERHR L 775,

- SP800-56A MDIEHE|ZJL-Su /= DH (Diffie Hellman) 33O ECDH (Elliptic Curve Diffie
Hellman)
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7.8 HBCOT A MERE

- xR OBEREEM: FPT_TST.A
TOE i%., EENRFICLL T O H 7 AN EHE T2,

- BT VYR (AES, 3DES)DIERET =
Bty O TF =y
- BEEBETNAVR LD FEITA—ROEEET =7

79 Ef&u Ji%RE
- XIS T AHEEE M FAU GEN.1, FAU_GEN.2, FPT_STM.1, FAU_SAR.1, FAU_SAR.2,
FAU_STG.1, FAU STG.4
TOE i, LA FOARUIRIECTZBICa s 2 E KT 5,
- RE—KTv
S S Ay Vg
- VavET
- a— P —FEED RN
- mrZ 77Uk
- TS RE PR REOF T
- PR OF]
- RFROZER
- IPSec DR a MENT I

27 OEHIILL T ThD, HERFEFRIL TOE Moffitsing, v/ IZieskSius H RpE L. TOE 2 b
ftEns, TOE © HERERIL. BHFMEEOFIH . b LUTZA LY — = BIEME R B B2 BfS L TR
FHI T A2 ETRESIND,

- B, =g AN R (R0
fHL, L F DA OBIZIILL T OE A SIBINT 2,

- VarvETonsild, Yvar

- RRERM OB L, R T L = 4

H2, Vb Ul DR RS Dy AR~ ML B R 4 T MR I 5, BeRER A
M TX%MDI% UADMINISTRATOR DA THh5,

U.ADMINISTRATOR LA D —H —[FUE—RUI 75 TOE I2n /' A2 L ThEER u Y D=7 AR — M
AR T HZ LT TE A

JE—h Ul T TOE (T 7BAL, BB DIVT | A= a— BB 0 B R AR RE 2 it 35,
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HReZHIH TE 501X U ADMINISTRATOR DA Thd,

U.ADMINISTRATOR LIS D —H—(FUE—k Ul 736 TOE I/ A2 LT B 1/ D7) 7 HERE | %
FATHZEIETET RIERSEEHIEL D

B A AL Ek I i KA TR RFFSILTERY WS R o725 a3 b B IS - A il ie L&
BN

7.10 ‘ErbERE
7.10.1 o — P — R
- X T HAHEEM FIASOSL1 , FMT _MTD.1(user-mgt) , FMT_MSA.1(exec-job)

FMT_MSA.1(delete-job), FMT_MSA.3(delete-job) ,FMT_SMR.1, FMT_SMF.1

TOE |Z. Administrator 27—/ L2304 TH 07~ U ADMINISTRATOR Dl —H— a—/)L T/ E& A
IS R A7 ARG 5 DBk, 2, HIRO TE 2 — Y —FHAEZ IR 45, HL. B0
AT —R | BOORHAT DR ADOKREE FIZBL Tix, UNORMAL THAE TE5,

(=W — v—ir 772 AGIEE RO, 2 H | HIFR]

Z— WP —DOF R, 2—H —4 SAU—REREL T, B— L EEN Y CHZ L THRET D, F7-8E
Fa—P—DRRAT =R m0— L OEFE, BEfF2— —ZH IR T2 TED, 22—V —NEEL
IRAT —RIF AT — KRR — G L TOBNEINT = 7 InD,

2—/LZiE,. b TD X —2m— )L | EIEX L5, Administrator”, ”Power User”, “General
User”, ”Limited User”® 4 Fi¥EDO T — LD FAEL TND, [ R—20— L | LSOO [ 2% ha— )L |
FVERLCTAEAICIE. 20 4 O [ R— 20— )L | A RREL T, BT A LN TED,

Administrator 7—/L &%, [_X—22—/)L | 7 Administrator’ CHhra—/LC, EHMEREZH T 5,

Ka7 FATOF IR ZRET D7 7B ARG HIX, v — ST 7V —a AR D&
P CRRESN TN D, [R=20—)L DO [T 7V r—a AR OPHIEIZE T CERWS, ThA
A —)L DT TV r—a flR OPEIEEZ T &S,

[=— 1 AE50]

m—/Lfj]I%, U ADMINISTRATOR & U.NORMAL & 2 FE¥AIZ KBS, #ERFL TV D,
- U.ADMINISTRATOR

Administrator 72—/ /L2380 Y CTHN T EEMERE R/ T 52— —,

U.NORMAL

Administrator 7—/L LSO — L 23E[0 Y CTHN s —H —,

7.10.2 T A R EHRHERE

- XY AHEREE M FMT_MTD.1(device-mgt), FMT_SMF.1

TOE 1%, BX 2T A EEA AN THERES DL, Table 27 O IHRKFET A AEFEREDR EAL
U.ADMINISTRATOR DO Z[RET 5,

BT, LT OREMREZ Rt 95,
[/SAD —RRY > —DF%E]
BUIRIRSAT — RO E a2 — W — RO D7D, LT DL SAT — RO B Z 575,
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- AFU LR LFUTFTONRAT— R E
- 3 CFLL RERET S T AE DI
- ERXLTFA~DE L XTFULEED S
- PN TF@a~)E 1 XTFUEED D
- BFO0~9%F 1 XFUEED D
- T T 7y MUSO CFEO-@[]:, M H#S%& )=~ +*Y 2><)E 1 LFELL EE D D
- A ATRE SO
HIHE LT LA D 2T O

[2y 77 IR —D%E]

2y 7 7Y NSy 7T N O EN TED,
- myITUNFREE

1~10 EIGEIRTE D, (FIHMEE 3 =)
- a7 NREE]

1-60 31BN TED, (WIHIEIE 3 47)

LIk
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