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T.DOC.DIS User Document Data may be disclosed to unauthorized
persons

T.DOC.ALT User Document Data may be altered by unauthorized
persons

T.FUNC.ALT User Function Data may be altered by unauthorized
persons

T.PROT.ALT TSF Protected Data may be altered by unauthorized
persons

T.CONEFE.DIS TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT TSF Confidential Data may be altered by unauthorized
persons




CRP-C0547-01

3112  BEICHTStF1UT eSS

A TOE (&, £ 3 LITRTEBUH L, LT OEF 2 U T 4 HEET# T 5
B, Hxa VT A REOREHIZ, 5 EITRT,

(1) & T.DOC.DIS] TT.DOC.ALT] IT.FUNC.ALT] ~MDxt1

BRI E T —% (User Document Data & User Function Data) (Zxt
5B CHY ., TOE X, FREIGRGEHEEE ). TRIHE S FRHEgeaE) . (B cET 7
Y AHIEEEERE ) . [FRAEE RIS EEEE] O [y MU — 7 @ G ERiERRE) TXHpLT
50

TOE 0> [#SIGEHAE) 1%, MAIGIEN ) LI RIBH T 12 TOE OF| M 47
m“g‘éo

TOE @ TR HlFRAIESAE | 1%, FRARRRE S - FIHH R, a2 ©—HE, A% v
UHERE. FIRIBERE. 7 7 7 ABERE. SCEORAE LY H LR &\ o 7o MFP 0
AHEREA 3 DB, FIRFICH G SNIMERE T = > 7 L, HROH HFIHH

(CEAMRED FEATZFF W T D, ZOBE, FIMET — 2Tk 27 7 & 2l b
Tebiv, FIREF =2t LCT 7B 2RO H AFIPETZ TN, 778 255
ASND, 1L, Ry 7 RACEEINTZLET —XITO0TE, RO [FREGE
7o e AR AEH SN D,

TOE & [EHE rET 7 & 2 HIMMEE 1 FIHZ RN AR > 7 2 cERE S i wiEF—
X EBET AR T 7 AHIBE ATV, RO B AR HE 7 B ER a4 5,

TOE & MRAFEWIHERKAE] 13, XCET —F BHIBRS N DBRIC, CET —Z 2
STz HDD Offilli Az FEXIHET 52 & T, BEHROSREY LT 5,

TOE ® %y hU— 7 @{E{5##EE] 13X, TOE &7 T4 7 b PC K fEY —
NREDBERIC, BE@EE e rarrEl L. BETFT—X 22T 5,

PLEDOHREIZ L W . TOE (%, TOE OHERIMEHLIBET — X ~DRIET 7 & A
ko T, RESROFHET — A NRANV LTV S SAENTZ0 52 L &2k
T 5,

(2) ZF TTPROTALT] IT.CONF.DIS| IT.CONFALT] ~Dx*tin

INBIFtEFx=2 U T A BETHEN SN DT —Z KT 58 THY . TOE 1. Tk
DIBRERERE) . B =2 U 7 ¢ FEIERRE] K OY TRy U — 7 @G IREMAE] THHL
ERAR

TOE ® I—uﬁk/njljnm AEREEE ) & =l VAt ré’?@%ﬁbj X, B2 U T BT
ﬁﬁéﬂéT X ORE, 2R, BEEZ, FBRGES N EBE LTI T5, 7=
L. —FIAFIZ. KANOa T A /2T — ROEFILAEETH D,

7



3.1.2

3.1.21

3.1.2.2

CRP-C0547-01

TOE » [y FU—7@fEREKRE] 12, TOE &7 747 | PCRAY —
NEDBERNC, Bi5EE7 e harzdEf L, @ET—% 245,

LI EDREREIZ L V. TOE iX, TOE OEMRIMEHCET —F ~DARIET 7 & A
LT, REIRDOT = NI/ANV LTV B S A SNV T D52 L2017 5,

EROLE LY T« FEEELY T o REH S
EEOLHF YT 1 St

K TOE ORI YTz » THER SN DO F 2 U T 1 &k 3-21587,
L DOREOE X 2 U7 ¢ FEHEL, PHDD.CRYPTO 2MEME N TWD Z & &R
WT, PPICREBESNTVDHHDLFE L TH D,

#®3-2 HHABOL¥Y T HEH

el MO x 2V T 4
PUSER.AUTHORIZ | To preserve operational accountability and security,
ATION Users will be authorized to use the TOE only as

permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect corruption of the executable code in the TSF,
FICATION procedures will exist to self-verify executable code in
the TSF.

PAUDIT.LOGGING | To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or

alteration, and will be reviewed by authorized

personnel.
PINTERFACE.MAN | To prevent unauthorized use of the external interfaces
AGEMENT of the TOE, operation of those interfaces will be
controlled by the TOE and its IT environment.
PHDD.CRYPTO The Data stored in an HDD must be encrypted to

improve the secrecy.
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A ACCESS.MANAG | The TOE is located in a restricted or monitored
ED environment that provides protection from unmanaged

access to the physical components and data interfaces of
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A.USER.TRAININ | TOE Users are aware of the security policies and
G procedures of their organization, and are trained and

competent to follow those policies and procedures.

A ADMIN.TRAINI | Administrators are aware of the security policies and
NG procedures of their organization, are trained and
competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the

TOE in accordance with those policies and procedures.

A. ADMIN.TRUST Administrators do not use their privileged access rights

for malicious purposes.
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