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T.ACCESS_TSFDATA

A threat agent may read or modify TSF data using

functions of the TOE without the proper authorization.

T.ACCESS_TSFFUNC

A threat agent may use or manage TSF, bypassing the

protection mechanisms of the TSF.

T.IA_ MASQUERADE

A user or process acting on behalf of a user may
masquerade as another entity in order to gain
unauthorized access to user data, TSF data, or TOE

resources.

T.IA_USER

A threat agent may gain access to user data, TSF data,
or TOE resources with the exception of public objects

without being identified and authenticated.

T.RESIDUAL_DATA

A user or process acting on behalf of a user may gain
unauthorized access to user or TSF data through
reallocation of TOE resources from one user or process

to another.

T.TSF_COMPROMISE

A malicious user or process acting on behalf of a user
may cause configuration data to be inappropriately
accessed (viewed, modified or deleted), or may

compromise executable code within the TSF.

T.UNAUTHORIZED_
ACCESS

A threat agent may gain unauthorized access to user
data for which they are not authorized according to the

TOE security policy.
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P ACCOUNTABILITY | The authorized users of the TOE shall be held
accountable for their actions within the TOE.

PROLES Administrative authority to TSF functionality shall be
given to trusted personnel and be as restricted as
possible supporting only the administrative duties the
person has. This role shall be separate and distinct
from other authorized users.

P.USER Authority shall only be given to users who are trusted
to perform the actions correctly.
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FARVEREICET 2RHEEH

K TOE ZEH T HBROAHERME AR 4-1 177, 2D ORI M- S
g, KTOE Ot = U7 ( BERENANCEMET £ 2 LIdfRiE S e

® 41 mIRGH

vl lfESEs
Physical aspects (#EE 10 i)
A.PHYSICAL It is assumed that the IT environment provides the TOE

with appropriate physical security, commensurate with

the value of the IT assets protected by the TOE.

Personnel aspects (A F]H)

A AUTHUSER Authorized users possess the necessary authorization to
access at least some of the information managed by the
TOE.

A MANAGE The TOE security functionality is managed by one or
more  competent administrators. The  system

administrative personnel are not careless, willfully
negligent, or hostile, and will follow and abide by the

instructions provided by the guidance documentation.]

A. TRAINEDUSER | Users are sufficiently trained and trusted to accomplish
some task or group of tasks within a secure IT
environment by exercising complete control over their

user data.

Procedural aspects (F+f5¢ = I i)

A.NO_GENERAL_ | There are no general-purpose computing capabilities
PURPOSE (e.g., compilers or user applications) available on DBMS

servers, other than those services necessary for the

operation, administration and support of the DBMS.
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el EIEEE U
A.PEER_FUNC_&_ | All remote trusted IT systems trusted by the TSF to
MGT provide TSF data or services to the TOE, or to support

the TSF in the enforcement of security policy decisions
are assumed to correctly implement the functionality
used by the TSF consistent with the assumptions
defined for this functionality and to be properly
managed and operate under security policy constraints

compatible with those of the TOE.

A.SUPPORT Any information provided by a trusted entity in the IT
environment and used to support the provision of time
and date, information used in audit capture, user
authentication, and authorization that is used by the

TOE is correct and up to date.

Connectivity aspects (Bz#5e 4 O #)

A.CONNECT All connections to and from remote trusted IT systems
and between separate parts of the TSF are physically or
logically protected within the TOE environment to
ensure the integrity and confidentiality of the data

transmitted and to ensure the authenticity of the

communication end points.
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CPU AMD Opteron, AMD Athlon 64, Intel Xeon with Intel
EM64T support, Intel Pentium IV with EM64T support
1.4GHzLL o CPU

RAM 1GB

Hard Disk FI6GB D ZE X fHEk

Other DVD drive, display at S-VGA or higher resolution,
pointing device, keyboard

* 43 VYIbOTEXR
(O] Windows Server 2012 R2 (English). Standard Edition

or Datacenter Edition

Other software

NET Framework 3.5 SP1
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