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TSF 57— % D54 2 MiEE 9 D HERE,

Fov b U — 7 R RE

TOE NEEGE S NDNEFR » NT—7 EEFiNDT— 2 DN SIc X0, R, EZA Sz
Lo, WK LA T D IgRE.

AFx -y LEHEE, U X —iREE. ANy 7 ABERE. Ry 7 AHEREICEB 1T H 2 T4 7 K PC (Web
T UW =) MWoOEE X )T o —EEERRICEBIT 57 7147 FPC (Web 7T T —)
D OEEZFIMT BT, e DI ZREEL ., %y U — 7 L&D REPE LG5
64252 L THR#ET D, - L, 7Y o —HERICBT 5 o — VB CORIFITH SR TH 5,
Fo A B —T = A RS DIERZ, TOE 20 L THRER v U — 7 [CEWRET 5 2 &
ZBIET DR IR T 5,

1.4.4. WA XA
ARTOEZAER S D A X A% LU FIZRT,

# 1.2 TOE Z1EKTHHTA X R

44 TR NR=P g ¥ A ) i
TASKalfa 356ci / TASKalfa 406ci 27 A4 v 7 A K HIMR 2015. 7 BN
302R65603001
TASKalfa 306ci / TASKalfa 356¢ci / TASKalfa 406ci =— =7 | 2015.7 A A/ st
7 4 —HA K / Safety Guide 302R65622001
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TASKalfa 356¢ci / TASKalfa 406ci fifi & AHE: W 2015. 7 AR
2R6KDJA000

TASKalfa 356ci / TASKalfa 406ci FAX System 10 {8 fHEBAE | WK 2015.7 H A
3R2KDJA000

TASKalfa 356ci / TASKalfa 406ci Data Security Kit (E) f#f | 2016. 10 EEN

FHE B 3MS2R6KDJAL

Command Center RX #:{EFJEE Rev. 6 2015.7 H A
CCRXKDJA06

TASKalfa 356¢ci / TASKalfa 406¢ci 7'V > & — KT A /N—#{E | 2R6_CL_KD_JA 6 | HA

FlE=E .1.0_2015.07

KYOCERA Net Direct Print #:fEF/EE DirectPrint_KD | HA
_JA_0_2015. 07

BHIHHE / Notice 2016. 4 ERNATIZAN
303MS5635001

Data Security Kit (E) @& FNAE / Installation Guide 2013. 1 A AR /st
303MS56710-02

FAX System 10 g% ETFNEE / Installation Guide 2015. 7 H A /g5t
303R256710-01

HD-11 7% & FEE / Installation Guide *' 2016. 4 ER:VATIZAN
303515631001

TASKalfa 356¢i / TASKalfa 406ci FIRST STEPS QUICK GUIDE | 2015.7 iTZ4N
302R65602001

TASKalfa 356¢ci / TASKalfa 406ci OPERATION GUIDE First edition | ##4h
2015. 7
2R6KDEN000

FAX System 10 OPERATION GUIDE First edition | #§&h
2015. 7
3R2KDEN000

TASKalfa 356¢ci / TASKalfa 406ci Data Security Kit (E) | 2016. 10 st

Operation Guide 3MS2R6KDEN1

Command Center RX User Guide Rev. 6 2015.7 MiTZAN
CCRXKDENO6

TASKalfa 306ci / TASKalfa 356ci / TASKalfa 406¢ci Printer | 2R6_CL_KT EN_6 | WEsh

Driver User Guide .1_0_2015.07

KYOCERA Net Direct Print User Guide DirectPrint_KD | ¥E4h
_EN_0_2015. 07

*1 HD-11

FEFINEE / Installation Guide 1. HDD2MEUERL(H DS, TILEME S L7220,
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1.4.5. TOE O{RE&EpE
TOE OIFEE PEIL. User Data. TSF Data, Functions T#h 5,

1.4.5.1. User Data
User Data 1%, FIHZIC L > THERR S, TOE Ot X2 U T ¢ —fHe (TSF) 1TIT2%2 KT I 20
F—H T b, User Data ([ZIFLL F D 2 FHHANFET D,

# 1.3 User Data

Designation | Definition

D. DOC User Document Data consist of the information contained in a user’ s document.
This includes the original document itself in either hardcopy or electronic
form, image data, or residually stored data created by the hardcopy device while

processing an original document and printed hardcopy output.

D. FUNC User Function Data are the information about a user’ s document or job to be
processed by the TOE.

ARTOED X[ FR &4 HUser DatazF 1. 41277,
# 1.4 A TOE 2’8 & 35 User Data

Designation | User Data Explanation

D. DOC BT — X # 2.2 T/REUTZ, +PRT, +SCN, +CPY, +FAXIN, +FAXOUT, +DSR,
+SMI D @& FF D7 — ¥

PArT — 4 FREERT — X OB RIS TEBR T — X ITHIBRS D
N, EHEERZTPHIBREND 2D, BELTLEYET—X

D. FUNC VaTdT—X | EAREREAEZET LEEBRICER S NS Y a 7T —H

1.4.5.2. TSF Data
TSF Data (%, TOE IZ X o> TERR &4, TOE (224 H 2 20 LR WT—H TH 5, TSF Data I
WZLL RO 2 RN TFAET D,

#% 1.5 TSF Data

Designation | Definition

D. PROT TSF Protected Data are assets for which alteration by a User who is neither
an Administrator nor the owner of the data would have an effect on the

operational security of the TOE, but for which disclosure is acceptable
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D. CONF

TSF Confidential Data are assets for which either disclosure or alteration by

a User who is neither an Administrator nor the owner of the data would have

an effect on the operational security of the TOE.

ATOED %42 &4 A TSF Datam % 1. 615~
# 1.6 A TOE B3x5 & 35 TSF Data

Designation | TSF Data Explanation
D. PROT nJAya—F—4 | a— W —EIERE O A3 2RI HE O
— P —HERR o —F—EPREE CHER T 2RI AE OMRERO Z L, K
TOE Tl%. U. ADMINISTRATOR & U. NORMAL DHERAELET %,
Y a TR AR E TOE 23R OFATIBMERIC, EIT 2 SN TV E I g
RTREDZ &, 22—V —FEEEECHER T 2 FIHE mIZ Y
a TRARENEVIROND,
FATIEME TOE 23> B —aE, 7' ¥ —HEBE. A % v LS HERE,
FAXHEBE. R > 7 AREZ FATRIRECTH D Z & 2R @ik,
FIT A 216 SROEENFFOFTAE DOIEH. FrAETERICITRr 7 A =

— =R YL THND,

0y 7 EToORE
(22— —=T 7
ey 77w bR

=Ju H—»)

U RE

=PI TS 5, 2T H Y ha T
o~ OBITEEN B

2y 777 hHIH
(22— =T h 7
fawy 779 bR

U=

U —XIE)

o PRI CH T 5, 2—F—T AV ka7
7 N PO AR

2y 77U M)A

a—YP—EFHERECHEHT L, 2= —T v kry T
U hoa—F—1U X |k

B EHE L, 2OV R MOFNL—F =TI 7 MEIZ
0y 77 NORERERRRTHIENTES

HEjme 77 o b

07 A DY yya i HETR T 5 R RF R

AXE
NAT—RRY v— | NAT—=RORY R T, SAT—RORS, HAAT—
RE FOBMES . RO RAT — ROARMIR 2B ET D 2Ok

H

Ry 7 ADOFHE

HUAR Y I AOMBEE ERT 2O DOHIE,
nyArya—YP—ZNE B THID,

FTA #H O HRICIE
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Ry 7 Z2NOELR, FIEE2ETET 200 E, 1t
HRENHNNI > TWDRy 7 2%, FIAEERENT 7
Y ARHEL 72 D,

H R e H At & K2 ORRE 16
Ty bU =7 WG | v bU—7 REKREICHTT D TLS, TPsec W LifsE D
e 12 DX FETH

FAX HRIERRE

FAX M5 L7cT — 2 &, Wik 57120 DRIE,

Bfn s LA— bk
15 56

Bidrim 7 LR — b &AM 59 D BR O e th il

D. CONF 0y A a—Y =] | — G T 9 5 R E ORGEE )
AT — R
= ho JHRE TR SN 0 /ST —%
R HDD WF S L AERE Tl 9 5 IF -8k

1.4.5.3. Functions

Functions I%. # 2.1 SFR Package functions T/RIILDIERETH 5.
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2. A TR

2.1. CCHA Tk
ARST BELOTOE DCC @A FEEIZ. LTOLEEBY TH D,

ST &TOE &% FEET HCC DNN—T =

Common Criteria for Information Technology Security Evaluation
Partl: Introduction and general model Version 3.1 Revision 4
Part2: Security functional components Version 3.1 Revision 4

Part3: Security assurance components Version 3.1 Revision 4

Common Criteria conformance: CC Part2 extended and CC Part3 conformant

2.2. PP EiE
ARST BILOTOE NS 3 HPPIX, LLIFTOEY TH D,

PP4, #r : 2600. 1, Protection Profile for Hardcopy Devices, Operational Environment A
N— 32 ¢ 1.0, dated June 2009

2.3. Ny —UEk
ARST BEOTOE 1, /S — : FAL3 iBIN% F5ET 5, BMO =2 R —F 2 MIALC_FLR.2THh 5,

AST 1%, DSFR Packages 121G T 5,

2600. 1-PRT SFR Package for Hardcopy Device Print Functions, Operational Environment A &
2600. 1-SCN SFR Package for Hardcopy Device Scan Functions, Operational Environment A W&
2600. 1-CPY SFR Package for Hardcopy Device Copy Functions, Operational Environment A W&
2600. 1-FAX SFR Package for Hardcopy Device Fax Functions, Operational Environment A &
2600. 1-DSR SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions

Operational Environment A &y
2600. 1-SMI SFR Package for Hardcopy Device Shared—-medium Interface Functions, Operational

Environment A W&
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2.4. SFR Packages
2.4.1. SFR Packages functions
Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table #& 2. 1.

Z 2.1 SFR Package functions

Designation | Definition

F. PRT Printing: a function in which electronic document input is converted to

physical document output

F. SCN Scanning: a function in which physical document input is converted to

electronic document output

F. CPY Copying: a function in which physical document input is duplicated to physical

document output

F. FAX Faxing: a function in which physical document input is converted to a
telephone-based document facsimile (fax) transmission, and a function in which
a telephone—based document facsimile (fax) reception is converted to physical

document output

F. DSR Document storage and retrieval: a function in which a document is stored during

one job and retrieved during one or more subsequent jobs

F. SMI Shared-medium interface: a function that transmits or receives User Data or
TSF Data over a communications medium which, in conventional practice, is or
can be simultaneously accessed by multiple users, such as wired network media

and most radio—frequency wireless media

2.4.2. SFR Packages attributes

When a function is performing processing, storage, or transmission of data, the identity of
the function is associated with that particular data as a security attribute. This attribute
in the TOE model makes it possible to distinguish differences in Security Functional
Requirements that depend on the function being performed. The attributes that are allowed
but not required in any particular conforming Security Target or Protection Profile, are listed
in Table & 2.2 SFR Package attributes
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2.5.

% 2.2 SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.
+SCN Indicates data that are associated with a scan job.
+CPY Indicates data that are associated with a copy job.
+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.
+DSR Indicates data that are associated with a document storage and

retrieval job.

+SMI Indicates data that are transmitted or received over a shared—-medium

interface.

T A AR AL
ARST 2’PPICHEA L CTWA Z & ORILAE DL IZR1,

A TOE OFERNIL, F& L Tabt—fEE, Ax v kG, 7 ¥ —HaE, FAXBERE, &N v 7 2
BBAEATHEEHTH Y PP TH D 2600. 1, Protection Profile for Hardcopy Devices, Operational
Environment A [ZEC#E D Hardcopy Devices & W9 TOEFERIE —B L TCWAEE 25, £7-. NERR
Y MU= ICHEET 72O Ry N —ZHERED A LTV DA, FRlE A & LTH LTV D EEPROM,
FHFEMEAE Y —, Flash AFV—  HD | £/, 77 =LV =T ZW&MT 272D PROM T, WTh
HELY S LA REZR e iR Tl 2 PP CIEFR S U7 7 8 D SFR Package D 9 5. 2600. 1-NVS,
SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational Environment A

< 6{f @ SFR Package IZHA L TCWA Z LITMIITHL L E 2 5,

WIZ, EXx 2 U7 0 —EER, BX2 V7 0 —®K S, BEX =2V 7 0 —FBHIZRBWT, PP T
BELTWVWSHZ EERLTVL,

X a7 —iEERTIL, PP ONE L2 THERME L7- £ C. P.HDD. ENCRYPTION ZBML T\ 5,
P. HDD. ENCRYPTION (&, M ERBEICH 7= 22HI#0% 23 5 0SP TIE2v, L-> T, PPOEX =2 U T ¢ —
REHER W TEARREIX, AST O®X =27 4 —EERLIT, ZD7d, A ST X, PP
DETDOEF 2V T 4 —FEERLY bHIRMTHL L ER D,

Y% 2 UF ¢ —%t5 58Tl OE. AUDIT _STORAGE. PROTECTED & OFE. AUDIT ACCESS. AUTHORIZED % [ X
PP ONE % 2 TE A2 T, 0.HDD. ENCRYPTION 2B 0 L T\ 5, 0. HDD. ENCRYPTION 1%, i&EMHEREEIC
=72l T D Objective TIERV, Lo T, PP DX = U T ¢ —%RK T EF & 7= 7 HEREE
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Z. KSTOVFXF2 VT 0 —xRGFE LT, 207, KSTIX, PPOETHOEX =Y T ¢ —x%t
K E D LHIRHTHD L E XD,

¥, PP THELTWSIEX 2 U T 0 —xtR D 5 B, PAUDIT. LOGGING %t~ 2 %f 3K 75 #
OE. AUDIT_STORAGE. PROTECTED & OE. AUDIT_ACCESS. AUTHORIZED % % h % 1
0. AUDIT_STORAGE. PROTECTED &  0.AUDIT_ACCESS. AUTHORIZED T & X% #i % T W % |
0. AUDIT_STORAGE. PROTECTED & 0. AUDIT_ACCESS. AUTHORIZED % 3 Jifi - % W #6 ¥ 68 1% .
OE. AUDIT_STORAGE. PROTECTED & OE. AUDIT_ACCESS. AUTHORIZED CELR S A EMBREDO X 2 U T
—X IR LRGSO Z ENRHKD EE XD,

X2 UT 4 —FTIE, ARST THELTWS SFR & PP THE L TV SFR ORGR A2 2.3 |[TR
‘é‘o

7 2.3 A< ST @ SFR & PP @ SFR DBEAR

Z ST @ SFR PP DER
FAU_GEN. 1 v
FAU_GEN. 2 v
FAU_SAR. 1
FAU_SAR. 2
FAU_STG. 1
4
1

FAU_STG.
FCS_CKM.
FCS_COP. 1
FDP_ACC. 1(a)
FDP_ACF. 1(a)
FDP_ACC. 1 (b)
FDP_ACF. 1(b)
FDP_RIP. 1
FIA_AFL.
FIA_ATD.
FIA_SOS.
FIA_UAU.
FIA_UAU.
FIA_UID.
FIA_USB. 1
FMT_MSA. 1(a)
FMT_MSA. 3 (a)
FMT_MSA. 1 (b)
FMT_MSA. 3 (b)

RN ANENAN

<\

— =g == | =
<

NEYAIEIAYAY
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< ST @ SFR PP DER
FMT_MTD. 1(a) v
FMT_MTD. 1 (b) v
FMT_SMF. 1 v
FMT_SMR. 1 v
FPT_STM. 1 v
FPT_TST. 1 v
FPT_FDI_EXP. 1 v
FTA_SSL. 3 v
FTP_ITC. 1 v

A ST Tld, PP TERENTCWAHLTO SFR 23 L7 LT, FAU_SAR. 1, FAU_SAR. 2, FAU_STG. I,

FAU_STG. 4, FCS_CKM. 1, FCS_COP. 1, FTA_AFL. 1,FTA_S0S. 1, FTA_UAU. 7 Z B/ L T\ %, £ 7- FTA_SSL. 3
DOEIHRIEIZB N T, BE SR L Web 77 U — O E/ERFR IR 2 F5E L T\ 523, A& TOE |2
IZERE SRV E Web 7T U —DIANDA L H—T = A AT HFEE v ¥ a3 VITIFEE LR,

FDP_ACF. 1. 3 (b) {233\ T, U. ADMINISTRATOR ~DBI/RAJIZEF I3 2 LRI O EIFEAEZ HIFR L TV 5 23,
BIMOFTFRIOIANZFF 27200 2 SIHEERTD PP OB TEIVEKR TH D, ZDid, A ST
Zi iz TR THOTOE L, PPOEF 2 U7 ¢ —BEfE b/ LoD, KVHIRMTHDL EF X5,

B2, PP THELTWASAR &, AKST THELTWD SAR IFEL A% TH 5,

> T, ASTIE, PPIZR LT, REEEIZLVHIRRFETPPIZEBIT S ke tx=2VT o
—RREE R KT DMK AR L T D728, PPICK L CamEl & LT\ 5 L F 25,
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3. X VUT 4 —

A T 7%

ATECH, B, MO 2 ) 7 —HEh AV TRIET 5.

3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which

they are not authorized

c) Persons who are authorized to use the TOE who may attempt to access data in ways for

which they not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to

unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these

threat agents

3.2. Threats to TOE Assets

This section describes threats to assets described in clause 1.4.5.

# 3.1 Threats to User Data for the TOE

Threat Affected Description
asset

T. DOC. DIS D. DOC User Document Data may be disclosed to unauthorized
persons

T. DOC. ALT D. DOC User Document Data may be altered by unauthorized
persons

T. FUNC. ALT D. FUNC User Function Data may be altered by unauthorized
persons

#% 3.2 Threats to TSF Data for the TOE
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Threat Affected

asset

Description

T. PROT. ALT D. PROT

TSF Protected Data may be altered by unauthorized

persons

T. CONF. DIS D. CONF

TSF Confidential Data may be disclosed to unauthorized

persons

T. CONF. ALT D. CONF

TSF Confidential Data may be altered by unauthorized

persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (0SPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define

the assets being protected or the threats to those assets

# 3.3 Organizational Security Policies for the TOE

Name

Definition

P. USER. AUTHORIZATION

To preserve operational accountability and
security, Users will be authorized to use the
TOE only as permitted by the TOE Owner.

P. SOFTWARE. VERIFICATION

To detect corruption of the executable code in
the TSF, procedures will exist to self-verify

executable code in the TSF.

P. AUDIT. LOGGING

To preserve operational accountability and
security, records that provide an audit trail
of TOE use and security-relevant events will be
created, maintained, and protected from
unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

P. INTERFACE. MANAGEMENT

To prevent unauthorized use of the external
interfaces of the TOE, operation of those
interfaces will be controlled by the TOE and its

IT environment.

P. HDD. ENCRYPTION

To improve the confidentiality of the
documents, User Data and TSF Data stored in HDD
will be encrypted by the TOE.
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3.4. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections
of this Protection Profile are based on the condition that all of the assumptions described

in this section are satisfied

Z 3.4 Assumptions for the TOE

Assumption Definition

A. ACCESS. MANAGED The TOE is located in a restricted or monitored environment that
provides protection from unmanaged access to the physical

components and data interfaces of the TOE.

A. USER. TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow those

policies and procedures

A. ADMIN. TRAINING Administrators are aware of the security policies and procedures
of their organization, are trained and competent to follow the
manufacturer’ s guidance and documentation, and correctly

configure and operate the TOE in accordance with those policies

and procedures

A. ADMIN. TRUST Administrators do not use their privileged access rights for

malicious purposes.
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4. BX 2 VT 4 —%kR G #

ARETIE, TOE X2 VT 4 —%REFEH, EHRKEO X2V 7 0 —xK e, BLXOEX2 U7
o —XFR AR SOV TELIR T 5.

4.1. Security Objectives for the TOE

This section describes the security objectives that the TOE shall fulfill.

#F 4.1 Security objectives for the TOE

Objective Definition

0. DOC. NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

0. DOC. NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

0. FUNC. NO_ALT The TOE shall protect User Function Data from unauthorized
alteration.

0. PROT. NO_ALT The TOE shall protect TSF Protected Data from unauthorized
alteration.

0. CONF. NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

0. CONF. NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

0. USER. AUTHORIZED The TOE shall require identification and authentication of

Users, and shall ensure that Users are authorized in accordance
with security policies before allowing them to use the TOE.
0. INTERFACE. MANAGED The TOE shall manage the operation of external interfaces in
accordance with security policies

0. SOFTWARE. VERIFIED The TOE shall provide procedures to self-verify executable
code in the TSF.

0. AUDIT. LOGGED The TOE shall create and maintain a log of TOE use and

security-relevant events, and prevent its unauthorized

disclosure or alteration.

0. AUDIT_STORAGE. PROTE | The TOE shall ensure that audit records are protected from

CTED unauthorized access, deletion and modifications
0. AUDIT_ACCESS. AUTHOR | The TOE shall ensure that audit records can be accessed in order
IZED to detect potential security violations, and only by

authorized persons
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Objective Definition
0. HDD. ENCRYPTION The TOE shall encrypt User Data and TSF Data, when the TOE
stores them in HDD.

4.2. Security Objectives for the operational environment

This section describes the security objectives that must be fulfilled by operational

environment of the TOE.

F 4.2 Security objectives for the operational environment

Objective Definition

OE. PHYSICAL. MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.
OE. USER. AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and

procedures of their organization.
OE. USER. TRAINED The TOE Owner shall ensure that Users are aware of the security

policies and procedures of their organization, and have the

training and competence to follow those policies and
procedures.
OE. ADMIN. TRAINED The TOE Owner shall ensure that TOE Administrators are aware

of the security policies and procedures of their organization,

have the training, competence, and time to follow the
manufacturer’ s guidance and documentation, and correctly
configure and operate the TOE in accordance with those
policies and procedures

OE. ADMIN. TRUSTED The TOE Owner shall establish trust that TOE Administrators

will not use their privileged access rights for malicious

purposes.
OE. AUDIT. REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual

patterns of activity.
OE. INTERFACE. MANAGED The IT environment shall provide protection from unmanaged

access to TOE external interfaces
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4.3. Security Objectives rationale
This section demonstrates that each threat, organizational security policy, and assumption,

are mitigated by at least one Security Objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions

# 4.3 Completeness of security objectives

Objectives

Threats. Policies, and

0. AUDIT_STORAGE. PROTECTED
0. AUDIT_ACCESS. AUTHORIZED

0. DOC. NO_ALT

0. FUNC. NO_ALT

0. PROT. NO_ALT

0. CONF. NO_ALT

0. SOFTWARE. VERTFTED
0. AUDIT. LOGGED

OE. AUDIT. REVIEWED
0. INTERFACE. MANAGED
OE. PHYISCAL. MANAGED
OE. INTERFACE. MANAGED
OE. ADMIN. TRAINED
OE. ADMIN. TRUSTED
OE. USER. TRAINED

0. CONF. NO_DIS

Assumptions

0. HDD. ENCRYPTION

< 0. DOC. NO_DIS

.DOC. DIS

<\

.DOC. ALT

. FUNC. ALT v

. PROT. ALT v

. CONF. DIS v

. CONF. ALT v

SIS SXS] S| X0, USER. AUTHORIZED
SN SX S| S| N |OE. USER. AUTHORIZED

. USER. AUTHORIZATION

. SOFTWARE. VERIFICATION v

. AUDIT. LOGGING Vi ivi v |v

. INTERFACE. MANAGEMENT v v

. ACCESS. MANAGED v

. ADMIN. TRAINING v

. ADMIN. TRUST v

. USER. TRAINING 4

S = = = =] 9] 0] 0] 9 3 =3 =S]191=3]=

. HDD. ENCRYPTION

* 4.4 Sufficiency of security objectives
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Threats. Policies,

and Assumptions

Summary

Objectives and rationale

T. DOC. DIS

User Document Data may be
disclosed to unauthorized

persons

0. DOC. NO_DIS protects D.DOC from

unauthorized disclosure

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T.DOC. ALT

User Document Data may be
altered by unauthorized

persons

0.DOC. NO_ALT protects D.DOC from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. FUNC. ALT

User Function Data may be
altered by unauthorized

persons

0. FUNC. NO_ALT protects D. FUNC from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. PROT. ALT

TSF Protected Data may be
altered by unauthorized

persons

0. PROT. NO_ALT protects D.PROT from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. CONF. DIS

TSF Confidential Data may
be disclosed to

unauthorized persons

0. CONF. NO_DIS protects D.CONF from

unauthorized disclosure

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization
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OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. CONF. ALT

TSF Confidential Data may
be altered by unauthorized

persons

0. CONF. NO_ALT protects D.CONF from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

P. USER. AUTHORIZAT
ION

Users will be authorized to
use the TOE

0. USER. AUTHORIZED establishes user
identification and authentication as
the basis for authorization to use the
TOE

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

P. SOFTWARE. VERIFI
CATION

Procedures will exist to
self-verify executable
code in the TSF

0. SOFTWARE. VERIFIED provides
procedures to self-verify executable
code in the TSF

P. AUDIT. LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected, and
reviewed by the TOE and its

IT environment

0. AUDIT. LOGGED creates and maintains a
log of TOE use and security-relevant
events, and prevents unauthorized

disclosure or alteration

0. AUDIT_STORAGE. PROTECTED protects
audit records from unauthorized

access, deletion and modifications

0. AUDIT_ACCESS. AUTHORIZED provides
appropriate access to audit records

only by authorized persons.

OE. AUDIT. REVIEWED establishes
responsibility of the TOE Owner to
ensure that audit logs are

appropriately reviewed

P. INTERFACE. MANAG
EMENT

Operation of external
interfaces will be
controlled by the TOE and

0. INTERFACE. MANAGED manages the
operation of external interfaces in

accordance with security policies
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its IT environment

OE. INTERFACE. MANAGED establishes a
protected environment for TOE external

interfaces

P. HDD. ENCRYPTION

User Data and TSF Data
stored in HDD will be
encrypted by the TOE.

0. HDD. ENCRYPTION encrypts User Data
and TSF Data stored in HDD by TOE

A. ACCESS. MANAGED

The TOE environment
provides protection from
unmanaged access to the
physical components and

data interfaces of the TOE.

OE. PHYSICAL. MANAGED establishes a
protected physical environment for the
TOE

A. ADMIN. TRAINING

TOE Users are aware of and
trained to follow security

policies and procedures

OE. ADMIN. TRAINED establishes
responsibility of the TOE Owner to
provide appropriate Administrator

training

A. ADMIN. TRUST

Administrators do not use
their privileged access
rights for malicious

purposes.

OE. ADMIN. TRUSTED establishes
responsibility of the TOE Owner to have
a trusted relationship with

Administrators

A. USER. TRAINING

Administrators are aware of
and trained to follow
security policies and

procedures

OE. USER. TRAINED establishes
responsibility of the TOE Owner to

provide appropriate User training
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Q > —_ 2=
5. iR a U AR— R NEFR
This ST defines components that are extensions to Common Criteria 3.1 Release 4, Part 2. These

extended components are defined in the ST but are used in SFR Packages, and therefore, are

employed only in TOEs whose STs conform to those SFR Packages

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’ s external interfaces

Therefore, direct forwarding of unprocessed data between different external interfaces is
forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP. 1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before this data is sent out on another external interface. Direct forwarding of
data from one external interface to another one requires explicit allowance by an authorized

administrative role.
Management: FPT FDI_EXP. 1
The following actions could be considered for the management functions in FMT:
a) definition of the role(s) that are allowed to perform the management activities;

b) management of the conditions under which direct forwarding can be allowed by an

administrative role;
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¢) revocation of such an allowance.

Audit: FPT_FDI_EXP. 1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included
in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data is allowed to be transferred to another
external interface. Examples are firewall systems but also other systems that require a
specific work flow for the incoming data before it can be transferred. Direct forwarding of
such data (i. e. without processing the data first) between different external interfaces is

therefore a function that - if allowed at all - can only be allowed by an authorized role

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it

has been viewed as useful to define an extended component

The Common Criteria defines attribute—based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and
TSF data flow using administrative control instead of attribute-based control. It was found
that using FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation—specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and could therefore be placed
in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors
believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this lead the authors to define a new family

with just one member.
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FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF. 1 Specification of Management Functions
FMT_SMR. 1 Security roles.

FPT_FDI_EXP. 1.1 The TSF shall provide the capability to restrict data received on
lassignment: /ist of external interfaces] from being forwarded without further

processing by the TSF to [assignment: /ist of external interfaces).
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6. X = U T ¢ —Ff

AFETIE, TOE X =2 VT ¢ —FBHEIZOWNTRERT 5,
6.1. TOE &=V T ¢ —HEREEL{}:

6.1.1. 7 AFAU: X VT ¢ —HE

FAU_GEN. 1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM. 1 Reliable time stamps

FAU_GEN. 1. 1 The TSF shall be able to generate an audit record of the following auditable events:

— Start—up and shutdown of the audit functions;

— All auditable events for the [selection, choose one of: minimum, basic, detailed,

not specified) level of audit; and

— all Auditable Events as each is defined for its Audit Level (if one is specified)
for the Relevant SFR in Table 6.1; [assignment: other specifically defined

auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]

® not specified

lassignment: other specifically defined auditable events]
e L

FAU_GEN. 1. 2 The TSF shall record within each audit record at least the following information:
— Date and time of the event, type of event, subject identity (if applicable), and

the outcome (success or failure) of the event; and

— For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, for each Relevant SFR listed in Table
6.1: (1) information as defined by its Audit Level (if one is specified), and
(2) all Additional Information (if any is required); [assignment: other audit

relevant information).

lassignment: other audit relevant information)
e 7L
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F% 6.1 Audit data requirements

Relevant SFR | Auditable event Additional Actions to be audited
information (defined by CC or PP)

FAU_GEN. 1 - There are no auditable events
foreseen.

FAU_GEN. 2 - - There are no auditable events
foreseen.

FAU_SAR. 1 [Not specified] - a) Basic: Reading of

- information from the audit

records

FAU_SAR. 2 [Not specified] - a) Basic: Unsuccessful attempts

to read information from the

audit records.

FAU_STG. 1 - - There are no auditable events
foreseen.
FAU_STG. 4 [Not specified] - a) Basic: Actions taken due to

- the audit storage failure

FCS_CKM. 1 [Not specified] - a) Minimum: Success and

- failure of the activity

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information (e. g.

secret or private keys)

FCS_COP. 1 [Not specified] - a) Minimum: Success and

- failure, and the type of
cryptographic operation.

b) Basic: Any applicable
cryptographic mode(s) of
operation, subject
attributes and object

attributes.

FDP_ACC. 1 (a) - - There are no auditable events

foreseen.
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TASKalfa 406¢i

FDP_ACF. 1 (a) [Not specified] Type of job a) Minimum: Successful
UTRICRTA TV =7 M4 AH requests to perform an
VEDFATIZET D akth L= Eok operation on an object
D. DOC D% FR covered by the SFP.
D. DOC D HI|F& b) Basic: All requests to
D. FUNC ™% perform an operation on an
D. FUNC d s object covered by the SFP.
D. FUNC DI c) Detailed: The specific
security attributes used in
making an access check.
FDP_ACC. 1 (b) - There are no auditable events
foreseen.
FDP_ACF. 1 (b) [Not specified] Type of job Defined by PP:

Job completion

Job completion

FDP_RIP. 1 - - There are no auditable events
foreseen.
FIA_AFL. 1 [(Minimum] - a) Minimum: the reaching of the
et DR U 7= FBRELARE Oifse L 7= threshold for the unsuccessful
ARRDRRGERAT A BB (B33 U 7= BF authentication attempts and the
WEBNAUTOT 7 g actions (e.g. disabling of a
ca—H—=TAhvrkry T U terminal) taken and the
DIFEAT subsequent, if appropriate,
KO IERIRREIZIE T 2L T 0T 7 restoration to the normal state
vy (e.g. re—enabling of a
- WasEEHEICL A Ry 7T T MR terminal).
RED R
FIA_ATD. 1 - - There are no auditable events
foreseen.
FIA_SO0S. 1 [Minimum] a) Minimum: Rejection by the

PLTIRT T A b ST DS
- FIHEEBROFHUERIFIZAT) &
nrraesA4ra—HF—R2xy— R
DWEREIZ L DS

- FIAEIFEHROMERHZET ST
0y Ara—P—/ 2T — KD,
ERAEIC L DHER

TSF of any tested secret;
b) Basic:
acceptance by the TSF of any

Rejection or

tested secret;
c¢) Detailed: Identification of
any changes to the defined

quality metrics.
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FTA_UAU. 1 [Basic] None required Defined by PP:
Both successful and unsuccessful Both successful and
use of the authentication mechanism unsuccessful use of the
authentication mechanism
FIA_UAU. 7 - - There are no auditable events
foreseen.
FIA_UID. 1 [Basic] Attempted user | Defined by PP:
Both successful and unsuccessful | identity Both successful and
use of the identification mechanism unsuccessful use of the
identification mechanism
FTA USB. 1 [Not specified] - a) Minimum: Unsuccessful

binding of user security
attributes to a subject
(e.g. creation of a
subject).

b) Basic:

of binding of user security

Success and failure

attributes to a subject
(e. g. success or failure to

create a subject).

FMT_MSA. 1 (a)

[Not specified]

a) Basic: All modifications of
the values of security

attributes.

FMT_MSA. 3 (a)

[Not specified]

a) Basic: Modifications of the
default setting of
permissive or restrictive
rules.

b) Basic: All modifications of
the initial values of

security attributes.

FMT_MSA. 1 (b)

[Not specified]

a) Basic: All modifications of
the values of security

attributes.

© 2016 KYOCERA Document Solutions Inc.

34




TASKalfa 356¢ci, TASKalfa 406ci
X2V T4 —F—7 v b

FMT_MSA. 3 (b)

[Not specified]

a) Basic: Modifications of the
default setting of
permissive or restrictive
rules.

b) Basic: All modifications of
the initial values of

security attributes.

FMT_MTD. 1 (a)

[Not specified]

a) Basic: All modifications to

the values of TSF data.

FMT_MTD. 1 (b)

[Not specified]

a) Basic: All modifications to

the values of TSF data.

FMT_SMF. 1 [(Minimum] None required Defined by PP:
Use of the management functions Use of the management functions
FMT_SMR. 1 [(Minimum] None required Defined by PP:
Modifications to the group of users Modifications to the group of
that are part of a role users that are part of a role
FPT_STM. 1 [(Minimum] None required Defined by PP:
Changes to the time Changes to the time
FPT_TST. 1 [Not specified] - a) Basic: Execution of the TSF

self tests and the results of
the tests.

FPT_FDI_EXP. 1

There are no auditable events

foreseen.
FTA_SSL. 3 [Minimum] None required Defined by PP:
Termination of an interactive Termination of an interactive
session by the session locking session by the session locking
mechanism mechanism
FTP_ITC. 1 [Minimum] KL 7= {5#F v | Defined by PP:
Failure of the trusted channel | %/ VHEE DB{E 4L Failure of the trusted channel
functions PT7RLA functions

(BETTo IP 7 FL
AL TOE BEHDT R
VABEETH D728
HGAE)

b) Identification of the
initiator and target of
failed trusted channel

functions.
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FAU_GEN. 2 User identify association
Hierarchical to: No other components
Dependencies: FAU_GEN. 1 Audit data generation

FIA_UID.1 Timing of identification

FAU_GEN. 2. 1 For audit events resulting from actions of identified users, the TSF shall be able

to associate each auditable event with the identity of the user that caused the event.

FAU_SAR. 1 Audit review
Hierarchical to: No other components
Dependencies: FAU_GEN. 1 Audit data generation
FAU_SAR. 1.1 The TSF shall provide [assignment: authorised users] with the capability to read

lassignment: /7ist of audit information] from the audit records

lassignment: authorised users]
® U. ADMINISTRATOR

lassignment: /ist of audit information]
® £ 6.1 |27 Audit data requirements @ [Auditable event | #fl. &2 (X [Additional
information| HHIZ/RT1H#H

FAU_SAR. 1. 2 The TSF shall provide the audit records in a manner suitable for the user to interpret

the information.

FAU_SAR. 2 Restricted audit review

Hierarchical to: No other components

Dependencies: FAU_SAR. 1 Audit review

FAU_SAR. 2. 1 The TSF shall prohibit all users read access to the audit records, except those users

that have been granted explicit read-access
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FAU_STG. 1 Protected audit trail storage
Hierarchical to: No other components
Dependencies: FAU_GEN. 1 Audit data generation
FAU_STG. 1.1 The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.
FAU_STG. 1. 2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorized
modifications to the stored audit records in the audit trail.
[selection: choose one of: prevent, detect]
® Prevent
FAU_STG. 4 Prevention of audit data loss
Hierarchical to: FAU_STG. 3 Action in case of possible audit data loss
Dependencies: FAU_STG. 1 Protected audit trail storage
FAU_STG. 4. 1 The TSF shall [selection, choose one of: “ignore audited events” , ‘prevent audited

events, except those taken by the authorised user with special rights” , ‘overwrite
the oldest stored audit records” ] and [assignment. other actions to be taken in

case of audit storage failure] if the audit trail is full.

[selection: choose one of: “ignore audited events” ,6 “prevent audited events,
except those taken by the authorised user with special rights” , “overwrite the
oldest stored audit records” ]

° “overwrite the oldest stored audit records”

lassignment: other actions to be taken in case of audit storage failure]
e L
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6.1.2. 75 A FCS: PR —k

FCS_CKM. 1. 1

FCS_COP. 1. 1

FCS_CKM. 1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM. 2 Cryptographic key distribution, or

FCS_COP. 1 Cryptographic operation]
FCS_CKM. 4 Cryptographic key destruction

The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key generation
algorithm] and specified cryptographic key sizes [assignment: cryptographic key

sizes] that meet the following: [assignment: list of standards]

[assignment: cryptographic key generation algorithm]
® FIPS PUB 1804 (CHKISL B BHAER T /LT U X A

[assignment: cryptographic key sizes]
® 256bit

[assignment: list of standards]
® FIPS PUB 180—4

FCS_COP. 1 Cryptographic operation

Hierarchical to: No other components

Dependencies: [FDP_ITC. 1 Import of user data without security attributes,
or
FDP_ITC. 2 Import of user data with security attributes, or
FCS_CKM. 1 Cryptographic key generation]
FCS_CKM. 4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance
with a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the

following: [assignment: list of standards]

[assignment: list of cryptographic operations]

© 2016 KYOCERA Document Solutions Inc.

38



TASKalfa 356¢ci, TASKalfa 406ci
X2V T4 —F—7 v b

® HDD ~FEXALMEM D. DOC, D. FUNC, D.PROT. D.CONF D51t
® HDD 76 FiAH LEEO D.DOC, D. FUNC, D.PROT, D.CONF OiE &

lassignment: cryptographic algorithm]
® AES

lassignment: cryptographic key sizes]
® 256bit

lassignment: list of standards]
® FIPS PUB 197

6.1.3. 7 7 A FDP:FIHHET — & {4

FDP_ACC. 1(a) Subset access control

FDP_ACC. 1. 1 (a)

Hierarchical to: No other components

Dependencies: FDP_ACF. 1 Security attribute based access control

The TSF shall enforce the User Data Access Control SFP in Table 6.2 on the list of
users as subjects, objects, and operations among subjects and objects covered by
the User Data Access Control SFP in Table 6. 2.

FDP_ACF. 1(a) Security attribute based access control

FDP_ ACF. 1. 1(a)

FDP_ ACF. 1. 2(a)

Hierarchical to: No other components
Dependencies: FDP_ACC. 1 Subset access control
FMT_MSA. 3 Static attribute initialisation

The TSF shall enforce the User Data Access Control SFP in Table 6.2 to objects based
on the following: the list of users as subjects and objects controlled under the
User Data Access Control SFP in Table 6.2, and for each, the indicated security
attribute in Table 6. 2.

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: rules specified in the User

Data Access Control SFP in Table 6.2 governing access among controlled users as
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FDP_ ACF. 1. 3(a)

FDP_ ACF. 1. 4(a)

subjects and controlled objects using controlled operations on controlled objects.

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules, based on security attributes, that

explicitly authorise access of subjects to objects].

lassignment: rules, based on security attributes, that explicitly authorise access
of subjects to objects]
® £6.3 T/rEIL7- Explicitly authorize access control rule

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to

objects].

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
e L
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ZF 6.2 User Data Access Control SFP

Object Attribute Operation (s) Subject Access control rule
(Security (Security
attribute) attribute)
D. DOC +PRT, +SCN, +CPY | Read, Delete U. NORMAL Denied, except for his/her own
(BT &G |, tFAXOUT (rn 27 A= | documents
—F—4) U.NORMAL @ & 7' A v —H—4 |
&, D.DOC @ TFrAHEE®RI n—8T
5612, Operation ZFF A9 5,
D. DOC +DSR Read, Delete U. NORMAL Denied, except (1) for his/her own
(R 2D (a7 A = documents, or (2) if authorized by
FrEHE. Ay —F—4) another role or mechanism if such
7 ADEEH functions are provided by a
) conforming TOE
(1) UNORMAL @ 1 7' A »ro—4—
41 &L D.DOC S Tz TRy 7
AZADFAE] D—ETDHEIZ.
Operation Z&FFr] 9 5,
(2) D.DOC Mg ST [y 7 2D
EHARE] DA THLIHEIT,
U. NORMAL |Z Operation Z #7395,
D. DOC +FAXIN [assignment: U. NORMAL Denied
(T A1 H) other (m 74>z | U.NORMAL %> 5D 42T Operation %
operations] —F—4) IET 5,
Any Operations
D. FUNC N/A Read, Modify, U. NORMAL Denied, except for his/her own
(AT ) Delete (n /A >= | function data.
——4) U.NORVAL @ & 7' o —H—4 |
&. D.FUNC & [FTHE &G 23—
T 55512, Operation ZFFn[9 5,
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Z 6.3 User Data Access Control SFP for U. ADMINISTRATOR

Object Attribute | Operation(s) | Subject Explicitly authorize access
(Security (Security attribute) control rule

attribute)

D. DOC +PRT Delete U. ADMINISTRATOR (AT OEICEE D 5T,
(BT A& 1HH) (o —H —HERR) Operation ZFFr[ 4 %

D. DOC +SCN Delete U. ADMINISTRATOR (AT OEICEE D 5T,
(FT A& 1HH) (2 —H —HERR) Operation ZFFr[ 4 %

D. DOC +CPY Delete U. ADMINISTRATOR (A #GHR ORI D &9,
(FrEEER) (2 — W —HERR) Operation Z#FFr[ 45

D. DOC +FAXOUT Delete U. ADMINISTRATOR (AT BT DIz 53,
GREERE:Y (2 — P —HERR) Operation Z#Fr] 7 %

D. DOC +DSR Read, Delete | U. ADMINISTRATOR (R > 7 2O ] OEICE D
(R 7 2D (—H —HERR) 59, Operation ZFFn[ 94 %
A )

D. DOC +FAXIN Read, Delete | U. ADMINISTRATOR (AT BT DIz 53,
(Fr A& 1) (2 —H —HERR) Operation ZFFr[ 9 2%

D. FUNC N/A Read, Modify, | U. ADMINISTRATOR (AT E G OEIZEE L 5T,
GIRGERE: Y Delete (= — —HERR) Operation ZFF A4 %

FDP_ACC. 1 (b) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACF. 1 Security attribute based access control

FDP_ACC. 1.1(b) The TSF shall enforce the TOE Function Access Control SFP in Table 6.4 on users as
subjects, TOE functions as objects, and the right to use the functions as operations.

FDP_ACF. 1 (b) Security attribute based access control

Hierarchical to: No other components

Dependencies: FDP_ACC. 1 Subset access control
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FMT_MSA. 3 Static attribute initialisation

FDP_ ACF. 1. 1(b) The TSF shall enforce the TOE Function Access Control SFP to objects based on the

FDP_ ACF. 1. 2 (b)

FDP_ ACF. 1. 3(b)

FDP_ ACF. 1. 4(b)

following: users and [assignment: Ilist of TOE functions and the security
attribute(s) used to determine the TOE Function Access Control SFP).

lassignment: Iist of TOE functions and the security attribute(s) used to determine

the TOE Function Access Control SFP)

® #6.40 l0bject] MITRENT-MEEL [security attribute] MICRENT-EF
= V74— @ik

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U, ADMINISTATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions [assignment: Iist

of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U ADMINISTATOR to use a function,
a user that is authorized to use the TOE Is automatically authorized to use the
functions [assignment: Iist of functions], [assignment: other conditions]]

® [assignment: other conditions]

[assignment: other conditions]

® 6.4 TRENT-HHA]

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules, based on security attributes, that

explicitly authorise access of subjects to objects].

lassignment: rules, based on security attributes, that explicitly authorise access
of subjects to objects]
e /1L

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to

objects].

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
e L
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Z 6.4 TOE Function Access Control SFP

Object Operation Subject Access control rule
(Security (Security
attribute) attribute)
F. CPY e AOE< U. ADMINISTRATOR | Subject BAE T 5 Y a 7A@ EDHIZ
(SHTIE M) U. NORMAL Object DFATBMEN G ENDHE T
(Y2 7R A[EXAE) | Operation ZFFA[ T 5
F. PRT T a T DFELT U. ADMINISTRATOR Subject AT 5 T a TERAIRRIEDHIT
(SHATIE M) U. NORMAL Object DFATBRMEN G ENDHE T
(Y2 7R A[EXAE) | Operation ZFFA[ T 5
F. SCN ¥ a 7T DFELT U. ADMINISTRATOR | Subject 23F T % ¥ a 7R AR EDHIZ
(SHTIE M) U. NORMAL Object DFEATBEMENZT ENDHAIZ
(Y2 7R A[EXIE) | Operation ZFFA[T 5
F. FAX ¥ a 7T DFELT U. ADMINISTRATOR | Subject 3F T % ¥ a 7R AR EDHIZ
(FATIEME) U. NORMAL Object DFEATBIENE N DHEIC
(¥Va 7R A[EXAE) | Operation ZFFA[ T 5
F. DSR ¥ a 7T DFELT U. ADMINISTRATOR | Subject 3F T % ¥ a 7R AR EDHIZ
(FATIEME) U. NORMAL Object DFEATBIENE N DHEIC
(¥Va 7R A[EXIE) | Operation ZFFA[T 5
FDP_RIP. 1 Subset residual information protection
Hierarchical to: No other components.
Dependencies: No dependencies.
FDP_RIP. 1.1 The TSF shall ensure that any previous information content of a resource is made

unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: /ist of objects].
[selection: allocation of the resource to, deallocation of the resource from)

® deallocation of the resource from

lassignment: /ist of objects)
e L
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6.1.4. 7 A FIA:FkRI & 383

FIA_AFL. 1 Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU. 1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an

administrator configurable positive integer within/assignment: range of acceptable
values/] unsuccessful authentication attempts occur related to [assignment: /ist

of authentication events).

[selection: [assignment: positive integer number/, an administrator configurable
positive integer within/assignment: range of acceptable values]]
® apn administrator configurable positive integer within [assignment: range
of acceptable values]
[assignment: range of acceptable values]
® [/ to 10
lassignment: /ist of authentication events]
° @wﬂﬁw#%@mﬁ4V?%iéhkmﬁ%yn~ﬁ%%mﬁbf\%f@
B U 72 FRGELARE sELfE L 72 AR HIRRAIER
® UITATLURPCInBDT A L TH Eéﬂf:m 7“/( va—P—ZITK LT &
%O UT-38RIELARE D e L 7 AN pR DR GIER

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been

[selection: met, surpassed], the TSF shall [assignment: /ist of actions).

[selection: met, surpassed]
® met
lassignment: /7ist of actions)
® 1~60 O CHAFEEE D EE LR ARIE T2 T, b L ITavE B
ENRR Y ZIREEMERT 2E T, 4T AV R bor T A v OZftEr

735,
FIA_ATD. 1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies.
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FIA_ATD. 1.1 The TSF shall maintain the following list of security attributes belonging to

individual users: [assignment: /7ist of security attributes].

lassignment: /ist of security attributes)
@ nsAgra—W—4 a—HP—HER, Va TRARE

FIA_SOS. 1 Verification of secrets

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA SOS. 1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a def7ned

quality metric].

lassignment: a defined quality metric)

@ NRRAU—RE ;8 XFLLE
® UFFER %
FIA_UAU. 1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID. 1 Timing of identification

FIA_UAU. 1.1 The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict
with access—controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

lassignment: [ist of ISF-mediated actions that do not conflict with
access—controlled Functions of the TOE]

® RIRINAEDHUE

o UaTEHHORT

o v H—IFHROER

® FAX T —X D5

FIA_UAU. 1.2 The TSF shall require each user to be successfully authenticated before allowing
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any other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components
Dependencies: FIA_UAU. 1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [assignment: Iist of feedback] to the user while the

authentication is in progress

lassignment: /ist of feedback]
® X I—F (kx:asterisk)

FIA_UID. 1 Timing of identification

Hierarchical to: No other components

Dependencies: No dependencies

FIA_UID.1.1 The TSF shall allow [assignment: /ist of ISF-mediated actions that do not conflict
with access—controlled Functions of the TOE] on behalf of the user to be performed

before the user is identified

lassignment: [ist of TISF-mediated actions that do not conflict with
access—controlled Functions of the TOE]

o FLARIRREDHS

& UaTlHHR -EORTR

® v H—IFEHROIR

® FAXT—¥D%F

FIA_UID. 1.2 The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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FIA_USB.1.1

FIA USB. 1.2

FIA_USB. 1. 3

FIA_USB. 1 User—subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD. 1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting

on the behalf of that user: [assignment: [ist of user security attributes].

lassignment: /ist of user security attributes)
® s A va—H—4 a—F—HER, VaTRARE

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [assignment: rules for the

initial association of attributes].

lassignment: rules for the initial association of attributes]
o fEL

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [assignment: rules

for the changing of attributes].

lassignment: rules for the changing of attributes]
e fEl

6.1.5. 7 FAFMI: X =V 5 ¢ —4&H

FMT_MSA. 1(a) Management of security attributes

FMT_MSA. 1. 1 (a)

Hierarchical to: No other components

Dependencies: [FDP_ACC. 1 Subset access control, or
FDP_IFC. 1 Subset information flow control]
FMT_SMR. 1 Security roles
FMT_SMF. 1 Specification of Management Functions

The TSF shall enforce the User Data Access Control SFP in Table 6.2, [assignment:
access control SFP(s), information flow control SFP(s)] to restrict the ability to

[selection: change default, query, modify, delete, [assignment: other operations]/]
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the security attributes [assignment: /7ist of security attributes] to [assignment:

the authorised identified roles).

lassignment: access control SFP(s), information flow control SFP(s)]
e /1L

[selection: change default, query, modify, delete, [assignment: other operations.]/]
® X 6.5 T/rEM/z Operation(s)

lassignment: /ist of security attributes]
® £ 6.5 C/RENT- Security Attributes

lassignment: the authorised identified roles]

® £ 6.5 T/REI/= Role

Z 6.5 Management of security attributes

FMT_MSA. 3. 1 (a)

Security Attributes Operation (s) Role
Ry 7 ADOAH modify U. ADMINISTRATOR
Ry 7 ADOLEHRE modify U. ADMINISTRATOR
RNy 7 AOFHH
=875
U. NORMAL
BT #1 H modify U. ADMINTSTRATOR
FMT_MSA. 3 (a) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA. 1 Management of security attributes

FMT_SMR. 1 Security roles

The TSF shall enforce the User Data Access Control SFP in Table 6.2, [assignment:
access control SFP, information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]] default values for

security attributes that are used to enforce the SFP.
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FMT_MSA. 3. 2(a)

FMT_MSA. 1. 1 (b)

lassignment: access control SFP, information flow control SFP)
e L

[selection, choose one of: restrictive, permissive, [assignment: other property]]

® restrictive

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or

information is created

lassignment: the authorized identified roles]
® Nobody

FMT_MSA. 1 (b) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC. 1 Subset access control, or
FDP_IFC. 1 Subset information flow control]
FMT_SMR. 1 Security roles
FMT_SMF. 1 Specification of Management Functions

The TSF shall enforce the TOE Function Access Control SFP, [assignment: access
control SFP(s), information flow control SFP(s)] to restrict the ability to

[selection: change default, query, modify, delete, [assignment: other operations.]]
the security attributes [assignment: /ist of security attributes] to [assignment:

the authorised identified roles].

lassignment: access control SFP(s), information flow control SFP(s)]
e L

[selection: change default, query, modify, delete, [assignment: other operations]/]

® [assignment: other operations]

lassignment: other operations]

® Any Operations

lassignment: /ist of security attributes)
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o EiTEE

lassignment: the authorised identified roles]
® Nobody

FMT_MSA. 3(b) Static attribute initialisation

Hierarchical to: No other components
Dependencies: FMT_MSA. 1 Management of security attributes
FMT_SMR. 1 Security roles

FMT_MSA.3.1(b) The TSF shall enforce the TOE Function Access Control Policy, [assignment: access
control SFP, information flow control SFP] to provide [selection, choose one of:
restrictive, permissive, [assignment: other property/] default values for security

attributes that are used to enforce the SFP.

lassignment: access control SFP, information flow control SFP)
e L

[selection, choose one of: restrictive, permissive, [assignment: other property]]

® permissive

FMT_MSA. 3.2(b) The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or

information is created

lassignment: the authorized identified roles]
® Nobody

FMT_MTD. 1 (a) Management of TSF data

Hierarchical to: No other components
Dependencies: FMT_SMR. 1 Security roles
FMT_SMF. 1 Specification of Management Functions
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FMT_MTD. 1.1(a) The TSF shall restrict the ability to [selection: change default, query, modify,
delete, clear, [assignment: other operations/] the [assignment: /ist of TSF data]

to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment: the
authorized identified roles except U. NORMAL]]1].

[selection: change default, query, modify, delete, clear, [assignment: other

operations/]
® 6.6 C/r3fL/c Operation

lassignment: /ist of ISF datal
® 6.6 T/RE7= TSF data

[selection, choose one of: MNobody, [selection: U ADMINISTRATOR, [assignment: the
authorized identified roles except U. NORMAL]]]
® £6.6 T/RIIL7- Roles
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# 6.6 Operation of TSF data

TSF data Roles Operation

0o JAra—F—4 U. ADMINISTRATOR | modify, delete, create
0y rya—P— 2T —FK . ADMINISTRATOR | modify, delete, create
— PR . ADMINISTRATOR | modify, delete, create
g TEIRA[ERE . ADMINISTRATOR | modify, delete, create
2y 7 EFTOEE (2—%—7 % | U. ADMINISTRATOR | modify

vrybhuy 27U RRY—F
i)

7y 77y ME (=2—3—7"% | U ADMINISTRATOR | modify
vrybhuy 27U RRY—F
iE)

2y 77 M)A R

HEhe 77 o NRFHERE
INAT— RARY O —F&E
A

* v b U= IR

FAX BRIERR &

Biftn 7 LR — AR B ®R

el R an il e il e

. ADMINISTRATOR | modify
. ADMINISTRATOR | modify
. ADMINISTRATOR | modify
. ADMINISTRATOR | modify
. ADMINISTRATOR | modify
. ADMINISTRATOR | modify
. ADMINISTRATOR | modify

Nobody [assignment: other operations]/

clo|laclac|laclac|o

* Any Operations

FMT_MTD. 1 (b) Management of TSF data

Hierarchical to: No other components.
Dependencies: FMT_SMR. 1 Security roles.
FMT_SMF. 1 Specification of Management Functions

FMT_MTD. 1. 1(b) The TSF shall restrict the ability to [selection: change default, query, modify,
delete, clear, [assignment: other operations/] the [assignment: /ist of TSF data
associated with a U NORMAL or ISF Data associated with documents or jobs owned by
a U NORMAL] to [selection, choose one of: MNobody, [selection: U ADMINISTRATOR, the
U. NORMAL to whom such TSF data is associated]].

[selection: change default, query, modify, delete, clear, [assignment: other

operations/]
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® £6.7 T/REM7- Operation

lassignment: /ist of ISF data associated with a U. NORMAL or TSF Data associated with
documents or jobs owned by a U. NORMAL]
® X6.7 C/rRSfLZ TSF data

[selection, choose one of: Nobody, [selection: U. ADMINISTRATOR, the U. NORMAL to whom

such ISF data is associated)]]
® (6.7 TC/REINT- Roles

Z 6.7 Operation of TSF data

TSF data Roles Operation

U. NORMAL (ZRF#E v 7=z 7 1 > | U. NORMAL modify
Z—HF— 2T — K

FMT_SMF. 1. 1

FMT_SMF. 1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall be capable of performing the following management functions:

lassignment: /7ist of management functions to be provided by the TSF).

lassignment: /ist of management functions to be provided by the TSF]

& Ryl AWRIIBITILZEX2 VT —RBME Ry 7 ZAOFAE, Ry 7 AOLEHR
T, ITAEEE®R) ZEET HHE6E

® TSF F—% (urAfrva—P—4 ulAfra—P—nRAU—F a—F—ER,
VaTRARE, Ry 7 ETORE, vy 77U MM, my 27y YA H
o 77w NEMEE, NAT— KR O—RE, HERRE, X v hT— B
TE. PAX BRiiR B, E&n 7 LR — FEEEH) 28 2 H6E
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#* 6.8 Management functions

Relevant SFR

Management Functions

Management item
(defined by CC or PP)

FAU_GEN.

There are no management activities

foreseen.

FAU_GEN.

There are no management activities

foreseen.

FAU_SAR.

(e

. ADMINTSTRATOR #ERE o> % Hil

a)

maintenance (deletion, modification,
addition) of the group of users with read

access right to the audit records

FAU_SAR.

There are no management activities

foreseen.

FAU_STG.

There are no management activities

foreseen.

FAU_STG.

L
(77 a EEETHD .
(=g p WA A AN

a)

maintenance (deletion, modification,
addition) of actions to be taken in case

of audit storage failure.

FCS_CKM.

There are no management activities

foreseen.

FCS_COP.

There are no management activities

foreseen.

FDP_ACC.

1(a)

There are no management activities

foreseen.

FDP_ACF.

1(a)

L

(% E o 7 v — 71X
U. ADMINISTRATOR [EE Td 5
7o, EET MBI

a)

Managing the attributes used to make
explicit access or denial based

decisions.

FDP_ACC.

1(b)

There are no management activities

foreseen.

FDP_ACF

. 1(b)

7L

(% E o 7 v — 71X
U. ADMINISTRATOR [HE Td 5%
720, BHT LI

a)

Managing the attributes used to make
explicit access or denial based

decisions.

FDP_RIP.

mL

(B4 THEBRIFIZ D B IR A7
WiRE L ETT 272D, KT
THMIREDZ A I T 2 EH
T D MEITR)

a)

The choice of when to perform residual
information protection (i.e. upon
allocation or deallocation) could be

made configurable within the TOE.
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FIA_AFL. 1 SR RBL R E D B a) management of the threshold for
unsuccessful authentication attempts;
b) management of actions to be taken in the
event of an authentication failure.
FIA_ATD. 1 2L a) if so indicated in the assignment, the
GEmotex= V7 40 —EME authorised administrator might be able
IFEELRW=D, BHT 5 to define additional security
WETR ) attributes for users.
FIA_SOS. 1 o/ A ra—Y—/XZ2YU— K |a) the management of the metric used to
DI/RAT— KR o—DEH verify the secrets.
FTA UAU. 1 U. ADMINISTRATOR |2 A & 7 | a) management of the authentication data
A v a—HF— AT — KD by an administrator;
H b) management of the authentication data
U.NORMAL IZ Xk 5BEH DO 7 A by the associated users;
va—HP— 2T —FROEM | ¢) managing the list of actions that can be
taken before the user is authenticated.
FIA_UAU. 7 - There are no management activities
foreseen.
FIA_UID. 1 Management of the user | Defined by PP:
identities Management of the user identities
FIA_USB. 1 L a) an authorised administrator can define
QA AVES/ NG s default subject security attributes.
4 —BMHIXEEDT-D, & | b) an authorised administrator can change
T HMEIR) subject security attributes.
FMT_MSA. 1(a) | 72 L a) managing the group of roles that can
(& & o 7 v — 7% interact with the security attributes;
U. ADMINISTRATOR B T& % | b) management of rules by which security
7=, BHET HMLIEET D) attributes inherit specified values.
FMT_MSA. 3 (a) 2L a) managing the group of roles that can
(& B o 7 v — 7% specify initial values;
U. ADMINISTRATOR [EZE CT& 5 | b) managing the permissive or restrictive
72, BET HMLET RN setting of default values for a given
access control SFP;
c) management of rules by which security
attributes inherit specified values.
FMT_MSA.1(b) | 72 L a) managing the group of roles that can
(& & o 7 v — 7% interact with the security attributes;
U. ADMINISTRATOR [EZE CT& 5 | b) management of rules by which security

7o, EET D MEITR)

attributes inherit specified values.
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FMT_MSA. 3 (b)

L
(% E o 7 v — 7%

a)

managing the group of roles that can

specify initial values;

U. ADMINISTRATOR [EZE CT& % | b) managing the permissive or restrictive
728, EETAMNEL ) setting of default values for a given
access control SFP;
¢) management of rules by which security
attributes inherit specified values
FMT_MTD. 1 (a) L a) managing the group of roles that can
(& B o 7 v — 7% interact with the TSF data
U. ADMINISTRATOR [E 7E T & 2%
7o, T DMEITR)
FMT_MTD. 1 (b) 2L a) managing the group of roles that can

(% ®E o 7 Vv — 7%
U. ADMINISTRATOR [HE T& %
720, EET HMEERD)

interact with the TSF data.

FMT_SMF. 1

There are no management activities

foreseen.

FMT_SMR. 1

M O =2 —HF —HERD 7 v
— 7 DR

a) managing the group of users that are part

of a role.

FPT_STM. 1

Management of system time

Defined by PP:

Management of system time

FPT_TST. 1

7L

(AT A N OEITEFITE
EThHoHI, EHHT L0635
AN

a)

management of the conditions under
which TSF self testing occurs, such as
during initial start—up, regular
interval, or under specified
conditions;

management of the time interval if

appropriate.

FPT_FDI_EXP. 1

FAX DHRDESA: D& B]

a)

b)

c)

definition of the role(s) that are
allowed to perform the management
activities;

management of the conditions under
which direct forwarding can be allowed
by an administrative role;

revocation of such an allowance
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FTA_SSL. 3 HEha /7 v N oOEF a) specification of the time of user
inactivity after which termination of
the interactive session occurs for an
individual user;
b) specification of the default time of
user inactivity after which termination
of the interactive session occurs
FTP_ITC. 1 Ty N — SR EDEFE | a) Configuring the actions that require
trusted channel, if supported
FMT_SMR. 1 Security roles
Hierarchical to: No other components
Dependencies: FIA_UID. 1 Timing of identification
FMT_SMR. 1.1 The TSF shall maintain the roles U. ADMINISTRATOR, U.NORMAL, [selection: ANobody,
lassignment: the authorised identified roles]].
[selection: Nobody, [assignment: the authorised identified roles]]
® Nobody
FMT_SMR. 1. 2 The TSF shall be able to associate users with roles, except for the role “Nobody”

to which no user shall be associated.

6.1.6. 7 A FPT:TSF Dff-it

FPT_STM. 1 Reliable time stamps

FPT_STM. 1. 1

Hierarchical to: No other components

Dependencies: No dependencies

The TSF shall be able to provide reliable time stamps.
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FPT_TST. 1.1

FPT_TST. 1. 2

FPT_TST. 1. 3

FPT_TST. 1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test should occur]] to

demonstrate the correct operation of [selection: [assignment: parts of TSF], the
TSF].

[selection: during initial start—up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under which
self test should occur]]

® during initial start-up

[selection: [assignment: parts of ISF], the ISF]
® [assignment: parts of TSF]

lassignment: parts of TSF]
® HDD M5 {LAkEE

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of ISF datal, TSF data].

[selection: [assignment: parts of ISF datal, ISF data)l
® [assignment: parts of ISF data]

lassignment: parts of ISF data)
o [Fe

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of ISF], TSF].

[selection: [assignment: parts of TSF], TSF]
® [assignment: parts of TSF)

lassignment: parts of TSF]
® TSFFEITEY 2—/L
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FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components
Dependencies: FMT_SMF. 1 Specification of Management Functions
FMT_SMR. 1 Security roles

FPT_FDI_EXP. 1.1 The TSF shall provide the capability to restrict data received on any

external Interface from being forwarded without further processing by the TSF to

any Shared-medium Interface.

6.1.7. 77 AFTAITOE 7 7 & A

FTA_SSL. 3 TSF-initiated termination
Hierarchical to: No other components
Dependencies: No dependencies
FTA_SSL. 3.1 The TSF shall terminate an interactive session after a [assignment: time interval

of user inactivity].

lassignment: ¢ime interval of user inactivity]

® HRENSRL c EEREIREEDN BESSEPLE I X DR ERRTROEE (5 M~
495 )
® Veb 7T U¥— . BEERREN. 10 SREREE

S BE SRV E Web 7T U —LIAMIEEE v v g VIEFEE LR

6.1.8. 7 F A FTP: BEME/ XA /F ¥ RIJL

FTP_ITC. 1 Inter—-TSF trusted channel
Hierarchical to: No other components
Dependencies: No dependencies
FTP_ITC. 1.1 The TSF shall provide a communication channel between itself and another trusted

IT product that is logically distinct from other communication channels and provides

assured identification of its end points and protection of the communicated data
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from modification or disclosure.

FTP_ITC. 1. 2 The TSF shall permit the TSF, another trusted IT product to initiate communication

via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of

D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared—medium Interface.
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6.2. TOE &=V T ¢ —{fiFEM:

# 6.9 2600.1 Security Assurance Requirements (2B ¥ =V 7  —{RIFE(EZ R
A TOE OFFMRFEL /UL EALS THY, BX 2V T 4 —fRiEa2 R —F >k ALC_FLR.2 Z B/ L T
W5,

#F 6.9 2600.1 Security Assurance Requirements

Assurance Class Assurance components
ADV: Development ADV_ARC. 1 Security architecture description
ADV_FSP. 3 Functional specification with complete summary

ADV_TDS. 2 Architectural design

AGD: Guidance documents AGD_OPE. 1 Operational user guidance

AGD_PRE. 1 Preparative procedures

ALC: Life-cycle support ALC_CMC. 3 Authorisation controls

ALC_CMS. 3 Implementation representation CM coverage

ALC_DEL. 1 Delivery procedures

ALC_DVS. 1 Identification of security measures

ALC_FLR. 2 Flaw reporting procedures (augmentation of EAL3)

ALC_LCD. 1 Developer defined life-cycle model

ASE: Security Target evaluation | ASE_CCL. 1 Conformance claims

ASE_INT. 1 ST introduction

ASE_OBJ. 2 Security objectives

ASE_REQ. 2 Derived security requirements

ASE_SPD. 1 Security problem definition

ASE_TSS. 1 TOE summary specification

ATE: Tests ATE_COV. 2 Analysis of coverage

ATE_DPT. 1 Testing: basic design

ATE_FUN. 1 Functional testing

ATE_IND. 2 Independent testing — sample

3
2
1
1
3
3
1
1
2
1
1
ASE_ECD. 1 Extended components definition
1
2
2
1
1
2
1
1
2
2

AVA: Vulnerability assessment AVA_VAN. 2 Vulnerability analysis

6.3. XU T ¢ —EA AR

6.3.1. BX =2 U T ¢ —HEHEE/AR AL
X o UTF 4 —5PEHEHCKRT A TOE B = U F ¢ —ERE B O3 5 v,
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KFPECRLd L7ZHB IR 0 22 (P) 72 R A4 U, MR CRld LB IXZ DFHEBE2 XK
EO) T 5,

Z 6.10 Completeness of security requirements

Objectives

SFRs

0. PROT. NO_ALT

0. CONF., NO_DIS

0. DOC. NO_ALT
0. FUNC. NO_ALT
0. CONF., NO_ALT
0. AUDIT_ACCESS. AUTHORIZED

0. AUDIT_STORAGE. PROTECTED

0. USER. AUTHORIZED

0. INTERFACE. MANAGED

0. SOFTWARE. VERIFIED
o | @ | 0. AUDIT. LOGGED

0. HDD. ENCRYPTION

0. DOC. NO_DIS

FAU_GEN.
FAU_GEN.
FAU_SAR.
FAU_SAR.
FAU_STG.
FAU_STG.
FCS_CKM.
FCS_COP.
FDP_ACC.1(a) |P|P |P
FDP_ACF. 1(a)
FDP_ACC. 1 (b) P
FDP_ACF. 1 (b)
FDP_RIP. 1 P
FIA_AFL.
FIA_ATD.
FIA_SOS.
FIA_UAU.
FIA_UAU.
FIA_UID.
FIA_USB. 1
FMT_MSA.1(a) |S|S|S|P
FMT_MSA.3(a) | S |S|S
FMT_MSA. 1 (b) P S

o = (DN = DN =

[a—y

e e e L
U |lwv || wm

in= e v Il IR OO I B v BN RO RN IR0/ N IR 0]
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Objectives
a A
[CARNINEA]
=N
O | -
m | =
= | O
alAa o | =
M| @ e | =
82| = 2| =
SR S22 g8y |2
= | === LT_]LTJ§U)H
N | =21 A A/ H | Q|1 S| |1 S5 I Ry
H Al | < Al |[E /B0 .|O| 0| |
SIS ddld|dIEIZIBISIGIZ2|E
S|l |2 | @ |2 || < | || | 1] 1|&
A A N R e e P I == I — I < I < I o R I 3
P T I T . = P I P = o 2 I O T I e O e T e I RS
SI8I5 2 8|&8|la|l258|18|818
QQLL.D-.OOD'—!CD<‘.<‘.<‘.%
S|lo|s|s|s|s|s|s|os|s|s|s |
FMT_MSA. 3(b) S
FMT_MTD. 1 (a) P|P|P
FMT_MTD. 1 (b) P|P
FMT_SMF. 1 SIS|S|[sS|s|sS
FMT_SMR. 1 SIS|S|[s|S|s|s
FPT_STM. 1 S
FPT_TST. 1 P
FPT_FDI_EXP. 1
FTA_SSL. 3 P
FTP_ITC. 1 P|P|P|P|P|P

LTI, [# 6.10 Completeness of security requirements)] OR#LZR9,

0. DOC. NO_DIS
0.DOC.NO_DIS |%, AIEZRBARAS D.DOC Z #4551 idtTh 5,

FIA_UID. 112 &0, FIHZE D51 S 41, FDP_ACC. 1(a), FDP_ACF. 1 ()12 & V| FFal & i=FIHE D&
(2 D.DOC ~DEAELFFAIT %,

FDP_RIP. LI1C LV JEfFT—Z L LTDOD.DOCIZEBWT LABTD EDIFERONE R TE < T 5,
FMT_MSA. 1(@) 12 &V, EF 2 U7 4 —RBIE~DORELERT 5,

FMT_MSA. 3(a) 12X 0. D.DOC AR S 7=FRIZ, D.DOC DFFAE R HR. & L <L D.DOC 23K S5
Ry 7 ADOFAHE, Ry 7 AOLERENED 2T 7 4V MEEZA L TND Z & EZRGET 5,
FMT_SMR. 1 (2 J ¥ . U. ADMINISTRATOR & U.NORMAL O —HF—HERANEI Y 24 T SN S 5,
FMT_SMF. 1 {2k V., ®% =V T ¢ —EHEEAESL U ADMINISTRATOR & D.DOC DFfA#H TdH 5 U. NORMAL
~REHET S,

FTP_ITC. 1 {2k v, TOE & EHE IT "MK v U —27 2D D.DOC (264 5 iz
BENOIRESND,

> C. 0.DOC.NO_DIS I, RIEZRBH/RM S D.DOC {425 Z &L 2 {RiET 25 Z LNk S,

0.DOC. NO_ALT
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0.DOC. NO_ALT |&, RIEZRILZEH S D.DOC Z1#+ A5 H#tTh 5,

FIA_UID. 112 X v, FIFAE 2GR &4, FDP_ACC. 1(a), FDP_ACF. 1 (@)l kv . #Frl & ni=FIHE DI~
(2 D.DOC ~DEAEELFTFAIT %,

FMT_MSA. 1@ 12k 0, X2 VT 4 —RBHE~OBRIEZEHT 5,

FMT_MSA. 3(a) 12 & ¥, D.DOC 2R SH7-FIC, D.DOC DFFA & B H. & L <X D.DOC MM S5
Ry 7 ADFAHE., Ry 7 AOLGRENEY 2T 7 4V MEEA L TWDZ & EZRGET Do,
FMT_SMR. 1 {2 & ¥, U. ADMINISTRATOR & U.NORMAL = —H—HEFRANEIV 24 T SR S 5,
FMT_SMF. 1 {2k 0, %=V T ¢ —EHEEREA U ADMINISTRATOR & D.DOC DFFA#E Td 5 U. NORMAL
~RIET 5,

FTP_ITC. 1 12XV, TOE S EfEE 1T "M O xR v v U —2 EZ¥Eis D.DOC ([Zxd % B %
BINOIRES LD,

E- T, 0.DOC.NO_ALT %, RIEARUWZENS D.DOC T 5 2 &L 25T 5 Z LRk S,

0. FUNC. NO_ALT
0. FUNC. NO_ALT 1%, ARIEZRekZEh 5 D. FUNC Z{R# 3 5K 78T 5,

FIA_UID. 112 &0, FIHF D51 S 41, FDP_ACC. 1(a), FDP_ACF. 1 ()12 & V| FFal & =FIHE D&
IZ D. FUNC ~D#AEZFFA[ T 5,

FMT_MSA. 1 (@2 &V, BEX =2V T 1 —BIE~DOEIELEHRT 5,

FMT_MSA. 3(a) {2 & 0 . D. FUNC 234k & 7= BRI, D. FUNC OFTA B IEMA @Y 727 7 4V MEAH L
TWDZ EERFET 5,

FMT_SMR. 1 12 & ¥, U. ADMINISTRATOR & U.NORMAL D=t —H —HE[RAE D 24T SR S5,
FMT_SMF. 112X, B2 U T ¢ —EHEREZ U. ADMINISTRATOR & D. FUNC DFTA & T&H 5 U. NORMAL
~RET 5,

FTP_ITC. 112 &V | TOE &fiod @ 54 1T AL ox >~ MU —2 E&§iiL5 D. FUNC (Zxtd 5 0%
T nd,

> T, 0.FUNC.NO_ALT (%, RIEZRELZED>5 D. FUNC Z 4R 5 Z L #{RFET 5 Z L Nk S,

0. PROT. NO_ALT

0. PROT. NO_ALT |%, AIEZ2ekZE7 5 D. PROT Z{Ri#3 5K I7#CTH 5,

FIA_UID. 11Z &V, FIHBED G S, 77l S FIHE O FIZ D PROT ~OEAEEFFAI T 5,
FMT_MTD. 1(a), FMT_MSA. 1(a), FMT_MSA. 1(b){Z X V. TSF data ~®#fEiX, U. ADMINISTRATOR (Z ]
fREiLd,

FMT_SMR. 1 12 & ¥, U. ADMINISTRATOR & U.NORMAL D=t —H —HE[RAE D 2T SR S5,
FMT_SMF. 11T LV, ¥ =V T ¢ —&PREEREA U ADMINISTRATOR & D. PROT OFFA# Td % U. NORMAL
~REET D,

FTP_ITC. 112 &Y, TOE &Moo EdH 1T M OFR v N U —727 E&§dL5 D. PROT (ZXkF 5 SR
BrohEsNnD,

5> T, 0.PROT.NO_ALT I, RIEZRLZED 6 D.PROT Z #4252 L ARGET D Z L3 kD,

0. CONF. NO_DIS, 0. CONF.NO_ALT
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0. CONF. NO. DIS, 0.CONF.NO_ALT i%., ARNIEZRBH/R, thZEN S D. CONF ZAx#+ 5% #ThH 5.

FAU_SAR. 1, FAU_SAR. 2 |2 X ¥V, TSF Data (Bs#inm 2') OFEAH LE/EIZ. U. ADMINISTRATOR (Z ][R
I,

FAU_STG. 1 (Z& Y, TSF Data (Bsfxw ) 1X, NIERHIR, ENLREIND,

FAU_STG. 4 |ZX V| TSF Data (Bef&m ) 1%, WitRFOHEDOBZNNORESNLD,

FIA_UID. 1iZ &0, FIAHEDGERI S, 3 r SRR O D. CONF ~DO#E{EEZFFA[ 5,

FMT_MTD. 1(a) {2 X Y. TSF data ~®D#E{ElX, U. ADMINISTRATOR & Nobody (ZHifR =415,

FMT_MTD. 1 (b) {2 & ¥, U.NORMAL @ TSF data ~®O#efElX, D. CONF DFTHH Thd 5 U. NORMAL [Z il BE =

s,

FMT_SMR.1 (Z & » . U.ADMINISTRATOR & U.NORMAL. Nobody o =t — H — KR 25 fE £ & 1,

U. ADMINISTRATOR & U.NORMAL = —HF—4E[RNEI Y YT HN 5D,

FMT_SMF. 1125V, B2V 7 ¢ — & FEREZL U. ADMINISTRATOR & D. CONF OFTAE TéH % U. NORMAL

~RIEET S,

FTP_ITC. 112 &Y, TOE &M mfEdd IT A H O v U —727 &AL 5 D. CONF (T 5 e %
BRI ND,

%> T, 0.CONF.NO.DIS, 0.CONF.NO_ALT |%, RIEZRBH/R, thZEh 5 D. CONF Z{fi#+ 5 = & Z{RiEd
DT ENHKRD,

0. USER. AUTHORIZED

0. USER. AUTHORTZED (%, FIFH7 OF%kAI L 58GEZ ZR L, BX =2V 7 ¢ —FHHIE > TRIAZICT 7 &
ARG LT, TOEERZFFr 32 2 & 2 RET D3R T8 CThH 5,
FIA_UID. 1, FIA UAU. 112 &Y, FIFZE Ok & R8RED Ehi <4 b,

FIA_UAU. 712 LV, FIRERAEFOFIET 4 — RNy 7 MEES NS,

FIA_AFL. 112XV, FIRBEFRAEO @R L7-f8GE RIS, v /A v ozfMna vy 7 Shb,
FIALATD. 1ic kY m oA va—WF—4 a—HF R, ¥ a 7R EOFHE BYELHER S D,
FIA_S0S. 12XV, FIAHFRIEOMENER SN MEREICAET 2 Z E0MEEESN D,
FIAUSB. 11 kY, vl A va—F—4 a—F—ER, ¥a 7RIRECHHEREL TV =
DX 2T 4 —RBIEICHEODIT 65,

FTA_SSL. 312 &LV, FIHFEDOEy v a U RNEE SN, RibhotEy v a A3k TIN5,

FDP_ACC. 1(b) . FDP_ACF. 1(b)IZ XV, #Fa] SNT=FIHH ORI IEARRED B EE T3 5,
FMT_MSA. 1(D) I &V, EF 2 VT 4 —RBIE~DRELERT D,

FMT_MSA. 3 IC XV, EXx =2 U7 4 —BIETHLETRUENSEY 2T 7 4V MaZA L TND Z &
EIRFET D,

FMT_SMR. 1 (2 J ¥ . U. ADMINISTRATOR & U.NORMAL O t—HF—HERAEI Y 24 T SN S 5,
f->C, 0. USER. AUTHORIZED i, FIHFZE O EBFEEZER L, X =2 U T 4 —FHIE > TRIHAE
2T 7 AMELRAT G LT2t%, TOEMEHAFF AT 5 2 & 2RGET 2 2 L3k 5,

0. INTERFACE. MANAGED
0. INTERFACE. MANAGED (%, &% = U 7 ¢ —HEHIWEW, SMEA > ¥ — 7 = A ADOEMEZE BT 53K
FEtTh B,
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FIA_UID. 1, FIA_UAU. 112XV | FIFHZE O & 78R FE i S b,

FIA_UAU. 712 X0, FIAERGFEORIAT 4 — Ry 7 ME#EEN D,

FMJHJGiD FIRFEFRREO#ERE L2 FBRERRF I, v /A v oz fnna v 7 Eihvb,
FIA_SO0S. 1 I . FAFREEOME DN ER SNICMEREICERT 5 Z EPMREES L5,
FTA_SSL. 3 _;D\ FREOE Yy v a U NEE I, IRKIEFhOEy > a AT TIND,
FPT_FDI_EXP. 1 12 LV, Ry U — 7 ~OEiENREIND,

%> T, 0. INTERFACE. MANAGED |, #MERA > & — 7 = A ADEMEZEFLT 5 Z L 3K D,

0. SOFTWARE. VERIFIED

0. SOFRWARE. VERTFIED (%, TSF @372 — R%& H COMGET 5 Fhe X 212t 2K 58 Th 5,
FPT_TST. 1 {2k V. TOE OEEFICHD T A DAL — FDFELT, TSF T —F O—ERD 55 RVEMEEN
Fh S AL, HEVEDEE DX A I 7B H8EIC LY TSF O—FDFELT 72— RERMEMRGEN
fE S b,

1€ C,0. SOFRWARE. VERTFIED |X,TSF @372 — R % H CRGET 5 Bl < 2 12flt 372 Z L A3k 5,

0. AUDIT. LOGGED

0. AUDIT. LOGGED (%, TOE OfHE X2V T 4 —IZBET 2 FR A2k L CEHE L. RERBIRS
WA Z I 5K 8 Th 5,

FAU_GEN. 1 I LV | BEERIRA Ry M L TEREr 7N ER SN 5D,

FAU_GEN. 2, FIA_UID. 1|2k Y, BEEEFGIIR L CRIHE OBIIEH & BEAM T S5 b,

FPT_STM. 112X Y, TOE NDFEFES A LA X THGEE AV, B FRICR L CRAERZIN LR S
o,

%t > C. 0.AUDIT.LOGGED (%, TOE O E X2V T 4 —ICBE T A FR AL TEHL.,
RIEZRBIRRCU A Z LIRS D 2 & 2 RGET 5 Z L3 kD,

0. AUDIT_STORAGE. PROTECTED

0. AUDIT_STORAGE. PROTECTED |%, RIEZRT 7t A, HIbR, ZENGEAR R 72 R#ET 2 Z L 2 RiET
LRI TH D,

FAU_STG. 1 I LV | BfIEn-iEd e 7ok LT, AU HIBRE OSZE N OIRESI LD,
FAU_STG. 4 1Z LV | BEEr ZBI o7 L& Ikb i< IS EAr 7~ FEx 25
L, HILWEE D 7 AR5,

7> T, 0. AUDIT_STORAGE. PROTECTED %, RNIEZT 7 & A, HIbR, LN LEEAr 7 2 Ri#ETHZ &
ERRFET D 2 E KD,

0. AUDIT_ACCESS. AUTHORIZED
0. AUDIT_ACCESS. AUTHORIZED 1%, IEfFf et ¥ 2 U T 4 —ER AT H7-012, HEROH AE T T
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MER T 27 78245 2 L 2 RarT o5 Th 5,

FAU_SAR. 12 & ¥, U. ADMINISTRATOR |ZBEAT 1 77 & DIE MO G LHE N A 42t 4 5,

FAU_SAR. 2 12 £ ¥ . U. ADMINISTRATOR LIS DEER 0 7 ~D T 7 & A & HIRT 5.

7€> T, 0. AUDIT_ACCESS. AUTHORIZED i, #fERI2EFX 2 U 7 4 —EX Z R T 572012, HROH
HEVINEEa JNZT 72 ATH LR FAET 5 2 LRk,

0. HDD. ENCRYPTION

0. HDD. ENCRYPTION (%, TOE WN&B> HDD (Zf#-AF S #17= User Data, TSF Data ZMKF b3 xR I#+T
H5,

FCS_ CKM. 112k V0, FBESNETILITY X LHE- T, BESHNER SN D,

FCS_COP. 112 &V $RE SN BT LY X4 LS8R 26 L CHDD 2% 1% 3 % D. DOC, D. FUNC,
D. PROT, D.CONF %5 =5{k L. #eAHi9 D.DOC, D.FUNC, D.PROT, D.CONF Z{E 59 %,

fit > C, 0.HDD. ENCRYPTION (X, HDD (Zf&1F3 5 User Data, TSF Data ZM5=5{b3 5 Z & ZfRiET 2
ZENHRD,

6.3.2. TOE © & = U7 ¢ —HEBE A O A7BIfR
TOE &% = U 7 ¢ —RERE BRI OIRAFBEfR &2 LU R IR T,

# 6.11 TOE X = U 7 1 —HERE B DK TFREMR

BERE 2L (REAESTET IRTEPEZ S LTV 0

FAU_GEN. 1 FPT_STM. 1 —

FAU_GEN. 2 FAU_GEN. 1 —
FIA_UID. 1

FAU_SAR. 1 FAU_GEN. 1 —

FAU_SAR. 2 FAU_SAR. 1 —

FAU_STG. 1 FAU_GEN. 1 —

FAU_STG. 4 FAU_STG. 1 —

FCS_CKM. 1 FCS_COP. 1 FCS_CKM. 4
FCS_CKM. 4 6.3.2.1 Hizl

FCS_COP. 1 FCS_CKM. 1 FCS_CKM. 4
FCS_CKM. 4 6.3.2. 1 HizHR

FDP_ACC. 1 (a) FDP_ACF. 1 (a) —

FDP_ACF. 1 (a) FDP_ACC. 1 (a) —
FMT_MSA. 3 (a)

FDP_ACC. 1 (b) FDP_ACF. 1 (b) —

FDP_ACF. 1 (b) FDP_ACC. 1 (b) —
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FMT_MSA. 3 (b)
FDP_RIP. 1 No dependencies. —
FIA_AFL. 1 FIA_UAU. 1 —
FIA_ATD. 1 No dependencies. —
FIA_SOS. 1 No dependencies. —
FIA_UAU. 1 FIA_UID. 1 —
FIA_UAU. 7 FIA_UAU. 1 —
FIA_UID. 1 No dependencies. —
FIA_USB. 1 FIA_ATD. 1 —
FMT_MSA. 1 (a) FDP_ACC. 1 (a) -
FMT_SMF. 1
FMT_SMR. 1
FMT_MSA. 3 (2) FMT_MSA. 1 (a) —
FMT_SMR. 1
FMT_MSA. 1 (b) FDP_ACC. 1 (b) —
FMT_SMF. 1
FMT_SMR. 1
FMT_MSA. 3 (b) FMT_MSA. 1 (b) —
FMT_SMR. 1
FMT_MTD. 1 (a) FMT_SMF. 1 -
FMT_SMR. 1
FMT_MTD. 1 (b) FMT_SMF. 1 -
FMT_SMR. 1
FMT_SMF. 1 No dependencies. —
FMT_SMR. 1 FIA_UID. 1 —
FPT_STM. 1 No dependencies. —
FPT_TST. 1 No dependencies. —
FPT_FDI_EXP. 1 FMT_SMF. 1 —
FMT_SMR. 1
FTA_SSL. 3 No dependencies. —
FTP_ITC. 1 No dependencies. —

6.3.2. 1. FCS_CKM. 4 DARTFMEZ B L L7 VR HL

5 588X =R ON IFITHEER 2 & I — BB TR ARR SHEREMEA T Y —ITKRM SN D23, EER
Z OFF |2 L7t %, TOE IXIEMREE D& % = U 7 ¢ — %5 J7$t OE. PHYSICAL. MANAGED (Z & V) #3IZ
REINTWD, ZOTOSHAIET BT 0NEE L LR,
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6.3.3. BX 2 U T ¢ —{RIEEAIRIL

This TOE is Hardcopy Devices used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only a low
level of risk because it is assumed that the TOE will be located in a restricted or monitored
environment that provides almost constant protection from unauthorized and unmanaged access
to the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage
without disassembling the TOE except for removable nonvolatile storage devices, where
protection of user and TSF data is provided when such devices are removed from the TOE
environment. Agents have limited or no means of infiltrating the TOE with code to effect a
change and the TOE self-verifies its executable code to detect unintentional malfunctions.

As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws

are in place, and their inclusion is expected by the consumers of this TOE.
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7. TOE BEHIfAR

ARETIEL, TOE B2 5% 2 V7 ¢ —HEREDERITARIZ DV TRER T 5,
FT1IE TOEEF=2UT ¢ —HEL X =2 U T ¢ —HREENFORRZ R T,

£ T1TEEX2V T —HELE X2 ) T 0 —HSERE

BT o —HEEE

P RE AT

TSF. USER_AUTHENTICATION

TSF. JOB_AUTHORIZED
TSF. HDD_ENCRYPTION
TSF. DOC_OVERWRITE
TSF. SECURITY_MANAGEMENT

TSF. DATA_ACCESS

TSF. NETWORK_PROTECTION

TSF. SELF_TEST

FAU_GEN.

FAU_GEN.

FAU_SAR.

FAU_SAR.

FAU_STG.

<l S| K] 8| «|«|TSE. AUDIT_LOGGED

FAU_STG.

— RS = DN = DN =

\

FCS_CKM.

FCS_COP. 1 v

<\

FDP_ACC. 1(a)

FDP_ACF. 1(a) v

FDP_ACC. 1 (b) v

FDP_ACF. 1(b) v

FDP_RIP. 1 v

FIA_AFL. 1

FIA_ATD.

FIA_SOS.

FIA_UAU.

FIA_UAU.

FIA_UID.

| =g = | =
NN ENENENENEN
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MIATSNIUL, EED T 2= 5,

{7 — ¥ —IFHE D, I E—BEE. A% v VIEERERE. 7Y ¥ —HKEE.
FAX BERE S OVR » 7 ARERE A R L 72 BRI, TOE W CAUE S b
E{gIERD = & E24ET,

7547 K PC X MU —Z (28 S iz TOE 2k LT, Ry hU—7 108 L

T TOE O —ve &2 (#Ee) 2R HT MO a s Ba—2DZ &g
‘a‘o

FIPS PUB 1804

KE D NIST (National Institute of Standards and Technology :
FE SRR TIZERT) TR b SNy v =2 BEICBE 57 1
T XALTH5D,

FIPS PUB 197

KE D NIST (National Institute of Standards and Technology :
[E AR UERAIEIEAT) CRIBH L S - mdEns S icf4 a7 v =2
VAATHD, AESK =& BRI S,

B PRAE E{§ T — X% OH T, ZOT —X OEMFERNP L SN, Hig
T —Z i BERICHIBRT S L1k, T ORI AR AR ATEER b
DIZTDHZ ExEET,

FT — X HEI BT — 2 O T, EEOBBR LRSS 5T — ¥ D50 ST EIK,

B 7 — & Zam BRI HIBR L7258 i3, 2 ofEBIIEAFEL TL
FH, TORFLEHEMAZIR LT BRET—F1 LIRS,
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8. 2.
AKST T SN AMEFEDEFRA K 8.2 T/RT,

FEEHEE HDD 1T/ A7 S T B T — & OHIRD R R SRR, BT — %
DFET —H IR L THEE R A a EEEX L, BT — X H
WA EEICHEE L L CTEBT — X OFHEEREHIRT L L&
fBd., 297562 TCT—2BAAERARERIREICT 2 2 &M
Hk 5,

(A V% BEO—F EEICERE ST, A/ SRV TR S LD,
SNA B —T A AT Y | FIHEIL, BlE/ V% LT TOE
ERIHT 2 Z LKk,

W& 58 D E 7%

# 8.2 ST CHEAINAIKEDER

HEE TE %
A. assumption (when used in hierarchical naming)
ADMIN. administrator (when used in hierarchical naming)
AES Advanced Encryption Standard
ALT alteration
CC Common Criteria
CONEF. confidential (when used in hierarchical naming)
CPY copy
D. data (when used in hierarchical naming)
DIS disclosure
DOC. document (when used in hierarchical naming)
DSR document storage and retrieval
EAL Evaluation Assurance Level
EEPROM Electronically Erasable Programmable ROM
F. Function (when used in hierarchical naming)
FAX facsimile
FUNC. function (when used in hierarchical naming)
HCD Hardcopy Device
HDD Hard Disk Drive
IT information technology
MFP Multi Functional Printer
NCU Network Control Unit
NVS nonvolatile storage

© 2016 KYOCERA Document Solutions Inc.

84




TASKalfa 356¢ci, TASKalfa 406ci
X2V T4 —F—7 v b

Security Objective (of the TOE) (when used in hierarchical

0. naming)
Security Objective (of the operational environment) (when
OE. used in hierarchical naming)
OSP organizational security policy
organizational security policy (when used in hierarchical
P. naming)
PP Protection Profile
PROT. protected (when used in hierarchical naming)
PRT print
SAR Security Assurance Requirement
SCN scan
SFP Security Function Policy
SFR Security Functional Requirement
SMI Shared—medium Interface
ST Security target
T. threat (when used in hierarchical naming)
TOE Target of Evaluation
TSF TOE security functionality
U. user (when used in hierarchical naming)
USB Universal Serial Bus
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