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2747 Fhb LAN Z it U CRAF LRI T — & & Bl 9 2 # e,

(2) A% v HHE
FIHBIZ L DBESFZAD L OBEIZL T, 0E () Z2HAR- TCET 7 A V2R
I D HERE,

(3) = v —HknE
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(5) CEDRAF & EY H L OBRE
TOE WIZCEEAZSBM L., FHE L SCELZ I HIHEE,

6) HEATF 4T A BT = — AHERE
TOE OR|HEN Y 747 s PCh5 TOE % U T— MNpET D720 DERE, A X v AT
L= THED Web 75 UHFRT S r— g %% 4 2 h—L L, TOE &% LAN #&h
THHET Do
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M BRIEMEIR £ 72 I3RS 5 2 DR EMEIRICEE DWW T, FIRIBKRE. A% v HKRE. =
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TOE OFf# (U.USER) LFO XS IZpHEN 5,

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FFAIFI )
U.NORMAL A User who is authorized to perform User
(— I H#E) Document Data processing functions of the TOE.
U.ADMINISTRATOR U.BUILTIN_ADMINI | A User who has been specifically granted the
(EHF) STRATOR authority to manage some portion or all of the TOE

(B b A EERE) and whose actions may affect the TOE security
U.USER_ADMINIST | policy (TSP). Administrators may possess special
RATOR privileges that provide capabilities to override

(o ——EHE) portions of the TSP.

»*U.BUILTIN_ADMINISTRATOR, U.USER_ADMINISTRATORIZ DWW TiX1.4.7THFEEZ SR
1.4.6. REEE

8% pE1X. User Data, TSF Data, Functions T& 2,
1.4.6.1. User Data

User Data (ZFF Al FIHZE DMERT 2 0, FFAFIAZEO-DICEHR S, TOE BX% = U7 ( #HED
B EIC B2 52 70\ T — X Th D, User Data lZLLFDO X S iz I N5,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data % TOE »{Esk3 52>, TOE AIZ/ERkEN=T—%TH Y., TOE OBRIEICEEL 5 2
HT—HThb, TSFData IZULTDO L 9 IHHENS,

Table 1-3 TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security
of the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who

is neither an Administrator nor the owner of the data would have an effect on the

Copyright ©2016 KONICA MINOLTA, INC., All Rights Reserved
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| | operational security of the TOE.

A TOE T 9 TSF Data & LA FIZRT,

Table 1-4 TSF Data

Designation

Definition

HEim 77 v MR
R SR A B f

REZI R

FERERE (A —
R2T— REK

User ID
Permission Role
Allocation Role
Role

D.PROT F— Uty FERH

CAC P NOL TS

NRAT — RAR—m Bl
7 7 & AHIENT 0
SR — N — R

B PR RRRE OB ESE F AR BRI ]

DBF—4 GRAEKHIERL, /<S4 7 — FR—Bagss)
T4

Xy N —278RE (SMTPH——DIP7 KL A, KR—  &E%, MFPOIPT KL %)

I K% EE D5EE)

B9 23 E

D.CONF 0y NRAY— R
(HEEE (A
sBOX PASSWORD
DOC PASSWORD
=

1.4.6.3. Functions

2.3.2 SFR Package functions (275 3 #4HE,

1.4.7. FAsE

AR ST TR 2 HFEOE % & E#

T2,

Table 1-5 FHEE

Designation Definition

Allocation Role FIRAFE \CBEEAMAT 5D Bit, MFPOIRES EITT HICBREN 5,

Box Type Ry 7 ZDFER,
X2 VT ER Y7 A I ATV ZERY 7 A XA T— Rig5
{tPDF Ry 7 A, L& TV bRy 7 A, T A VT« Frn—
Ry 7 2Amb 5,

Copy Role =R FATTE HEH,

Data Administrator I I7AT V MPCORLEBEREELITHILDOOT SV r—va vy
[
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Data Administrator

with Device Set-Up and Utilities

BEAOMFPICHICT 2 EHEMT A 28R Y 7 hv =T, TT77
AV 7 MU =T ThbHData Administrator D ELE) ) Al HE

DSR Role

7 — % OHDD~ORAF, HDDIZRFINTWDT — X OFAH L,
ENTE HEE,

Fax Role 777 AREREE AT TE HH,
FTP(E AXx L LT —F%, ara—F—THRRD7 7 A VIEHR LT,

FTP—/—|27 v 7 u— N3 5 e,

HDDF — # |3 X Bl b hE

HDD ED 5 — % % & X HIRT 2 H%EE,

HDD 7 — % b3 = HIEREEAE O B
X E PR HE

HDD7 —# L& HItkae W TR 28RS (HELR) &
BT HIERE,

Permission Role

MFPOFEREIZ BE AT 1 & 2 SRk,

Print Role T I7A4T v RPCOL T v N EFEITTE HHRE,

Role U.USERD#&#E,
U.NORMAL, U.ADMINISTRATOR73 & v , U ADMINISTRATOR %
& 5|2 U.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATORIZ43 /1L %,

Scan Role AX ¥ HFTTE HEE,

SMBi%fE A¥ YU LT —F%, a3 Ca—F—TWADH7 7 A /VITEHL T,
AU 2= =Y N—DIH T L F— T DHERE,

User Role TV ARYy Ab— Ty A LET A NVDRFEL VST

PRE 2 FAT T D BRIC L E A e,

U.BUILTIN_ADMINISTRATOR
(BL b A EPRE)

U.USERD &4,
HONPUOTORIZEE I N TV HEHE (B KA EEE) I2oH
5 &N 5 5%E,

U.USER_ADMINISTRATOR
(=¥ —EHE)

U.USERD%E,

U.ADMINISTRATORIZ k& » Cft 5. S 544,
U.USER_ADMINISTRATORHI DA o % 7 = — A b1 7 A TR
THILT, ZOBRFTORENRTEZD LI D,

BEIO G - HIBRAFRETH D Z & ERIERBBF O & B &
U.BUILTIN_ADMINISTRATOR & Al U,

Web Connection

Fy hT—2 FDarEa—%—TWeb7 J v zisE) LMFPOH &
75 HSOMRRERERR & 9~ 5 72 0 DOFERE,

WebDAVE(E

AXy U LT —H e, A a—X—TCRRDT7T7AIWIEHEL T,
WebDAVY—_R—(Z7 v 71— K4 5 HhE,

Wk aE

el
®

i

FAXAHERE O %25 Li2E T A8k, E-mail & W\ o 728 5 & F A
LT, 2= /) VISR ET HMFPOY R — ¥ — &
H#fE L. MFPOBMERAE, FIRIEE OMESRIEHREEHT 5, FoME
WIS U Cill e — 2 GBI b — 0%k, iREeF R, #kES kNS
=RV =T OYRER L) BRMET D,

A=t Uty b

0y A I TFORESNIA— MY 'y MFHTTY 7B AR 00
S EIWCHBEIC e 77 U M DR,

F—r Uty REH

EEEDBRET DI, ZORHEP BT D L BB 7T Y b
Do BRAEASFND D DBIER R,

Yas

N— Ra P —EEICEH SN D SCENE S A, B—OE X 2 7131
AU EOCGEZDMHTE S,

X )T o EBE

TF2 VT AEEDS D EWICERT OREL B F 2 7 2REIC —FERx
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TELZDORRE & MR DHERE, = OBERER AT/ > TWB Z LIk Y
F v MU= &4 Ltﬂmwﬁﬁ% . Ay NU— 7 BREE IS
BERE ., EIRZMIRREIC L AR EL E A FOFIAN LS h, 72135 A
@%_gmﬁﬁ#%féhéi#mmﬂ DZEE ORI b5 [ AYFR
RSN, REMOEL (BHETL T NETE) 2175 X2V T o
AL E T\ B,

X2 UT 4 0E

2747 FPCAIL Y RAT — RBHEE S L. TOENIZRIF S 72X

(SECURITY DOCUMENT) o
X2 YT 4 LEARAT— R X2 VT 4 LEBICREINTNDH/RAT— R,
(DOC PASSWORD)

INA T — PR BRI E

EEE N ET D BIE,

Ry 7 ZANRRAT— REAA SRR T — R Uiz A —KBl$k
COBMEICET D E LR Y I ANDT I ANEIEI NS,

X2 VT 4 XEBARRT = REANINT/NAY — RO LR —
HEE R ZOBEICZET D X2 ) T 4 LE~OT 7B AR X
o,

TrA VT e FUNRN—KRy TR

AL (HAT, TN 7)) 2R E L TR ERENETHT DR v 7 X,
TRIFSN TV D LEFEZR v 7 AP HH]0 H3 (FIR, #E5) B, &%E
SNTALHRIMNS N D,

VAP ENE YN 11

TOEN 7 747~ FPCHLEESNIa—Y—ID, m 7 A /82T —
R, BT — % 2% AL okRE, =—%—ID, m /A /RAU—F
(2 & DRBIFERED ) L= 58 D HHIRT — 2 5T AL D,

Ry oA

XEERGET DI2DDOT 4 L7 R,
f%féhéj(i BERBLELETTOY a TICEENDLILENRH D,
Ry 7 A& LELZRE BIET D 2 EBRHRDFME R S,

Ay ANRAT— R

ﬁy?xblﬁﬁéﬂf:/\"x‘7~ R,

(BOX PASSWORD) U.ADMINISTRATOR 72 N EE T& 5 /327U — K& kIZsBOX
PASSWORD & #H7,
2 —H%—ID FIRFIZH 722 5TV 55811, TOEIEZE O T7IC L v FHHE %
(User ID) RET 5,

%igﬂ_ﬁ/\%uuufj}ﬂj{:i :l‘““-‘j_’_“ID‘Fﬂ‘J-B-‘j_’_“/\“_‘IDT*%Eké“é

22— —ID— R 0 - iR

—HERRHE L - Y% —Y—IDIC LD s BT L
bR . —RER RS IR 2R D 2 L

2 — i — e

S DRG MR, HEROM S B 21T 5 HHE,

o— W — R RE

TOEDF|H# % FRAET % BERE,

AAFRAE (INTERNALLY AUTHENTICATION) & #hBH— /S —FRGE
(EXTERNALLY AUTHENTICATION) o 2 fifH23 6 5,

U.BUILTIN_ADMINISTRATORIZAMAGRFED - TRRALS 41D,

o— —FRRE O E B HE

SRR (RIRFRGE M — N —383E) O E &1T O HEHE,

=

TOEIZEB W T, :L_'H—_‘ID& gy A NRAT— KT J:OTuﬁJZEIJmuu
FITTHZ &,

a7 A RAT— R

TOEIL a7/ A T D12 D/NAT — R,

(LOGIN PASSWORD)

R (VAN HDD DI S{LicB W T AT 2 S #OAERICB W THERT 57—
4, TOEER 5T — R& i L CRF S8t a AT 5,

IR — N —GRAER ET — # SMIFRREY — N—IZBT DR ET — % UM — =R T2 KA A

VR ERET)
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Bid v o PR B A 1 AR OB EOBE 21T 9 BEEE,
Fidim 7 BERE B v 7 2 S DHEE,

B PH RRRE O B EEE L AR R ]

DMEER S 0% F TORFM,

PR > 7 A

TEHERY 7 A,

FEHET ¥ R LHEEE

LANZ#EH L TR Y 257 —Z 25k L Tlald 2 HkaE

FRIHT v VA B RE

EEHT ¥ X NAERED EITDITH, K DB AT 5 HRe,

FRATAE R IH A% HE HDDF—# F&EXHIREAEIC L W HDD FoF — & 21 2 Hhe,
W 1 3 R DG, A RHERNIAE LIS, Z ORAIERNEL o /2

SIS,

HEiw 77 o b

%, Web Connection?’ x4,

Yy ia oK THEE

v va 2 AENICK T T DK,

RAE& 7Y o - HHE

(AUTH PRINT) RE&MES XEHEE T v MRS & UTRFET D8R,
AR RIE R [ B i R DSBOE S % B, e U 72 REBRER IR Z ORI IE S D LR

AEMERES B v 7 SN D,

EREH SR T — R

WAHANZT— K,

Bt

FRCE
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1.48. Ryo R

TOE 232 td- 24K v 7 ZIZ oW TRk 3 5, TOE XL TOEEDOR v 7 A g4 5,
(BBZNIER Y 7 ZAOBBICESS SETH I, BE SR VBT F R ELT L —ET
HHDOTIER W, £, TSN TRIRA v 7 A2 VAT AN 2GR L7ZFEOR v 7 A

PIAMIEEAH T& Z20,)
Table 1-6 L ATFLRYIR
Ny 7 ADOEE B
X2V T LERY Y X2 VT A LEPRGFINDR Y 7 A,
A

ATV ZIERy 7 A | FAX ZEXE (FRXE) MEFESNDIR Y 7 A,
FR A ) ZAERED ON (IR E I N TV AEAIT., =5 CEME A €Y
ZER Y 7 AR END, B A E Y ZEEREIL U ADMINISTRATOR

BT 9,
/XA Y — R 5t PDF 51t PDF (BE< £ XA —=REANTEH I HICHRESIN TS PDF
Ry A TrAN) BRTFTDIRY I A, XEERELTRRATYV—=RKANTEHZ LT

YRESCEORIREN KD,
BAE& TV MRy 7 2 | BEE& TV v MERRTIENMREINDI R Y 7 A

Table 1-7 #geRv oI X

Ry 7 ZADFELE
TrAVT Fon— | RELEXET—F (EEXE) T A7 74V U 7 B 5OR %
Ry 7 A ML CHRB L ORENRTEIEEENEET IR Y 7 A,

2. Conformance claims
2.1. CC Conformance claims

ARSTiZ. LLF®Common Criteria (LI, CCLET) @A T D,

CC version ¢ Version 3.1 Release 4
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level : EALZ2 augmented by ALC_FLR.2

2.2. PP claim

ASTIE, LT OPPICEAT D,

PP4 BRG] ¢ U.S. Government Approved Protection Profile - U.S. Government
Protection Profile for Hardcopy Devices Version 1.0 (IEEE Std
2600.2™-2009)

N—T g v 1.0

1) APPiZCommon Criteria Portal (Z#8&i X1 C\ % [IEEE Standard Protection Profile for

Hardcopy Devices in IEEE Std 2600-2008, Operational Environment B] (Z#& L. 7>
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[CCEVS Policy Letter #20] %7z L T\ %,
2.3. Package claim

ASTiE. UL FDSFR PackagelZi# &9 %,

+ 2600.2-PRT
+ 2600.2-SCN
+ 2600.2-CPY
+ 2600.2-FAX
+ 2600.2-DSR
+ 2600.2-SMI

2.3.1. SFR package reference

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version
Date

Title

Package version

Date

Title

Package version
Date

oy op oy o> o> op

[

2600.2-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment B

1.0

March 2009

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment B

1.0

March 2009

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment B

1.0

March 2009

2600.2-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment B

1.0

March 2009

2600.2-DSR, SFR Package for Hardcopy Device Document
Storage and Retrieval (DSR) Functions, Operational
Environment B

1.0

March 2009

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment B

1.0

March 2009
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2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

FFAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that

depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.4. PP Conformance rationale

2.41. PP ® TOE &Rl L D—E £k

PP 2R & § DR OFRNL, ~— Fa e —%@EQCIF, HCDEE9)TH 5, HCDIE, ~— R
AV—HEET VINT = DIEBT D0 (AR V) TUINALEE N FAE =T = A
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BT 50y (HIR), EHEEHREN L = Fabt—XEL2EETLIN (ZF7 7 A), ~"—FKat'—
LEOCEMEER TS (at—) T5-DIERTIHLTH D,

HCDIZBMIITIE U T D B/ DR CHIES L, BB IET 2720~ RKT 4 A7 R4
TRMD AR MFE S AT A, FFXF a2 A M= "= EZBMLTWHEHDLH D,
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BT DEEEZHBRH L 1D, Ko T, ATOE FHiX PP @ TOE fiijl L —E L TW\W5,

242 PPODEF AN TAREBEEF AT A WRAHEN—EMRER

P.HDD.CRYPTO & O.HDD.CRYPTO M3iE/N
PHDD.CRYPTO (HDD IZfték SN 5T — X DL A2 RO D b DO TH W EHEREE I D
Hilf % Hi2 25 b D T2 < TOE 2#l#95 HDTh 5, O.HDD.CRYPTO (X80 L 7= OSP
RS T D H DTN HEHERREICO DS EHT- 25D TIEZR< TOE 26T 25H0
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243.PPDtEFa T4 EHLED—EHEER

A TOE ® SFR %, Common Security Functional Requirements & 2600.2-PRT, 2600.2-SCN,
2600.2-CPY, 2600.2-FAX, 2600.2-DSR. 2600.2-SMI 72672 %,

Common Security Functional Requirements (%.PP 4§& 3 5 M4 SFR T& v .2600.2-PRT,
2600.2-SCN. 2600.2-CPY. 2600.2-FAX, 2600.2-DSR, 2600.2-SMI | PP 234573 5 SFR Package
MHERRLIZHDOTH D,

AKST OEFX= VT 8L, PP OE®F o U7 ¢ BT L TR, BRMELTWLETRS D
2, PP LIT—EHLTWD, T, 8N, Bl TnatEpre, 2o PP & —HLTWDHHE
HA4iidd %,

Common Access Control SFP

PP |Z+FAXIN @ g% -2 D.DOC @ Delete, Read ¥ T D.FUNC @ Modify, Delete (Z
B4 57 7 EXfli#%EERL TWDHEH, TOE BEEFHO FAX #fEDFx v o B/IHIRE ST
BOTHTHIT) 2T, 2L W =FEHD FAX @ D.DOC, D.FUNC IFHIBRS 5,
L2 L7223 5 241X D.DOC, D.FUNC ® Delete # B [X L 72 T3 < BIE v BV
9 Delete THV, v L LTSN, ZENTT LILRIIAR Y 7 ZIZkfF S DSR
Access Control SFP OXfR L7 VIR#EIND Z EnD PP OEREZEZR D L O TRV, Fiz,
ZAEHR D7 7 7 2D D.FUNC @ Modify #1795 Z LIXTE 72\, 24X PP XY HIfRA T 7
EAHIEHTH D,

TOE 1Z+SCN 15 L UO+FAXOUT D JEM: % £-> D.DOC ® Modify (ZB7 2 7 7 & Al % &
FLTWD, ZHUE PP TREZRINTWRNLDOTHDN, ZORNEIEL— VB TOHIBR
% D.DOC OfFiff# Th 5 UNORMAL IZHIRT 5D TH D, PP Tidk Delete IZBHT 27 7
T AFERER SN TWSH A TOE X PP ERERO T 7 & ZHIEIIIN 2 ~— Y B TP Delete
HEEATRAL L TV B3, £OFEITIIN D.DOC OFTFEHEICHIBRENTERY . PP O T 7 & &l
18l SFP OfilfR 225 & 572 b D Tidleuy,

FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1), FAU_STG.4(2)®iEM
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APPLICATION NOTE7 |Zf¢vy, FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1),
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TOE D& FREEITH %5 U ADMINISTRATOR (% U.BUILTIN_ADMINISTRATOR &
U.USER_ADMINISTRATOR (2538 &5, U.BUILTIN_ADMINISTRATOR %3 & 7> U &
TOE IZFEESNH TV DLEHE (B FA VEHE) IO SN EETHY |
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Copyright ©2016 KONICA MINOLTA, INC., All Rights Reserved
26/76



bizhub C658/bizhub C558/bizhub C458/ineo+ 658/ineo+ 558/ineo+ 458 -+ 71 E—45wk

3. Security Problem Definition

3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for

which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to

unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these

threat agents.

3.2. Threats to TOE Assets

This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define the

assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security,

Users will be

authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

to self-verify executable code in the TSF.

To detect corruption of the executable code in the TSF, procedures will exist

P.AUDIT.LOGGING

To preserve operational accountability and security, records that provide an
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audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,

operation of those interfaces will be controlled by the TOE and its IT

environment.

P.HDD.CRYPTO

The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections

of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization,
and are trained and competent to follow those policies and procedures.

A. ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective

Definition

0.DOC.NO_DIS

The TOE shall protect User Document Data from unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

0O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users, and shall
ensure that Users are authorized in accordance with security policies before

allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Objectives
slelslelzlzlelelelelelslelglelsle g le s
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31312 |2 |8 (8 |G o | |z % o R o A e RER =
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SHERE SES|E|E |2
© é‘é E O |O |=
=HE °
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= =
o |
T.DOC.DIS v v |v
T.DOC.ALT v vV |v
T.FUNC.ALT v vV |V
T.PROT.ALT v vV |V
T.CONF.DIS v vV |V
T.CONF.ALT Vi v |v
P.USER.AUTHORIZATION vV |V
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING 4 vV |V |V
P.INTERFACE.MANAGEMENT v v
P.HDD.CRYPTO 4
A.ACCESS.MANAGED v
A. ADMIN.TRAINING v
A ADMIN.TRUST v
A.USER.TRAINING v

Table 4-5 Sufficiency of Security Objectives

Threats. Policies,

and assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data
may be disclosed to

unauthorized persons.

0.DOC.NO_DIS protects D.DOC from unauthorized

disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
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of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

O.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization to use the TOE.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant
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authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation

O.HDD.CRYPTO encrypts data stored in HDD by

will be controlled by | TOE.
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A. ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes responsibility of
use their privileged the TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.

5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
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2, Part 2. These extended components are defined in the Protection Profile but are used in SFR

Packages, and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.
5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I—

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT FDI EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data are allowed to be transferred to another external
interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (i.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all—can only be allowed by an authorized role.
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It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this i1s a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors
believed that it was most appropriate to place it in the FPT class. It did not fit well in any of the
existing families in either class, and this lead the authors to define a new family with just one

member.

FPT FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: Iist of external interfacesl from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements

ARETIE, X2V T BV TRET 5,

6.1. Security functional requirements

ZOETIE, A1 B THES N EX 2 7T o R G#ZEBRT 57200, TOEDOEX 2V T ¢
BEREEF AR T 5, Zods, BX 2 U T ¢ HEREEMRIL. CCPart2 ICHEDEF 2V 7 ¢ HEEEE/E)
5. 51T %, CCPart2 IZHE SN T\ vk F o U7 ¢ #REZE1X, PPIEEE Std 2600.2-2009)
WCHEDILEE X 2 U 7 e~ 6. 5IHT 5,
<tEFaUT1BEEZHAREORTAEE>

UTFOFBOFIZENT, A=/ FCRENDRFLIL. PP TR EITFRMIL L7722 & 2RT,
AEY 2 HOR—b FCRINBFFL, K ST TENY, FIX98 RSN TWD I L ERT,
T HE—FGA L TREINDIELDERIIGNEE TrEY 2 HOR— b FCHRIABEZLL. 7

YE=T A SHIRICEFTAA ST TR S T g Z & &R d, 7V ORITERIMS 1T TR
SNDHE L, YAREEMEAA ST THuR LS T S Tnd Z L 2R,

6.1.1. Class FAU: Security audit

FAU_GEN.1

FAU_GEN.1.1

FAU_GEN.1.2

Audit data generation

Hierarchical to : No other components

Dependencies : FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events)
[selection, choose one of: minimum, basic, detailed, not specified]

not specified

[assignment: other specifically defined auditable events]

zL

The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1) the
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information Gf any is required); [assignment: other audit relevant information)

[assignment: other audit relevant information|
zL

Table 6-1 Audit data requirements

Auditable event

Relevant SFR | Audit level Additional Details

information
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Unsuccessful use | FIA_UAU.1 Minimum None required +Failure of login
of the

authentication

mechanism

The reaching of FIA_AFL.1 Minimum None required -FREEDE 1L

the threshold for - FAIREEA~ D IR

the unsuccessful
authentication
attempts and the
actions (e.g.
disabling of a
terminal) taken
and the
subsequent, if
appropriate,
restoration to the
normal state (e.g.

re-enabling of a

terminal).

Unsuccessful use | FIA_UID.1 Minimum Attempted user | -Failure of login

of the identity, if

identification available

mechanism

Use of the FMT_SMF.1 Minimum None required Use of the management functions
management

functions

Modifications to | FMT_SMR.1 | Minimum None required | &#l& L TCOZ—F —D 7 L—T 1%
the group of TFE L7200 TR T 72\,

users that are

part of a role

Failure of the FTP_ITC.1 Minimum None required Failure of the trusted channel
trusted channel functions

functions

Changes to the FPT_STM.1 Minimum None required changes to the time

time

FAU_GEN.2 User identity association
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_SAR.1 Audit review
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FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4(1)

FAU_STG.4.1

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: list of audit information] from the audit records.

[assignment: authorised users]

UADMINISTRATOR

lassignment: list of audit information]

Table 6-1 IZFRTEEHE=z

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to : No other components

Dependencies : FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records, except those users that

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to No other components

Dependencies : FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.

The TSF shall be able to [selection, choose one of - prevent, detecfl unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBFISHNC 72 0 JERFDBIED [ LEZEZEIE) IZRE
SNERE T, BEEAEBFITGH I % 0 7E 558,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, ‘overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failure)

P g T DZAEI
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FAU_STG.4(2)

FAU_STG.4.1

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_GEN.1 Audit data generation

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’| and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BEZFEBFISHNC 72 0 JERFDBIED [ LEZZFFA]) IZRE
SHERET, BEBABFPIRHIZ220 72 556,

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

»

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failure)
nL

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to - No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption)in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

a=J 2 )V E B SRR T a=#h3 /% HDD Kf584ER T VI Y X A - 256 bit

FCS_COP.1

Cryptographic operation

Hierarchical to : No other components

Dependencies : [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
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.FCS_COP.1.1

FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction
The TSF shall perform [assignment: list of cryptographic operations] in accordance with
a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:
[assignment: list of standards].
[assignment: list of cryptographic operations]
refer to Table 6-3
[assignment: cryptographic algorithml]
refer to Table 6-3
[assignment: cryptographic key sizes]
refer to Table 6-3
[assignment: list of standards]
refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit HDD D551k

FDP_ACC.1(a)

FDP_ACC.1.1(a)

6.1.3. Class FDP: User data protection

Subset access control

Hierarchical to No other components

FDP_ACF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Dependencies

Access Control SFP in Table 17 (the list of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access control
Function Object Attribute rule
Attribute | Attribute

D.DOC +SCN User ID Delete U.NORMAL User ID User ID 28 —% 9~
+CPY D6 OB RAEE
+FAXOUT A2,
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D.FUNC | +PRT Box Type Modify U.NORMAL User ID Box Type 23t
User ID Delete 2T 4 CERy
7 ATROEA,
User ID 28—
5 b DO IHEREE
AT 2,
Box Type Modify U.NORMAL DOC Box Type 23t
DOC Delete PASSWORD 2 VT 4 ERy
PASSWORD I ADGEIT
DOC
PASSWORD 75—
T DGEITHRIE
ZEFRT D,
+CPY User ID Modify U.NORMAL User ID User ID 3 —% 9
+SCN Delete L6 O EEE
+FAXOUT A3 2,
+DSR Box Type Delete U.NORMAL sBOX Box Type 735l
+FAXIN | sBOX PASSWORD | AEVZERY 7
PASSWORD AT sBOX
PASSWORD 73—
BT D5 A I HE
ZEHRT D,
+DSR Box Type Modify U.NORMAL sBOX Box Type 237 7
sBOX Delete PASSWORD AV T - F N
PASSWORD —Ry 7 AT
sBOX
PASSWORD 73—
T D55 IBRIE
T D,
Table 6-5 PRT Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +PRT Box Type Read U.NORMAL | User ID Box Type ¥ =V
User ID Delete T A LERY 7 AT
W4, User ID 23—
BT 5 b DODOHEELE
AT 2,
Box Type Read U.NORMAL | DOC Box Type ¥ =Y
DOC Delete PASSWORD | 7 1 ZCER v 7 205
PASSWORD A1 DOC
PASSWORD 23—~
DA B E LT
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%

o

¥ Box Type (Z%fit L T DOC PASSWORD 73 5 ST 572 Box Type #2425 = & TRET 5,

Table 6-6 SCN Access Control SFP

Object Attribute Operation(s) Subject Subject Access control rule
Function | Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3—EH7 5%
Modify DOIHBNEEFFAT
5o
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID 3—EH7 5%
D DI EAE AT
5,
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 23l A €
sBOX PASSWORD | Read UB(ER v 7 ZHBAIT
sBOX PASSWORD #3
—BT LG EIC L
A9 5,
+FAXOUT | User ID Read U.NORMAL User ID User ID 3—#79 % %
Modify D DHIEEFFAT
%,
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | +DSR Box Type Delete U.NORMAL sBOX PASSWORD | Box Type 77 71 U
sBOX PASSWORD | Read VT e FUN—Ry s

A DEAEIZ sBOX
PASSWORD 73—~
DA EE TR
50
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Box Type 23] X €
UZER Y 7 ADGE
IZ sBOX PASSWORD
N—ET D5 ITHE
AR D,

FDP_ACC.1(b) Subset access control

FDP_ACC.1.1(b)

Hierarchical to

Dependencies

No other components
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the TOE Function Access Control SFP (TOFE Function Access
Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the Iist of users as subjects, objects, and operations

among subjects and objects covered by the TOFE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
FEPRT Permission FE1T U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A
TW2 GG, HREDFAT
T D,
F.SCN Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role % & A/
TWSGE, KEEDFT
A2,
F.CPY Permission FAT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ®
Permission Role % & A/
TV AHYE, HRED FAT
T D,
F.FAX Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A
TWDIGE. BEEDFELT
T D,
F.DSR Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role % & A/
TWoEE, HEREEDELT
A2,
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FDP_ACF.1(a)

FDP ACF.1.1(a)

FDP_ACF.1.2(a)

FDP_ACF.1.3(a)

FDP_ACF.1.4(a)

FDP_ACF.1(b)

FDP _ACF.1.1(b)

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (the
list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8,Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control
SFEP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document
Access Control SFP in Table 6-4, Table 6-5, Table 6-6,Table 6-7,Table 6-8 Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .
The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
lassignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]
» UADMINISTRATOR /39~ T» D.DOC, D.FUNC D735 A58
« +FAXIN DEH & #F20F TP D.DOC, D.FUNC /iZ[EH D FAX #I5&F+>t/r7
B EIzL VFH#TH Delete 73 FJE
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objectsl.
- sBOX PASSWORD D&z 7 5~ —E/alfds 1~3 Wiz k17 5 B BEE #IE A s IE DB
MEIZZE L BB SFR 2 I~DT 2 X EHEET S,
*DOC PASSWORD Dz 73 F—2 B DY 1~3 IZ 51 3 BB R E R §E/% IE DB
CELEHE, HFCF=2 VT A XE~NDT 7R ZHEET S,

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
list of TOF functions and the security attribute(s) used to determine the TOE Function
Access Control SFH.

[assignment: list of TOE functions and the security attribute(s) used to determine the
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FDP _ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP1

FDP_RIP.1.1

TOE Function Access Control SFP]

the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10
The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOE is
automatically authorized to use the functions lassignment: list of functions|,
[assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOF is automatically authorized to use the functions
[assignment: list of functions|, [assignment: other conditions]]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts (receives a fax document)in the role
U.ADMINISTRATOR: [assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].

lassignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objectsl.

nL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

nL

Subset residual information protection

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: list of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

nL

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: /assignment: positive integer number/, an

administrator configurable positive integer withinlassignment: range of acceptable
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FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_S0S.1(1)

FIA_SOS.1.1(1)

values/l unsuccessful authentication attempts occur related to [assignment: /st of

authentication events).

[selection: [assignment: positive integer number/, an administrator configurable positive

integer within[assignment: range of acceptable values])

an administrator configurable positive integer withinlassignment: range of acceptable

values/

[assignment: range of acceptable values/

1~3

[assignment: list of authentication events

2o P NR T — NIk B ERAE

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: list of actionsl.

[selection: met, surpassed]

met, surpassed

[assignment: list of actions]

22 NR T — NIZ SR AE DL

<BREEIFD =D DIRIE>

U.BUILTIN_ADMINISTRATOR DFRFEDH 4 : TOE DB E1T 5, (HENIEHE
BEE FRAL DIREREILARR IFIRIE IZRIE X8 T o B RFRJ & RRB 5 I
JEERAAFE ST 0 B, )

FALlH (U.USER ADMINISTRATOR #&7r) DLEE : GRAHELEWLEE TR

U.ADMINISTRATOR (Z J: 3 58 7ERRKIETH D7 ZHE5E DFELT

User attribute definition

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: /ist of security attributesl.

[assignment: list of security attributes].

User ID

Allocation Role

Role

Verification of secrets

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (72 2f /NI U — F, &F= Y
o XE/NX U — F) meet [assignment: a defined quality metricl.

[assignment: a defined quality metric]
- frde SHTLLE
- XFFE : 94 XFLIED 026245 FRE
BRI @ F—DXFEN THEESH TR,
O ZFEFTSHE FEEDEPHEEREINTVSELEHEKLLR,
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FIA_S0S.1(2)

FIA_S0S.1.1(2)

FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

Verification of secrets

Hierarchical to No other components
Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (5 /E7 — F) meet

[assignment: a defined quality metricl.
[assignment: a defined quality metric]
- H# 2097
« XFEFE : 83 XFLLLDH 202 584K A gE
HA D FA—DXFEET TRERESR TR,
O ZET 555, BREDEPBFEERESNTHSEEEELLRL,

Timing of authentication

Hierarchical to No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE) on behalf of the user to be performed before the
user is authenticated.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

BRI I5 1T B2 — F—FfFIE L S RE DRER

Z 72 AEE

TOE DR EERER 5 S VFAFAEDRIE

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Protected authentication feedback

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]

AL IPEXFET—5 1 XFEIZ “*” DFR

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE) on behalf of the user to be performed before the
user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

BRI B2 — F—FfFIE L S RE DR
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FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Z 72 RZHE

TOE DR EERER T S VF A EDRIE

The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: /ist of user security attributes).

lassignment: list of user security attributes).

User ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

lassignment: rules for the initial association of attributes)

nL

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes).

[assignment: rules for the changing of attributes)
zL

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behaviour

Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of,
disable, enable, modify the behaviour off the functions [assignment: /st of
functions) to lassignment: the authorised identified roles).
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]

c ¥z VT BIERE

2 — S — R A
« HDD =— % L& & FrissE
- BB o VIR
- BISHET ¥ R /VHE0E
[assignment: the authorised identified roles].
U.ADMINISTRATOR
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FMT _MSA.1(a) Management of security attributes

Hierarchical to

Dependencies

FMT MSA.1.1(a)

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the_ Common Access Control SEP in Table 17 (Access Control SFP in

Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:

change default, query, modify, delete, [assignment: other operations]] the security

attributes [assignment: list of security attributesl to [assignment: the authorized

identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change default, query, modify, delete, [assignment: other operations]]
Refer to Table 6-11,Table 6-12
[assignment: list of security attributes)
Refer to Table 6-11,Table 6-12
[assignment: the authorized identified roles)
Refer to Table 6-11,Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Operations
Attribute Roles
Common Access Control SFP | User ID Nobody Any operation
PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
FAX Access Control SFP Box Type « U.ADMINISTRATOR | Box Type M8 £ €V %15
sBOX PASSWORD Ay 7 2D AEIZ sBOX
PASSWORD ®
Modify
Delete
PRT Access Control SFP DOC PASSWORD Nobody Any operation
DSR Access Control SFP Box Type U.ADMINISTRATOR Box Type "7 7 A U7 -
sBOX PASSWORD FUNR—=Ry 7 ADHEIC
sBOX PASSWORD @
Modify
Delete
Box Type U.ADMINISTRATOR Box Type 234 A € U %5
sBOX PASSWORD Ay 7 2D AEIZ sBOX

PASSWORD @
Modify
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Delete
Table 6-12 Management of Subject Security Attribute
Access Control SFP Subject Security | Authorized Identified Roles Operations
Attribute

Common Access Control SFP | User ID U.ADMINISTRATOR Create
PRT Access Control SFP Delete
SCN Access Control SFP Modify
CPY Access Control SFP —IRpFI) 45 1R
FAX Access Control SFP fiRlR
DSR Access Control SFP
PRT Access Control SFP DOC Nobody Any operation

PASSWORD
FAX Access Control SFP sBOX Nobody Any operation
DSR Access Control SFP PASSWORD

#sBOX PASSWORD (% U.ADMINISTRATOR #3373 5. DOC PASSWORD 3 /EE N AT GX
) T 5,

FMT _MSA.1(b) Management of security attributes
Hierarchical to No other components
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1(b) The TSF shall enforce the TOE Function Access Control SFP, [assignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:

Dependencies

change_default, query, modify; delete, [assignment: other operations/l the security
attributes [assignment: list of security attributes| to lassignment: the authorised
Iidentified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change default, query, modify, delete, [assignment: other operations/)

Refer to Table 6-13, Table 6-14

lassignment: list of security attributes

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles]

Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
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TOE Function Access

Control SFP

U.ADMINISTRATOR Delete
Modify

Allocation Role

Table 6-14 Management of Object Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation

Control SFP

FMT_MSA.3(a)

FMT_MSA.3.1(a)

FMT _MSA.3.2(a)

Static attribute initialisation

No other components

FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8,Table 6-9), assignment: access

control SFP, information flow control SFH to provide [selection, choose one of:

Hierarchical t

Dependencies:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFH

zL

[selection, choose one of: restrictive, permissive, [assignment: other property/ default
values for security attributes that are used to enforce the SFP.

[assignment: other property]

refer to Table 6-15

The TSF shall allow the [assignment: the authorized identified roles) to specify
alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles)

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object
Control Attribute | Attribute Security Attribute
SFP
Common D.DOC +SCN User ID User ID of UUNORMAL who
Access +CPY created the left Object
Control +FAXOUT
SFP D.FUNC | +PRT User ID User ID of UNORMAL who
+CPY created the left Object
+SCN
+FAXOUT
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+DSR Box Type | sBOX PASSWORD FT 7 SORERB T 7 A Y
+FAXIN VT e U=y A ] A
TUVZER Y 7 20T
Ay Y%K v 7 A0 Box Type &
sBOX PASSWORD
PRT Access | D.DOC +PRT Box Type | User ID INAY— RiEFL PDF (2 X 54
Control D.FUNC 7Y =7 hDOYA. Box Type 1%
SFP XA T — RiE5{t. PDF &> 7
A, BRIE& TV v ML kAT Y
=7 FDO%E . Box Type X%l
&7V MRy IR,
User ID 137V v h&FET L
U.NORMAL ® User ID
DOC PASSWORD ATVl "R EFXa )T 4 HE
DA, Box Type ldEF¥ =V T ¢
R v 7 2, DOC PASSWORD
A7 =7 FOERIFICASDE
NIRRT — R
SCN Access | D.DOC +SCN User ID User ID of UUNORMAL who
Control created the left Object
SFP
CPY Access | D.DOC +CPY User ID User ID of UUNORMAL who
Control created the left Object
SFP
FAX Access | D.DOC +FAXOUT | User ID User ID of UUNORMAL who
Control created the left Object
SFP +FAXIN Box Type | sBOX PASSWORD FTV =l SOREFRDOR > 7 R
(R A€ ) ZERY 7 2) O
Box Type & sBOX PASSWORD
DSR Access | D.DOC +DSR Box Type | sBOX PASSWORD FTV =T SORAFEREDR Y 7 A
Control (A VT e FonN—FRy 7
SFP AFTTRFN ATV ZER > 7

A) @ Box Type & sBOX
PASSWORD

*Function Attribute (347 V=7 FEAKT A8 (V2 b, AF xR d) e LT EENS =
DRIFFICEEST 5 &S5 Z &g,

FMT _MSA.3(b) Static attribute initialisation

FMT MSA.3.1(b)

Hierarchical to

Dependencies:

No other components

FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles
The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control

SFA to provide [selection, choose one of: restrictive, permissive, lassignment:
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FMT_MSA.3.2(b)

other property/l default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP. information flow control SFH

nL

[selection, choose one of: restrictive, permissive, [assignment: other property]|
[assignment: other propertyl]

Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles| to specify

alternative initial values to override the default values when an object or

information is created.

[assignment: the authorized identified roles)

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes
F.PRT Permission Role Print Role
F.SCN Permission Role Scan Role
F.CPY Permission Role Copy Role
F.FAX Permission Role Fax Role
F.DSR Permission Role DSR Role
FMT_MTD.1 Management of TSF data
Hierarchical to No other components
Dependencies: : FMT_SMR.1 Security roles

FMT MTD.1.1(a)

FMT MTD.1.1(b)

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: change default, query, modify; delete,
clear, [assignment: other operations/] the [assignment: list of TSF datal to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except U.NORMAL]]].
[selection: change default, query, modify; delete, clear, [assignment: other operations/]
refer to Table 6-17
[assignment: other operations/
refer to Table 6-17
lassignment: list of TSF datal
refer to Table 6-17
[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
authorized identified roles except U NORMAL)
refer to Table 6-17
The TSF shall restrict the ability to [selection: change_default, query, modify; delete,
clear, [assignment: other operations]] the [assignment: list of TSF data associated with
a UNORMAL or TSF Data associated with documents or jobs owned by a U.NORMAL)
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U.NORMAL

to whom such TSF data are associated].
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[selection: change default, query, modify, delete, clear, [assignment: other operations/]
refer to Table 6-18
[assignment: /ist of TSF data associated with a U NORMAL or TSF Data associated
with documents or jobs owned by a U.NORMAL)]
refer to Table 6-18

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U NORMAL to
whom such TSF data are associated]]
refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
U.BUILTIN_ADMINISTRATOR ® = 71 3 | U.BUILTIN_ADMINISTRATOR Modify
AT — R
Wby — R U.ADMINISTRATOR RIE

Modify
IR 1 U.ADMINISTRATOR Modify
F—r Uty REH U.ADMINISTRATOR Modify
HEhm 77 o b REfE U.ADMINISTRATOR Modify
FORESR B R B e U.ADMINISTRATOR Modify
FRRER A% (U.BUILTIN_ADMINISTRATOR | U.ADMINISTRATOR Clear
LISt)
PNAY — FAR—F B E U.ADMINISTRATOR Modify
INAY — RAR—E[EHK U.ADMINISTRATOR Clear
INAT — FHLK U.ADMINISTRATOR Modify
SMER Y — N —FRRERR BT — ¥ U.ADMINISTRATOR e
Modify
PR GRAE O B EEE 1 E AR BRI R U.ADMINISTRATOR Modify
Fv NI — I RE U.ADMINISTRATOR Bk
Modify
KB5S AE U.ADMINISTRATOR Bk
Modify
Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations
UNORMAL ®w 7 A /N2 T — R U.ADMINISTRATOR Bk
U.ADMINISTRATOR Modify

Ui S A D — R B
—#— (UNORMAL)

Role U.ADMINISTRATOR U.USER_ADMINISTRATOR
DOfF 55 L OHIBR
FMT_SMF.1 Specification of Management Functions
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Hierarchical to No other components
Dependencies: : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSF].
[assignment: list of management functions to be provided by the TSF]
refer to Table 6-19

Table 6-19 list of management functions

management functions

U.ADMINISTRATOR IZ X B ¥ 3 = U T ¢ L% & & PR HE
U.ADMINISTRATOR (T & % = — ¥ —RBFEHERE O & BRI fE

U.ADMINISTRATOR iZ & 5 HDD 7 —# ki & HIBREEEE O BhER EHRE
U.ADMINISTRATOR (Z & % B4 1 7 & Bk B

U.ADMINISTRATOR |2 & % &5 T v /L& HkghE

U.ADMINISTRATOR |Z & % == — — & BREERE

U.ADMINISTRATOR iz X % U.NORMAL 0= —+—ID & —Kefl| fif= 1L - fighiine

U.ADMINISTRATOR T & 5 UNORMAL D1 7' L /32U — N D4k « 75 HHERE
UNORMAL (2 k2 HEH DB J' A /82T — RO FHERE
U.BUILTIN_ADMINISTRATOR (2 LD HE D1 7 A /S A T — RO H R
U.ADMINISTRATOR (Z L DI BAL T — RORRIE - 25 FHEHE

U.ADMINISTRATOR (= & % BEZ) 1f5 2 oD 25 F R AE
U.ADMINISTRATOR (2 £ 54— kUt v MHFE O FEHEAE
U.ADMINISTRATOR 2 L 5 HEhw 77 v R O 4 T HERE
U.ADMINISTRATOR (T X % §8GEIRL 15k il o> 22 T he
U.ADMINISTRATOR (& & 45t — N—FBEER ET — & OX5fk « 22 FHRE
U.ADMINISTRATOR (Z & % & PR FRFIE OO B EE 1 fig b iRe ] oD 28 TE B RE
U.ADMINISTRATOR IZ & A /82 U — KRR —F B8 0> 14 EHhE
U.ADMINISTRATOR (T X % /82 U — R R—E[ml 3B 025 FHkhE

U.ADMINISTRATOR IZ L A #BGERMEEL (EFHE LS O LR

U.ADMINISTRATOR (T & % /32 U — FHFIZES HRERE

U.ADMINISTRATOR IZ £ 2% v b U — 7 3% TE DGk - 25 EHERE

U.ADMINISTRATOR | & % 3%{5 56 56 D %k - 25 SEHERE

U.ADMINISTRATOR (2 £ %247 Y =7 X2 U T @ (User ID, BoxType, DOC PASSWORD #%Bx<)
DB PHSAE

U.ADMINISTRATOR IC L5 %7V =7 MEFXa )7 4 Bl (2—V —FHHEEIC L 2EHOSR, = —H¥—ID
O— KR L « f#lk, sBOX PASSWORD, DOC PASSWORD #[&<) O HHEAE

U.ADMINISTRATOR (= & % Role (U.BUILTIN_ADMINISTRATOR ® Role Z <) D& HkkAE

FMT_SMR.1 Security roles
Hierarchical to No other components
Dependencies: : FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified roles]
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FMT_SMR.1.2

Nobody
The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

Restricted forwarding of data to external interfaces

Hierarchical to No other components

Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

The TSF shall provide the capability to restrict data received on any external Interface

from being forwarded without further processing by the TSF to any Shared-medium

Interface.

Reliable time stamps
Hierarchical to : No other components
Dependencies: : No dependencies

TSF shall be able to provide reliable time stamps.

TSF testing
Hierarchical to No other components
Dependencies: : No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up, periodically
during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl] to demonstrate the correct
operation of [selection: [assignment: parts of TSF, the TSH.

[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]

during initial start-up

[selection: [assignment: parts of TSFl, the TSH

[assignment: parts of TSF]

HDD g 5E-E4ERE

TSF #£f7=—F

The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSFl, TSF datal.

[selection: [assignment: parts of TSFl, TSF datal.

[assignment: parts of TSF]

AT —F

The TSF shall provide authorised users with the capability to verify the integrity of
stored TSF executable code.
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6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to No other components
Dependencies: : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivityl.

[assignment: time interval of user inactivityl
cBIENEADGE, F— PVt MFRIZ L o TRE X S FFRH
+ Web Connection D5, HE/r 277 D FEHIZ L o TRE X S HR
+ Data Administrator D45, 60 %

TP FIAN—, T IADEFE My g AR
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.2-PP, Protection Profile for
Hardcopy Devices, Operational Environment B, and related SFR packages, EAL 2 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.2 Security Assurance Requirements

Assurance class Assurance components

ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC: Life-cycle support ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives
= Sl1© | |© |© |2 |2 |©° © | 0o
w O |l= |~ =
o ol | = 8 8 % 5 8 Dé %
a1 21zZ2 |9 |z |z B |8 |2|€E|®T
o clz |Z |2 |z |z |2 |3 = | =
SFRs 'o > 1° [° |° |° |S Z | = ==
= = | > & )
@ | 5|E |& |2 |& |E |8 | Q|2
5= |® s |8 |E = = |
] :3> = U
N Z, —
= > =
g | O
FAU_GEN.1 P
FAU_GEN.2 P
FAU_SAR.1 P
FAU_SAR.2 P
FAU_STG.1 P
FAU_STG.4(1) P
FAU_STG.4(2) P
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1 S S
FIA_ATD.1 S
FIA_S0S.1(1) S S S S S
FIA_S0S.1(2) S
FIA UAU.1 P P
FIA UAU.7 S S
FIA_UID.1 S S S S S S P P S S
FIA_USB.1 P
FMT_MOF.1 S S S S S S S S S S
FMT_MSA.1(a) S S S P P P
FMT_MSA.1(b) P S
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT _MTD.1 P P P S
FMT_SMF.1 S S S S S S S S S S
FMT_SMR.1 S S S S S S S S
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Objectives
o °Sl1e o | o o © |© |9 o | 9o
) g | = g Q Q = W
&) olc |= |& |8 G 5 ) Dé 5
Q Q| =z (@) Z Z, = = 3 O | o
Z, z|Q |2 |= |72 |7 |5 < = | a
o clz |Z |z |z |z |2 |5 = | =
SFRs ‘o > © |C> © © S (D; =< O é
= | S| |2l |2l |2 |23
5= |2 |5 |8 = s | =|°
N |z |2 °
= > =
= W)
FPT_FDI_EXP.1 P
FPT_STM.1 S
FPT_TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P P

Table 6-22 Sufficiency of security requirements

Objectives Description SFRs Purpose

0.DOC.NO_DIS, Protection of User FDP_ACC.1(a) Enforces protection by establishing an
O.DOC.NO_ALT, Data from access control policy.

O.FUNC.NO_ALT unauthorized FDP_ACF.1(a) Supports access control policy by

alteration

disclosure or

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.
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0.DOC.NO_DIS Protection of User FDP_RIP1 Enforces protection by making residual
Document Data data unavailable.
from unauthorized
disclosure

O.PROT.NO_ALT, Protection of TSF FIA_UID.1 Supports access control and security
Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
alteration security functions behavior.

FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT_MSA.1(b) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the
use of trusted channels for
communication of data over
Shared-medium Interfaces.

0.CONF.NO_DIS, Protection of TSF FIA_UID.1 Supports access control and security
O.CONENO_ALT Data from roles by requiring user identification.
unauthorized FMT_MOF.1 Supports protection by management of
disclosure or security functions behavior.
alteration FMT_MSA.1(a) Supports access control function by
enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Users and
Administrators to
use the TOE

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1

Enforces authorization by requiring

access control.
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FIA_ATD.1

Supports authorization by associating

security attributes with users.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT _MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR 1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA_AFL.1 Enforces authorization by requiring

external interfaces

access control.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces management of external
interfaces by requiring user
authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes

by requiring functions to control

attributes.

FPT_FDI_EXP.1

Enforces management of external

interfaces by requiring (as needed)
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administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3 Enforces management of external
interfaces by terminating inactive
sessions.

O.SOFTWARE.VERIFIED | Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.

FAU_SAR.1 Enforces audit policies by providing
security audit record.

FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.

FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 W58 ik
data FCS_COP.1 w1k

FIA_S0S.1(2)

WERRED b & L DT — 4 O R & R
+%,

FIA_UID.1 Enforces authorization by requiring
user identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes

by requiring functions to control
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attributes.

FMT_SMR.1

Supports authorization by requiring

security roles.

6.3.1.1. The dependencies of security requirements

X o UT R R — 3 FOKRGFEREGRE FTRITRT, CC/3— bk 2 THE SN A EFMHE
il S nGa . TR STIZRIT 2R oficz BB %25k d 5,

Table 6-23 The dependencies of security requirements

A ST DHREE CC/8—F 2 .
S A— s h DIRTEE A ST 26 1+ B1RTEEFE
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1
FCS_CKM.4 <FCS_CKM.4 A M L7V B >
- 5 HDD OF — & 2o b+ 5 720l 5
FCS CKM.1 LOTHY, EIRON Héﬂ:‘iﬁk;néo AR ST 8T
- HR AT VTSN D D, YT 7 & 23 5950
AVHE T 2 —RAERAALTELT, EHARKICE O
AEY~OYET 7 BARFIRIND Z LD, HELY
EIET B MBI,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 %M L2V FLE >
FCS_CKM.4 - 58T HDD OF —Z 22 b+ 5 -0 5
FCS COP.1 HDOTHY, BEIH ON H%L:‘Eﬁiiézhéo AR S N
- R AT VI EN DN, YT 7 '8 2T 59455
AV HE T 2—AERAELTRLT, EHRECE T
AEYSNOYET 7 B ARKIRIND Z LN, HEEL
EET DHEET R,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT MSA.3 FMT _MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1(b) FMT_MSA.3 FMT_MSA.3(b)
FDP_RIP.1 2L 2L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 2L 2L
FIA_S08S.1(1) 2L L
FIA_S0S.1(2) 2L L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 7oL 7oL
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
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A ST DHEEE 4 CC/—F 2
; T8I %
S Ug— b Dk A ST =817 S icFFBitR
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT MSA.1(a) | FMT_SMR.1 FMT _SMR.1
FMT_SMF.1 FMT _SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT MSA.1(b) | FMT_SMR.1 FMT _SMR.1
FMT_SMF.1 FMT _SMF.1
FMT MSA.1 FMT MSA.1(a)
FMT_MSA.3(a) FMT SMR.1 FMT SMR.1
FMT MSA.1 FMT MSA.1(b)
FMT_MSA.30) | oy sMR.1 FMT SMR.1
FMT _SMR.1 FMT _SMR.1
FMT_MTD.1 FMT _SMF.1 FMT _SMF.1
FMT _SMF.1 L 7oL
FMT_SMR.1 FIA_UID.1 FIA_UID.1
FPT_STM.1 7oL 7oL
FPT TST.1 7oL 7oL
FTA_SSL.3 2L 2L
FTP_ITC.1 2L 2L
FMT _SMF.1 FMT _SMF.1
FPT_FDLEXP.1 | o oMR 1 FMT _SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial
information processing environments that require a moderate level of document security,
network security, and security assurance. The TOE will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that
provides almost constant protection from unauthorized and unmanaged access to the TOE and
its data interfaces. Agents cannot physically access any nonvolatile storage without
disassembling the TOE except for removable nonvolatile storage devices, where protection of
User and TSF Data are provided when such devices are removed from the TOE environment.
Agents have limited or no means of infiltrating the TOE with code to effect a change, and the
TOE self-verifies its executable code to detect unintentional malfunctions. As such, the
Evaluation Assurance Level 2 is appropriate.

EAL 2 1s augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOE Dt F =2 VT ¢ HREEME L i) 5 TOE DX 2 VT ¢ #EEED—& % Table 7-1 1277,
ZEMT. BROEICTHIAT S,

Table 7-1 TOE Mt¥al)Ts#BEED R FREH A F

No. TOE Ot % = U 7 ¢ Héhe
1 FAUDIT o= T

2 FHDD_ENCRYPTION HDD I 51{k#ne

3 F.ACCESS_DOC ERCUGET 7 & A HikEE
4 F.ACCESS_FUNC I 1) R A BV R

5 F.RIP FRAFE I Hpkne

6 FI&A Ak FR R BE

7 F.SEPARATE_EX_INTERFACE | 41 > % 7 = — Ay Blfk&fE
8 F.SELF_TEST HO7 A MMghe

9 FMANAGE EHLREAE

10 | F.SEUCRE_LAN Xy BT — R

7.1. FAUDIT (B5Z& 04 #a:

FAUDIT i3 m 7 2 S35 L L bICHE LA R 728 S A - BBEPORET D,

7.1.1. 5E OV ESH#EE

—  XfIST DHEREEME : FAU_GEN.1, FAU_GEN.2
TOE (ZLLTFTow 7 &2 Ak T 5,

Table 7-2 &R

2 S =24
B AT o 7 IS HERE O B A FHO [
BT o 7 UG HERE DR T FROBIE W
07 A RO SR VA ERN LI
SHAL(E || FROMER (2 - K

AREAE LR EED B D1 It

Table 6-19 D FRHERE D H]
Xy MU —27 &4 LI2iE(E ORI
RFZIE D2 B

712 8BFOSLE 1 —#EE

—  XIST HEEREZEME  FAU_SAR.1, FAU_SAR.2. FAU_STG.1

TOE [3EEAr 7 OWEZEEILT 5 & & bIZHAAH L & HIFREZ U ADMINISTRATOR O 7 Z IR
4%, TOE % UADMINISTRATOR ([Zf 1 7% 7 Z 4 7 > b PCIZaei i L. HIBRT DEEHE A2 f it
THLELEHICEEr S OREEIET D,
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7.1.3. BEE B IMHLRE

— %I DHEREZ: - FAU_STG.4(1). FAU_STG.4(2)
TOE |3E#& = 7% TOE W@ HDD 2T 5 23, MANFEIR AN AR IC 72 o 72356, LN OB 21T
Do
(1. TETEXEE) RESNTVWDLIHEE
Va7 O EEIEL, BEEREOBMNEITDRN,
(2). TEEXFA] CREINTWAEHE
Rbh <M In-ERERE~LEXTS,
(1). @ DF &1L U.ADMINISTRATOR 7317 9,

714 BIEERA A LARE VT

—  *HS7 H8EEZEY: - FPT_STM.1, FMT MTD.1
TOE 137 v v 7 ##e% A L, U ADMINISTRATOR (2%} L C TOE DR % 25 89 2 B HE & F2 ik

T35, BAEROLEE T FMT _MTD.1 12 X Y UADMINISTRATOR OABAHETH %, TOE (7
0y JHEREIC L DX A DAK T RER 0 SAERFICEIT L, Bhn /L L Rkt 5,

7.2. FHDD_ENCRYPTION (HDD K-S {Ct#aE

— XS B HEREZF: - FCS_CKM.1, FCS_COP.1. FIA_S0S.1(2)
TOE i3 HDD IZIREFEN TN DT — 4 Z IR DIRH#ET 5 7205t 21T 5, RTS8 L
THAITY ZNILLTFOEY Th b,
(1). FEESH
=W ) NARESHAREENREST D= /v X HDD B B8AER T VTV AL LD,
Witz kT 5, (HE8RIX, 256 bit)
54X, U ADMINISTRATOR 23i%E L= 5k U — K& & LI L CTARKT 5 Z & T TOE
WZEA DO F#E LRI 5, BEE{bY — FIZLLFOREEHEZTHODOHREZIT AND,

i
> Mt 2047
> U 83 UL LD BB AT HE
> HiAI

> F—=OXFET TR STV,
S AT LHEE. BERBROMEPIMERE SN TV DEE BB LR,

2). BEEFILITYXL
Table 7-3 |\ RTHEE T L2 Y XA,
Table 7-3 HDD BB {LHEEICEITREE7ILTIX L
HE@ER 7L TY XA

256 bit FIPS PUB197 |ZH#EHL 3 25 5k 7 2 Y XA (AES)

7.3. FACCESS_DOC (BEBXE7T 7 t X HlfEItEE)

— b 5 HeRE%(E - FDP_ACC.1(a), FDP_ACF.1(a)
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TOE 3 H ATV ZER Y 7 AL T 7 A VT« FUNR—Ry 7 ALELERTH, EHSHh
TXEETR Y 7 A0 B (ZHUXLEAR v 7 AHFET DI XEORIEE A END) 2R LT 7
RS S mE (B, X—COFIBRZ2 &) . B, FAX (5, A —VidES4FEhid 52 L3 T
x5,

PLTFICAR v 7 ANCEICET 57 7 2 A ONEZ 7R,

Table 7-4 Y ATLRYIARNIXEDIRE

R Ry 7 ARNIEOBRAE
N

Modify read Delete

FAX ZAE3CENRIF SN D, FAX %
153031213 sBOX PASSWORD 73+ X
Gansd,

e box_passwd
il 2 E U E P

. box_passwd or
Ry 7 A

U.ADMIN

Table 7-5 Y RATLRYIRARXEDEEDHM

- R 7 ZARNICEOBIEOTE
AN

FI1 Rl FAX (5 A=)V

M AT RERNY 7 X O O O

% TU.ADMIN : U ADMINISTRATOR 23 {/ER[BETH D Z & KT,
box_passwd : SBOX PASSWORD & —#J 5320 — R&2 AN LI SICBRIETRETH 5 =
EERT,

Table 7-6 #EERYIRAXEIZH T H124E

. Ry 7 ANDLEIT KT 2 BE
N7 A
modify read delete
T4 V7 - | BR{FEN7= D.DOC I sbox_passwd
FL =R > 7 | 12 sBOX PASSWORD sbhox_passwd shox_passwd or
A N5 INn5, U.ADMIN

Table 7-7 #EERYHIRAXEITH T HRED

R v 7 AN CEC T % BAEDREM

RNy 7 A ~ -
EIE R FIAI FAX (5 A —VEAE

Ty AN T F U N—R

O O X O
v 7 A

% U.NORMAL : UNORMAL 23 fEr[fETH D Z L 2 £ T,
U.ADMIN : U. ADMINISTRATOR NEMERIGETH D Z & 2 KT,
sbox_passwd : sSBOX PASSWORD & —#§ 5 /320U — K& AN LIS IR IEFRETH 5 =
LERT,

F 72, sBOX PASSWORD O;#ifgi 9™ 2% R —E[A3 Y 1~3 WIZE IS D& BLH 3 E v RE 72 IE OBl
WGGELTERE. YRy 7 A~DT 78R BEET 5,

7.4. FACCESS_FUNC (| F#& Il BR il fEn 14 g&)
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—  XPRd 2HEEZEE : FDP_ACC.1(a), FDP_ACF.1(a)., FDP_ACC.1(b). FDP_ACF.1(b),
FMT_MSA.1(b)

TOE 1 X#kBIFEAE S L= FIHZE @ Allocation Role & #%6E Permission Role # b L, & DOfEEIZ
L7=23->7TC, FPRT. F.SCN. F.CPY. FFAX, FDSR OB L OZF I HBERILEFERXT T A4
BT = — AREDEMER T 5, 2B, 2 b DEM: TH 5 Permission Role (259 2 #EIZ TX
7oV, ZHUC X ERBIFERE S N R B LB JICHF A SN ERED A FIT T D,

FIHEEDFEITHICHET D D.DOC, D.FUNC (FRCEZRLS, FECEIZOW T 7.3 125
B,) X L TILL T OBAERFIRETH 5,

RBFETLIEE L3 EMEXNS o D.DOC, D.FUNC ® User ID & [F U User ID Z £ oF|H#&E %48
7

A I N Ee
LT OEAED AT RE,
- F1I
FEL& SV v R R v 7 A RAT— REFEAL PDF K 7 2
FDO7VY > b &EFIT L7 UNORMAL A3HI AT EE,
X UT 4 LERY I X
W T T XN TNAEX 2 T TEARRT— R —HT 520 —KEATL
7= U.NORMAL A HIRI 7T e,
X2 U7 4 LEART — R e DT 5 R BB 1~3 WIS 5 B BRE 3R E FIAE
IRIEDEEAEIE LG A ., Y LE (b X2 VT 4 XE) ~OT 7B AE2ERT 5, (Hl
BrROYE B IAER) .
- L BEa—
HAF& TV v bRy 7 A
ZD7 Y v b EFETLZ UNORMAL A7 L v 2 — Al fE,
X2 VT LERY TR
BEULHICRESNTWDLEXF2 VT CESRRT—=RFE—FTH AUV —Fx AL
72 UNORMAL 27 L & = — Al #E,
- HiIBR
WK TV F Ry 7 A, RATU— R4 PDF R v 7 A
ZFD7) >+ &34T L7- UNORMAL & U.ADMINISTRATOR A3HB&: 7T HE,
XL VT A XLERY T A
M EIIREINTNAEXF 2T A LERART— RN T AIZAT—FREAHL
7= U.NORMAL & U.ADMINISTRATOR 7 H!IB&: AT HE,
- D.FUNC OfftE
WAE& TV v bRy 7 A
ZDO7V v M EFESIT L UNORMAL (> 7 b, A —/N— LA OFFEI ATHE,
c AF ¥ VUOEE
T LB 2 —NARE, 7L B —REETIILL N OFEN A EE,
- D.FUNC Otk
ZDAF ¥ & FELT L7z UNORMAL (38— P HAL TR 7] fE,
- D.DOC DfFtE
ZDAF ¥ & FELT L7z UNORMAL (33— P HAL TOHIBR AT HE,
HRIANTFFRT — 2 1I A=V TEELZY, Ry 7 RABRFELIED T2 ks, 22
TERHLRENELD Z LD INZEDHAELLT OERIENATHE,
- HiIBR
Z DA X ¥ UEEZFEIT L2 UNORMAL 5 L O U ADMINISTRATOR (3% D EER/HH DY
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a 7EHIRT SN TE D,
b —0RE
L/HTODT%VE#EIHEO
- Fll
Z O3 ¥ —%3%17 L7 UNORMAL 23EIRI AT 6E,
- L BEa—
ZOat—%917 L7- UNORMAL 37 L & = —#lHE,
Fz, T2 —RETIHLL T OBIENFIEE,
- D.FUNC Difte
FDar—%37 L7 UNORMAL (ZI_X— VAL TH N Z #5352 & 23 A[RE,

- HIBR
Z O a b —%347 L7z UNORMAL i X O U ADMINISTRATOR I£% DY a 7 ZHIERT %
ZLINTE D,

< T 7 I AZEOEE
U.USER iZ%ZEH DT 7 7 ADF v B IILHAEE,
777 A%{5 L7 D.DOC IR v 7 ABREFEIND,
- 77 7 AREOLE
U E—MNA[RE, 7L B o —IRRETIZLL T OEMEN Al HE,
- D.FUNC OfftE
FDT 7 7 AEERFT L2 UNORMAL I~ — P HAN CTHIERT 5 Z & 2N Al HE,
- HiIBR
DT 7 7 APEAE & FE4T L2 UNORMAL 5 L O U ADMINISTRATOR (3% D 3 7 % Hil B
THZLENTE D,
- D.DOC D
FDT 7 AEEEFIT LT UNORMAL (I3 — U HEAL TOHIER A HE,

7.5. FRIP (BRFIEHRIEEMEE)
7.5.1. —BT—77 HIBR#EEE

— T A %REE{}: - FDP_RIP.1
TOE (% HDD EOHIBr SN 7-30#E, —R CEDH D WVIEZ oW okt LT, EEXHIRE FT
T5Z L TERAEROBFBARZS LT 5, AEERIZLLTOX A4 I 7 TIITIND,
D). 7V FRAX X LR EDY a T DT, 51
Y a T EITRIER SN D R SCES DV O R 2 HIBRT 5,
(2). HIBRERIEFATIE
BE SN CEEHIRT 5,
(3). WA W ICRAFNEMOAFAET D IF
(1, QOHIBRFATHICERNA 7 SN THIBRAE T L TE LI BRAERNFET L2558, &
ﬁﬁyﬁ’%ng%m%ﬁéo
FEXCBOWTEZALT —#, EXATREIE, HDD 57— L& X HIREIEOBIER EHHEIC
;ofUAmmNmHMHmﬁxiﬁé AIRERERE & Z ONFIZLL T O#EY Th 5,

Table 7-8 —BT—42 LE=HIBRBREDHERTE

B E NE (EEBEXINDT—X XA 7L ZDNERF)
Mode:1 0x00 T—[a] L& X
Mode:2 0x00, OxFF. 0x61 DJEIC F#E X 24T is 2 Wik
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7.5.2. T—RA L HIBR#EEE

— XIS T DEfEZM:  FDP_RIP.1, FDP_ACF.1(a)

U.ADMINISTRATOR (X HDD b oOWi{g 7 — 4 2 &tes — X faic x4+ 2 L EXHIREZ 745
ZENHKD, 2 HDD EoSCEFHIBR S N OBAESROBEAANS IS5, EEXIZEN
TERXALTFT—4%, EXADEREIL, HDD 57— % bEXHIBHERE O BIER EHEREIC L - T
U.ADMINISTRATOR &2 E T 5, AIRERFRE & X ONFITXLLTOMEY Th o,

Table 7-9 T—45ELHIBRBEED BERTE

Jr= EEXINDGT XX AT L ZDIEF
Mode:1 0x00
Mode:2 Al = E3 = 0x00
Mode:3 0x00 = OxFF = #l#% = it
Mode:4 fL¥ = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = O0xFF = 0x00 = 0xFF = 0x00 = 0xFF = {4k
Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = OxFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = jiF

7.6. FI1&A (G AIREEHERE)

— XS DHEEREEE - FIA_AFL.1, FIA_ATD.1. FIA_SOS.1(1). FIA UAU.1. FIA_UAU.7.
FIA_UID.1. FIA_USB.1, FTA_SSL.3

TOE (X TOE #FIH L X 9 &a‘é%bxﬁ‘fﬂﬁﬁ%‘f&)é & 2RI DB UG U 725l GRS i
T THGE L. ZFA A & Hr SN 7-E 7210012 TOE ORI A4 5, skiERiEHeEIL. TOE
EE{#%BIJME%??5zwrmuﬁﬁﬁk%p{s@puHE%—/\~%@£HT%>%+B%~/\~—M.&ﬁtbxﬁ“
T 5, MRV — R —FBRE S NOG AT AT SNz — W —4 BAERRGE T — N —23% 0 | KA Sz
(EEER /NS PN )\7‘3 INFa—P— 2R - R LA R L —F - L 3EFE2B 2> TE
FEKTD U2 A I CRRRE RS, 1H 50N U 7= 5 B SRR I & Il 9= 5,

AAFERE (7 ) VRV a T AREER<) X UBUILTIN_ADMINISTRATOR.,
U.USER_ADMINISTRATOR, ZH A DWFT I NZE TR LTIV, ilEIT 5 & Z D Role 3fEH &
"o,

Table 7-10 PBFfEA

o nEjiJ‘ nf'ji%” AN uﬁﬁkyj HiTl E‘l‘ﬁ% fcﬁ ﬁ%ﬁz SFR
= R IR IE O
PN IR LIRIROTERE FIA_UID.1
A —s—zae | AR FIA_UAU.1
) " | TOE oikfemeR S L R o E -

¥ FRAFSROREIT U ADMINISTRATOR 737 9, AKERGE ST R & A — 3 —3R
AEHF RIS 2 RRHCA NI T D ENTEX D, WMABAENTR > THDHEA. F
MEZ LI 50 FREME T % D)% UADMINISTRATOR 73 iR iET 5,
U.ADMINISTRATOR 73 i J7 O FRGEST 2 & FI6E & 5% & L= R A 3R A #H
H & DS REAERRC 7 A8 IR 5,

F72. TOEIZAS SN/ AY— Rz “%” L LTERT 5, FIA_UAU.7,
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u%Z}DJ[JuLA ulT:b EJZIJJ L/7IL Jﬁlzl N

%A+ 5, FIA_ATD.1. FIA USB.1
TRAECFEH T AT — RE LU TOMEE 2T HDICHIETHZ & T, BED
BWASRT — RRERESND Z E&MIET 5,

SHiZ, TOE!

Table 7-11 /SR —KRERE

WHAAE 2T 5 7 11 21213 User ID, Allocation Role, Role

© SCFFE 94 SUFEL B R S BRI AT RE
BN @ F—DO3CFET THERR STV,
@ EFETHGE, EEHLOMENBERES N TN AEEEEL
720,
2B, RAT— ROR/IMIEITERE N E QKU ETRITFNIER L)
T 5,

x5 At SFR
oy TOE X Pl O a -9 /R U — ROZrZZIFAND FIA_S0S.1(1)
INAT— R M 8SHTLLE

Flo. WREN KRG LT%E . TOE XL T OB 21T 95,

Table 7-12 FEBIEXMEFONE

PSES

uBzH

SFR

=74 Vg

INAT— R
X5

OD%E&

e U 7= SREE LM%Y . U ADMINISTRATOR 2SR 7E L2 EICEE L7355
FEE R IET 5,
U.NORMAL¢ L TORBREELR A%k & U.USER_ADMINISTRATOR & L T
OFBFERREEIEE SN D, T2bb, 2—3—ANRUNORMALE LT
oy A4 LEHE UTRIERCERE (1E) L, Hih T,
U.USER_ADMINISTRATOR: LCu /(1 v LL 5 & LTHRAICEK (1
m) L723BA. 2—V— AORFERKEEI2E & 725,
U.ADMINISTRATOR |2 & 2 &% EE DL HI K - Tl L 72 FRaE B a4
DX EME 2RI > -G8 b= kT 5,
U.BUILTIN_ADMINISTRATOR®RFEAME 11 L 7= 32 1ZTOE D L & L Es
179 2 LT, EERLEL) & B BLE FRRE O EAR L MEER R R E ISR E S h
TN D (] 2 R 2 | CRRRIEAS L 2 R~ 2, TNLIA DAL, RREE R
HE T/ U. ADMINISTRATOR N ZREEJ Rl D BB RE# 1T 5 2 &
nhuﬂﬁlt%ﬁ%?‘fé

FIA_AFL.1

& BT, HBIRKEE & e 2 — P — DOEEN —ERF R eV (FERE NBUE L 7Rl 72 0)
tyarek 79 %5, FTA_SSL.3

Table 7-13 X§Etyar DT

G, €D

PO tyia KT i

BE L

R &> TRE SN D
R L= 5 a

RIS K DRENTET | A— MU &y MR ISR
LT, A=V ty b | EESNTEY, BHEENET A6
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Web Connection EACBMEIC L AENET | HBIr 77 U MRERENIE L R 23R
LTob, BEIrZ 7 U b | ESNTEY, BEENET AR
WFRIIZ &L o THRE S 7K
Mk L= 5ae

Data Administrator BB LD BN SE T | REEXEE

LChyb. 60 4rfElf%i L7z

Ha*
TYLH RT A I— INHIZONTIE, ERSh B0z
77T A AT 3BREA, MBROSE TR T 7D

7=, kEEE Yy a R,
BB, 77 I AZEOEE B RV T
ST OB EFRIFRRER T I D,

KBGERO L T o — Fip ERH 2 9 508 & B8 L 7 k]

7.7. ESEPARATE_EX INTERFACE (M4 % 7 = —RX 5 Bftkae)

—  *HS7 2HEEZET: - FPT_FDI_EXP.1

TOE [ LEZERIRE D D AN EWME 7 7 7 A5 L B2 Wi IRE T 5 Z &1 L 0 BaREEHE
LORANZBIET DL EBICRET 7 7 ADEHERE L L TS, SHICUSBA H 7 =—2A
BEDINA BT 2 —ANED AT % F D E E Shared-medium Interface ~HEET 5 Z L IETE
oW L I o TN D,

7.8. FSELF_TEST (B2 7 X hH8E)

—  XfIST DEEREEM « FPT_TST.1

TOE [ ZHFEH DT — 4 ZWjEk L TV . BIR ON KFfICH; 2V — R &2 > CYRBEEHT — 2 O
BHEEITY, ZHIZXY  RIEHOT — DN IELLEEFINTZ L 2ERTHZ L T 5LV — KD
SERVEEMEET D & & b2 HDD B 5{LHERE O EF E{E A2 MFE T 2 e 224t %, & 5IC TOE
IR ON BRIZHIE Y 7 by =7 Oy v afiZzdtEm L, S8k L CWAEE O—EEHERTHZ LT
TSF F#EfTa— RO ERBIET 5, BEE{ETU— R L QNCHIE Y 7 v = 7 OsgeEREiIc B0y
TEHEAMEOERP T SN2 6 . TOE XBE SR CEE L RR L, BEZZ T 720,

7.9. FMANAGE (%21 7« BEIEHE:)
— kST ARBEEE - FIA_S0S.1(1). FMT _MOF.1. FMT_MSA.1(a). FMT_MSA.1(b).
FMT MSA.3(a). FMT MSA.3(b), FMT MTD.1, FMT SMF.1, FMT_SMR.1

TOE (3L T D& BEERRE 2 1R it 2,

Table 7-14 ETE#HE

B PR RE N BREE

X2 U T MEREDOERMRE | X2 U7 s MLBREDOENL,H | UADMINISTRATOR
WLEIT S,

— Y —FRFERERE D B e RIS RDOBEEIT Do U.ADMINISTRATOR

HDD 7 —% FEXHIBrEiEDS) | HDD 7 —# FEXHIBREEEOEIE | U ADMINISTRATOR
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TR E B RE

W E (Mode DEE) %179

B o 7 PR

B RO EoRE (LF
S LEEFF), EAn Ve
AL - HIBRZTT D,

U.ADMINISTRATOR

ST v VR B RE

AR SRR E (BER 5D
ZEH)

U.ADMINISTRATOR

o — - R

TOE ~® o —HF — DBk, o—H—
DHIBR, JEME (HEFR) OXek - A -
HIBRAAT 5,

SNERFRRE ST DG | WIEREREREIZ
EHENEHT LR T — R %
FAW3A Z & T TOE &2 — ¥ — %8k
Ihb,

U.ADMINISTRATOR

JEMED W LA EE

TOE |3 D.DOC B XU D.FUNC ®
X2 U7 ¢ EBME%E Table 6-15 (27
L7z@ v FIEied 5, Z ok
INSOAT V=7 ORI
TV, ZOYHEHBLERIZ A AT S
BERRIZTFTE L 720,

%72 TOE % FPRT,F.SCN,F.CPY.
F.FAX. F.DSR ®J&4:% Table 6-16
DB YT D, ZoPEHkiZZ
NHEOA7T Vs NOAERFHIEZ
2N, T ORI CALERIZ A AT D%
REIEAFETE L7220V,

2L

U.NORMAL ® 1 7' A 2 /R AT —
R DA G HE

UNORMAL ®ua 7' A XA T — R
DEEREIT D,

U.ADMINISTRATOR

UNORMAL w7 A /XA T —
I T

UNORMAL ® 17 A /82T — R
DEFZLT I,

U.ADMINISTRATOR

BEDNAT— RaBET 5,

U.NORMAL

U.BUILTIN_ADMINISTRATOR
DA L RAT — RETERERE

HEDONRAT— REEFET D,
(U.BUILTIN_ADMINISTRATOR
DIRA T — RIZDUWNT I L3 i
WCHMERS R E SN TNWE T8, 3
TEDOMEREIT2\,)

U.BUILTIN_ADMINISTRATOR

57— RORE - £ Tk HDD W5 5{utie Cli 4 205 58 | U ADMINISTRATOR
Db ELERDT—EZTh BT
— RERE - AET 5,
IRFZI 1 i D 25 TR B Rz A B E T 5, U.ADMINISTRATOR
F— Uty MR OZE EHGE F— btV Ty NEHOEEEIT O, U.ADMINISTRATOR
(L5 R I ME S iR E S 41T
WD, BREDOHREIT 2 ,)
BB 77 7 SR 02 F R BEie 77 v MEHOEEZ1T5. | UADMINISTRATOR
(L35 R R I P S B E S T
WD T8, BREOHAEIXZ2V,)
FRRESR A B B i oD 2 TE B B SN EE ol R A e A U.ADMINISTRATOR
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(WIHE 3 "R ESNTWDH =D,
FE OREREIZ 2 ,)

SRS — N—FREERET — ¥ O | MRS — =BT 5% E7T — | U ADMINISTRATOR

f - S HREEE S (Y — =R SH FAA

R LR ET) OB - BE AT

76
EEE RO BRI MR O | E A RIEO BRI MR 4% | U ADMINISTRATOR
7= Rk RE B 5, (LHHARICYIHIE (6 5)

DERESNTND T2, FRIEOHHEE

IE720,)

NAY — RR—HEHEDOHEEREE | ATV — FR—EEHEHEET 5, U.ADMINISTRATOR
KV Ry I ADT 72 AR

DER SN D,
PNRAY — RAR—FHEHBIMEDOET | SNAT — FR—HKEIEEEA 2T+ | U ADMINISTRATOR
HERE %, (WM 3 AR ESHTWAT

O, REDOHREIT2 V)

FRRERBE S CEEELIAN) O | FRAEAMEE (FHEFELIIN) 2iE | U ADMINISTRATOR

EX 1= T 5, ZHUC KV BEEERED 7 > 7
DERS D
INA T — FEUR D2 HHRE RAY — FRRIORBGE - £H %17 5. | UADMINISTRATOR

S T — I BEDES - BFEHE | x> b T — 7 E&E (SMTP ¥—3—_ | UADMINISTRATOR
& DNS #—R_—DIP7 FL A, &R—
FEE%, MFP D IP 7 FL %,
NetBIOS 4., AppleTalk 7'V > ¥ 4,
%) OBRE - BEEITI,

EAE 5 S D Bk - TR RE EEERTE (A =M X 2EED | UADMINISTRATOR
SUSEE) OG- BEEEIT O,
FAVES/ AN N N - FTTxl hexa VT g B U.ADMINISTRATOR
(User ID. Box Type, DOC (User ID, Box Type. DOC
PASSWORD # &< ) OEHMEAE | PASSWORD #Fr<) OEHE - Ak
2179

Y7o bexa YT 4 B 7V X2V T 4B (== | UADMINISTRATOR

(22— —EPEREIC L DS | — Y —E PRI L DS D%,
%42, sBOX PASSWORD, DOC | sBOX PASSWORD, DOC
PASSWORD % <) D& HEHEAE | PASSWORD % [#<) DOZEHE - Hilkk
179

Role D& PREERE U.USER_ADMINISTRATOR ®f} | U.ADMINISTRATOR
R ITHIBRZIT O,

ATVl hEXa VT 4 BEOEBRIIAT V) FORIRTH D, AT V=7 EAHIBRESD &
ZOFT V=7 M GESTWDEELHIFRS D,

BB, M7V beEXa VT 1 JEETH D sBOX PASSWORD, DOC PASSWORD D#:fE, A
TV hOEF2 )T 4 BHETHS UserID, Box Type, DOC PASSWORD D#EIZTE 7221,

Table 7-15 E¥al) T4 XE/NRAJ—FEE#EE
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(EgEiliEs N
X2 VT 4 LEASART— | TOE ZLLTFTOME &M T /AT = ROHhEEXF 2T 4 LEAART—KE
N B AE LCxIFAND,

i : 8#MTLLE
SCFAE 94 SCFLL B BIEIRATEE
FAI  F—OXFET TR S L TH R,

7.10. FSECURE_LAN (v b7 —¥ @5 REMKAE)
—  XSTHHEREZAE ¢ FTP_ITC.1
TOE i3 IT #25 & Oilf3 1230 THESALIEIE 21T 5. TOE 22 D S{LIBfEIXLLF O h T
bo, (BFa VT MEBRENEDREE

Table 7-16 TOE AR T HESLEE

BE S 7a kajn BE7LTY XA
7747~ PC | IPsec 3DES(168 bits), AES(128bits, 192bits, 256bits)
SMTFREEY —/S— | IPsec 3DES(168 bits), AES(128bits, 192bits, 256bits)
DNS #—s3— IPsec 3DES(168 bits)., AES(128bits. 192bits, 256bits)
SMTP H—/3— IPsec 3DES(168 bits). AES(128bits, 192bits, 256bits)

ULk
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