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JEFR: A PP /4 Common Criteria Portal /Z/8# =71 Tl S /IEEE Standard Protection Profile for
Hardcopy Devices in IEEE Std 2600-2008, Operational Environment B //Z# 4L, 7> /CCEVS
Policy Letter #20 /&=L Ti &,

23 NYHF—TFEE

A ST & TOE DAL TV 3y — Ui, il fRaEL L EAL2+ALC_FLR.2 TH D,
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2600.2-FAX jiii &

2600.2-DSR i &

2600.2-SMI jii &
T D,

2.4 EEEIEEH

241 PP®TOE A END—EMEER
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A TOE OFERIIX MFP T 5, MFP (X, iBNEE{ES 5D T HCDs 3 FF >3 E 4 fif 2 . HCDs 25 # 7%
FEREZHEEL Q1 D, KoL A TOE FRIIX PP @ TOE fRIIE— B L QWD EE 25,

242 PPOEFALYTBBEEXFLYT oW ERHEO—BEEEE

A ST O 3 FEEFa2VT4EERIT.PP OFa2V T BEE2ETERLEZIZ T,
P.STORAGE_ENCRYPTION #iEHIL ., 4 FHEFX U7 45 R G EHTIX, PP DX 2T %R #2427
EFL7292 T 0.STORAGE.ENCRYPTED #iBIIL CW5, LA FIZ, iBNE/eo72 b 27 (i s
2T AR B EIZOWT PP IS & DR MLE R T,

. PPITIEEE TIEREN TWVHA, AST D3 EvF 2 UT (FREER. L4 E X2V T x5 8T,
PP % HAGERL TRl L TW5, HARGER T DIZHT> T, PP DEFRHEE OBRAEDO LG T 1725 & Wr
L7263, BRL 0T WREBLIZL A PP OB G B AR T 2R BLTIIR W, Fo, SN AE L0
L7206 LT E Vo722 BIE LTV,

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED i

P.STORAGE_ENCRYPTION & O.STORAGE.ENCRYPTED (I HDD (2% 57 — X DiF 5Ab&1T5H D
THY, PP IZEENDMOMBEDOEX 2T 1 Sk, TOE OEF VT 43R ITEOWT EBHHT-L T
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FCS_COP.1 &, 2o DREREEAF LK AT RILR IS DR RE B ITE MO EE A2 52 TWAHR, ZTHHDOZE T
L PP IZBWNTROLN T DR EEONED W T ALl T\ D,
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PP ® FDP_ACF.1.4(a) TlZ. SCEMHMER A E a7 0T 72 AN+ 28 MO F RIS A ST
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T
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PP @ FDP_ACF.1.3(b) Tl BHLH MR CHET 22— —IZ TOE MEEDFIELFTF R T DL 72> T
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T.DOC.DIS

T.DOC.ALT
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T.CONF.ALT
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XEOKE
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TOE VEBEL TWD TSF ARG S, m/ A 22— P = &bl HDHNIE, 1
TA 2= =L 1FFF> TODENRED TSF LRFEE DT 7B AR Z D 2720 1T
ToTeESNDEML LAY,
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TOE A& FIL T 5 TSF RETE #Y, n/ A a— =LA b1V HDNIE, 1
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TRROMBDOEX 2T FH#t 25,

P.USER.AUTHORIZATION FIRE O RIFRIE
TOE RO Al 22 - FIHE 72005 TOE 2R AT 52 RN TEXAHIN LT IE
VAN SYANAN

P.SOFTWARE.VERIFICATION Y7 7=THGE
TSF OFEFTa—RN%Z2H CHEE CEXAFEREF -0 nid b,

P.AUDIT.LOGGING Efu/pikEE

TOE /X TOE Ol fl K X 2V 7 4B BT A2 H RO A n 7 LU CRo kiR
L. BT PHEREZL 2 WEICE > TRIRHDWDT SR E SN WIITE B T&
FIUEZRB720, SHITHERRZFFOL DN, FOou & TEL I LT iERb
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P.INTERFACE.MANAGEMENT A 27 =— A&
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27 x—A3 TOE & IT ]REZIZLY, BUNTHIEISIL TORIT IR b7,

P.STORAGE.ENCRYPTION ERigiER s =1t
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A.ACCESS.MANAGED 7 7 &zAEH#

HAHX L AHEST TOE 2L THEA FICBITDGATICREL ., HERE R -7
BRI T T B AS DS EHIBRL CTHODH D ET D,
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FLIR 9D,
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O.CONF.NO_DIS

O.CONF.NO_ALT

XEOR~R#E
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STVDENZEDLE~DT I EAMEREL 272 W F L CR/RESNDZEND, i#
T HTEERFET D,

XEOKERE
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— T FFTNWDINZED TSF BETE RA~DOT 7B AMERZ S T2/ N I L > TS
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O.USER.AUTHORIZED FI B OB IERIE
TOE IR O BIRGEE ER L, X 2T 4R — 2~ T TOE R FF A5t
72 o TR A DRI NAZ EaAREET 5,

O.INTERFACE.MANAGED TOE IZXAMBA L 527 = —REH
TOE 13XV T 4RI —IZW s THEA L X7 = — ADEHZE T 52 RFE
T2,

O.SOFTWARE.VERIFIED YZ7N7=T7HEE
TOE 1L TSF ©FE{Ta—F4 H CREE TE L0 D FEOIRMAREET 5,

O.AUDIT.LOGGED EFHu/iifHEH
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TEDHILEREET D,

O.STORAGE.ENCRYPTED iiEHEEREL
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42 ERABREOEXLY T REEEH
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OE.AUDIT_STORAGE.PROTECTED BERIT MG CoBEE/R#E
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DT 7 EA AR, WENGHTETNDIELERAET D,
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OE.USER.AUTHORIZED  Flfi#& ~DHEIRF 5

MFP B H B 1L, D X2V TRV —LFNEICHE- T, FAHE I TOE DOF)
FAMERRZ A 59 D2 LB AREET D,

OE.USER.TRAINED F|HEZE~DHEE
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MFP & E(EH 1, EHE DO B2 T AR —RZ DO FEEZ AL TS
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MFP EH B H IV ERFES L CD,

OE.ADMIN.TRUSTED {E#E T3 %%

MFP EELEALE 1L, HAF AN CEDOR R T LW F L B (L
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o o o o (@] (@) o (@) (@) (@) (@) o (@) (@) (@) (@) (@) (@) (@) (@)
T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X
P.SOFTWARE.VERIFICATION X
P.AUDIT.LOGGING X X X X
P.INTERFACE.MANAGEMENT X X
P.STORAGE.ENCRYPTION X
A.ACCESS.MANAGED X
A.ADMIN.TRAINING X
A.ADMIN.TRUST X
A.USER.TRAINING
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ZHFA[9 5, MFP R | e VA — R — AP — 12 L I SCEE R OFEH L EFF AT L7220,
(2) HIBREIIZICE, — R SCEH D MNIZ DM OFEH LA
FDP_RIP.1 {2k T, HIBRSHZ 30, —Ri07e CEHDWITEDOE i OFt LA BL<,
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() EHWMOEZBITHEET vV EFHTD
FTP_ITC.1 |Z&L~C, TOE %% LAN #H TiESAE T2 L E G RITREIND,
4) X274 BEOE
By Ay a— W= U CRIREZR B ECRTERL, W&o, B, HIER), SCERIHE VAN
XU TR REZR R E(RIW A b, &) i%. FMT_MSA.L()I2k~> T, 2L DO EAEE K& O F|
FHIZFITHIFRL TV A,
LEHERA T V2B DX 2T 4B EICIE. FMT_MSA.3(@)I2&k- T, SCEH M A RS-
(2 THIRAYRMEA 2y hED,
ZNHDXRIZME X 2 VT B REE L Ci% 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% /%3 %Z& T 0.DOC.NO_DIS ZFH T&5,

O.DOC.NO_ALT XEDKEH#E
O.DOC.NO_ALT %, LE N, n/ A a—HF—ZEH1220E | HHNE, n/ A a—F =4 3Ff->T
WDINEDLEADT I8 ZMERES TR NE > T A SN D L2 < 2V T A% T #HTh 5,
ZORX VT AR R ST EHE BT DI, FReoxfeEi 426 ERH D,
(1) SCEHEHRA~OT 7 EAREE R EL CEmETS
FDP_ACC.1(a)& FDP_ACF.1(a)IZ&~> T, SCENE OB BRCCETE M OMmAE BB L)X, SR
WRMEIC LY, SCEEWAE R L7 — R E 3 SCEE RO SCER A ZEVANIE S TS
—EFIAFIFF AT 5, SHIZ, MFP B BRFIZHFF A 35, A—/ = AP — T3 LTI STEE
DHIBRAFF AT LRV,
(2) HIBRSIIZ3CE, — 7R SCEH D NIZOE T O EBE<
FDP_RIP.1 (ZXo T, HIBRS AV 3LHE, — R SCEHDHVNIZ DM A 2RI H TERNIDICT 5,
() HEEHMOEZFITHEET v EFHTD
FTP_ITC.1 (2L~ T, TOE 7’ LAN #&H Tik52 (5 T2 L EH HITRESND,
(4) EX=2U7qBEMEOEH
By A== U CRIRER B E BT, WG o, B HIER) ., SCERIHE VAN
RUTCHRERERE(fIW A b, )%, FMT_MSA.1(a)iC Lk~ T, ZNZE O EAEE R & O F|
FIZTFITHIFRL TWD,
LEFWMA TV =/ NOEF 2T 4JBMEICIE, FMT_MSA3@)IZE - T, SCEF WA E RS-
(2, T HIBRAY By RS D,
INHDOXRICHE v F 2 VT A RE L L Ci% 495 FDP_ACC.1(a). FDP_ACF.1(a), FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% KT 5Z& T O.DOC.NO_ALT #EHLTX5,

O.FUNC.NO_ALT FIA#E Va7 DSER#

O.FUNC.NO_ALT X, fI#E Y a7 i, ar A a—F =4 &bl HHNE, /A a2—HF—4

RS TV DB ZEORIHE a7 ~DT VB AMERE B 1270 N E IC Lo THRESN D Z 2 < EX 2T o

KR THD, ZOF 2V T AR R ITEH A RBLTHITIE, TREOMKEFEMTL20LERH DL,

(1) FIREZE a7 ~OT7 7 AHHEREL TERTS
FDP_ACC.1(a)L FDP_ACF.1(a)lc&» T, FIHE Va7 OHIFRIZ, MFP EELE 4 FIHE Va7
HIBRMERR A FF > — R A IR L CRF AT 7%, A—/N— AP — Tt L CUIRHE a7 OHIBRE
FERTLZR, ¥, K TOE OFHZE Va7 oL, FIHE Y27 OHIBRZ T THD,
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)

3)

FIHE a7 OEZEICREBRT YV EFIHT5

FTP_ITC.1 (2L~ C, TOE 7’ LAN R H T8 728 HFE Va7 13 k#SND,

TR VT B IS

17 Ay a— =KL CRIBEZR B ECRTLAERL . BB teZ8, HIBR)IX, FMT_MSA.1(a)iZ
FoT, ENENOEREE R EOFIAZET2HTHIRL TD,

FHE a7 (A7 V=7 N)OEX 27 JBEICIE, FMT_MSA3@)ICE->T, FIHE Va7 24 L
7o, IR SIS,

INHDOR R E 2 X 2T BB Ti% 3% FDP_ACC.1(a). FDP_ACF.1(a). FTP_ITC.1,
FMT_MSA.1(a). FMT_MSA.3(a)Z ik § 52T O.FUNC.NO_ALT ZFEHLTED,

O.PROT.NO_ALT TSF R#EROULRE

O.PROT.NO_ALT IZ, TSF B ROU L% vX 2 TADHERF CEOR BT +5 %207
SRR TFTETHD, ZOEX2V T4 RIK T EE2FBLT 21, TREORIREERTILERHS,

1)

)

3)

(4)

TSF PRFEE SO

FMT_MTD.1 {2k T /SR — R/ MR, 7 SAT —RIEHMEEE 0/ AL /R AT — R A S EF2S R
1y 7T I MEBRY A~ —FRE, vy T URNER] A2 H B B4, SIMIME FIIH#EEHR, L5741
H— EREZAE E— W — | IPsec X EMG M. BARAEE, BIE LA —btr 7 U MR,
WIM A —haZ 7R, e Na— Y —38EE S O E B4 MFP 48 BRE 720N 2Rl 35,

B EMERE D R E

FMT_SMF.1(ZX~ T, BX 27 HERRICRT L T ERE BRI I E S T D,

XI:I @ff%*fﬂi

FMT_SMR.1 (ZXo T, FrtEA R ORI HE LRI 2,

TSF Ri#EROEZF IR EET vV E2FHT5

FTP_ITC.1 |Z&> T, TOE %% LAN % H TiE%Z 15 3% TSF (REG HILIRES LD,

INHOXRICLE X2V T AR E L LAY 35 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 23#/kd5Z&T O.PROT.NO_ALT #EHTED,

O.CONF.NO_DIS TSF & IE M DB RF#

O.CONF.NO_DIS iZ, TSF B#E MO "% | X2V T4 03 MR CEOR M HE LTI T2 8% 207
ARRITETHD, ZORF 2D T 4RI 2RI HITIE, FRROM KL I T 20 ER DD,

)

()

3)

TSF s i s & B

FMT_MTD.1 2k T, —FIHHE DT AL /RS20 — Rk T 2 HE4 MFP 45 L5 L 24 3% — i)
BT 5, A== P =Dl A R AT — RIS D EE A — S — XA P — (AT
%o MFP EHLH D1y AL SAT — Rk DEEE A— /S — A — L 45, MFP & BLE (23R AT
%o B R ZITX T 28 FAE MFP B BLE 727 T 3%, HDD K 5825 2 8:F4 MFP & Bl
EFIZEF 35,

B HRERE DR E

FMT_SMF.1 (2X>C, 27 BBk L T B B R 1 L S TN,

HEI DR E

FMT_SMR.1 (Z&- T, FtEa i O B 2 MR 972,
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(4) TSFBEEMOEZEIZHEERT v Va2 AT 5

FTP_ITC.1 (2L~ C, TOE %% LAN #H TE32{5 95 TSF FAE G HITIR#EINLD,
INHOXRICM B/ X2 VT BERE B L Ci% Y4 45 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #3#/k 4 5Z&T O.CONF.NO_DIS #EHL TED,

O.CONF.NO_ALT TSF fBEROLLIxE
O.CONF.NO_ALT &, TSF FABIEMOUE L% BX 2T 4 D5 (ER CEARAE TSR 5%2)
TAKIKITETHD, ZOBF 2T 43R 2 RH T 51203, FTrRox kA2 LT 246 E R HD,
(1) TSF BEFHROE B
FMT_MTD.1 (ko T, —%FIHHE DT AL S AT — Rk 2 EE MFP A5 HLE & 24 5% — A
N HF 5, A== AW =D (L N AT =R D A — R — S — [ TFF A
5, MFP EHE Ol A2 /AT —RIZH T D8 EE A— /S — AP — L 3% MFP B BEE (27 A9
Bo Bt n 7\ T 1A MFP BB T2 ISR AT 3%, HDD W5 SO HT R IEE . MFP 4
BB el A e e R
(2) EHREREDFRFE
FMT_SMF.12&- T, X 2T RIS L Tl B B B RE I3 2 S LT,
(3) HEIDFE
FMT_SMR.1 IZ&~> T, Rtz R ORI A H ZHEFF T2,
(4) TSF WEBEHMOEZEIZEHFEET v Ve AT 5
FTP_ITC.1 (2L~ C, TOE 2% LAN #:H Tk 1595 TSF B F T A#EIND,
INHDORRICHER X2V T ML Ci%Y4 9% FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 23k 52T 0.CONF.NO_ALT 2EHL TS,

O.USER.AUTHORIZED Ff#& DORPIFRIE

O.USER.AUTHORIZED I, IE472F #7217 TOE OREREZFI T 57200 D2V T 4R —I1THE
STHHAE OHIRZT 58X 27T 4% 5K T # ThDH, BlE RNV EI IRV NI —2 EDIF AT MPC
5 TOE #F 35— F 3 . MFP S HLE | L RA— R — A — |2 DUV Tl FREEI R D B 420
B DRFED X 2V T AR —DBINME THD, ZOF 2T 56K e EZE 45120, Fio
DX R ZEIETHLERDHD,

(1) TOE FIMANZAIHAE 270785+ 2
FIA_UID.1 & FIA_UAU.LIZE- T, BE SNV EFZ Ry NI —2 LD 7T 47Tk PC 55 TOE % Fl|
HALIDET2FITH LT BIFEREDM T D,

(2) FRAFERED P LT-FIHFEIZ TOE ORI HZEFFRI 975
FIA_ATD.1 £ FIA USB.1 (2L~ T, TOERSNTFHHEOREGFE~DT 7 EATEEZE I,
PR FRAEIC AREY LR F T3 L BT B b,
FDP_ACC.1(b)& FDP_ACF.1(b)IZd&» T, #BIRRGEIZ AP L Te — A #F 12 52 Bz MFP 77
r—ar OFHMERIZHES T, Y% — BRI HE I MFP 77V —rar ORI HZFF 32,

() vl AL AT —ROfiET & NEIZT 5
FIA_LUAU.7 IZ&o T ¥ I—UFEBIET A — RN\ LU TERRTHIET, Y AL /XA —R D
RERG IR,
FIA SOS.1 12JL-> T, MFP EHLE R ET D/ 82T — R D/ ML, 73AT — RO SCF A H %
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7= SAT =R OBEREFF AT 528 TRI AL AT — R OHER & N 235,
FIA_AFL.1 [2&» T, RBFERZE —ERIEHR KLU FIHF I LT, —ERE TOE ~D7 7k A
ZEFATLIRUN,
4) vIAEAETKRTTS
FTA SSL.3 Ik~ T, uZ 1 REEDEIE L HDWNTIIZTAT b PC b4 — a7 o5,
TV B —=RTAN—FINIT 7 VAR TAN—=E L EFROZE 5T TRICCET R EOas A
WaEAERT TIN5,
(6) EX2VTBEOE
FMT_MSA.1(0)IZE-> T, —fxFIfE D0 s A 22— —4 LR FAREEE) AME MFP & HLE |28~ T
FRREA, BEREFERIIE, RIS L CRAEZFF AT L2 0,
FMT_MSA.3(b)I2&-> T, BEREFERIZ il fRA 72T 7 4+ /V MEIZER E T 5,
L7eD3oC, ZNHORIZHE X 2 U7 ABERE L CTi% 3% FDP_ACC.1(b), FDP_ACF.1(b).
FIA_UID.1, FIA UAU.1, FIA_ATD.1, FIA_USB.1. FIA_UAU.7. FIA AFL.1, FIA SOS.1. FTA_SSL.3,
FMT_MSA.1(b). FMT_MSA.3(b)% 2% 3252 & T 0.USER.AUTHORIZED % EH T& 5,
72%., PP 5D SFR Package Téd 2600.2-SMI DEERE(F.SMI)iE, FDP_ACC.1(b)& FDP_ACF.1(b)
2o T, T BAREEI T2 TODBERED H THEHSNAREEE CTh D, LT223-> T, F.SMI 7 7 A
f#l% FDP_ACC.1(b)& FDP_ACF.1(b)IZ X5 T 7 AN &b THEEL TS,

O.INTERFACE.MANAGED TOE IZ XA AL F T =— ARG
O.INTERFACE.MANAGED !X, TOE 23X a7 4RI —|(THeo THEA L X7 = — ADIEAZE BT
HILE AT HEX 2T AR E H#Ch D, 2R 2T 4k E A EBR T AL, FiokFEsHE
i DMENHD,
(1) #AE XTI LAN A2 X7 = — AR RTR & 2B FREET 5
FIA_UID.1 (2L~ T, BE SNV FT Ry NI —27 LD 7T ATk PC 225 TOE ZRIHLEH TS
B OB M T, FIA_UAU.L IZE-> T, ik BISH =R & ORI THS,
(2) BAIEARFIBHDNE LAN A2 F T 2—A~DEGiE HE TR T35
FTA_SSL.3 (2L~ T, —EMRFEHEE 2V HDHNE LAN A2 X7 2—ADBIER RN A I Y3
VERT TS,
() HE AL HT = — A~ DI IRE TG HRiiE
FPT_FDI_EXP.1 Lotoﬂse{’ﬁf\zw LAN A2 47 x—A it CZE LT —4%, TSFIZX
DIBMOMBEIELZ LAN, BEEEHRRDOIBETHZEEB1IET 5,
INHORRICHE R X2 T (M EMEEL Ci%4 3% FIA_UID.1, FIA_UAU.1, FTA_SSL.3,
FPT_FDI_EXP.1 Z3#%§ 52 LT O.INTERFACE.MANAGED %% T&%,

O.SOFTWARE.VERIFIED Y7h 7 =7 FE
O.SOFTWARE.VERIFIED (%, TOE I% TSF ®FE 72— % H CRGEE TED7120 DO F B ORI A IRFET 2
X2 VT AR RITETHDH, 20X 2V T 4% F#2EBLT 51201, FreOX R EZFEETL0ER S
Do
Q) BrT7Fzvr
FPT_TST.1IC&- T, EEIREIZ MFP il 7 by =7 | FCU Y 7 b =7 | J OERAE/ SRVl E1
TR =T BIERIOY 7 T =T ThHZ LA TR T D,
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ORIV EreXa )T BB EMALEL TN T D FPT.TSTL 2 FERKT52L T
O.SOFTWARE.VERIFIED % %8 TX%,

O.AUDIT.LOGGED E#En/ii&GEH
O.AUDIT.LOGGED 1, ¥ 27 4R EFEEZRFET A7 DI ERER 07 Ofigka L, IOICERRS O
S MR% MFP i BRE IZFF Al 5 eX 2 U T4 kR H 8 ChD, 20XV T 45K F 2B 512iE, T
RLOX IR & F i T2 LD B D,
(1) EEn/E2ie7T5
FAU_GEN.1 X FAU_GEN.2 IZLo T, BRI RET REFRELE AN G LT REFLORAEERF D
FBIE & EB IR T D,
(2 EEun/ER#ETD
FAU_STG.1 [ZXo TRV IIUMENLRESIL, FAU_STGA ICE-o TEERY 77 AL E
WOIRIE CTEE RN RO ERBBEAELIZG AL, XA LA T O i WER 7 ZHIFRL, Hrivn
BE 28k 75,
(3) HEEAMEREA RIS
FAU_SAR.1 I2&-> T, MFP FELE PR CEA A TEERE/ 25 A 529121, FAU_SAR.2
IZ&E- T, MFP BEE DA NERE o/ a5 A T2 a2 135,
(4) EHETEDHEGIR AR
FPT_STM.1 [ZEo TEFH TEDHA L AL T DSy, B n 72T E A F RO B AE LT B
W A3 RREREND,
INHORRIC MBI X 2V TR ERE L Ti% 2 % FAU_GEN.1, FAU_GEN.2, FAU_STG.1,
FAU_STG.4, FAU_SAR.1, FAU_SAR.2, FPT_STM.1 #3524 T O.AUDIT.LOGGED %% Tx
%o

O.STORAGE.ENCRYPTED Ei&IEER 51k
O.STORAGE.ENCRYPTED (%, HDD (Z#EXiATeT —X &M 5L T DI EERAET DX 2T 15K 7
#HTH D, _@tﬂh):mﬂ%ﬁf%aafﬁa%a: I, PRt REERT20ERHD,
(1) GRS A AT D
FCS_CKM.1 12k~ B BALD =D IR SN A S D,
(2) WEEIFEET5
FCS_COP.1 12Xk~ T, HDD IZ&/HEINDT — B b3, HDD O HE3ns T — X3 E &
IN5D,
() TSFF—4%EHTS
FMT_MTD.1 (2L~ C, B 58 MFP FHLH I C L > TE SN,
(4) EEREREDRFE
FMT_SMF.112X>C, a7 AHRBICR L T BB B R 1 L S S TN D,
(5) 'TXDJOD%/:FL
FMT_SMR.1 (Z&- T, Ft e O B 2 MR 472
INHDORRICK TR X 2T (EREEME L Ti%% 95 FCS_CKM.1, FCS_COP.1, FMT_MTD.1,
FMT_SMF.1, %X " FMT_SMR.1 #3452 & T O.STORAGE.ENCRYPTED % #EH T&5,
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6.3.3 {KEMEDIT

TOE 32U T AHERETL/FIC DT AR ST TOIRTEMED TR R a4F 3L ITRT,

% 31:TOE X =2V T 4 EEBEHFDEFESITRER

TOE &% =U7+« ERSW KT ST OHT ST DHT
BEREE M WL T ) DA QAYAI
e KA
FAU_GEN.1 FPT_STM.1 FPT_STM.1 7L
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 7L
FIA_UID.1 FIA_UID.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_STG.4 FAU_STG.1 FAU_STG.1 7L
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 7L
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 7L
FCS_CKM.1 [FCS_CKM.2 7% FCS_COP.1 FCS_CKM.4
FCS_COP.1]
FCS_CKM.4
FCS_COP.1 [FDP_ITC.1 F7-i% FCS_CKM.1 FCS_CKM.4
FDP_ITC.2 £7-i%
FCS_CKM.1]
FCS_CKM.4
FDP_ACC.1(a) FDP_ACF.1(a) FDP_ACF.1(a) 7L
FDP_ACC.1(b) FDP_ACF.1(b) FDP_ACF.1(b) 7L
FDP_ACF.1(a) FDP_ACC.1(a) FDP_ACC.1(a) 7L
FMT_MSA.3(a) FMT_MSA.3(a)
FDP_ACF.1(b) FDP_ACC.1(b) FDP_ACC.1(b) 72l
FMT_MSA.3(b) FMT_MSA.3(b)
FDP_RIP.1 7L 72l 72l
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 72l
FIA_ ATD.1 7L 7L 7L
FIA_SOS.1 7L 7L 7L
FIA_UAU.1 FIA_UID.1 FIA_UID.1 7L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 7L
FIA_UID.1 2L 7L 7L
FIA USB.1 FIA_ATD.1 FIA_ATD.1 7L
FPT_FDI_EXP.1 FMT_SMF.1 FMT_SMF.1 7L
FMT_SMR.1 FMT_SMR.1
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TOE &%=U7 4 ERSW KT ST DHT STDOHT
BRBEEI( WL T LTy van
IR RN
FMT_MSA.1(a) [FDP_ACC.1(a) FDP_ACC.1(a) 7L
F72IL FDP_IFC.1] FMT SMR.1
FMT_SMR.1 EMT_SMF.1
FMT_SMF.1 -
FMT_MSA.1(b) [FDP_ACC.1(b) FDP_ACC.1(b) 7L
721X FDP_IFC.1] FMT_SMR.1
FMT_SMR.1 FMT_SMF.1
FMT_SMF.1 -
FMT_MSA.3(a) FMT_MSA.1(a) FMT_MSA.1(a) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MSA.3(b) FMT_MSA.1(b) FMT_MSA.1(b) 7L
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 7L
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 7L 2L L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 7L
FPT_STM.1 7L 2L 2L
FPT _TST.1 7L 2L 7L
FTA_SSL.3 7L 7L 7L
FTP_ITC.1 7L 7L 7L

PUFC AR FEDRS 2 SU TOVR TH TR WIR LA FLR 575,
FCS_CKM.4 ~DRFFHERRE TR H

A& TOE @ HDD KEEA{LIZ AV G AR B-8EE, TOE OEMBIIAIC MEP &BRE N ERLT-14. FD
HDD (25t Tl Al FH SN D720 BIBRESNDZ L1372\, T~ T, BEHED S5 154 -G 54 e 5
OHREEMEIIARETH D,

6.3.4 tXxaT«REEZHIEN

A TOE IR D MFP ThD, MFP [ E—i07e A 7 4 A TSN AZEAEL THY, A TOE I
SELIEARL VL EOBURRE ) A R OB H 1T EL T,

F72. TOE & FHOFH(ADV_TDS.1) X ik 5L O IE Y47~ + DIZ 43 T b, SHIZ, TSF Z[alkEd
DI E T DI KBTI E OB RE ) N ER S, ZHUT A BIOFEE ORI R CTH D, T7abb,
— ) = — RV I B RE ) 2 R D BUREE D D DO BE A~ D RHL(AVA_VAN.2) T4 Th b,
F/-, TOE ZfkHi L CeX a7 IER 35720, 18 H B A% I3 WS 7= K e % K e S Tt &
(ALC_FLR2)IZE > THUNMEETHZLITEHETHD,

P>, MM Ea AN B BT DL A TOE 123§ e HlifRiEL ~ /L% EAL2+ALC_FLR.2 23 %4 T
HD,
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7 TOE Efyt#k

AET, TOE BHITAEE X2V T AHEREI TR T, &I, X2V T AHEREITx S 582U 7 (H4RE
BT LITRT,

7.1 BEEEMEE

EAHEEIL, TOE OFEHOFESR, RN T ACBETER(LLT, BEFERLS))Ous 2EEo
7ELTCRLERL ., kLR 2R CEX AN TR THI(ER /DL E 2 —)EEETH D, fLdkl
_mﬁﬂ7 i\ MFP ré’ﬂ%‘f; meﬂbkﬁﬂfsﬁé%ﬁjﬁ‘é

FAU_GEN.1, FAU_GEN.2

TOE 1%, # 32 IO RTERFELIRANIC, # 3B IRTEA2ZHH % TOE N HDD (2345,
a7 E B, En s EE SE e E B RS, En 7 HE L, B itk oM 75
AT —ZIEE THY, R/ H AL, # 33 IR TEA S/ HH A ik T DA F R AR
HEeEkT A,

FPT_STM.1
TOE |&, BEE&En 7 \Z5eek 35 B (A B)-RefE(FE0F0) % TOE DY AT ARFEH NG EG T 5,

FAU_SAR.1. FAU_SAR.2. FAU_STG.1

TOE 1. MFP & E N T 7B ALT-FE D WIM OEEICEEA 2/ OF H L OB EA= 2 —%FKRT 5,
MFP EHE NEE o7 O LE TOE IZfrd 5L, TOE TR0/ %7 AMEX TR I35,

FAU_STG.4
TOE 13, i ns 7 7 A/ v 7 2B FRE T D BIR AW B IS, e DA R 2 b OB
Au/IZ EHEETD,

# 32: BEEERY X b

BEAFESR
EL A RE D BR 4G
BT RRREDHRE T
7 A AFAEDO R &SR
w770 O Bl EfEER

# 28 FRMEREOFLEE
A BRI ORE
F—ha T INCEAE I DT
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EEER

WIM DIF{E DI
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LEBSA—VIEE

Ky —27% 4T LT=HIk

Fw T =% LI= PC 77/ A

SCEREROVER (BE)
SCEREROBHLUEIR], X vra—R, 777 A%RE | SCERMA—IVIEE ., 7407 —%[E)
SLEEROHIBR
*® 3B BE/XE0ISAADY X b
o J/IHH EHo/HE ~OREME BRI sEEES
FLROFR B A B HEIEED TOE OV | +F RITFTETOEENLES
7 LHFEFOAE
FHROKT BB FERKTEO TOE OV A
:1%: 7 LRFEFOOE
jg DT B g O R 2
H | 77 N R EBEFEROFELERNE/ 2>
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