FUJI Xerox @)

Fuji Xerox
ApeosPort-V 3065/3060/2060
DocuCentre-V 3065/3060/2060
N=FTAAD, T=31F2171, AFvF—.
TIIR—  TPDAfFEETI
X1 )T15-5yh

Version 1.1.7

March 2016



— BEFEE —

No. B e N=33v BHABR
1 20154 04 B 02H 1.0.0 iR

2 2015 07 A 23 H 1.0.1 FRECIBIE

3 20154 08 A 21 H 1.0.2 ERECIBIE

4 2015 09 A 29 H 1.0.3 FRECIBIE

5 2015 10 A 07 H 1.0.4 RECIBIE

6 2015 108 21 H 1.0.5 ROM N—=JavE#H
7 2015&%& 12 A 03 H 1.0.6 SRECIBIE

8 2015&F& 12 A 08 H 1.0.7 FRECIBIE

9 2015&%& 12 A 18 H 1.0.8 SRECIBIE

10 | 20165 01 A05H 1.0.9 FRECIBIE

11 |2016 % 01 A 12H 1.1.0 FRECIBIE

12 | 2016501 A 21 8 1.1.1 FRECIBIE

13 | 2016 £ 02 A 02H 1.1.2 FRECIBIE

14 | 2016 02 A 16 B 1.1.3 RECIBIE

15 | 2016 03 A 08 H 1.1.4 FRECIBIE

16 | 2016 £ 03 A 11 H 1.1.5 RECIBIE

17 | 2016 £03 A 15H 1.1.6 FRECIBIE

18 | 2016 £ 03 A 18 H 1.1.7 RECIBIE




1. STHIER (ST INtroduction) .iiveiiiiii i i i raeees 1
1.1, STZSH (ST REfEIENCE) ittt e e e 1
1.2. TOESH (TOE REf@r&NCE)..iitiiiii ittt as 1
1.3, TOEMEE (TOE OVEINVIEW) uiiriiiiiiiiiii it et et et e e eae e naeaeeeanes 2

1.3.1.  TOE®BABLUVEELF1YT1#EE (TOE Type and Major Security Features)...2
1.3.2. TOE FAEKRE (Environment ASSUMPLIONS) ..viviiiriiiiiiiiiiiiiieiraeieneeaenes 6
1.3.3.  TOE LS ON—FI17#kEY 7 o178k (Required Non-TOE Hardware and
o] 01T =) 6
1.4, TOE iR (TOE DeSCription) .ueiuiiireiiiiie i it i ene it enneeieenneeneens 8
1.4.1. TOEBENF|IAERE] (User ASSUMPLIONS) cevuuiriiiieeiiieiieeieeeneeneneanenens 8
1.4.2. TOE Oim¥EEMIEIF (Logical Scope and Boundary) ....ccvovvvvivievieninniennennnns. 8
1.4.3. TOE 0¥EMEE (Physical Scope and Boundary) .....coovvviiviiiiiiiininannnns 16
144 HAFUZA (GUIANCE) . eniiiiii e e e e e 17

2. WEEIE (Conformance Claim) .vvvvviiiiiiiiiii e eaeens 19
2.1. CC#EEEIR (CC Conformance Claim) ....cooeviiiiiiiiiiiiiiieiceienaeaenss 19
2.2. PP X3k, /\wr—IJEsR (PP claim, Package Claim)......ccccvvveviininininennns. 19

2.2 1. PP EBE (PP ClAIM)tttreeeeeeeeeeeeeeeee e e e e e e et e e e e e e e e e e e e eeeeenees 19
2.2.2.  )WH=YZEFR (Package Claim) ..ooiiiiiii i 19
2.2.3. #EEIRHL (Conformance Rational).......covviviniiiiiiii e 20

3. tFaT«EREEZE (Security Problem Definition) ............ccvuueee. 22

K T = (1 ] /=Y 1 4= 22
3.1.1. TOE & (Assets Protected by TOE).....c.iiiiiiiiiiiiiiiiiiiiiiiie e aa 22
3.1.2.  BEII—JIUF (Threats agents) ..c.ccviiiiiiiiii e e e 25
R O T = 4~ A (0 I [ < T= £ 25

3.2. #Mot*i1Ur1A% (Organizational Security Policies)........c.ccvvvvnnnnn. 25

3.3, HHEEMH (ASSUMPLIONS) tuviiiiiiiii i v eeas 26

4, tFa)F14xEKAE (Security Objectives) .ccovvvvviiiiiiiiiiiiiiinnnn, 27
4.1. TOE Ot*alTsxt%AE (Security Objectives for the TOE) ........cu.n.... 27
4.2. EREREOMtF1)T1xt%EKAE (Security Objectives for the Environment) 28
4.3. tF1)T4xtEHEE#R (Security Objectives Rationale) .......ccovvvvvnenen. 29



5.

6.

1.

8.

9.

PEERIVR—% Y FESE (Extended Components Definition) ......... 33
5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces ....33
PFa1)T1EH (Security Requirements) ..ooovvvvviiviiiiiiiiennennnnn, 35
6.1. TFa)T,H#EEEH (Security Functional Requirements).........ccevuvnenene. 38
6.1.1.  Class FAU: Security AUdit.....cciiiiiiiiiiiiiiiii i i i aaee s 41
6.1.2. Class FCS: Cryptographic SUpport ......coiiiiii e 48
6.1.3. Class FDP: User Data Protection.......ccooviiiiiiiii e nee e 49
6.1.4. Class FIA: Identification and Authentication.............ccoiiiiiiinnn, 67
6.1.5. Class FMT: Security Management .........cooiiiiiiiiiiii e neeeaees 70
6.1.6. Class FPT: Protection of the TSF.....cciiiiiii e 92
6.1.7.  Class FTA: TOE ACCESS . .uiiitiiitiitiiiti ittt et it ae it ae e aaneaneaans 93
6.1.8. Class FTP: Trusted Path/Channels...........ccoiiiiiiiiii e 93
6.2. tFa)T/RIEEH (Security Assurance Requirements)........ccceevuenenne. 95
6.3. TFa)T1EHIRH (Security Requirement Rationale) .........ceevvvnenenene. 96
6.3.1. tFaUT #EaEZEH4RAL (Security Functional Requirements Rationale) ...... 96
6.3.2. {KEFMDRELE (Dependencies of Security Functional Requirements) ...... 103
6.3.3. tFaUT(IREEEHIRIM (Security Assurance Requirements Rationale) .... 108
TOE E#4t# (TOE Summary Specification) ......cocvvvvvinenns. 109
7.1, EFaUT1HEEE (Security FUNCLIONS) toviiiiiiiii v 109
11,1, N=FFAADBRTALEETHBEMEE(TSF_IOW) i 111
7.1.2.  N=RFAADERT—RREEAEHEEE(TSF_CIPHER) «ooieeee e 111
7.1.3.  I—Y—EBEHERE(TSF_USER _AUTH) .eveeeeeeeeeeeeeeeeeeeieee e e eeeee e, 112
114 YATLEBEBECF1UTAEIEHEEE (TSF_FMT) teoeeeeeeeeeeeeeeee e eeeeeee e, 117
7.1.5.  AAMI—IVY=PIRVEHIMRIEEE (TSF_CE LIMIT) uuueeeeeeieeeeeeeeeeeeeeenennnns 119
716, BFIUTAEEBOTEBETSFE _FAU) oot eeeeeeee et eeeeeeeee e eeee e e e e, 119
117, REBRYRI—DF— AR EHEEE (TSF_NET_PROT) wevveereeieeeeeeeeeeeieeeeeeeeens 122
7.1.8.  AVTAA—YavTO—tF2UTAHEEE(TSF_INF_FLOW)..ovvveiieeeeieieeinrveeieenn 124
119, BT AMEBE(TSF _S_TEST) . eeeteeeeeeeeeeeeeeeeeeeeeeeeee e e e e e e eeeieeeeen e, 125
ST H&EE-FEE (Acronyms And Terminology) .....coevvvevviennnnnn. 126

8. 1. Er I €Yo 01017/ 1 0 1)) J P 126
8.2, FHEE (Terminology) «ioeiiie it et e 127
BEEF (REFErENCES) tuiniiiiiiiiiiiii e 131



— RRBR —

O RO i I 2 = P 6
2 MFD HDB 12y TOE DFRIBRIBER ....vivieie i e aa s 9
3 T AR= R R B R A D BB EE = ettt 12
4 MFD DRI hE TOE DI BIEER ...t 16
D R G R IR R B it 24
Table 1 TOE DB T DB B e B B B Al ..o eeaeas 3
Table 2 TOE B T T D F B B R B et eeeaas 8
B0 (SR R N O] S = . - - 10
Table 4 FIFAE T — I B T D R B I ... i e et 22
Table 5 TSF TRl B T B R ... e ir it e ettt e et e e e it e e e s et e ea e e e s ea e eaneanes 23
Table 6 D D R .ttt ittt 23
Table 7 FIFAET—5 ETSF T—AITHTBBE «.evnevrernierneeieeie et e e e e e eens 25
Table 8 A DT a T A T T e e aaas 26
B Lo Lo T TTE 3 PP 26
R o] (SRR O N O] = c= i 1) o 6731 5> <3y (P 27
Table 11 ERIRIBED R ) T AR R AR o e 28
Table 12 T¥1)T K ASHERFNTIER. HBOTF 1T A RUFIHIRESE ..o 29
Table 13 EF1)T/REERICHICTIEFIUTAIRASIRBL oo 30
Table 14 B BE . i e 38
Table 15 Auditable Events of TOE and Individually Defined Auditable Events................. 41
Table 16 Common AcCCESS CoNErol SFP ..o i i e 50
Table 17 SFR Package attributes ..o 50
Table 18 Function Access Control SFP ..coiiiiiii i i i i e e ane e 52
Table 19 PRT AcCCESS CONLIOl SFP ...t a e rneeaneas 53
Table 20 SCN Access CoNtrol SFP ...t e 53
Table 21 CPY AcCCESS CONtrol S P ...t i i e e aaee 54
Table 22 FAX ACCESS CONLrOl SFP ...uiiiiiii i s ae e reenaneas 55
Table 23 DSR ACCESS CONtIOl SFP ..iiiiiiiii i i e e e esaee s 55
Table 24 D.FUNC Operation List.....ccuiieiiiii i s e e v ne s e s nnn e nnenneas 56
Table 25 List of SeCUrity FUNCHIONS. ..ot i e e 71
Table 26 Security Attributes and Authorized ROIES.......ciiiiiiiiiiiii i e 72
Table 27 Security Attributes and Authorized Roles(Function ACCESS) ...cvvviiriiiiinirininnnnns 73
Table 28 Security Attributes and Authorized ROIES(PRT) ....vvviiiiiiiiiiiiiiiinie e 74
Table 29 Security Attributes and Authorized ROIES(SCN) ...oviviiiiiiii i eaens 75
Table 30 Security Attributes and Authorized ROIES(FAX) covviiiiiiiiiiiii i i i riaee e 77
Table 31 Security Attributes and Authorized RoOIES(DSR) ...ovuviiiiiiiiiii e 78
Table 32 Security Attributes and Authorized Roles(D.FUNC)......cciviiiiiiiiiiiiiienieeneens 79
Table 33 Initialization ProPerty ... e 80
Table 34 Initialization ProPErtY ... e e 81

-jv -



Table 35 Initialization PropPerty ...o.ui i e es 84

Table 36 Operation Of TSF Data....cov i e e e e eeaneas 85
Table 37 Operation Of TSF Data..c.cviiiiiiiiiiii i i i i i i r e raneee e 87
Table 38 Security Management Functions Provided by TSF ......cccceiiiiiiiiiiiiineeee e 87
Table 39 T a T R B oo i e 95
Table 40 CFa)T4BEEEHELFITAARAFDORIIEEER oo 96
Table 41 TFa1)TAXRASCLZEFAVTAEREEMRIL ..o 98
Table 42 LX) T EEE S OVIR—R Y POIRTENE oo 103
Table 43 TOE ¥ 1) T4 BBEE X 1) TR REE M DX IEBIR ..o, 109
Table 44 T a ) T A B D B B it e 114
Table 45 B ARBEBEAD T I AR ... 115
Table 46 BT —AADT I AFIE ..ovi i 116
Table 47 BB O D E M. ..o 120



1.

1. 1.

1.2.

Fuji Xerox 3065/3060/2060 &+z1l/774—Tvf

ST #%&% (ST Introduction)
AKETIE. ST SR, TOE SR, TOEMIE, LU TOE gibicoWCER TS,

ST &M (ST Reference)

AEITIE ST OFAERHREFRT S,

Fuji Xerox ApeosPort-V 3065/3060/2060

BA M- DocuCentre-V 3065/3060/2060
N=FF42D, 7=3tF1)74. AFvF—. TIVE—,
TPD2FEETIV EFIUTAH—FYh

N—=3av: V1.1.7

478 20164 3 B 18 H

fERE : EttOvakRtstt

TOE &H (TOE Reference)

AEITIE TOE OFAIFHERL LT B,

TOE (& ApeosPort-V 3065, ApeosPort-V 3060, ApeosPort-V 2060, DocuCentre-V 3065,

DocuCentre-V 3060. DocuCentre-V 2060 ELCEIET 3,
TOE &l3. FEHTTEICHET S,

TOE 4

Fuji Xerox ApeosPort-V 3065/3060/2060
DocuCentre-V 3065/3060/2060
N=FT42D F=3tF1U71, AFv—. T)VE—,
TPIAFEETIV

. *Controller ROM Ver. 1.0.13
TOE ON\—3v:
FAX ROM Ver. 2.0.8
BFE ErrOvOAkK St

E)N=FTAAD, T=atFa)T74. AF¥vF—, TVUA—, J7DAFEETIVEL. CNOoDHEREN AT 3
VD5 EIC ApeosPort-V 3065/3060/2060 DocuCentre-V 3065/3060/2060 [CTFEE&%&E

LB THS.

-HREILRYY M(N\—FT4AD):EC103136 (AW A. B A)
-77D2%v+:QC100164(EMNA). EC103127 (45 A)
-T—HtFa)T4Fy M EC103212(ERA)
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1.3.
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HEOEEII TR THD.

(1) ERmElt. wstmE
DocuCentre-V 3060:
Controller ROM Ver. 1.0.13
FAX ROM Ver. 2.0.8

DocuCentre-V 2060:
Controller ROM Ver. 1.0.13
FAX ROM Ver. 2.0.8

(2) w\ormlT
ApeosPort-V 3065:
Controller ROM Ver. 1.0.13
FAX ROM Ver. 2.0.8

ApeosPort-V 3060:
Controller ROM Ver. 1.0.13
FAX ROM Ver. 2.0.8

ApeosPort-V 2060:
Controller ROM Ver. 1.0.13
FAX ROM Ver. 2.0.8

DocuCentre-V 3065:

Controller ROM Ver. 1.0.13
FAX ROM Ver. 2.0.8

TOE #1Z (TOE Overview)

1.3.1. TOERABIUVEELF1)T1#AE (TOE Type and Major Security Features)
1.3.1.1. TOE @3 (TOE Type)

A TOE [F IT #ATHN, JE—HRE. T)UA—HERE. AT v —HEEE. JPDABEZ A THT JAIIES
#(Multi Function Device B&#: MFD)T#% Fuji Xerox ApeosPort-V 3065/3060/2060
DocuCentre-V 3065/3060/2060 (LAF&. BICTMFD&529)Thd. TOE (E. MFD &AM,
TOEL)E— MEIOHNERYFI—D EZRNEINXET A, RERVIA, TOERET B LU F1UT4
EENIT-REERNORETILHOBEILBIETONIICLZBETADRECKHISTIHAT
H%. FfzMFD [CENNESNZHR. REN-FTAADEECEBINSIXET 3. FIRFHXET
—RERERBRBNORETILHOHEEL TOE ICEFEFNS,
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1.3.1.2. TOE DO#£8EFERI (Function Types)
Tablel [C TOE Rt T 3R MmO REIRERIZELH T B,
Table 1 TOE hMEH#t T 1AL HERETE A

FEREFE R TOE h'iZ2 £ %545
RENRIVIEEE

-OE—HERE

POV

s AF v —tgeE

‘XY RI—D2AF v UHEE

- 7D Atk RE

AVR—2Y R IFDAEIEHEE
-CWIS ##e
N—=RTAADERT I LEEHE R
N—=RFAADERE T IE 5L HERE
-1 - —EREERERE
VATLEEECFIUT B
TX1UTH8E HANI—TIVIZTIRVEFIRRBERE
EXIUT1BEEOTHEE
“AERRY DD TS {RFEREE

A VTARA—aVIA—E X2 T HERE
-BETANMERE

N 1

- RTOERN—RTFAADERT A LEEBEEREEL)\— FT1ADEET IESE#EeEFIATICE
ZAMRELTVBTH. AERN— FTAADEENNETHD. 2T VaVDETITIIBALEETILE
W$Hd, FeT—3EF1)T4FY AT a0 DZE(ERNETH) EEBA LI VA M-ILTBENNAT
H%,

- RTOE[RT7DAMERE. | 13—y FIPD A ERRE. AT v —HRE. RV MI—D AT v UREE. TV
SA—HRERFI AT B CEERTIREL TR0, CNODHEEEN A T Va3V DEFIVTIIT7DAFY b A%y T
=¥y, TIVA—FI BB ALEBRTIENNETHD,

- IR ERATIEDICE. TOE NO—&FIREIIM T MSLUVIATLEBEIZA7 VM
TVIR—=RSA N VA= ENTWBENBETHD,

- Y- RAERRE(CIIARIRFRREC AV EREREE D 2 DRI A XN BN, R EICLD TOE (ZELLHDER
AKX TENMES D,

AKSTATIE. CO27BFDRIA R TEENRLSIZEFBAEINS, T HFCHRELTBIMEER.
ELoNRI AKX TELRILEMEET B EEELRT B,

SYEBEREEA X ICIE LDAP F2EEE Kerberos FREEN'$H5 M. Kerberos FREAEDIHFEICFIAE®REIEL
TSAGATLEBEEIER) ZREI S5 EE LDAP H—N—-t b EERD,
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)
- EARIFIE. S EREREEHEREE S/MIME #EEEHB L TULVEL,
LI DI EREREE . S/MIME. E A=), 1 VA=Y FI7D AEE D BEBEIL B R T D H N ETE
DxIRERSD
- RATOE @ USB 7YV N REATVaVIFFHEDERKICEFENTLVEL,
fi€->T[Store to USB]&[Media Print]dRAVIZZEVEISRIVIZIRNE LY,

1.3.1.3. TOE OfERZEETELF1)T1H4RE
(Usage and Major Security Features of TOE)

TOE 0EBHEREELUTITRT,

- JE—HERECR /R SRIVBRREICED . BB ILD oD — AR F FAE DIERICHEL. IIT CIRIEESH A H
IOT KNENRIZITS. R—REROB/HMOIE-HIERSNES S, IIT THRARAVEXET -5, —
B MFD OREN—FTAADZEEICEFSN. FEEBHE. REN— FT4ADEEN bEed H SN TH
RlEns.

- TIVR—HEEBEICED, RIAEDSM7Y Mo ESNZERIT—52TIVR—ZALTHRIY %,

- CWIS ##EICED ., MFD (CX U CAFvF—HREICLD AT v LT, BRI AIKEMSNEXXE T4
EFREDIATYMIOERDET,

SHICVATLEEEF, Web J50H%2#) MFD [CX LT, TOE BET—ADHERPESMAZEITI.

© A% v —HEECIRE SRIVIERE(CED, ##4E ) IRILD DR AEDIERICHEL, IIT CTRIEESH A H .
MFD ORERN— RTA ADEE(CEONTZH BRI AICETET S,

ERSNEXET ARG, — R8I Web T505EHALT CWIS hMoEIH T CEL ATRETH S

© RYRI=DAF v UHRECIR AR SRIVERREICKD  B4F) SRV oD FIAE OIERICH L IIT TRISES
HIAHEIC MFD [CEEESNTUVBSIFERICHEST. FTP Y—)\—, Mail Y—N-AXET-IDEEEIT
Yo

© TPDABRECARAE SRV REICED . TPDARERIEETTY. T7DAREEE RN oOF RE DI
RICHEL, IIT TIRISEEEH A FH . AR BEERBICLVER N FRICKET —3EEET S,
T7DAZE I N R BFERIFMACINERBFHNOEONLEXE T —HERZEL. BRINYIANEHH
EE-D

= AVB—RYPIPDAEERELIRE ARV RECED . AR BEFERBMEFERTHEBL 1VA—2Y
FERRBLTIPDADERIEETTI,

TOE [FUATOEF1)THEeZ1R1E T3,

(1) NV—RT4ADERT I LETEEEEE
A=, TIVA—BLUAF T —F DB BEEOEER. N\— FTAAVEBICERINEFRAEHS DX
ET-AQLEEFHEETOHEETHD,

(2) N\—RT4ADERET-FESLiEE
JE—. T)A—BLUAF YT —F DB HEEOB R O R IERBE R E RO\ — FTAADEEICEHET
NBEXET—HDIESILEITIHEETHS,

(3) 1—Y—EREEMEE
HFRISNIZAFEDFIRAELZFIC TOE O EERHE AT IHEREIFLER DI, BIENRILELE—H
FIREDSM17Y bD CWIS hb1—H—ID £1—H—)SAT—FEA NSETHERIFRIL T 2H4EETH
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Z

(4) YATLEBECLF1)T1EBEEEE
BENRRVFZROATLEBEDIAT7Y Mo, BABLURESN VAT LEEREN . TOEDLF
1UT/HEREICRAT R E DS BB LU EREVATLEBEOHNMMTADLOICTDHEETHD,

(5) DARY—IVIZT7EEFIREE
NAMR—IVIZPIN TOE DX T4 #EEICEAT IR EDSBELUVEERETELUCTEVATLE
EEDETEWKEETHD.

(6) t¥aUT1EEEOTHERE
WD, D EDLIBIEEEITOENELVDBRPEERAAV MBIZEESPEREE, 1-—1&
ERE) e, BIEEERTITDDIEETHD.

(7) RERYRI—DT—H{REREE
RERYI—D EICHFEAETIXETH. BRI, EF1)T(EEOVTABLU TOE FHET—
REVWOILBIET —HERETIHEETHD,
— ARG RES{EB{ETA I (SSL/TLS, IPSec, S/MIME)(CX 5T 3.

(8) 4V74A—=Yav0—tFa1TkE
SERA VU A—TJ1—AERERRY FI—DRAICHFREF A SN BB S EHIR 7548 THD.

(9) B2 TAMEHE
TOE O TSF E471— RBLU TSF T—ADTL M ZRIL T 37HDIEEETH D,
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1.3.2. TOE #|ARE (Environment Assumptions)

ATOE [, IT HRELT—RRBERBA T/ AL, T7A P04 —IBETHERRY FI-DDB BN HIRFES
NEEREBRYFD =D, AR BEFRHASIUVFIREI M7V RSN TRIASNIFEEELTY
%

TOE 0BEISFAREER 1 [CREHT B,

R RN
NEESTURD I
S A
! p— 11
— A AEIFAT b I AR FRE
.. ! —BFBEIFATV b
'7')‘6’5;.—5;;‘“\ :--_l.___l ]
- - ' - FYB— k54
—RFIRE L I K
oz
S—— USB
Q VAT LERE JUU .
A 9947k ) RIER N
-Web F594 N1 Wil —
Y27 Ls - -
EEE
[ Mail 5—/5—
B
[ LoAPH— = ) NREFE
‘\\ B4R ’,’
| Kerberos #—/§— | TTee-T T —RAAE A= YATL
TVIYZP  EEE

1 TOE 0B FET 3 RIRE

1.3.3. TOE LSADN—FII7HEREY T oI 7# K (Required Non-TOE Hardware
and Software)

X-1 (TR FAREOHFT TOE & MFD THND, TE® TOE USNDN—-RIIPELVYI MII7HTF
AR
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(1) —&RAZBIZMTH
N=FII7IERAED PCTHN., TVVR—RFIANDBA VA R=IENTHN, MFD [CHLTXET—3DT
VY FEREITHIENTES,
Fz. Web 7579 ZEALT MFD OAFvF—HBEICEDAF v LI X ET—ADEDE LEXKREIT,
F—REFIRAEN MFD [CEERUVEZRBAYIADRIDAL TR, NAD— R POERHIR. BLUXE
DEEHIRIEEDHRELEENH KD,
USB TO-HDIUEHRINTVBIGEE . TIVE—RSA NI VA R=ILENTHD. MFD [ LTXXET—
BDT )V EREITICENTES,

(2) VATLEEBEDI(TUE
N=FRI17(ZAAD PC THN. Web J50H%EHALT TOE (X LT TOE R ET—ADSHBPER
EITHENTED,

(3) Mail #—/5—
N—=FD17/0S (AR PC 3 —)1N—THD. MFD [ZA—)L.7ORILZANT, Mail —)\—-¢&
XET-HANERZEZTI

(4) FTP H—)\—
N—=F917/0S [FRAD PC £(EH—1N—THN, MFD (& FTP 7OV ER T, FTP H—)\—(C
XET-ADEEEIT.

(5) LDAP H—)\—
N—F217/0S [FRAD PC Fz(3H—)N\—THD. MFD (& LDAP O FILZEALT, LDAP H—)\—
W oAl FREEEHROEIG 21T ). FLFABRIIELTO SA 1BEHREMFT 5,

(6) Kerberos #—/\—
N—=FD17/0S [ZRAD PC FFH—/—T#HN. MFD (& Kerberos 7O IJLERLVT. Kerberos
F—N—h oA R FROEFZ1T I,

(1). Q)O—MERFABEIFATPV VAT LEEED A7V b0 OS (3 Windows Vista, Windows 7

£9%,
(6). (7)® LDAP H#—)\—& Kerberos #—/i—I3 Windows Active Directory £33,
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1.4. TOE &t (TOE Description)
AETIE. TOE OF| AERE]. TOE OHEBREEH . BLUMIBMERFHICOVNTRRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOEI(CRULTHEETSFIAEHRE|Z Table 2 (CEEh TS,
Table 2 TOE W' #EE 33 FIAE&E
Designation PP Definition &
U.USER Any authorized User. FAFEICEZETD,
U.NORMAL A User who is authorized to —RFAECEZETD,
perform User Document Data TOE hR#t 9 %I —HRE.
processing functions of the TOE. | 7UVA—#gE. JPDARERESE
O TOE ##aeDF A&,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (KW EEE
granted the authority to manage | & SA)ICE%%T 3,
some portion or all of the TOE and | TOE ®YATLEEHE—F
whose actions may affect the TOE | Tz EBEITOZHD4FHI
security policy (TSP). BHERZHFOFIHAAT. TOE
Administrators may possess DEENRIB LU Web 735
special privileges that provide DY EERLT, TOE #3230
capabilities to override portions of | BIfFREDSR/E#H. HL
the TSP. U TOE ¥ 1) T(#48ERE
DS/ EHEITIo
TOE Owner A person or organizational entity | ##OEBEEFICZET D,
responsible for protecting TOE TOE#EALGERT %%
assets and establishing related DEREBF-IEESE,
security policies.
HAMNI—IVIZ7 - NAMR—IVIZTPERADIY
N—J1—-2%FEALT, TOE
DHBREMEREEITOE

1.4.2. TOE mim¥ErIEEE (Logical Scope and Boundary)

TOE 0iREHMEE I TOT I LOEHEETH D,
2 [CTOE O BRI EC IR T B,

-8 -
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REMEE | |-—RIBEIFITUE WebIF05, FUVE—E51)%)

- DATLEBEDFATUE (WebT570Y)
H—){— (FTPH—)5—. Mailf—/3—. LDAPH—/{—.
Kerberostt—/1—)

A

-ARBEEERA (T7DR)
—RFAE., VATLEESE

TOE -RENNRIVHS B

-CWISHERE

-JE—HEERE

- TR —HRE

s AF v —HEEE/ RV DD AF v U RE

- J7D) At RE
A=y IFDAEEHRE
Input Output
Channel(s) “N—FTAADERT - L EEHEREE Channel(s)

-N\— FTAADERT—IE 5L HEE
- 11— —FRRE R RE

- VATLEBE LX) TAEEKEE
HAN—IVIZTRVEFIPRHERE
LX) T EEOT R

-AERRY FD—D T —R{REEE

A VTAA—3a 70—t X 1YUT1#EE

-B2TAMERE
User Data TSF Data
User User TSF TSF
Document| | Function Protcted Confidential
Data Data Data Data

2 MFD AQ#& 1y be TOE DimIEAE F

Channel [ZIZLLT®D 4 2081 THH3.
a) Private Medium Interface
BHROFAENREFICPIELATZEDTERVMEE R PO-DII1VE—T1—2,
b) Shared Medium Interface
BHROFMAENRFICPILATEENTEZRY NI —DFEDIVA—TI— A,
¢) Original Document Handler
N—FIE—® User Document Data % TOE [CE5iX TR AN s

-9 - Copyright® 2016 by Fuji Xerox Co., Ltd
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d) HardCopy Output Handler
User Document Data &/\— FIE—T TOE OSMIERETEIANZX L
1.4.2.1. TOE MR TIEKRMEEE (Basic Functions)

TOE Z—#&FIAFICH LT, FEE Table 3 DLIICIE—HRE. TUVA—HERE. AFvF—H#HE. XV D
—DAXVIHERE. TPDAMEEE. 1 VA—RY IO AEE AR, BIE\RIVIERES LU CWIS HaeEiziit
EE:D

Table 3 TOE Q& AR#gE

HRE M=
[l 112 AE—-HEEEE . —R&FIRED MFD O#4E) R oIETRET S E(CED, IIT

TRERZESHED IOT hoERIEITIHEETHS.

B —RROEREOIE-—MERESNGE. IIT THRARDAVEXET R
(&, —B MFD OREN- RFTAADEEICETESN ., f5EARHKE. REN—F
TAADEENOFHH HENTHRISNS,

TVt HE TUUS—HEE . —RRFIREN—RFBEISMTPVMOTIV METET D
EFNRIT—3D MFD AE(ESN . MFD (ZEDRITF—3Z#E T LEY by T T—4
(CEH(FAVR—X)LT, IOT hoENRIZITIHRETH D,
ENRIT—RIET)8— 54 )1\&fr LT PDL ICEELTiES A iEE CWIS Ho
XEV7MIVEEEEELTESHEN DS,

FETIVA—HEEICE., Ei IOT hoHRIEITIOEE TV b EVIyTT—
HE—FFRICREN— FTAADEEICERL T, — A RAENMRERILDD
ENRI+E R ZELIERE R T IOT W oRIEITOEE TV MH3,

AfvF—HEEE. AF v —tEEEE. —ARFIRAEN MFD OIREIRIVDDIERET B CEICEN.
FYRD—D2AXvURERE | IIT TRIBERAG TN, XET - AELTREN-FTAAVEKEICEET S
Thd.

BERINEXET-SG. —BFIABEN—BFAFEDIMT7Y MeFE>TCWIS
FEBEICEDERNH T CENTES,

FRYRI—D2AF v UHEEE MFD (CERESNTUVSIRIRICHE ST, — A& FIFH
EN MFD ORIV oRETEERABRNZICBEMIC— R RAEDSM17
Uk, FTP H—=)i—, Mail H—/\—~E5% T 21%EETHD,

T7 Ak HE TPDAREEE . TPDAEEBETPOAZEN BN, TPOAEERF— KR RAEL
MFD DI24ENR IV DIERETIEICLD. IIT CRIgESRA D, AR EHE
ERBICENERSNTEHEFEICXETIEEIETE, T7IAZERLR
BEERAEN UUEREFEIEON TREXET A%, ZIETIHEE

Thd,
AVI=F9IPDRE | A V8= TPDAEIEHEEIT— MR FIRED MFD D245 SRIDHHETRET
{E1kaE BIEICEN, IIT TIRIGESEH HLD. 1 VA —Ry Mt U TR SN FH(C
XET-HEEETS.
#B4E) R IL AR BAENRIVEEER—RFIAE . VATLEEE  DAN-IVIZ7H MFD

DO EEEF AT O OBREICBHERI - A UA-TJ1- AR THD.
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CWIS ##gE CWIS #8E(Z. —RRFIREBN—MRFIAEISM172 D Web T35 EH LT
BIETIHAETHS,

FVATLEBRER, YVATLEBREDIA7V D) Web T50YNHYAT L
EBENDIDENAT—FEZANLTMFD ICREENSE, YATLEEE TS
VT4 EEHEECED TOE FRET AP HEALTT —HEEHITH Ntk
%

1.4.2.2. TOE MR35 t+1YT188E (Security Functions)
A TOE FRIAFECHKLT. UTOEF1UTH#EEZ1R T3,

(1) N—FFAADEBET I LEEHEMEE
RERN— RTAADFEE(CER NI XET -3, FIANE T LTHIBRSN S FRICE BB THH
BREN., BRSNLXET - ABKREBEIBRSNGL, COLHREN-FTAADEE LICFIRFHX
ETAEVTCRFEUREEICES., COMBEEMRRTSIHIC, JE—HEEE, T)Ua—HaE. AFv)—
HEE. RV RD—DAF v URERE. JPDAMRE, A V- RV N IPDARIEMBED YT TE T RIC, MER)
—FFAADKRECEBRSNERRAFEAXET -FH LT, LEEHEET,

(2) N=FTAADERT-HESbikae
REN—-FTAAVEEICIREBNYIARNDXE T —ADLIICERNA TSN TEHEIEETET 30 %
%, CORIREERRT B0, JE—HEE. TUUA—HEEE. AF v —HEE. RV FD—DAFvUHRE.
POABERE. 1 V83— b IPD AE SRR BN R O R IR RE SR E R CRERN\— FTAADRE(CETE
SNBAXETADESILEITI.

(3) 1-F—iTihE
TOE 3, S SNEREORMALHC MFD OMEEEE AT SHRERTEBLMIC, BT,
FIREDSAPY IO CWIS, FUYA— k541151~ —ID t1—H—TA0— KEA DEE THAIR
Y SMREHTS,

RN RS UERIBE DA N T LD eEZ = AR BEC 3%,

a) AKRESRIVTHIEISN D HERE
JE—#E8EE. JPDABREGEIE). 1 VA—RY R IPO AR IEHERE. AFvUiEE. RV M) —D2F
YUBEE . BRRYD IR ERHEEE. TUVA—EE(TUVA— RS/ N TORIEEDREN 4
THOENRIBFICIRENRIVTERELT D)

b) CWIS THlfHichd4EE
K REEDOR R, VaTKRE-BEOXRR. RAVIANODOXET—SERH UBEE. 771
IBEICLR T MkhE

c) HAFEIZFMTVIDTIVEI— R34 NeE AT HHEE
FAEBDSMT7VLDT—5%, MFD W IR AT e B R— Itk S 55 (PDL) TR SN EN R
T—RICEHL TOE [TV FF—R%ETETE (T4 R—- TV R,
FIRENFBEEBDIATYEDTIIA—RSAN TR EEBERTE UEIREETT) Y METRET D
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&.MFD EZ{ET—REEY MY TT—=RICEHR(TIVR—X)LTI—H—ID CEICAERN—F
TAADICETET D,

TFIUTHEREELTOI— Y R RE . B EHNEROFIAECLBNTELTHEN-FT12D
HERNOXETHEFEICHRAHTEEMCHEETH, LRDBECLNFESNIHEETD

s KARRENRID LR BIEEDERT VY MERE(TI1R— MUV MERE) B SUBRRIR YD AR
fEtknE

-CWIS W' oiREE Y $E A DHEINVIANOD X ET—HEH U RE CRE R YD A /EHRE

CWIS hoDT7MIVETEICLSETET )Y MERE(T 1 K- MUY MERE) I e F 1T HBEICER S T
%o

TIAR—ETIV bae BRI AMAEDRE V02 3 [C7RT,

MAEDDFATV L

FIVE— 4 ey
l/ \\
T T S—
= 2 2

2FvUT—4 HERYDA
TPHAZIET—A

BAENRIVDDEREE

!
\ EN il /

M 3 AR TV PERBRINYD ANDFREETA—

B TUU MERE (T31R— TV MRE

MFD TI 734 R— IV MIRFIDREELLIS S . FIRENFIREISM7V bOTIVE— AN
TR BEHEZRELT)Y MERETSE. MFD (FERIFRELR(CHIRIT—3ZEY by T T—R(CE

(TAVKR=X)LTA—Y—ID CeDTFAR— TV FELTRERN—- RTAADEEIC—FKEET S,

FzCWIS ho1—Y—ID &ENAD—FEA AL, FBERERICRIAEISM7Y FRAD TP IUEEICEINTY

YMETRETRHEELEKRICI—Y—ID CEDTIARX—+T)Y FeLTREN—- FTAADEREIC—FE

B‘ns,

MA&ER— E#*?ﬂ‘c"ﬂf TUV M —REHERT B7HIC. MFD OEENRIDBI—F—ID &/AAT—

FEAAL, BEESNSEI—T—ID (G LTV MFBDUA M IThR TSNS, FIREIZDUA
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MOENRIFE R FEEBIBROIE RN ATEEE T3S,

HRENYD AR EREE

BICRBTRSNTWVEWIIT ETPDAR— RO B RYD AICAF v T—RETPDAZIET — A&
FTHENTTRETH D,

AF¥vUTAEBERRYDAICKEMTBICE. FIAEN MFD OiEE)IRILHDI—H—ID £1—H—)Y
AD—REANSEBT, BAESNDERF v UHSEEDFI AN ATREICID ., BAESRIVDOAF Y UIETRET D
CEICED IIT NRFEZERAH BN, RERN— RTAADEEICEET 5,
IPDAZET—RERBRYDAICEMT B S ICE1—F—RITHT . AR BEEMGHEENLT
ERAFEIEONTREIPIAZET—ADI5. ZEBHICEHBRYIAZIRELEBEI7DAR
ETF—ANENFNIEESNLEHEERYIAICESHMITEMSNEETEREE S,
FEERCEDERRYDARD D FEAIBER DT AR TDIPIARET —AEHR BNV AT B
ENEIBETH D,

EHSNZ1—Y—-ID CtoEABRBRYDAG ., FIAEMEE I RILERIF CWIS ho1—H—-ID &
NAD—F&EANT3EMFD [FRERICESFSNLEI—H—ID &E)SAT— FR—ETIhEFIVIL, — B
UTiG B DHFREEN R LRy AN DT — A% HERT 2N AT gEE 3N Bt URENRI. BIBRDIRE
W algeeizd,

(4) YATLEBEE ST EEHEEE

A TOE (3. H3FEDFAENFAGIERERFLEILHIC, YVATLEEREET-FAOT7IEAEVA
TLEBEICOHCHIRLT, BEESNEVATLEBEEDHIC, BENKIDOTEOTF21UTAHERE
DSREREEATOEREHFATT S,

s N—RFFAADERT AL EEHEREDSRERTE

- N=FFARADERT IS EHEEDS RERTE

» N=FTAADERT MBS EF-0ORE

- KIENKIDHDRIERF D/ AT — FEREEDS BERTE

- BWEEE ID AV FORE HMEEENDHAIEE

- SA, —f&FIAE ID OSWMEREH LUV NAT-RERTE  RIFTEERFDH
- VATLEBEERAIRRICLIDPIVCAEEHEDSRERTE

© A-Y-)1AT-F(—RFIREL SA)DXFHHIREEDSRERTE  AMEZARDH
- SSL/TLS BIEHAEDS REERE

- IPSec BISHAEDSREEKTE

- S/MIME BE{EHAENS RERTE

- 1Y - EEDSRERTE

- BRIV MEREOS RERTE

- B BZIOSRERTE

- BERRNT - MDUPHREDS IRERTE

- HETAMEROSRERTE

 Lik— M HEREDSRERTE

FLARTOE BYATLEEEDIATY b Web F50H %R UT CWIS #EE(CED, BREESNE I AT

LEEEDHC, CWIS H#EECINTENEF1UTHEEEDS BER T ZITOERZH T I 5,
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- HMHEEE ID AT -FORE HHMEEEDH ATHE

- SA. — &R AE ID OBBERTEHLUNIAT—FERTE ; NMARIIFDH
- VATLEBERIIKRRICLD TPV EAIE B HEEDS BT

- A-HY—NAT—R(—BAAEL SA)DXFHHIRBEDS BERTE | AMARFOH
- EFITAEBEOTEEENS BERTE

- SSL/TLS BIEWMEEDSRERTE

- IPSec BIEHRENDSHREERTE

- S/MIME BIEH#EEDSRBERXTE

- X.509 FERREDERL/7y7O— k/Foy0—F

- 1Y BRI EEDS BERTE

- CWIS #—MV7HBENSRERTE

(5) DAMNR—IVIZTRIEHIRFERE
AR TOE [F DA -IVIZPH(4)DVATLEBECFIUTIEEKEEICRETIREOSRELUY
EEANHELGWLIIC, BBEESNZ VAT LEBEEDH (CEEARILE CWIS o DA -IVIZY
BRIEFIRLEEOE D/ B DOSREREETOHEREZFRIT S,

(6) t¥aUT(BEENTHARE
AR TOE (. L2, 3D, EDLIBEREITONELVIBERPEERGAAY MBIZIEEELERERE.
A-H—RERE)E. BRI ILHOEF1IIT(EBTOTHAEZRE TS, COBRERIATLE
BEDHFIFATRETHN. BB LAETOHIC Web T530HZ2RUT CWIS [CEDATRENDTF A+
TPAIVTHAIYO- RS BENTARETHS. YATLEEENEFIUT(BEEOTT-HESIVO-FT
BIEWHICIE, SSL/TLS BENERICRE SN TUVBIFNEG LI,

(7) AEFRYRD-DT—5{REHRE
A TOE (&, RERYMI-DEICERTEIXNET 3. HENYIA, 1T BEEATT-36LUY
TOE BRET ALV IZBET —H2RETILHOLUTO— MBI SLBIETO M IVISHIET
3o
- SSL/TLS 7akaib
- IPSec 7Ok
- S/MIME 7O0RJ)L

(8) 1V74*—Yay70—tF1 )Tk
A TOE (&, 44 8M U A—TJ1— ALRERY M) —DRICH TR EF I SN VBEZHIR T HEER T
%,
TOE RIKATav D77 AR— REaY bO—JiR— FEUSB 4 VA—J1— AT ENS N, AREEE
ElI#R#ANLTPIAR— FE@EUT TOE OREPHREBRY FT—IOA RIEICTPDERT B EFH KL,

(9) BETAMKSRE

A TOE (I, TSFRITI-FBLU TSF T DT LM ZIRA T STLHNDE S TAMEREZERITIHE
WA BETH Do
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1.4.2.3. ©FaUT(HREZAMCTBHDERTE (Settings for the Secure Operation)

1.4.2.2 0EF1UTAHEEERRCTIEHDICVATLEEREI TOE CLITOREEZTHENBETH
%

o N—FTFAADEET I LEEFHERKEE
[1 E]H3ME[3 @E]ICHRE

o N—RFAADERT-IESLHkEE
[(B#]ICERE

o KANRIDHDFREEFFD)NAT— R{E At EE
[(BE%N]ICERE

o VATLEBBERIMAKICLE TV AIEGHEE
[5]1ECERE

o 1—H—)\AT—R(—EFAFL SA) D/ FEHI PR AL
[9]XFICERTE

o SSL/TLS @{EHEAE
[(B#]ICERE

o IPSec EISHEHE
[(BE%N]ICERE

e S/MIME ;@{EHEAE
[(B%h]ICERE

o I1—Y—ZRAIHEE
[AIRERRE (R[S EREREE] (SRR E

o ERT)UMEHE
[FAR= TV MRFICERE

o Z—IDUTHEEE
[(BE%N]ICERTE

o TFIUTAEEOTHEHE
[BXh]ICERTE

o NAMY—IVIZTIRIEFIBRHEEE
[BR]ICRE

e BHCOTAMEHE
[(B#]ICERE
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1.4.3. TOE m#p¥Em&EE (Physical Scope and Boundary)
A TOE OYEMEFHIIEE AR THS, B 4 (CMFD ADE 1=y MERE. TOE OB EHRE

ERRUNC RS
VAT LEBRE
—RRFIAE
NARY—IVIZ
= ————— " . [VarnEEE
ADF - F {';E’";;"t}\'"ﬁ"'i ---------- IR At
=R R RE ¥ T "$*1’E/?»‘1’)I/: m —EFABIIAT UL
I“:::::::::_'EIJ:{E*HET_ :: 1t i NV = Mail 5 —/\—
.......... | S w A ::J:iﬁé'flf”_________; g «——> FTP H—/){—
&y b~ B el Eromeinny LDAP #—)i{—
' . "::::::::::"737""7 I L e
i')ﬂ:—ﬁ\:/*&:i/\ FFAA] YIZTR | - Kerberos #—/\
::::::b:::::. ' DERET— ': ﬂzﬁ;—ﬂm% i SEEP [ ]
1T CFuvs= s B 1|| RoM ||S
ITR—K ||, o || ##E 1 & rizsy =" @
s N S et ALl [—ERmEISA7U
.......... | ey Mﬂw—: | EEOUH =Y (USB)
7\*&?!5) \ ! Ly, 1
[ | SERRERSERS I »avJA—, | PE. N
IPIAATY £F 1T | e | 25550
| a—fob7il e 11U R —
| POARE oo | AR
i g I YATLE L oo |
IOT - L__Tgfi?____n: BErxa) | REFRYE
IOTR—F|k s | TR D07
.......... T TCWIS i #ae o REEBRAE
' L_ﬁfﬁ‘?___:['é'é%ﬁ'i
L ERE S 02000 |  EENE 0
"""" Controller ROM :
| CPU [ USB(HAR) | (iTOE’aE
FAXi—F | R
FAX | TR
ROM :

4 MFD RMO& 1=y & TOE DY i & B

MFD (33> bO—3R—F, FAXR—F, RERN—FTADEE, 11T, IOT, ADF SLTEEN R D18
BN,

Y bO—5iN— REBAE RV ORI, FIET—SDOBIEETOIRERM VA—TI-ATHERRIN TS, &
2AV bA—35iR— RFEIITIN— FORE ., LUV bO—FR— REIOT K- FOREIE XET 3B LUHIEHT
—SDBEZITIHD. ERDREA VI—-T1—-ATHEKHEIN TS,

v bO—5iR— K&, MFD OOE—-#aE. TUUA—aE. AF v —#aE. BLUT7IAKEEOFIHE LU
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X 1)TAHBEDTZHDEIBRER THD. % I—D4U8—J1—A(Ethernet), O—H)L1V8—J1— 2
(USB)E#F5. IIT ih— KX 10T ih— FAMER SN TS, 7055 L& Controller ROM [CHE&EH SN TL
%o

FAX R—Fld, AR EBFERZMAENDS VR3—J1—2ATHN. AV FO—FiK— k& USB THEHEIN TS,
FO95LIF FAX R— FR®D FAXROM [CHH SN T3,

ER A AS—IF)VIIT)E, JE—. AFvF—. T7D AR F| AR L. RifEERHAH . ERIFEHRED
VA= R—FANERET DA DT M ATHD,

EfgRE A3—3FIL(I0OT)IE. IV FO—JR— FHRERIESN D ERIEREHE HTET M ATHS,
BEIETENEE (ADF). RFEEBEIMIIC IIT [CET23T /M ATHD,

BAEIRIVIE, MFD OOE—#EE. TUUA—HEEE. AX v —#EE. BLU TPV A BEDIRIEB LURTE
(CHEBRRIV., VT BVFIRRILTAAT VA DEBENZNRILTHD,

TOE 20 NVRAM (& SD AED)ERNERN— FFAAVEE IS LATgE TR VR IRIEATHS,

4 347M Channel ([ TOE T TFEHN LTS,
e Private Medium Interface
##1E\=%)L. USB
e Shared Medium Interface
Ethernet
e Original Document Handler
IIT
e HardCopy Output Handler
10T

1.4.4. #4149V (Guidance)

A TOE #HERTRIHAHAVAXZRLUTDESNTHS,
(1) ERmT#A
e DocuCentre-V 3060/2060 EEEHAMK:ME7486]1-1
(SHA1 /\w¥afiE: 5a21a32d24fd6ab412c1a4e0c0ba3dc07be92430)
e DocuCentre-V 3060/2060 1—Y—X#4F:ME7485]1-1
(SHA1 )\w¥afl: dad33679dc68327b85d7¢c204498a93cc5edbd7b6)
e DocuCentre-V 3060/2060 t¥alT/#ee#E 214 F:ME7596]1-2
(SHA1 \wyafiE: 3db4218f9e07c639e2dbc477e0e636a2b73ab6e8)

(2) BsrmETHA

e ApeosPort-V 3065/3060/2060 DocuCentre-V 3065/3060/2060 Administrator
Guide:ME7494E2-1
(SHA1 \wyafiE: 6793b923a0ed2f703acb837df0f571c814ea0893)

e ApeosPort-V 3065/3060/2060 DocuCentre-V 3065/3060/2060 User Guide:
ME7493E2-1
(SHA1 /\wyafiE: 9e215620f2c0f69a4dal114f290c53bealf6cOfch)

e ApeosPort-V 3065/3060/2060 DocuCentre-V 3065/3060/2060 Security Function
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Supplementary Guide:ME7597E2-2
(SHA1 \w¥afE: 3f5be8ad51309b56c11b63382e77d412efd0Ob5c6)
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#&F3k (Conformance Claim)

CC#E&E5E (CC Conformance Claim)

A STHLU TOE D CCEBEIRIE, UTDESNTHSD,
ST TOE W EBEEIRTS CCON—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (September 2012 Version 3.1 Revision 4)
Part 2: Security functional components (September 2012 Version 3.1 Revision 4)
Part 3: Security assurance components (September 2012 Version 3.1 Revision 4)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)
1. PP X3 (PP Claim)

A ST &,

U.S. Government Approved Protection Profile - U.S. Government Protection Profile
for Hardcopy Devices Version 1.0 (IEEE Std. 2600.2™ -2009)
ADFRELEEEEERT B,

A PP [II1IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std
2600-2008, Operational Environment BJ(Z@& & L. 2T CCEVS Policy Letter #201%5&7:
LTLV%,

2.2.2. )\wr—3iFsk (Package Claim)

EAL2 (CALC_FLR.2 ®iEBNN(EAL2 augmented by ALC_FLR.2)Zz X3k %,

F7z PP R :EIR "I EX SFR Package MIN. FEED/\Wr—I%)\Wwh— U@ & (package
conformant)eULTE3RT %,

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational

Environment B
Package Version: 1.0
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Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational
Environment B
Package Version: 1.0

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment B
Package Version: 1.0

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment B
Package Version: 1.0

2.2.3. #EEIRH (Conformance Rational)

A ST (. IEEE Std. 2600.2 ™ -2009 (CF2ik &N TL'H Common HCD Functions & Print
Functions, Scan Functions, Copy Functions, Fax Functions, Document Storage and
Retrieval Functions, Shared-medium Interfaces Functions Z#3%& Uiz £ T—ER#aE% B0
LTERSN TS,

K ST [C%H% TOE OFERNE. JE—#E8E. T)UA—HEEE. A vF—HEBE. D7D AMBEZE 3T IR
&#(Multi Function Device B&¥5 MFD)T#&D. PP M 4.1 Typical Products [CE2iREN TS
Hardcopy Device ERIZETHIEREEEZEEZLTLVS,

FETRICRTOCEFITREEE. tF1)T KA., tFa)T1EHI PP 2EFELTER S
nTuad,

PP TiRE LTS & B/OSP/RT{EEH(C. P.CIPHER Z3EM®M OSP £LTLV%, P.CIPHER (AR
N=FFAADEEDT—HDESILTHD, thOREEZREQFMILTENEEEE AL,
FEFIRET-HCHTIBENEMSN TV,

AR EH I EELL INoDTeh LB B/ OSP/RTiRS 4 PP DX 1UTEREERDAT— AV
hEOHIBREITHS.

PP THRELCLSERREDX KA E DN, OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED ZHIBRL. TOE DX KA EHELTIVS, EDMIIABTEEE
BYC5IASNTED, BIMOERREMI KA HEBENENSERREO KA EE, PP O+
UTARRAFHDAT— AV PERIF LT OFIRTHS.
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PP THE LT3 TOE Oxf%K AT, O.AUDIT_STORAGE.PROTECTED.
O.AUDIT_ACCESS.AUTHORIZED ZEMDOx KA E#ELTIVS, TOE DEF1T4 3 KA EF,
PP DEF1T1 KA EHDAT— AV FDFHIBRAITHS,

PP T#RFELTLV® SFR & ST TEALTLVS SFR DBE{%% Table 14 [CZRLTLVS,

CCTH AR M SFR B DEFMIE. SFR DEMABEER LTS,

Common Access Control SFP DX ZET—ANEEFIREDEMIE. PUEAEHF TSN AEIC
HIBRLTHD. FDP_ACC.1/FDP_ACF.1 (X PP LDHIREITHB .

+SMI OEF1UT/BHEREZLTLVEW, FPT_FDI_EXP.1 Q¥5k & HIR T 37 DR (E(ITEE
LIzLVesh PP DERERFTHS,

D.DOC 07Dt Al SFP T—EDHIERDNEE U.USER [CH L THEFSBVERNHBIH'.
FDP_ACC.1 (& PP LNHIRAITHS,

D.FUNC O7DtA%l#H SFP @iEh0(E D.FUNC D1ERkEZERICEAL., 7Ot ARHFRISNEFIAE(C
HIPELTHN. FDP_ACC.1/FDP_ACF.1 (¥ PP LNHIREITHD .

PP THEL TS SFR (FERERZETHN. :BMOD SFR (CLD, TOE ZLDHIFRAIICLTINS,
CODEICED, K ST M SFR (E PP O SFR LNHIREITHD .

8, A ST Tld PP ) SFRCX LT, :ZE RE D EIREH L. EDRIRABREAR)YD TR LTS,
TOERARL PP DERLTVSAREECHRLTLVD,

FLRRICEMTER D 2R ELH L. Z0EITAEE PP THRE LTS ALEHTI3UYD TR LT
%o

PP CHRELTCLS 1T 3 KA ERHDA, P.AUDIT.LOGGING Dxf:K A &t
OE.AUDIT_STORAGE.PROTECTED. OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED, O.AUDIT_ACCESS.AUTHORIZED [CEZ#:ZT\%,
&7z P.CIPHER OxtZ A #t(C O.CIPHER ZEML TS5,

TOMIIRBEEELTIC PP DERLTCLVIRAREER L THIREESN TS LR LTV,

I TAHEREE M ARIMI ., ERBAE B ARFETRAE LTS,

EMSNT: TOE 3¢5 A #t& SFR (CRALTIZEMDERBAZL TS,

X1V Tax KA EE FMT_MSA. 1 Ox ISR PP EEG D, INIZI-YT-ADREDHIC
TFIVTIREDRAVDPHENVICH T RENDEHRE, TSF T-AREDR KA EHICEHISSES
DTHN. PP HMHEE TS LF1VTHBEEHORNBTEEEIT LD TIILL.

DML PP DERLTWSAEER I L THIRIESN TS =R LTS,

PP THRELTL'S SAR FNAZZLEEETIC PP OERLTVVIHNEZRHB LTS,

BICA ST IEEE Std. 2600.2 ™ -2009 [CEREEE & LTV,
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3. tFaUF1EERETEE (Security Problem Definition)
RETH, BE. MBOTF1IT A8, AHRERCOVTRRTS,
3.1. #&RL (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
AKTOEMRETIEERLTOESITHD,
Table 4 FIBET— BT RRHEE

Designation PP Definition BRMLGREEE 8 2R

D.DOC User Document Data Ja7NBOLHICERT | FIAEN MFD 236—. FUU A,
consists of the BXET—H TPDA. AF v EDB I THIA
information contained THEEBRLELEF. EET)
in a user’s document. U rOTHICAERN- FTF1ADE
This includes the BIL—FMICXET-INETRS
original document itself N3, F= CWIS #EEICEDFI A
in either hardcopy or FD747V b MFD HOEE
electronic form, image NYDAICEBESNLEXET 5D
data, or D UNRIEETH D,
residually-stored data | Ja7EB#OF|IAFH | FIAFEN MFD 26—, I7DA,
created by the XET—4H AXvUEOHWTHATSEE
hardcopy device while BNEBDPEE. BEETD OLH
processing an original (CHREBN— FT4ADEE (C—BFHY
document and printed [(CXET-INERIN, YaT0
hardcopy output. T PRI ERERE

BIRRT 20 T —2IEET .

D.FUNC User Function Data are | HERYIA REN— T4 ADEE(CERE
the information about a N, AFvF—HEEDTPDAZIEIC
user’s document or job IDFEARAENEXET—HEETE
to be processed by the T HMEBBRYIA,
TOE.
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Table 5 TSF F—AICBAT3{REE =

Designation PP Definition BRMGREEE iR EREA

D.PROT TSF Protected Data are assets | Table 26. Table ERENTOERET—A. t+a
for which alteration by a User | 27, Table 28, VT4 BB LTORERICOL
who is neither an Table 29, Table CTIEHRSNTEEF2YT( £
Administrator nor the owner | 30, Table 31, DEBERLIZER,
of the data would have an Table 32, Table
effect on the operational 36. Table 37 ®T&E
security of the TOE, but for D.CONF LUt 0 fEHR
which disclosure is
acceptable.

D.CONF TSF Confidential Data are FIRBEONAD-FE | VAT LEBEIVATLER
assets for which either = , Bo¥1)T1EEMERICLD
disclosure or alteration by a -ERAY (Table TOE Ot Fa)T1HEEDERE
User who is neither an 15) . | D MFD DIEENRIP VAT

. N—=RF1ADEET e —
Administrator nor the owner PR E{LELR LEEEDIA7V M HAIEET
of the data would have an ‘B Ry FO—HF—4 | BN, RET—AE TOE RICHKR
effect on the operational REFER Fnd,
security of the TOE. — e FIAE (&1 —H—SREI B
HEICED. BB® ID &/iAT—
ROEZRTED . MFD D#24E) %
IVBRIBETHD. BRET A
TOE HIC&RESND,
VATLEBEREX1I)T(E
BENVT-H%VATLEBED
247V Mo BN LATEETH
N, tF¥1)T4EEODTT-AF
TOE RICREFSNS,
Table 6 ZDthDREE E
Designation PP Definition BARMLBREEE R &
Functions Functions perform processing, | MFD D#&E FRISNIHEDRIAEL

storage, and transmission of
data that may be present in
HCD products. These
functions are used by SFR
packages.

(FH' TOE @IE—#EE. TV
VE—thRE. AX v
BE. J7D A REEE AT
BENHTBE,
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(ZRRBEYIATIE

AT LEBENSA 7Y I .
F SR RSN M T =
.aljeggjﬁl:;l;f}\ \\\ Sy // ‘f%ﬁ%ﬁff—l—:

S _--"

______________

\ REERT S | /& fmmmlome
7747 i f TOE \

1
Mgy rD-DERNEX | 1 AL e
£5 -5, TOE RET-4. b oo -
HERYIA, BE1YTAEE @fﬁﬁfs%u’fh
EOTT-3 5
\ _____ -TOE 8 ET—4
e RN -HRINYDA
‘ HNE A
ORI b e
3 TOEB/ET—H | oo | \@_021_ _@_DEE_T___’E‘___
| 't > /Jlk:
E [fﬁf_?_ TR PIEAT
-LDAP H—/){— ne—#r—3 | Vo
-Kerberos #—/{— [ e P—
/ @.n 1
K En e | — D547k O EgsE
leq_rfﬂ_ = _*_E_T_ _,Z-‘_ | PBJ?U“)L = S~ _-
Wﬁﬁz{aT 8

_______________

M 5 REEELRERNRNEE

F) RERYII-DRICHELETE—MRIIM1T7Y LV - N-REOERT - IPRE Ry I—D%
AN — T AIREARNOEETHEN ., ARBEFERIRENS TOEENLTHRERRY MI—INE
AT B TOE DHEEEICINBRIE SN ERD O L RRIRFERN RN DEENTIEAT B BHE
(Fi3ni3LN,

Table 5 @ TSF 7—4l&. REN—FT/4ADEE ., IV A—-5K—FO NVRAM(& SD *EY).
SEEPROM [CRFSN TS,
ZUR RO BERT—REINLICEEENGL,

FIEHEATD NVRAM (& SD AE))& SEEPROM [C(F, TSF F—RLSNDT—ALEMSNTLSH, &
NoDOFRET—HE TOE DEF1UTAHREICRAR LB LD RERRODEETIREL,
EFIVTAEEQTT-HE, —F#IIC NVRAM [CRERIESNBAY, TP ILELTERERN— FTAADEEIC
RESND,
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3.1.2. BEI—-YIVt (Threats agents)

ASTTRITR4BENERI-VIVIMREBBEET S, VINLELNILOKRBEAERFOETH
N TOE OBMEICOVWVTARSN TLSIFRMAB Z RO CL\BERET 3,

a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE
functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data
in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &HB (Threats)

A TOE [T 38 B %. Table 7 (L5893, unauthorized persons (£ 3.1.2 DEZFHI—-JIV
THILEET B,

Table 7 #IAET—3 £ TSF T-RICHTBERL

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.PROT.ALT D.PROT TSF Protected Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons

3.2. ##OtX1UT1 A48t (Organizational Security Policies)
& TOE HIBSF LB N ESBMBBOTF1)T (74 Table 8 (CEE T3,
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Table 8 fAfNt*1)T1A4Et

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security,
Users will be authorized to use the TOE only as permitted
by the TOE Owner

P.SOFTWARE.VERIFICATION | To detect corruption of the executable code in the TSF,
procedures will exist to self-verify executable code in the
TSF

P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel

P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

P.CIPHER To prevent unauthorized reading-out, the document
data and used document data in the internal HDD will be
encrypted by the TOE.

3.3. HIREMH (Assumptions)
A TOE OBIE. :ER. BLUFIAICEIT 2RTIREH 2. Table 9 [CEEik T B,

Table 9 HIREH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow
those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for
malicious purposes.
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T¥a)F1xdEkAEt (Security Objectives)

AETEH.TOE tFaUT x5k A&t ERBRROCF VTR G E . BLUEFIUTI R GT EHRHL

[CoWTEEiR T3,

TOE Ot*a1)71xt%k A& (Security Objectives for the TOE)

TOE Ot Fa)71xisk A $t% Table 10 [CE2ih T3,

Table 10 TOE EX1UT1xt KA &t

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.
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Objective Definition

O.CIPHER The TOE shall provide the function to encrypt the
document data and used document data in the internal
HDD so that they cannot be read out.

4.2. ERIREOCFIVT4xIEAE (Security Objectives for the
Environment)

BRREOtF1)T KA $t%E Table 11 (CEEhT 3,

Table 11 ERREOCX1)T( KA &

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED | The IT environment shall provide protection from
unmanaged access to TOE interfaces.
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4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFIT R, EF )T REERTRE LCAIREGH I G TIHDED . HELNIBBEICKT i

FBREHDLD. HRHWIHBOTF1UTIHEHERRTILHOELDTHS ., LF1ITI R A EHER ST
BHTREM . T2 BE. RRTBBOCF1)T AH ORISR HRZ Table 12 ([CRT, F&/EF
A)FRREE BN T )T R A ECINREESN TS L Table 13 [CEEiR T B,

Table 12 tF¥aUT1 KA SERNTIER. MBBOCF1UT(A#H R URTHRSEH

Objectives

Threats, Policies,
and Assumptions

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0.CONF.NO_DIS

O.CONF.NO_ALT

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED

OE.INTERFACE.MANAGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

O.CIPHER

T.DOC.DIS

S lo.poc.NO_DIS

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

<] STSTSIS SIS l0.USER.AUTHORIZED
STSESTSTIS TS S loE.USER.AUTHORIZED

P.SOFTWARE.VERIFICATI
ON

P.AUDIT.LOGGING

P.INTERFACE.MANAGEME
NT

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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Table 13 £F1UT REFERICHIET I X1 T4 KA EHRHL

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

User Document
Data may be
disclosed to
unauthorized
persons.

User Document
Data may be altered
by unauthorized
persons.

User Function Data
may be altered by
unauthorized
persons.

TSF Protected Data
may be altered by
unauthorized
persons.

TSF Confidential
Data may be
disclosed to
unauthorized

- 30 -

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
0O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
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Threats, policies, and
assumptions

Summary

Objectives and rationale

T.CONF.ALT

P.USER.AUTHORIZATI
ON

P.SOFTWARE.VERIFIC
ATION

P.AUDIT.LOGGING

P.INTERFACE.MANAG
EMENT

persons.

TSF Confidential
Data may be altered
by unauthorized
persons.

Users will be
authorized to use
the TOE.

Procedures will
exist to selfverify
executable code in
the TSF.

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

Operation of
external interfaces
will be controlled by

- 31 -

basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
0O.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.

O.INTERFACE.MANAGED manages the
operation of external interfaces in

accordance with security policies.
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Threats, policies, and
assumptions

Summary

Objectives and rationale

P.CIPHER

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

the TOE and its IT
environment.

User Data stored in
the HDD will be
encrypted by the
TOE.

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

TOE Users are
aware of and
trained to follow
security policies and
procedures.

Administrators do
not use their
privileged access
rights for malicious
purposes.

Administrators are
aware of and
trained to follow
security policies and
procedures.

- 32 -

OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

O.CIPHER encrypts the document data and
used document data in the internal HDD to
disable unauthorized reading-out of them.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data receivedon
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].
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tX1UT1EH (Security Requirements)

AETE, Fa )T HaRES. tF1UTHREEHS IV EF 1) T EHRIUONTERLR T B,
BE. AETHEATIRENERLELUTOEBITHS,

- YJFI1Hh

A

E =

Key Operator

BHEEEOI-Y-ZAN R UIRETOERHEE. HR
NI, BRIV M T HR4E

SA

SA O1—Y—BEEN AN LIZREE TOE R EE, HERNYDA,
BRIV MIHTHRE

U.ADMINISTRATOR

Key Operator, SA O1—4%—EREEN DI UK BE THE AR
B BRAYIA, ERTVU MO T B4R 1E

U.NORMAL — & F A& (U.NORMAL)D1—H—EREEN A T LR BE T D)
EXHeE. HERRVIA BRIV M T 51R1E
U.USER U.ADMINISTRATOR, U.NORMAL ®1—4%—REEN RN L
TARREETOEARKERE. BRRVIA, ERTVY MR TR
- ATVIDb
£ &
Mailbox Personal Mailbox. Shared Mailbox D#F#TH3.

Personal Mailbox

—h&F A& (U.NORMAL). SA HMEANBIICERTESRYDA,

Shared Mailbox

FRTOFAEBEN LB LTHEATESRYDA,

Store Print/Private Print

TUUB—HERE(CH VT, FIRIT—3ZT IVR— AL TR LEZEY
bYTT—R%. MFD ORERN— FT4ADEEIC—BEEIEL.
SRERESNe— MR FI AEMRE) IRV EDIER T B THIRIZ 6
WBIBdTIVIGE.

Used document data
stored in the internal
HDD

MFD OREN— FTAADEBICERSN®R. FIANMERTLI?
1VZBIBRENSD, REN—-FTAADEERNICIFT 2803 5%
FLTLBREOXET S,

Document data

—h&FIFAZ&E (U.NORMAL). SA #* MFD OIE—#gE. T4

—HRE. AF v —HEE. JrDAMREE R AT HRRIC. MFD RED
EEBTIETCHEZREFEREZEOT . ML TXET AL
KT,

Security Audit Log

WD, FEDY, EDLIBEREITODNELVIERPEERRGAAV
(BIZIZEEPEREE. 1-Y—1RFLBE) %, B EINE

T_go

_35_

Copyright® 2016 by Fuji Xerox Co., Ltd



Fuji Xerox 3065/3060/2060 &+z1l/774—Tvf

- BRI
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(System Administrator)

U.NORMAL (General
User)
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LB LICERINS,
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TOE RET—HTHN. M EEEZOHD) AT — FiE
#H

Data on SA ID
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Data on Security Audit
Log
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RICTRELT BHMBED AR/ BN LUREDIER.
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Data on Internal Network
Data Protection

TOE BRET—HTHN, AE Ry I -V EICHFEETEINET—
. EFIVTAEERTT-ABLU TOE BRET—REVVTRIE
TRERETIEHICH LT —RRBESLRETO R
DA/ ENBSLURENEBRHLVELAZE. FBAERA/MESE
NAD—F, @) 20— FIF#HKR.

Data on Customer
Engineer Operation

TOE BRET—ATHN. DAY —IVIZ7EEHIREREDNE
B/ BADEREVRTF)IAD— FOIER.

Restriction-

Data on Hard Disk Data | TOE RET—ATHN. N\—RTIADERT—IMESEBEEEIC
Encryption BRI IHEEDE B/ EHDIFREB S L F—1ER,

Data on Hard Disk Data | TOE BET—3THN. N\—RTAAVERBT I LEEHEW
Overwrite HEICBEfR T 2 RED A 3/ B DFEHRE L EE@EIER.

Data on date and time

TOE BRET—ATHD. 3A LY -V /YI—34 LER EH]HER
HERZT-ITHS,

Data on Auto Clear

TOE BRET—ATHD. BIENRIA— MUTHEEDER/E
PDELUVDITEREOER. BLU CWIS OF— MMITPHEEDH
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Data on Self Test

TOE BRET—HTHN. HETAMERRDER/EDIER.

Data on Report Print

TOE BRET—ATHN. Lik— M W EEDER EFR.

6.1. tFaUT #EEEH (Security Functional Requirements)
AR TOE MR T F1UTAHREEEHZLUTICREE BT S,
A ST T, ERTIHEEEHD—EER, Table 14 TR,
Table 14 #EeEH—%
BEREEHIVR—2U b PP ZE3R SIRNARE PP EDE
FAU_GEN.1 Audit data generation Yes TOE [CHNHE T Auditable Event %
BRMICERIR, BMLTS,
FAU_GEN.2 User identity association | Yes PP hoZERERZL
FAU_SAR.1 Audit review No _® SFR MEMICEDVATLEERED
FAU_SAR.2 Restricted audit review | No HCEEOTT—A0G5H i UK EEEIR
#“33,
FAU_STG.1 Protected audit trail No O SFR MiBMICENEEEDT F—4
storage Z. FEBHIBRPHENIRET D,
FAU_STG.4 Prevention of audit data | No _ SFR MEMICLNEEEOT D EIFC
loss BOTZRFIC, RO A VEEOJICHULL
BEE(NUIMLEETD,
FCS_CKM.1 Cryptographic key No CO SFRDEMICENHEN-FT1AD
generation HBEDT-AEESIETS,
FCS_COP.1 Cryptographic operation | No
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BEREEHIVR—2 Vb PP Z3k FIRARE PP EDE

FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (3 PP ®fgii =5 L.
EHICTOE [CHNHET Delete. Modify
DIREDFHHILEREDEMZLTLY
Do

FDP_ACC.1(b) Subset access control Yes Access Control SFP & TOE (C&D
BTERLTIVS,

FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access

(PRT SFR Package) Control rule (& PP gk %5 AL.

FDP_ACC.1(d) Eh(C TOE [CHNHET Read DIEED

(SCN SFR Package) FHMIEZELTLVS,

FDP_ACC.1(e)

(CPY SFR Package)

FDP_ACC.1(f)

(FAX SFR Package)

FDP_ACC.1(g)

(DSR SFR Package)

FDP_ACC.1 (h) Subset access control No Z0 SFR MEAICELD D.FUNC 0k
. Z&$%M Access Control SFP %
TOE [ZHNHETEEH LTS,

FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access

access control Control rule (3 PP ®f2i =5 L.

EHICTOE [CHNHET Delete. Modify
DRVFEFFHMILEIREDEMZELTLY
Do

FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access

FDP_ACF.1(c) access control Control rule (& PP 2k %5 AL.

(PRT SFR Package) EhIC TOE [ZHNHET Read D1z

FDP_ACF.1(d) FHIEIELTLVS,

(SCN SFR Package)

FDP_ACF.1(e)

(CPY SFR Package)

FDP_ACF.1(f)

(FAX SFR Package)

FDP_ACF.1(g)

(DSR SFR Package)

FDP_ACF.1 (h) Security attribute based | No Z0 SFR MEAICELD D.FUNC Dk

access control . &&#D Access Control SFP %

TOE [EHHETEER LTS,

FDP_RIP.1 Subset residual Yes TOE [ZHHETEIFLTD,
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BEEEHIVR—% Vb PP ZE3K SCRARE PP EDE
information protection
FIA_AFL.1 (a) Authentication failure No Z®M SFR @L?JD(CJ:U%HZ“"‘IE%E"“
FIA_AFL.1 (b) handling FE. SA RREEDFRREXRICLBTIER
EEHAEZIRItT S,
FIA_ATD.1 User attribute definition | Yes TOE [CHNHETEIFF LTS,
FIA_SOS.1 Verification of secrets No TOE [ZHHETEIFLTIS,
FIA_UAU.1 Timing of authentication | Yes TOE [ChHETEFLTLVS,
FIA_UAU.7 Protected authentication | No _® SFR MEMICEDEREE 74— F)\D
feedback &R¥EIB,
FIA_UID.1 Timing of identification | Yes TOE [ZHHETEIFLTIS,
FIA_USB.1 User-subject binding Yes TOE [CHHETENFTLTS,
FMT_MOF.1 Management of security | No —0 SFR MEMICENF1)T1#EE
functions behaviour BEE. VATLEEEATLZHICREY
Z
FMT_MSA.1(a) Management of security | Yes tF¥1UT EHOERKE|% TOE CH
FMT_MSA.1(b) attributes HETEMTLTVS,
FMT_MSA.1(c) Management of security | No TXIUTABHEOEEE TOE [CHhHE
FMT_MSA.1(d) attributes TEHRLTWS,
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)
FMT_MSA.3(a) Static attribute Yes TOE [ZHNHETEIFF LTS,
FMT_MSA.3(b) initialisation
FMT_MSA.3(c) Static attribute No TOE [EHNETEER LTS,
FMT_MSA.3(d) initialisation
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)
FMT_MTD.1(a) Management of TSF Yes TSF 7—501&4E)A Mz TOE [CHHE
FMT_MTD.1(b) data TEBRLTVS,
772U FMT_MTD.1(b)(& D.Conf ®
&
FMT_SMF.1 Specification of Yes FI)T1EEKEEDIANE TOE [CH
Management Functions HETEEBRLTS,
FMT_SMR.1 Security roles Yes TOE [ChDHETEF LTIV,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP hoZEERL

(SMI SFR Package)

data to external

interfaces
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HEEEHIVR—2U b PP ZE3K LR E PP EDE
FPT_STM.1 Reliable time stamps Yes PP Mo ZEIL
FPT_TST.1 TSF testing Yes TOE [ChhETEIFLTLVS,
FTA_SSL.3 TSF-initiated Yes TOE [CHNHETEIF LTS,
termination
FTP_ITC.1 Inter-TSF trusted Yes PP hoZEELL
(SMI SFR Package) | channel

6.1.1. Class FAU: Security Audit
FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and
- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not
specified]

- not specified

[assignment: other specifically defined auditable events]

- all Auditable Events as each is defined for its Audit Level (if
one is specified) for the Relevant SFR in Tablel5;

Table 15 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR Auditable event Audit level Additional Actions to be audited
informatio | (defined by CC)
n

FAU_GEN.1 - - - There are no auditable
events foreseen.

FAU_GEN.2 - - - There are no auditable
events foreseen.

FAU_SAR.1 Successful <Basic> None a) Basic: Reading of
download of audit information from the
log data. audit records.
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FAU_SAR.2 Unsuccessful <Basic> None a) Basic: Unsuccessful
download of audit attempts to read
log data. information from the
audit records.

FAU_STG.1 - - - There are no auditable
events foreseen.

FAU_STG.4 None - - a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1 None - - a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).

FCS_COP.1 None - - a) Minimal: Success and
failure, and the type of
cryptographic operation.
b) Basic: Any applicable
cryptographic mode(s) of
operation, subject
attributes and object
attributes.

FDP_ACC.1 — — — There are no auditable
events foreseen.

FDP_ACF.1(a) deletion of <not Type of job | @) Minimal: Successful

Mailbox. specified > requests to perform an
operation on an object

FDP_ACF.1(b) Job completion covered by the SFP.

and cancellation b) Basic: All requests to
of Print, Copy, perform an operation on
Scan, and Fax. an object covered by the
FDP_ACF.1(c) User name, job SFP.

information, and c) Detailed: The specific
success/failure security attributes used
regarding in making an access
execution of Store check.
Print.
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FDP_ACF.1(a)
FDP_ACF.1(d)
FDP_ACF.1(f)

User name, job
information, and
success/failure
regarding access
to Mailbox.

FDP_ACF.1(g)

User name, job
information, and
success/failure
regarding access
to Mailbox.

User name, job
information, and
success/failure
regarding
execution of Store
Print.

FDP_ACF.1(h)

Creation of
Mailbox.

FDP_RIP.1

There are no auditable
events foreseen.

FIA_AFL.1(a)
FIA_AFL.1(b)

Authentication
lock of system
administrator

<Minimal >

None
required

a) Minimal: the reaching
of the threshold for the
unsuccessful
authentication attempts
and the actions (e.g.
disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Registration of
user and changes
in user
registration data
(password)

<nhot
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF of
any tested secret;
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¢) Detailed: Identification
of any changes to the
defined quality metrics

FIA_UAU.1

Success/failure of
authentication

<Basic>

None
required

a) Minimal: Unsuccessful
use of the authentication
mechanism;

b) Basic: All use of the
authentication
mechanism.

c) Detailed: All TSF
mediated actions
performed before
authentication of the
user.

FIA_UAU.7

There are no auditable
events foreseen.

FIA_UID.1

Success/failure of
identification and
authentication

<Basic>

Attempted
user
identity

a) Minimal: Unsuccessful
use of the user
identification
mechanism, including the
user identity provided;

b) Basic: All use of the
user identification
mechanism, including the
user identity provided.

FIA_USB.1

Registration of
system
administrator,
and changes in
user registration
data (role)

<hot
specified >

None

a) Minimal: Unsuccessful
binding of user security
attributes to a subject
(e.g. creation of a
subject).

b) Basic: Success and
failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).

FMT_MOF.1

Changes in
security function
configuration

<Basic>

None

a) Basic: All modifications
in the behavior of the
functions in the TSF.
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FMT_MSA.1(a) | Registration of <not None a) Basic: All modifications
FMT_MSA.1(b) | system specified > of the values of security
FMT_MSA.1(c) | administrator, attributes.
FMT_MSA.1(d) | changes in
FMT_MSA.1(e) | registration data
FMT_MSA.1(f) | (ID, password,
FMT_MSA.1(g) | access right) of
FMT_MSA.1(h) | system
administrator,
and deletion of
system
administrator
FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications of
FMT_MSA.3 (b) the default setting of
FMT_MSA.3 (¢) permissive or restrictive
FMT_MSA.3 (d) rules.
FMT_MSA.3 (e) b) Basic: All
FMT_MSA.3 (f) modifications of the initial
FMT_MSA.3 (9) values of security
FMT_MSA.3 (h) attributes.
FMT_MTD.1(a) | Changes in <not None a) Basic: All modifications
registration data | specified > to the values of TSF data.
(ID, password) of
system
administrator,
and in the setting
of security
functions
FMT_MTD.1(b) | Changes in
registration data
(ID, password) of
system
administrator
FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode
FMT_SMR.1 Registration of <Minimal > | None a) Minimal: modifications
system required to the group of users that
administrator, are part of a role;
changes in user b) Detailed: every use of
registration the rights of a role.
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data(role), and
deletion of system
administrator

FPT_STM.1 Changes in time <Minimal > [ None a) Minimal: changes to
setting required the time;

b) Detailed: providing a
timestamp.

FPT _TST.1 Execution of Self <Basic> None Basic: Execution of the
Test and the test TSF self tests and the
result results of the tests.

FTA_SSL.3 Log-in timeout <Minimal > [ None a) Minimal: Termination
from remote. required of an interactive session
Log-in timeout by the session locking
from control mechanism.
panel.

FTP_ITC.1 Failure of the <Minimal > | None a)Minimal: Failure of the
trusted required trusted channel

Communication
within a specified
period of time,
and client host
data (host name
or IP address)

functions.

b) Minimal: Identification
of the initiator and target
of failed trusted channel
functions.

¢) Basic: All attempted
uses of the trusted
channel functions.

d) Basic: Identification of
the initiator and target of
all trusted channel
functions.

FPT_FDI_EXP.1

There are no auditable
events foreseen.

FAU_GEN.1.2

The TSF shall record within each audit record at least the
following information:

- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;

and

- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,
[assignment: other audit relevant information].
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FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1:

Hierarchical to:
Dependencies:

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

Fuji Xerox 3065/3060/2060 &+z1l/774—Tvf

[assignment: other audit relevant information]

- for each Relevant SFR - listed in Tablel5: (1) information as
defined by its Audit Level (if one is specified), and (2) all
Additional Information (if any is required);

User identity association

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the
TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

Audit review
No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorized users] with the
capability to read [assignment: list of audit information] from
the audit records.

[assignment: authorized users]

- U.ADMINISTRATOR

[assignment: list of audit information]
- all log information

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation
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FAU STG.1.1 The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records

in the audit trail.

[selection, choose one of: prevent, detect]

- prevent
FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage
FAU_STG.4.1 The TSF shall [selection, choose one of: “ignore audited
events”, “prevent audited events, except those taken by the

” \\

authorized user with special rights”, “overwrite the oldest
stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken

6.1.2. Class FCS: Cryptographic Support
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or

FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
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key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- none

[assignment: cryptographic key generation algorithm]
- the Fuji Xerox’s standard method, FXOSENC
[assignment: cryptographic key sizes]

- 256bits
FCS_COP.1 Cryptographic operation
Hierarchical to: No other components
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic
operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]

- AES

[assignment: cryptographic key sizes]

- 256bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the
internal HDD.

6.1.3. Class FDP: User Data Protection

The Security Function Policy (SFP) described in Tablel6 is referenced by the Class
FDP SFRs in this clause.
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Table 16 Common Access Control SFP

Object Attribute Operation(s) Subject *Access
control rule
D.DOC attributes Delete U.USER Denied,
from Table | - Delete the document except for
17 data in Mailbox and his/her own
Private Print documents
-R1
- R2
Delete U.USER Denied
- Delete the document
data except for Mailbox
and Private Print.
- Register the document | U. USER - R3
data to the Mailbox
D.FUNC | attributes Modify; Delete U. USER Denied,
from Table | - Modify and delete the except for
17 data his/her own

function data
- R4

*Details of Access control rule

R1: When the owner identifier of D.DOC matches the user identifier, operation to

delete the document in Mailbox is permitted.

R2: When the owner identifier of D.DOC matches the user identifier, operation to

delete the document in Private Print is permitted.

R3: When the owner identifier of D.DOC matches the user identifier, operation to

register the document in Mailbox is permitted.

R4: When the owner identifier of D.FUNC matches the user identifier, operation to

modify and delete the Mailbox is permitted.

Table 17 SFR Package attributes

Designation Definition

+PRT Indicates data that is associated with a print job.
- User identifier
- Owner identifier of D.DOC

+SCN Indicates data that is associated with a scan job.
- User identifier
- Owner identifier of D.DOC
- Owner identifier of D.FUNC

+CPY Indicates data that is associated with a copy job.
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- User identifier
- Owner identifier of D.DOC

+FAXIN Indicates data that is associated with an inbound

(received) fax job.

- User identifier

- Owner identifier of D.DOC
- Owner identifier of D.FUNC

+FAXOUT Indicates data that is associated with an outbound (sent)

fax job.

- User identifier

- Owner identifier of D.DOC
- Owner identifier of D.FUNC

+DSR Indicates data that are associated with a document

storage and retrieval job.

- User identifier

- Owner identifier of D.DOC
- Owner identifier of D.FUNC

+SMI Indicates data that is transmitted or received over a

shared-medium interface.
- none

FDP_ACC.1 (a)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (a)

FDP_ACC.1 (b)
Hierarchical to:
Dependencies:

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Tablel6

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
subjects and objects covered by the Common Access Control
SFP in Tablel6

Subset access control

No other components.
FDP_ACF.1 Security attribute based access control
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FDP_ACC.1.1 (b) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- users as subjects, TOE functions as objects, and the right to
use the functions as operations in Table 18.

Table 18 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy - User identifier - Copy operation from | U.USER | When the user
(F.CPY, F.SCN, - User identifier for | control panel identifier for
F.DSR) each function the function
Scan / Network | - User identifier - Scan operation to U.USER | matches the
Scan/Internet - User identifier for | Mailbox from control user identifier,
Fax sending each function panel operation of
(F.SCN, F.DSR, - Send the scanned the function is
F.SMI) data from control permitted.

panel to user client,
FTP server, and Mail

server
Fax - User identifier - Send the scanned U.USER
(F.FAX, F.SMI) - User identifier for | data to remote fax
each function from control panel
Print - User identifier - Print(*) the U.USER
(F.PRT, F.SMI) - User identifier for | document data in
each function Private Print from

control panel

Mailbox - User identifier - Mailbox operation U.USER

Operation - User identifier for

(F.DSR, F.SMI) | each function
*Job abort for Print function is restricted to the control panel.

FDP_ACC.1(c) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

- 52 - Copyright® 2016 by Fuji Xerox Co., Ltd



FDP_ACC.1.1(c)

Fuji Xerox 3065/3060/2060 &+z1l/774—Tvf

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table19

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the PRT Access Control SFP in Table19.

Table 19 PRT Access Control SFP

Object

Attribute(s)

Operation

Subject

Access control rule

D.DOC

+PRT

Read

Print the document
data in Private
Print

U. USER

Denied, except for his/her
own documents

When the owner identifier
of D.DOC matches the user

identifier, print operation is

permitted.

FDP_ACC.1 (d)

Hierarchical to:

Dependencies:

FDP_ACC.1.1 (d)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table20

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 20

Table 20 SCN Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +SCN Read U. USER Denied, except for his/her
- Send the own documents

document data to

server
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Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- CPY Access Control SFP in Table21

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 21

Table 21 CPY Access Control SFP

Object | Attribute(s)

Operation Subject Access control rule

D.DOC | +CPY

Read This package does not specify any access
control restriction

FDP_ACC.1 (f)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (f)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- FAX Access Control SFP in Table22

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the FAX Access Control SFP in Table 22
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Table 22 FAX Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +FAXIN Read U.USER Denied, except for his/her
- Retrieve the own documents
document data in - When the owner identifier
Mailbox of D.DOC matches the user
identifier, retrieval operation
is permitted.
+FAXOUT Read U.USER Denied, except for his/her
- Send the own documents

document data to
fax

FDP_ACC.1 (9)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (g)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- DSR Access Control SFP in Table 23

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the DSR Access Control SFP in Table

23

Table 23 DSR Access Control SFP

Object

Attribute(s)

Operation

Subject

Access control rule

D.DOC

+DSR

Read

- Retrieve the
document data in
Mailbox

U.USER

Denied, except (1) for
his/her own documents or
(2) if authorized by another
role or mechanism if such
functions are provided by a
conforming TOE

- When the owner identifier
of D.DOC matches the user
identifier, retrieval

operation is permitted.
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FDP_ACC.1 (h)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (h)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects in Table 24

Table 24 D.FUNC Operation List

Object Attribute(s) Operation Subject Access control rule
D.FUNC | - User identifier Register the U.USER When the owner
- Owner identifier | Mailbox identifier of D.FUNC

of D.FUNC

matches the user
identifier, operation to
register the Mailbox is

permitted.

FDP_ACF.1 (a)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (a)

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 16

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].
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- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 16, and for each, the
indicated security attributes in Table 17

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
Table 16 governing access among controlled users as
subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- In the U.ADMINISTRATOR process, operation to delete the
documents in all Mailbox.

- In the U.ADMINISTRATOR process, operation to delete the
incomplete document data at Copy, Scan, Fax, Print job is
permitted by Job Deletion function.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none

Security attribute based access control
No other components.
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FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 18

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects]

-none

FDP_ACF.1.4 (b) The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

-none
FDP_ACF.1(c) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1(c) The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 19

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 19, and for each, the indicated
security attributes in Table 19.

FDP_ACF.1.2(c) The TSF shall enforce the following rules to determine if an

operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
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controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the PRT Access Control SFP in Table
19 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]
- SCN Access Control SFP in Table 20
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[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
Access Control SFP in Table 20, and for each, the indicated
security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none

Security attribute based access control
No other components.
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FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- CPY Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 21
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- none

The TSF shall explicitly deny access of subjects to objects
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based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- FAX Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the FAX
Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the FAX Access Control SFP in Table
22 governing access among Users and controlled
objects using controlled operations on controlled
objects.
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The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- DSR Access Control SFP in Table 23

[assighment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the DSR
Access Control DSR in Table 23 , and for each, the indicated
security attributes in Table 23.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
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allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the DSR Access Control SFP in Table
23 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]
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- D.FUNC Access Control SFP in Table 24

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the D.FUNC
Access Control SFP in Table 24

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the D. FUNC Access Control SFP in Table 24

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none

Subset residual information protection

No other components.

No dependencies

The TSF shall ensure that any previous information content of
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a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assighment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]

- deallocation of the resource from

[assignment: list of objects]

- none

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 (a) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 (a) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

FIA_AFL.1.2 (a) When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled
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Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled.

User attribute definition
No other components.
No dependencies

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: list of security
attributes].

[assignment: list of security attributes].
- Key Operator role

- SArole

- U.NORMAL role

- 68 - Copyright® 2016 by Fuji Xerox Co., Ltd



FIA_SOS.1

Hierarchical to:
Dependencies:

FIA_SOS.1.1
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Verification of secrets
No other components.
No dependencies.

The TSF shall provide a mechanism to verify that secrets (SA
password and U.NORMAL password when local authentication
is used) meet [assignment: a defined quality metric].

[assignment: a defined quality metric].
- Password length is restricted to 9 or more characters

Timing of authentication
No other components
FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions]
on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions]
- storing the fax data received from public telephone line

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
on behalf of that user.

Protected authentication feedback
No other components
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to
the user while the authentication is in progress.

[assignment: list of feedback]
- display of asterisks (**”) to hide the entered password
characters

Timing of identification
No other components.

No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions]
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on behalf of the user to be performed before the user is
identified.

[assignment: list of TSF-mediated actions]
- storing the fax data received from public telephone line

FIA_UID.1.2 The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

FIA_USB.1 User-subject binding

Hierarchical to: No other components.

Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes

with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SA role

- U.NORMAL role

FIA_USB.1.2 The TSF shall enforce the following rules on the initial
association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes]
- none

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf

of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]

- none
6.1.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components
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Dependencies:

FMT_MOF.1.1

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify
the behavior of]

- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 25

[assignment: the authorized identified roles]

-the roles listed in Table 25

Table 25 List of Security Functions

Security Functions Operation Roles
Use of password entered enable, disable U.ADMINISTRATOR
from MFD control panel in
user authentication
Access denial due to enable, disable U.ADMINISTRATOR

authentication failure of
system administrator ID

User Authentication

enable, disable, modify the | U.ADMINISTRATOR

behavior
Security Audit Log enable, disable U.ADMINISTRATOR
Store Print enable, disable, modify the | UUADMINISTRATOR
behavior
Internal Network Data enable, disable, modify the | U.ADMINISTRATOR
Protection behavior
Customer Engineer enable, disable U.ADMINISTRATOR
Operation Restriction
Hard Disk Data Encryption | enable, disable U.ADMINISTRATOR
Hard Disk Data Overwrite | enable, disable, modify the | UUADMINISTRATOR
behavior
Auto Clear enable, disable U.ADMINISTRATOR
Self Test enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:

Management of security attributes
No other components.
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[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- Common Access Control SFP in Tablel6
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17

[assignment: the authorized identified roles].

- the roles listed in Table 26

Table 26 Security Attributes and Authorized Roles

Security attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query U.ADMINISTRATOR
modify

delete, creation

General user identifier

query U.ADMINISTRATOR
modify

delete, creation

Owner identifier for D.DOC (own
document data in Mailbox)

query, delete,
creation

U.USER

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete

Key Operator

Owner identifier of D.DOC (all
document data in Mailbox)

delete

SA

- 72 -

Copyright® 2016 by Fuji Xerox Co., Ltd




Fuji Xerox 3065/3060/2060 &+z1l/774—Tvf

Owner identifier of D.DOC (own
document data in Private Print)

query, delete,
creation

U.USER

Owner identifier of D.DOC (all
document data in Private Print)

query, delete

U.ADMINISTRATOR

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Shared Mailbox)

query, delete,
creation

Key Operator

FMT_MSA.1 (b) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (b) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control

SFP(s)]

- TOE Function Access Control SFP in Table 18,
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete ,[assighment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]
- the security attributes listed in Table 18

[assignment: the authorized identified roles].
- the roles listed in Table 27

Table 27 Security Attributes and Authorized Roles(Function Access)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
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SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete, creation

User identifier for each query, modify U.ADMINISTRATOR

function

FMT_MSA.1 (o) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (c) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 19

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 28

Table 28 Security Attributes and Authorized Roles(PRT)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
General user identifier query, modify U.ADMINISTRATOR
delete, creation
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Owner identifier of D.DOC (own query, delete, U.USER

document data in Private Print) creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR
document data in Private Print)

FMT_MSA.1 (d) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (d) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- SCN Access Control SFP in Table 20

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 29

Table 29 Security Attributes and Authorized Roles(SCN)

Security Attributes Operation Roles

Key operator identifier modify Key Operator

SA identifier query, modify U.ADMINISTRATOR
delete, creation

General user identifier query, modify U.ADMINISTRATOR
delete,creation

Owner identifier of D.DOC (own query, delete, U.USER

document data in Mailbox) creation
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Owner identifier of D.DOC (all query, delete Key Operator
document data in Mailbox)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA
(Personal Mailbox) creation

Owner identifier of D.FUNC query, delete Key Operator
(Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Mailbox) creation

FMT_MSA.1 (e) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (e) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- CPY Access Control SFP in Table 21

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none
[assignment: list of security attributes]

- none

[assignment: the authorized identified roles].
- none

FMT_MSA.1 (f) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- FAX Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]
- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 30

Table 30 Security Attributes and Authorized Roles(FAX)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify
delete, creation

U.ADMINISTRATOR

Owner identifier of D.DOC (own
document data in Mailbox)

query, delete,
creation

U.USER

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Shared Mailbox)

query, delete,
creation

Key Operator

FMT_MSA.1 (g)
Hierarchical to:
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[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assighment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- DSR Access Control SFP in Table 23

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete,[assignment: other operations]
[assignment: other operations]

- Creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 31

Table 31 Security Attributes and Authorized Roles(DSR)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
General user identifier query, modify U.ADMINISTRATOR

delete, creation

Owner identifier of D.DOC (own query, delete, U.USER
document data in Shared Mailbox) | creation

Owner identifier of D.DOC (all query, delete Key Operator
document data in Mailbox)

Owner identifier of D.FUNC (Shared | query, delete, Key Operator
Mailbox) creation

FMT_MSA.1 (h)
Hierarchical to:

Management of security attributes
No other components.
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[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- D.Func Control SFP in Table 24

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 32

Table 32 Security Attributes and Authorized Roles(D.FUNC)

Security Attributes Operation Roles
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify U.ADMINISTRATOR

delete, creation

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Shared Mailbox)

query, delete,
creation

Key Operator

FMT_MSA.3 (a)
Hierarchical to:

Static attribute initialization
No other components.
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FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the, [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- Common Access Control SFP in Tablel6

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 33

Table 33 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier and
D.FUNC Owner identifier of D.FUNC | available user identifier

FMT_MSA.3.2 (a)

FMT_MSA.3 (b)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (b)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]

- TOE Function Access control SFP in Table 18
[selection, choose one of: restrictive, permissive,
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[assignment: other property]]
- [assignment: other property]
- permissive initialization property for basic functions such as
copy, print, scan, and fax as the default of security attribute.

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 19

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

Table 34 Initialization property

Object

Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (c)

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none
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Hierarchical to:
Dependencies:

FMT_MSA.3.1 (e)
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Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- SCN Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive
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Hierarchical to:
Dependencies:

FMT_MSA.3.1 (f)

FMT_MSA.3.2 (f)

FMT_MSA.3 (g)
Hierarchical to:
Dependencies:

FMT_MSA.3.1 (g)
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The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- FAX Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Owner identifier of Mailbox which receives the fax data from
public telephone line

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
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the SFP.

[assignment: access control SFP, information flow control SFP]
- DSR Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 34

The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- D.Func Control SFP in Table 24

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 35

Table 35 Initialization property

Object

Security Attributes Default

D.FUNC Owner identifier of D.FUNC | Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (h)

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.
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[assignment: the authorized identified roles]
- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,

query, modify, delete, clear, [assignment: other operations]]
the [assignment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 36

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator

Table 36 Operation of TSF Data

TSF Data Operation Roles
Data on key operator 1D modify Key Operator
Data on key operator Password modify Key Operator
Data on SA ID query, modify, delete, | UUADMINISTRATOR

creation
Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR
Data on use of password entered | query, modify U.ADMINISTRATOR
from MFD control panel in user
authentication
Data on minimum user password | query, modify U.ADMINISTRATOR
length
Data on Store Print query, modify U.ADMINISTRATOR
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Data on Access denial d

authentication failure of system

administrator

ue to query, modify U.ADMINISTRATOR

Data on Security Audit Log query, modify U.ADMINISTRATOR
Data on Internal Network Data query, modify, delete | UUADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Encryption

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR

FMT_MTD.1 (b)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (b)

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL in
Table 37

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR., U.NORMAL to whom such TSF data is
associated].

- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
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associated

Table 37 Operation of TSF Data

TSF Data Operation Roles
Data on General user ID query, modify, delete, U.ADMINISTRATOR
creation
Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
FMT_SMF.1 Specification of Management Functions

Hierarchical to:
Dependencies:

FMT_SMF.1.1

No other components.
No dependencies.

The TSF shall be capable of performing the following

management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by

the TSF]

- Security Management Functions listed in Table 38

Table 38 Security Management Functions Provided by TSF

Relevant SFR

Management Function

Management items defined by
CC

FAU_GEN.1 Management of data on Security There are no management
Audit Log settings activities foreseen.

FAU_GEN.2 - There are no management

activities foreseen.

FAU_SAR.1 Management of data on key a) maintenance (deletion,
operator and SA (ID and password) | modification, addition) of the

group of users with read access
right to the audit records.

FAU_SAR.2 - There are no management

activities foreseen.

FAU_STG.1 - There are no management

activities foreseen.

FAU_STG.4 none a) maintenance (deletion,
Reason: The control parameter of | modification, addition) of actions
audit log is fixed and is not to be taken in case of audit
managed storage failure.

FCS_CKM.1 - There are no management
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activities foreseen.

FCS_COP.1

Management of data on Hard Disk
Data Encryption

There are no management
activities foreseen.

FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACC.1(h)

There are no management
activities foreseen.

FDP_ACF.1(a)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of function and data
on Store Print

a)Managing the attributes used
to make explicit access or denial
based decisions.

FDP_ACF.1(b)

- Management of user identifier

- Management of owner identifier of
function

- Management of data on Store
Print

FDP_ACF.1(c)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of data on Store
Print

FDP_ACF.1(d)
FDP_ACF.1(f)
FDP_ACF.1(g)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of data on Store
Print

FDP_ACF.1(e)

none
Reason: there are no additional
security attributes and is not
managed.
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FDP_ACF.1(h)

- Management of user identifier
- Management of owner identifier of
D.FUNC

FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

b) Management of actions to be
taken in the event of an
authentication failure.

FIA_ATD.1 none a) If so indicated in the
Reason: there are no additional assignment, the authorized
security attributes and there are no | administrator might be able to
additional security attributes to be | define additional security
managed. attributes for users.
FIA_SOS.1 none a) the management of the metric
Reason: The metric is fixed and is | used to verify the secrets.
not managed.
FIA_UAU.1 - Management of data on use of a) Management of the
password entered from MFD control | authentication data by an
panel in user authentication. administrator;
- Management of data on key b) Management of the
operator, SA, and general user authentication data by the
( password) associated user;
- Management of data on user ¢) Managing the list of actions
authentication. that can be taken before the user
- Management of data on minimum | is authenticated.
user password length
FIA_UAU.7 - There are no management
activities foreseen.
FIA_UID.1 - Management of data on key a) The management of the user
operator, SA, and general user (ID) | identities.
- Management of data on user b) If an authorised administrator
authentication. can change the actions allowed
before identification, the
managing of the action lists.
FIA_USB.1 none a) an authorized administrator
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Reason: action and security
attributes are fixed and are not
managed.

can define default subject
security attributes.

b) an authorized administrator
can change subject security
attributes.

FMT_MOF.1

Management of data on Customer
Engineer Operation Restriction

a) Managing the group of roles
that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)

none
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)

none
Reason: The role group is only a
system administrator and is not
managed.

a) managing the group of roles
that can specify initial values;

b) managing the permissive or
restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
security attributes inherit
specified values.

FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.

FMT_MTD.1(b)

none
Reason: The role group is fixed and
is not managed

FMT_SMF.1 - There are no management
activities foreseen.
FMT_SMR.1 none a) Managing the group of users
Reason: The role group is fixed and | that are part of a role.
is not managed
FPT_STM.1 - Management of time and data. a) management of the time.
FPT_TST.1 - Management of data on Self Test. | a) management of the conditions

under which TSF self testing
occurs, such as during initial
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start-up, regular interval, or
under specified conditions;
b) management of the time
interval if appropriate.

FTA_SSL.3 - Management of data on Auto a) specification of the time of

Clear. user inactivity after which
termination of the interactive
session occurs for an individual
user;
b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1 - Management of data on Internal | a) Configuring the actions that
Network Data Protection. require trusted channel, if

supported.

FPT_FDI_EXP.1 | none a) Definition of the role(s) that
Reason: The role and transfer are allowed to perform the
conditions are fixed and are not management activities;
managed. b) Management of the conditions

under which direct forwarding
can be allowed by an
administrative role;

c) Revocation of such an

allowance.
FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles [assignment: the authorized

identified roles].

[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for

the role "Nobody” to which no user shall be associated.
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6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1
Hierarchical to:
Dependencies:

FPT_FDI_EXP.1.1

FPT_STM.1
Hierarchical to:
Dependencies:
FPT_STM.1.1

FPT _TST.1
Hierarchical to:

Dependencies:

FPT_TST.1.1

Restricted forwarding of data to external interfaces
No other components.

FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assighment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

Reliable time stamps

No other components.

No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
No other components.
No dependencies.

The TSF shall run a suite of self tests [selection: during initial
start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set
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[selection: [assignment: parts of TSF], the TSF].
- [assignment: parts of TSF]
- TSF executable code

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF
data], TSF data].

[selection: [assignment: parts of TSF data], TSF data]
- [assignment: parts of TSF data]
- TSF data (excluding audit log data, and present time data)

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF], TSF]
- [assignment: parts of TSF]
- stored TSF executable code

6.1.7. Class FTA:TOE Access

FTA_SSL.3
Hierarchical to:
Dependencies:
FTA_SSL.3.1

TSF-initiated termination

No other components.

No dependencies.

The TSF shall terminate an interactive session after a
[assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]

- Auto clear time can be set to 10 to 900 seconds on the
control panel.

- Login timeout from CWIS is fixed to 20 minutes.

- There is no inactive time with printer/fax driver.

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1

Hierarchical to:

Dependencies:

Inter-TSF trusted channel
No other components.
No dependencies.
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The TSF shall provide a communication channel between itself
and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

The TSF shall permit [selection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

[selection: the TSF, another trusted IT product]
- the TSF, another trusted IT product

The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, D.PROT and D.CONF over
any Shared-medium Interface
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tX1UTRIEEH (Security Assurance Requirements)
Table 39 (CEF 1T R EHZ BT D,
A TOE OFHEREELNIVE EAL2 THD, EBmLiztFaiUT(RIEIVIR—% Y M. ALC_FLR.2 TH
®o
Table 39 tXa)T1{RIEEH
REEDSA RELAVIR—RV b
ADV_ARC.1 Security architecture description
ADV: Security-enforcing functional
ADV_FSP.2 e
Development specification
ADV_TDS.1 Basic design
AGD: AGD_OPE.1 Operational user guidance
Guidance )
AGD_PRE.1 Preparative procedures
documents
ALC: ALC_CMC.2 Use of a CM system
o ALC_CMS.2 Parts of the TOE CM coverage
Life-cycle -
ALC_DEL.1 Delivery procedures
support -
ALC_FLR.2 Flaw reporting procedures
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE: ATE_COV.1 Evidence of coverage
' ATE_FUN.1 Functional testing
Tests -
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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tX1)T1EHER (Security Requirement Rationale)

TX1UTHEREEHARHL (Security Functional Requirements Rationale)

Table 40 t¥aUTHREEHELTAUTRIERA SO SRR

Objectives

SFRs

0.DOC.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED

FAU_GEN.1

FAU_GEN.2

S| < |0.AUDIT.LOGGED

FAU_SAR.1

AN

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FCS_CKM.1

FCS_COP.1

FDP_ACC.1 (a)

FDP_ACC.1 (b)

FDP_ACC.1 (c)

FDP_ACC.1 (d)

FDP_ACC.1 (e)

FDP_ACC.1 (f)

FDP_ACC.1 (g)

NN ENIENEN

FDP_ACC.1 (h)

FDP_ACF.1 (a)

FDP_ACF.1 (b)

FDP_ACF.1 (c)

FDP_ACF.1 (d)
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0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0O.CONF.NO_DIS

O.CONF.NO_ALT

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.SOFTWARE.VERIFIED

O.INTERFACE.MANAGED
O.AUDIT.LOGGED

FDP_ACF.1 (e)

FDP_ACF.1 (f)

FDP_ACF.1 (g)

< | S| N[0.DOC.NO_DIS

FDP_ACF.1 (h)

FDP_RIP.1

FIA_AFL.1 (a)

FIA_AFL.1 (b)

\

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

NIRNIENEN

FIA_USB.1

DN U N N B NI B N B N RN

FMT_MOF.1

FMT_MSA.1 (a)

FMT_MSA.1 (b)

FMT_MSA.1 (c)

FMT_MSA.1 (d)

FMT_MSA.1 (e)

FMT_MSA.1 (f)

FMT_MSA.1 (g)

NIENENENIEN

FMT_MSA.1 (h)

AU NE I NE B NE AN Y N B N BN

FMT_MSA.3 (a)

\

FMT_MSA.3 (b)

FMT_MSA.3 (c)

FMT_MSA.3 (d)

FMT_MSA.3 (e)

FMT_MSA.3 (f)

ENENIEN
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O.PROT.NO_ALT

O.CONF.NO_ALT

0O.CONF.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT
O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
O.CIPHER

O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

FMT_MSA.3 ()

< |0.DOC.NO_DIS

FMT_MSA.3 (h)

\

FMT_MTD.1 (a)

FMT_MTD.1 (b)

FMT_SMF.1

FMT_SMR.1

AU NI NN BN

AN N NEERN
AN NN BN AN

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.1

FTA_SSL.3

FTP_ITC.1

Table 41 LF¥1UT4 R EAEHICLZEF1) T4 REBEZ (IR ML

X1 TR A &

TFIT R E AR AL

O.AUDIT.LOGGED
(BEEAXY bOECERE
REISNIZTDER)

O.AUDIT.LOGGED (3 TOE R - tF21UT4ICRNDBI1 AV bOOT Z4ERL -
H#EFL, EROBVARELRHR - RS EHCH KA H THS,
AEF1)T A RAHERERTHEHICE.

FAU_GEN.1 [CINEERRAAY MR LTEF ) TABEEOT TN E RS
ns.

EEUTREOEEEH I RTERICINEERIFETHS,

FAU_STG.4: E¥1UT(4BEEQT TS0 M HIIE E THIIEM. EFEE
ENRICANIESN S,

FCS_CKM.1: S RERDKBISEERFICIS LS
FCS_COP.1:BESLDKEIFYITAT—AAELTERIGENS

FMT_MSA.3: 774V ME. L—ILOZEE T

FAU_GEN.2, FIA_UID.1([CINBEEXNRERE. TDRACLLFIAED
AR ERICREE T 15,

FPT_STM.1 (L&D TOE O OmERRLI/OVDERNT, EEMRAAY hedt
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TXaT R &

THIT R E AR AL

(E84 LRV T W EE BN (CRE RSN S,
L EDEF1) TR EHRICINR RS SHERBIZT ENTES,

O.SOFTWARE.VER
IFIED
(Vb7 M0
¥&REL)

O.SOFTWARE.VERIFIED (¥ TOE BE&®MXE{T1—- FOB HRIEDFIEER
HIIREHEHTHS.

AEF1UT AR AHERERTHEHICE,

FPT_TST.1(CED TSFRITI-FBLU TSF T-INZEL M =R T 52HDE
ETAMEREEREEIRCRE LRITI LN TES,

L EDEF1) TR EMICINR RS SHERIZT CENTES,

O.INTERFACE.MA
NAGED

(BB B—D1—AD
EiE)

O.INTERFACE.MANAGED (tFa)74 R —(CHE-T, S8R U B—DJ1—2
THd CWIS, BIENRIL, TUVA—RIANICEAT IR E BT IR AT
H%.

A1) TR RAMEERT DI,
WEBENVATLEBENETIHEICINREEENTIEATEIEEHLTD
=9I, FIA_AFL.1(a)Ic &Nt & 18 B SREE D EREE R BRBF(C.
FIA_AFL.1(b)IC&D SA DEREE 5 BB (AR SREERS ) ICEREE R BRICL B PUEA
EBERIHM D DREEICKBKUZIEE . BIR OFF/ON B E(CH S,
FIA_UAU.1, FIA_UID.1 [CENEHLG—RFAESLIV VAT LEEEZH#
AT BIMIC, CWIS HHEENRIADTHE ABIC1—F— A RN THN S,
FTMR—- Ty h@*ﬁ%ﬂﬁ(ztl—b‘ BAIFREEN TN D,

FIA_UAU.7 [CEDI1—Y—EBREICR U TEREE 71— FIWWDIS R ESNDZD T, IR
J— FOREIEFEITS,

FTA_SSL.3 [C&D. CWIS E3g4E/ RILIC—
10D )7 VBRI EERT D,
TUIBR—=RIANEDEY Ve RIFETICERLBELLEL(CEYYaVERTT
%,

FIA_SOS.1 [Z&D. SA e— i FIRBEDOR/INNAT - FREFIRT S,
FPT_FDI_EXP.1 [CEDHEBA U R—TI—ANDDZET—HBDRAERRY FT—DA
DOFAIENLBVEREZHIRT B,

L EDEF YT BBEBEHICEDR R A S ER/IZTENTED,

EREO7IEANE NSO

O.USER.AUTHORI
ZED
(—REFIRELEEE
O TOE fEFAMEEH)

O.USER.AUTHORIZED (3 TOE O A%E# A $ 381, HAENF1)T1
R U—[CRHTHERE(T 5 SN THED., TDRELEE AN EROIXA R FE#H THD,
AEF1UT R ERHEERT DI,

FDP_ACC.1(b). FDP_ACF.1(b)lckN1—H—#RIRTEEEHTHET.
A SNTEFI BB DH CEREBEDIREZEF T3,
WEBENVATLEBENETIFIEICINVREEENTICLATEEE[HIET S
feWh(Z, FIA_AFL.1(a)ICENHe & 18 5 S0 5T 5B 5T SR BB (C.
FIA_AFL.1(b)IC&D SA DEBEE sk BR B (A IRSREERS ) (CSREE R BRICL B 7O E A
EEER D DREEICKBK UGS . BIR OFF/ON B E (LS,
FIA_ATD.1. FIA_USB.1 [CIDiMERERE], SA RE. —BFAER
B &MEIFTHECED., FFAISNERIAFEOH (CHT I M EEINH TS,
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TXaT R &

THIT R E AR AL

FIA_SOS.1 (24D, SA E—RFIREBE DR/ AT FREHIRT 5,
FIA_UAU.1,FIA_UID.1 [CINEHLG—RFABESIVVATLEREEH
AT BB, CWIS ERERIVDLO TR ARFIC I -8RI RN THN
%o FIETFAR— TV FOEHREFICE 1 - — B FREEDTHON S,
FIA_UAU.7 [C&D1—Y—FRRECBIL CRREE 71— FINWDIRESN B DT, /A
- RoiRRIIETFS,

FMT_MSA.1(b)ICENtEF1UT1BIEDENEDE . RE. BIbR. /EREERE
EE:D

FMT_MSA.3 (b)[CED@EN T I4I MEEEET B,

FMT_SMR.1 [C&DHMEEE | SA, VATLEERE, —RFIAH ORI
FENT, 20RBNBEEM ToNS,

FTA_SSL.3 (24D CWIS ERENRIVIC—ERBEOPIEANE NG & (35
EED)PLBRAMEERT D,

U EDEF1)T BB HCIIM R A S EMICT ENTES,

0.DOC.NO_DIS
(FIAREXET-30
TERTRE)

O.DOC.NO_DIS & TOE ##E R0 LA IER R ENMD User Document
Data #5F3® KA THD.

AeF1UT R RAHEERRTHHICE.

FDP_RIP.1 [CEDAEBN— FTFAADEKEICERB NI AFHAXET 0. KL
AIDEROABZFRATELECT S,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACC.1(g), FDP_ACF.1(a),FDP_ACF.1(c),
FDP_ACF.1(d), FDP_ACF.1(e), FDP_ACF.1(f), FDP_ACF.1(g) ,
FIA_UID.1 [CEN1—HY—#ANZEETHET. EFalSNLFIAEZDOHIC.
User Document Data D% A 3,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(f),FMT_MSA.1(g)[C&NtF1UT BBV EHE, B E.
HIBR. IERZEET D,

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f), FMT_MSA.3 (g)C&DE T 74l MEREET 3,
FMT_SMR.1 [CINHBEEE . SA. VATLEERE . — A AZEO®RETH
Ban T, t0&EINEEM ToNB,

FMT_SMF.1 (C&D TOE £¥1 )T EEBEEEZ I ATLEEENRETS,
FTP_ITC.1 (L&D TOE & IT 04D MEIOAE Ry FO—D &N 3 User
Document Data ZZBih\n{RETH=HIC. BIET S TOMIVICH G
33,

U EDCFIUTHBEEHICEDR KA ER/TENTED,

0.DOC.NO_ALT,
(FIAEXET-HD
TERSHIRE)

O.DOC.NO_ALT (&, TOE Z#£RDLB WA IELZ KRS A User Document
Data Z5FdX KA E#H THD.

K1) TR RAMEERT DI,

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.1 ([C&D1—H—-#AI=E#ET S
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TXaT R &

THIT R E AR AL

CET. BFaleni=FfIAEDHIC. User Document Data DRI T3,
FMT_MSA.1(a)lc&nteFaUT/BHENBWEDE. RE. HIFR. EREEE
33,

FMT_MSA.3 (a)lcEN@EtI BT I74I MEZEET B,

FMT_SMR.1 [CINHEMEERE. SA. VATLEERE ., —RFIRAEORETH
FaEn T, t0ZENEEM ToNnd,

FMT_SMF.1 (C&D TOE EF1 T4 EEBEEEZ VAT LEBENRET S,
FTP_ITC.1 [CLD TOE & IT FOAD MEIOAER Ry FO—D L &N d User
Document Data #ZBih biRE& T 270, BIET S TOFILIST S
33,

L EDEF YT BBEBEHICEDR R A S ER/IZTENTED,

O.FUNC.NO_ALT
(FIFE#AET 30
FEHSHIRE)

O.FUNC.NO_ALT (. TOE ##R DB WA EHZHRSAHH User Function
Data Z5Fd X R AEH TH3.

AKeF1 )T R RAEHERTRT NI,
FDP_ACC.1(a),FDP_ACC.1(h). FDP_ACF.1(a),FDP_ACF.1(h),
FIA_UID.1 [C&N1—Y—@AIZEETHET, FFAISNZRIABEDH(C.
User Function Data D&% A%,

FMT_MSA.1(a) ,FMT_MSA.1(h)lc&htF 15 BHOBLEHE ., &ZE.
HIBR. IERZEET D,

FMT_MSA.3 (a),FMT_MSA.3 (h)IC&N#ETIB T I+ MEEEIET B,
FMT_SMR.1 [CENEEMEERE . SA. VATLEEE . —RFIAEOREH
BN T, t0ZENEEM ToNd,

FMT_SMF.1(C&D TOE tF1UT1 EEEEEZ VAT LEEENRHK TS,
FTP_ITC.1 (L&D TOE & IT FOAD MEIOAER Ry FO—D L ZifiNd User
Function Data #&ZBih b{RE&T37HIC. BIET B S TO MU ST
%,

LU EDCFIUTHBEBEHICEDR KA S ER/TENTED,

O.PROT.NO_ALT,
(TSF =50 EH
ShiR:E)

O.PROT.NO_ALT (& TOE ##RDGBVARIELZKS DD TSF Data #5735 %t
KAEHTHD,

AeF1UT /R AHERRTRHICE.

FIA_UID.1 [CENA——BAEERET I LT, BFRISNLEVATLEEELTF
[C. TSF Data Oi&EZEFRI T %,

FMT_MOF.1 [CEDEF 1T HBEDBMERE L BLURBEDERE L. VAT LA
FEELFICEBELTNDDT, VATLEBELIFICHIFRIND,
FMT_MSA.1(a), FMT_MSA.1(b),FMT_MSA.1(c),FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f),FMT_MSA.1(g), FMT_MSA.1(h)(cd
NEX1UT/BEDHE. BIRR. (ERZEET D,
FMT_MTD.1(a)IC&N X1 )T HREDMBEER X, VAT LEBELIFICR
ELTLBNDT, TOE F/BET—ADKREF. YATLEBELFICHIBRINDS,
FMT_MTD.1(b)ICE&D—i&FIFHE ID O EE. VATLEEBEEMAE(CR
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TXaT R & THIT R E AR AL
ELTWLS,
FMT_SMF.1(C&DTOE tHa) T ED EEEERDREE. VATLEEEA
RT3,

FMT_SMR.1 [CEDHEMEEE . SA. VATLEEE , —RFIAEORIEH
RSN T, 20REINEER TN,

FTP_ITC.1[C&D TOE £ IT 704D MEIDMER XY FI—D L &N S TOE 2 E
TREBBNORETILHIC. BIETAESIETORIUSHIET B,

L EDEF1) TR BRI R A M ERBTENTES,

0.CONF.NO_DIS,
O.CONF.NO_ALT
(TSF F—HOFREH
ShHBLIUVARERTRR
i)

0O.CONF.NO_DIS, O.CONF.NO_ALT [ TOE ##EREDLBVFIELRF &P
Ehh' D.CONF 25733t R A8 THd.
AEF1)T A RASHERETILHICE.

FIA_UID.1 [C&NA—Y—#RIEEMET S LT, BFral SN ERAELFC,
D.CONF Q&= aI T3,

FMT_MOF.1 [CEN 1) TAHEEDEMERE L BLUBBEDEEF. VAT L
FEELFICERELTVNDDT, VATLEBELIFICHIRIND,
FMT_MTD.1(a)ICENEF 1T HBEDIRERRE (L. YATLEEELZFICIR
ELTWBNDT, D.CONF DFILVEDE. RE[E. YATLEBEELZFCHIBREN
®o

FMT_MTD.1(b)ICEN—#FIFAZED ID £/SAT—ROFRE X, VAT LEBEE
AAEEICRELTNS,

FMT_SMF.1 (C&D TOE EF1 T/ HEED EEEREDR T Z. SF Al SNFIA
ENRETS,

FMT_SMR.1 [CENEBEEE. SA. VATLEEE . —RFIAZEOREEH
BEnT. 20&EINEEM TN,

FTP_ITC.1 (2D TOE & IT FO4D MEIORERRY FO—H EEFRNZEF1UT(
EENYT-354LU D.CONF #ZFENHRETILHIC. BIET—AESETO
PSS ST B,

LU EDEF1) T B BEEHICEDR R A S &R/ T ENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED (B & LHEZER DLWV DEA - HIBR-
EENOFIRNRAEHTHS,

AeF1UTARAHERERTHEHICE.

FAU_STG.1 [CINEEOT 771 HSN TS X1 )T BEENT T -3%.
FIEBHIBRPHENCRET S,

FAU_STG.4 [CLNEENTHEMICHOIEFIC, REE VVIM LAY TTHRIHRS
NEEENTZ EEEHIRLT HLLWEEARY M, BEEOT 771 IAEHYT
%o

L EDEF1) TR CINR R AR ERBTENTES,

O.AUDIT_ACCESS
.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED (3B EREHFNMERDHEIEICLLTD
#. BENBEFIVTERERINTIACTTEINILIICTIRMEKRAHTH
%
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X1 ) TR KA & X1 )TAHEREEH RN
A1) TR A TR T SHICE.
FAU_SAR.1 [CEDEFRISN TR VAT LEEEE., EEOT 771 b+
UT4EEOT T DM H U REZ IR T 3.
FAU_SAR.2 [CENEFRISNTLVB VAT LEBZE LUNOEEOIANDT7IEA%E
=
L EDEF1UTAHREEMICEDR R A S EB/LTENTED,
O.CIPHER [FHREN—FTAADEBICEEIN TSI XET A, FIAEH X
ETAZENHEULTHBANHEELGOLIIC, AEN-FTF(AVEE LICERES
N3T—HZEIESILT IR KRAEHTHD,
AKEF1UT KA ERTRTHHICIE.
O.CIPHER FCS_CKM.1 [CEDIEFE SN 256 EV ORGSR RICH ST, BESRMNEMS

N,
FCS_COP.1 [CENRHONERES7ITVIALERBERET. XET-HEAE
N=FTAATEBENERTSEF(CRES SN, Fid H UEFICIES LT3,
UEDEXIUTAHEBEEHICENX R A S ERB T ENTED,

6.3.2. {KEFMHOD#HEE (Dependencies of Security Functional Requirements)

TRIAVTIHRREGMEEFELTCV IR . SITRFEFREB R LGV HERESG L. RERRNE
IESNBTHREN G VR#LE, Table 42 (LR T B,

Table 42 tF1UT4#EEEHIVR—2V FOIKREN

WREEHIVR—2 Vb

REFHEOHEERHIVR—F Vb

BEHHIVERET

mELCLVSES (REMEBHELTVEVEHEZOESMY

FAU_GEN.1

Audit data generation

FPT_STM.1 —

FAU_GEN.2
User identity
association

FAU_GEN.1
FIA_UID.1

FAU_ SAR.1
Audit review

FAU_GEN.1 —

FAU_SAR.2
Restricted audit
review

FAU_SAR.1 -

FAU_STG.1

storage

Protected audit trail

FAU_GEN.1 -

FAU_STG.4

data loss

Prevention of audit

FAU_STG.1 -
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

EHBSUEHATH BELTVBES  EEMEERELTVBVEHLZOE St
Crvotoaraphic ke fes Cop1 &S 4215 MFD OB 4 RSN . DRAM(IE %M
;ﬁzrafi:): - - AEY)CHEMEND, CORFSRICHBHILTIEAT
° BFREBLOT, BEREMETILEMIEL,
FCS COP.1 FCS_CKM.4:
Cryptographic FCS CKM.1 &S HR(3 MFD OEBIFFCER SN . DRAM(HB5 1
" -g g - AEY)CHEMEND, CORFSRICHBHILTIEAT
operation

BFREBLDOT, ESREBETILEMENTL,

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)
Subset access control

FDP_ACF.1(d)

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACC.1(g)
Subset access control

FDP_ACF.1(g)

FDP_ACC.1(h)
Subset access control

FDP_ACF.1(h)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (c)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

FDP_ACF.1 (d)
Security attribute

FDP_ACC.1(d)
FMT_MSA.3(d)
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BUHBSUEHLT MELCLSEH (KEMHEZERLCVEVEHEEDIE S
based access control
FDP_ACF.1 (e)

FDP_ACC.1e)

Security attribute
based access control

FMT_MSA.3(e)

FDP_ACF.1 (f)
Security attribute
based access control

FDP_ACC.1(f)
FMT_MSA.3(f)

FDP_ACF.1 (g)
Security attribute
based access control

FDP_ACC.1(g)
FMT_MSA.3(g)

FDP_ACF.1 (h)
Security attribute
based access control

FDP_ACC.1(h)
FMT_MSA.3(h)

FDP_RIP.1
Subset residual
information protection

3L

FIA_AFL.1
Authentication failure
handling

FIA_UAU.1

FIA_ATD.1
User attribute
definition

3L

FIA_SOS.1
Verification of secrets

3L

FIA _UAU.1
Timing of
authentication

FIA_UID.1

FIA_UAU.7
Protected
authentication
feedback

FIA_UAU.1

FIA_UID.1
Timing of
identification

3L

FIA_USB.1
User-subject binding

FIA_ATD.1

FMT_MOF.1
Management of
security functions

FMT_SMF.1
FMT_SMR.1
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

behavior

FMT_MSA.1(a)

FDP_ACC.1(a)

Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(d) FDP_ACC.1(d)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(q) FDP_ACC.1(qg)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(h) FDP_ACC.1(h)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1

FMT_MSA.3(b)
Static attribute
initialization

FMT_MSA.1(b)
FMT_SMR.1

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1

FMT_MSA.3(e)
Static attribute

FMT_MSA.1(e)
FMT_SMR.1
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

initialization

FMT_MSA.3(f)
Static attribute
initialization

FMT_MSA.1(f)
FMT_SMR.1

FMT_MSA.3(q)
Static attribute
initialization

FMT_MSA.1(g)
FMT_SMR.1

FMT_MSA.3(h)
Static attribute

FMT_MSA.1(h)

L FMT_SMR.1
initialization
FMT_MTD.1
FMT_SMF.1
Management of TSF —
FMT_SMR.1
data
FMT_SMF.1
Specification of
BL
management
functions
FMT_SMR.1
. FIA_UID.1 —
Security roles
FPT_STM.1
o L
Reliable time stamp
FPT_TST.1
- BL
TSF testing
FTA_SSL.3
TSF-initiated BL
termination
FTP_ITC.1
Inter-TSF trusted L
channel
FPT_FDI_EXP.1
Restricted forwarding | FMT_SMF.1
of data to external FMT_SMR.1
interfaces
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6.3.3. tFaVT/IRIMEHIRM (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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TOE Ef4E# (TOE Summary Specification)
AETIE, TOE MBI T3 LF 1T (EEO BV TRET B,
t¥a)T71888E (Security Functions)

Table 43 [CTOE a7 Rec b1 )T RREHORITERT .
AETHAATS TOE Ha1UT(HEER 6.1 HCRRBSNZIEF IV THERERHER/LTLDTHS.

Table 43 TOE X1 18aet X 1T B BEE DXL B R

¥ UT1HERE

)T EEEH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACC.1(h)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_ACF.1(g)
FDP_ACF.1(h)
FDP_RIP.1 v

TSF_IOW
TSF_CIPHER
TSF_USER_AUTH
TSF_FMT
TSF_CE_LIMIT
TSF_FAU
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

AN IR N IR NE R N I NE N

AN

AN N N N N N N AN AN ENANEN AN RN
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t¥a) 18R

¥ TIHERE RS

TSF_IOW

TSF_USER_AUTH

TSF_CIPHER

TSF_FMT

TSF_NET_PROT

TSF_CE_LIMIT
TSF_INF_FLOW
TSF_S_TEST

TSF_FAU

FIA_AFL.1(a)
FIA_AFL.1(b)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1
FIA USB.1

NENENENEN RN AN RN

FMT_MOF.1
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.1(h)
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MSA.3(h)
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_SMF.1

FMT_SMR.1

NNENENENENENENEN

N AN N N AN AN AN AN AN N EVAN

FTA_SSL.3

SS SO X

FTP_ITC.1

FPT_FDI_EXP.1

FPT_STM.1
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tXa1UT#EEE
E
) = 5 =
g <| s | 9|~
LI — (a L )]
S|l Sl ol &l ol & z| |l wn
i w oo e e | s |
I_ L]
X1 )TAHREE Y = = = = = = = e
FPT_TST.1 v

LT T % TOE tFa T HaE(CRAL TR ZEE R IS T 2 tF 1T REEH(COVWVTERBAT %,

1.1.1. N=FFT4ADERT A LEETHEHEE(TSF_IOW)

N—RTAADERT I LEEHEREL., YVATLEBECINVATLEEEE-FTRESNEIN
—RFFAADERET -3 L EEHEMERRE IICHL, JE—H#aE. TV —Hae. 2T v —aE. RubD
—DAF v UHERE. TPDAMEE, A VA— RV IPDARIEHEED R JaT DT T RIC. REN—FTAADE
BICBENERRAESXET AR UT REIN-RFTAADRENXET S E, 1 BIFEE 3
EOLEEECLNEETD, NBEAHOERRECEUT, REOMERIEEEETIHEE, X1
TIREEBETIEEEZRLTVIENTHS.

WEONRMEEETLTIEEE. LETHEOEKE1HEL, tF1)TEAERBETIEHAE. L
EHEOEHE3EET S, 3EDEZEHEERKE, 1HICEATOEFEREJETISHN, LNRES
LEEHEEMB(HEE)THS.

(1) FDP_RIP.1 Subset residual information protection (Y 7ty NEFIEREE)
TOE (3£ V3T THROLEEHAMEEDFIEELT, LEEEE 1 @{("0(EN)"ICLE LEE)E,
3 EI(ELE-ELE-"0(EN)"[CLD L EE)DERNE KD, FEREN—RFT(AVEE LI, LEE
HEFEOFAFHINET-IN—ELEHES, TOE BEHFIC—EEFIVILT BEERTOFAR
HXET-INEHETIEEE. LEEFEENEEERITTS,

1.1.2. N—=FT4ADERET-IESL1#ae(TSF_CIPHER)

N=FTARDERT - FES LR, VAT LEEE (LN VAT LEEET-FTHRESNEIN-FT
AADEET IS CHARERTE ICHEL, JE—#ERE. TUVA—HERE. A v —HEE. Xv DD A%y
VHEEE. D7D ABERE. A V=R R I D A SRR BN R PR IR AR E R CARARN - FT1ADEE
[CBERSNINET - HOIESILEIT,

(1) FCS_CKM.1 Cryptographic key generation (BS54 k)
TOE 3V AT LEBE(CINFESNLEIN- FTF1ADERET I ELF—12ERAL. EBFCE
T OV AEZED FXOSENC AR 7ITVXLICEST 256 EvbOREEBEMEITI(TN\—FT12Y
ERTAESEF—INELTHNE . BUEESRIEREIND), idH FXOSENC AX7ILTUI L
&, TR LBEMRMEEF X1 7RT7ITIVALTHS.
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(2) FCS_COP.1 Cryptographic operation (R&5124%)

TOE [FREBN— FTAADEEICXETAZER TSR, EBFFICHES AR (FCS_CKM.1)(C
SNERLE 256 EYMRDIESHE FIPS PUB 197 [CEJCAES ZILOVALEICINXET—AD
EEILEITI. FLEBULENET HEHHHTIHZE LRI, EERFICAERULE 256 EYMRO
BB AES PILTVALICENESILZITI,

7.1.3. 1—5—5RB3E#AE(TSF_USER_AUTH)

I —FRREHE AR BRI SN2 EDFIAATLIFC MFD OHEEEZER T IERZHIZESZHIC, £
NIV RIAZEDIA7V bD CWIS, FUVR— RS54 N\ o1—H—ID £1—-H—/{ATV—-F2 A HEEBT
HAIRET HHEETHD,

MFD F3SEBOY —N—ICBEFINTVS 1Y —FHREF AL T, FBiEZ1T,

I-F—1BMDEFFEICLOT, XD 2 EEFEHHD,
a) A{REER
AIRFRELE, TOE NICEHF L1 -V —[FHEEALGREEEET,

b) HERERE
S ERDEREE Y — N\~ (T3t UCEREEE1TD, TOE NICI—H—1BHRIEZEFRINTLVELY,
91‘ﬁ|3nl..nl—|:(j: %tﬂmnbnmﬂ }\ (LDAP'U- l\_ Kerberos"j- l\ )_C EE'C"*VCL‘%)J_ -'j-_'lﬁ
HEFEALT, RT3,

AL R LRI BE OB DT L0 EEEE AATREE D,

a) AKRESRIVTHIEISN D HEE
JE—#EE. JPDAMEBEGEIE). 13—V N IPD A ERRE. AT v UBERE. RV M) —DAF v U #EE
HERNVI IR EHEEE, TUVA— (T VR— FSANTORIEEEDRTE N &M THIENRIBFCH2
ENRIVTEREET D)

b) CWIS THlEHIN5H#E
BEWREEDR R, V3K BREOKRTR. HERNYDANoDXE TSI UieE. 771 E(C
£37)Y M RE

c) MAFEIZFMTVIDTIVA— R34 NeE AT HHEE
FAZEDZMA 7Y b LDOT—4%, MFD bR Al felaR— Y5tk S 38 (PDL) TR SNZENRIT—3I(C
EHL TOE [CTUY MF—RZ2EETEH (TFMR—- IR,
MABENFRBIFAT7I DT )R- AN TR EBERE LIIRETTUY MERET BE.
MFD 3 Z{ET—8%&EY MY T F—RICEH(TIVIR—X)LTI—H—ID CECHRERN— FF1ADICE
EI%.

FEABREBRESRNESLVIATLEEEDF(T7V Mo TOE EX1)THERENDSREBRTELEE
TOERZHILEBTHICIATLEEE ID £AATV-FEANSETHANBELTELDTLHS,

(1) FIA_AFL.1(a) Authentication failure handling (F23E & BXEFDENHRL)
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TOE 3YATLEBEE-RATIEATRAEIC. VAT LEEEDREITON, SRR O KK
SICHBEERM LTS, MM EEE ID BEAIARERHL. 7V AMEBRMTHRESNTS 5

EDE R BMISET B, 845 SRV TIEIR LI/ RA N DEZRIELZ(FF3<EN. Web T35
YTH MFD RIADTRDUIM/ % AFTEREHEE > Z (33135,

(2) FIA_AFL.1(b) Authentication failure handling (uLnIESEE&E#(DHS(O?&L\)

TOE BYATLEBEE—RT7DERTIHIC. YATLEBEEDFRIIZ/TON. FRALRF DRI KX
XIS HEREEIRE LTS,

ARIRFRELRFIC SA D ID BRI R 2R H U7V C AE B RIS TERESN TS 5 BIDEHE R EISET
3. BENRIVTIIERIM /R A LN DIRELZ(HF B0, Web T50HTE MFD R{EDE
TROUIM/ 1% AF TRREAHREFZFFFH<TE5,

(3) FIA_ATD.1 User attribute definition (FIFH&ERBHEE
TOE BHWMEREE. SA BLU—RIAENREZERLEFITD,

(4) FIA_SOS.1 Verification of secrets (#% DHREL)
TOE (3 SA. —fl&FIRAFED/I AT — FERERICR/INXFHICELSBIMGERREEIER TS,

(5) FIA_UAU.1 Timing of authentication(Z2EED%13IY)

FIA_UID.1 Timing of identification(Z&AID313)
TOE (F1&4ENRIL. FIAEDIAT7V D Web T35 %E U T MFD #8cDIREZEF AT I B HIIC, ID
ENAT—RFEAASET. AASNEID ENAT—FH, TOE BRET—AICEHFINTNBIIAT—FIF
H|E—HTIEERRELT B, FLTFAR— MUV FOIEAREFICE ID &) VAT — FEREEIC LS 1 —H 5
AIFERENITIONS
FRRE(FIA_UAU.1)&ERI(FIA_UID.1)(F. RIBFICEITSNEA - RN AN LIzBF DA 1%
ENEFRI SN D,

ARERNODTPIADZIEICOWVTIE, TOE ([, BAIRERTI(C. I7DAT—3&ZELHERNYIA
(CHE#T D,

(6) FIA_UAU.7 Protected authentication feedback({R&sh7=74—K/{vD)

TOE (21— —FREERFIC, NAD—FERBTZNHIC. NAT—RELTADSNEXFHERED " *° X
FaBRENRIV® Web T50HICRTTDHEAEFIRIET S,

(7) FIA_USB.1 User-subject binding(FIB&-H7YtH MES
TOE (ZERFESN 7 ID oMM EEE . SA BLU—RABBEORBEYTITHMIBNL TS,

(8) FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f). FMT_MSA.1(g). FMT_MSA.1(h) Management
of security attributes(tF¥aVT/BHOERE)

TOE [Z Table 44 o)JEO tq—'JUT’fEIEOD# ﬂEfél U- EIUEIE*% (t—ctOnngumL. nIEénr *Ijﬁﬁ%(u
HIR T3,
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Table 44 tX1UT1BHEDERE

t¥iUT1EHE 1BR1E &2
A B A B I R WE B EEE
SA A TER BUOEDE., HE. HIBR. | RREESE.
YERL SA
— AR F FAE BRI E R BUOEDE., HE. HIBR. | RREESE.
YERL SA
WEREICKT IG5 A& BB 1E R BUWEDHE. &ZE W EESE.
SA
D.DOC(EABBRYDANDAAEXET—A)IIx | FLWEhE., HIkk. fER | —REFIAE.
9 R A & HATER SA. HWE
BE
D.DOC(H AHERYIANOARAXEZET—8)ICx | BLEhE. Bk, fER | —fEFAE.
S92 E&EHAER SA. HHE
HE
D.DOC(HBHRYIARDIARTOXET—H) I3 | BLVEDLE. Hikk MW EEE
IR E & HATER
D.DOC(EHEBRYIARDIARTHOXET—AR)ITxIE | BIF& SA
I OB EHAER
D.DOC(FFMR—= MV FRORAEXET—R)IC | FWEDHE., ARk, fER | —RBRFAE.
xS g DR E & HAER HHEESE.
SA
D.DOC(FFAR= TV MADIATOXET—H) | BILWVEDE. HIEx HEWMEES.
(CXIS T BRT A EHAIFHR SA
D.FUNC(fA ABRIRYDR) KIS TIRMAEHA | FUOEHE. HIBR. /ERR | —RFAE.
15 SA
D.FUNC(fE ABRINYDR)ICHISTZRAEHA | FULEDHE. HIBk B EEE
15
D.FUNC(RBERRNYIR)CHISTIMAEEHA | FUOEDLE. HIBR. /EX | BWREESE
&R

(9) FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF F—30%& &)
FMT_SMF.1 Specification of Management Functions (EE#EEDHTE)
TOE [FRRFESNEZELBLBRABFEOHC. NAD— FEZRETEI1-F 13— TJ1—- %R #ET 3,
HEEEED) S\ AD— FREIEMEIREIC. SADSAT— FREFHMEEELSAIC, — i35 F
BEONAD—FEER. VATLEBEEE—RIAERANCHERINDG,

(10) FMT_SMR.1 Security roles(t¥1)711#&%Zl)
TOE BH#WMEEE. SA. VATLEBERSIU—RFIABEORINEMHEFL. ZORBNEELLFIA
FHICEERIITNS,

- 114 - Copyright® 2016 by Fuji Xerox Co., Ltd



Fuji Xerox 3065/3060/2060 &+z1l/774—Tvf

(11) FTA_SSL.3 TSF-initiated termination (TSF #&2&)cL3#£T)
TOE (& Web 75545 h b CWIS [C—FEERE (20 73) D70 ANEME S X011V (RiEtyiaY)
D)7 UBRIAIEEKRT B,
FIARE RIDo—ERFRE(10~900 F TR EARE) DIRMENEVME S, BIENRILDEREND
D7SNFEREEEARS.
TIVA—=RIANREDEYYavEREFET . TV MOBERDBEREELICEYIaVER T T3,

(12) FDP_ACC.1(a).FDP_ACC.1(b). FDP_ACC.1(c). FDP_ACC.1(d).
FDP_ACC.1(e). FDP_ACC.1(f). FDP_ACC.1(g) . FDP_ACC.1(h)
Subset access control (Y 7ty r 7Ot AHIE)
FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).
FDP_ACF.1(f). FDP_ACF.1(g) . FDP_ACF.1(h)
Security attribute based access control (EF¥a1UT/BIHEICLZT7HEAFIHED)

TOE (3 Table 45 (CRTEHN, I—H—EBEEHEREICLD MFD OEAR#FETHDIIE—., IJ7UA, AFv

U TV bR EEE A RREESN R A B (CHIR T 5,

Table 45 EARBEREADTY DT AH|{H

W RE FFRISNDIRIEERRAN FAE
OE—#ae WRECH IS TR AEH A FMEF AEHANFRS —HL | HREEE
ZEE . BENRIDLOIERENEFRIENS, SA

A%y —HEEE. WEEICH IS T 2R AEMAEREF AEHAFRS—BL | —RFARE
2YRI=D2FvY | TGEE . BESRIDDOEBRINYIANDAF v RS LU R
HaE. 18— ub | ERIDLOFIREDSA 7Y b, FTP H—)\— Mail #—/1—
TPDREEHRE | ADAFvIT—AEENFRISNS,

TP ALRE HEREICKT IG5 F A BRI B ERE FI A& A RN — L
EE . BENRIIDLDOEFIPDIND AT v T —3%ET
BIENFHFRISND,

TUUS—tEEe. B | HEEICH ST SR AEHAIFHREF| AEHAFHRNS—EL
RiINYDARE Ea.FABIATPU M oDT )Y T —RETIA -+
VIR TV T -AROXET A0, RERYDA
RXET-HAOROE LA SN,
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TOE & Table 46 [CTRTESN., FIAET —INDREEH A ZREESNLFIRAECHIRT S,

Table 46 FIRET—AADT7 It AH{E

FRET—H

PRI SN BIRECHRAI

FRE

AFrUT—8

EAREBEOP AR THAISNZAF vy YaTBEITEND
& AR v T=A0 FTP H¥—)\—_ Mail ¥—N\—ADEENEHF
AN,

EEBSNTLAFvUT-ADREER. YVATLEBREN VI TRT
POXET-HERIRT I UNDI-F— VA -T1( AL
. HOIRIEIFEFRISNG LY,

HHEEE
SA
—HRFIRE

TPDREET—H

EREBED P ARBE TEFRISNETI7DAYITHEITEND
ECBFIPDANDTPIAT —BEEDEFRI NS,
EESNTZIPDAT—ADEER. YATLEBENYITET
POXET-HERIRT IO - —(VA—-T1( AL
. HOIRIEIFEFRISNG LY,

HREEE
SA
—RFIAE

JaTEFTHOX
£5—4

D.DOC [Cxf i T SR A & B Al 1T EEFI| A& # A 1R —
BULSE. JE—. A% vy, 77D, TVV MO IITETHOD
XET-HDOHIBROBRENFFRTSND,

HREEE
SA

BERERYIA.H
EBRYDARND
E5-4

D.FUNC(¥RTOFHBRYDA)CH G T BT A B # AR HRE
FRAEHANBERN -GS, IXNTORBRYIADEE
EHIBRN'EFRISN D,
D.DOC(HEBRYIARDIRTOXET—R)ICH ST SFTH
HHAFREFAEHN BB —BULEE . IXNTORRE
RYDARDXET-HNE . RO L. HIFRNFFAI SN,

HHEES

D.FUNC(EABRBRYDR) L3 IS T B AT & 3 1R ERE 7
REHANFERN—HLSE . BEARBRNYDANEIELH
BROEFRISND
D.DOC(HERRYIANDAAXET —R)ICHIET M EE
HAEEREF AEH AN BN —HLUEE . BERYDAA
DFRBEXET-S0EEF. DKL, RN #FRI SN,

—RFAE.

SA

TIAR—=+T)
FRDXET—H

D.DOC(F31R= TV FHADTRTDOXET—H)ICHIET
AT AEHAIFREF AE B FERN —BLUIIBE . T34
R= IV MADTRTOXET—HDENR], HIFRDEFRISN
%o

HHEES
SA

D.DOC(FF1R—= IV FRDREXET ) ICHIST B
BEHANFRF AEHANFERN —HLULBE. T31X-+
TIVFRORAEXET - AOER. BIBRDEFRISh 3,

—HRFIAE

TOE (I Table 46 [CRTEHD, 1Y —BEHEERICEDIRBIRYDA, T5A K- T) b OIEEEFREES

NZFIAZECHIRT 5,

TPDAZIET IR THERRYDAICKEINT HIET, Fid tH LIREZREESN R AE(CHIR T 3,
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o BIETIUIMERE(TIMR—FTU MRE
MFD Tl 734 R—hTUY MCRTFIDREZITV. FIAEDNFRED A7V FOT )R- RS/ NTER
AEEEERE VKBTIV MERET S5 E . HAIRERCHR T —2&EY by T T —R(CEHR
(FAVR=X)LTA—H—ID CEDTFAR—+FUY FeLTRERN- RTAADEEIC—FKEET 5.
Fz CWIS o1 —H—ID &SAT—FeA AL, FBEERICRIAEDSM17Y FADTFAIVEEICEINTY
YMETETRIHELEKRICI-Y—ID CEDTIAR—- T FeLTREIN- FTAADREIC—KE
B‘ns,
FAZBR—RBEINCTVY T —SZHERTS12HIC. MFD OERERIVDHI—H—ID &£/NAD—
FeABL. EBEESNSHEI—Y—ID (SIS LETUY MESDUAMIINR TSNS FIAZERIDUA
MOGENRIFE T FIEHIBRDIE RO RIREE T3S,

o BERRYIAIRIEHAE
3ICRRARSNTVEWIITETPDAR— B BIRVDACAF v U T —RETPDARIET —REKHH
FBHENFEETHD,
AFvUT-RERBRYDAICEMNTBICE. FIAEN MFD O/ {R)LHo1—H—ID £1—-H-)\
AD—REARSET, FBEESNBEAFT v U EEDF AN FTRE(CAD ARE RN L AF v UIERET D
CECED IIT WREFRZEZH BN REN—-FTA AR EICERT D,
TPDAZET - HEHBRYDAICEMTZIHE (LRI -RAITHT . AREBEEFRBRRAENLT
BEGEF D XN CRIETFPIARET —A035. £ ERICHBNVIAEHEELCRBI7IAZ
BT ANENENIEESNTHREBRYDAICB BIMIICHESNSCETRIBEER S,
FLERCEDFERBRVIARD DL AIBEBTED TR TDIPIARET —AERBRYIAIAEMTEC
ENVRIRETHS.
FHESNE1-Y-ID CeOEABRRYDAZ. —&FIRAENEE/ RV, CWIS ho1-H-ID &
NAT—FZANTSEMFD BRERICEFSNLI—Y—ID £ S\AT—FR—ETdhEFIvIL. — %
LEiH B 0H BEEN I URYD AR DT — e R T et I Reciz. Bt L0EIRI . HIFRDE1E
WRTREET B,

7.1.4. YAFLEBELX1UT(EE#EE (TSF_FMT)

VATLEBEHE X IVT EEKREE. HIBEOFAENFNGHEREFHILEILHIC. YVATLER
BE-RA\DOPIEAEVATLEBEDHICHIRLT, FRISNEYATLEBREDH (CEERIVELY
VAT LEBEDIATY 5 TOE tX1) T RENS RERE LB ETOEREFRIT 5.

(1) FMT_MOF.1 Management of security functions behaviour(t¥1)71#8ED 5% F
VWOER)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—30E&EE)
FMT_SMF.1 Specification of Management Functions (EEH#EEDIETE)
TOE AR SN VAT LEEZENDHIC, TEE0 TOE tH1UT#EEICRA%R T2 TOE RET—
ANSREBTEER. BLUBHEOEN/ B ERET 1Y —1U3-J1-2%RET S,
FLEINODBREICED ERSNZ X1 TAEEKEEZIRIET D,

BAENRINBIETEED TOE tX1)T1HRENREES L. RELEEITOENFIRETHS.
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* N RTAADERT - LETHERROKTEESR L. AN/ EY. LEERROHRTEEITI

* N—FTAADERT IS LHEEDRTEES R L. A3/ BEIDREEITD

* N—RTAADEET - IES X —DREETO

- RENSRIDLOBEER D) AT - FERADRE TSR, B3/ ENOHREEITI

© VATLEEERERRICLZVIVLAEERREES L. A/ B, EERROREEITI

- WWEEE ID &)NAD-RFOREET HEEEEEDH AR

- SA. —#&FIAE ID OFREESHL ID AAV—- FDEREZITY | AMRZRELFFDH

© 1-Y-)1AV-R(—RFAEL SA)DR/NMXFHEIRESRBUREEIT)  RMETEIRFOH

- RERRYRD-DT—H{REMAED SSL/TLS BIEDRTEES R L. AR/ EUNBIUHMIFTHROKE
11

© RERYRD-DT—SREHEED IPSec BIEDREES L. B/ EDNHLUFHMIFTRORZEELT
5

- RERRY R —DT—RREWEED S/MIME BIEDREES L. AR/ EDNSLUFHFMFERORTEE
15

- 1Y - EEDRTEES R U, ARREL/ S AR REL/ BB LU MIEROR EEITO

- BRIV MO EES R U, BHE/MRIOREETTD

- Bt BRIESRUEREETD

- BENRRIA - MDIPHREEOREESRL. BR/EIB LUV 7REOREEITI

- BETAMEROREESRL. B/ BHOREET

- LiR—MHADREESEL, YVATLEBRERE/FAEOREETD

FEIATLEEEDSATY b Web T30 EEUT CWIS #EEICED, FEED TOE £F1UT11EE
DFEEESRU. REXEE{TOICENARETHD

- WWEEE ID E)SAD-RFOREET HEEEEEDH IR

- SA, —RFIAED ID REESEL. ID &)SAT— FOREEITI

© VATLEEERERRICLZPVLAEERTEESRL. A/ EY. EERROREEITI

- 1-Y-NIAV-F(—RFIREL SA) DR/ XFHEIRESHURTEETY  AFTARFDOH

- ERAUTAEBENTHEEDOREESR LA/ BIDREET
(AR, X1 T BEBOT T TRUNOTHFANIPAINT, YATLEBEDSI(T7VAPC £
(CHHYA—FFHEhmTEE, )

© RERYRD-DT-S{REHEED SSL/TLS BIEDKEESRL. AN/ EMHSLUFHMIFROKTE
175

© RERYRD=DT—H{REMEED IPSec BIEDREES L. A/ EHBLUFHMIFHRORZEELT
P

* RERYRD—DT—SREMEED S/MIME BIEDRTEESRL. BN/ EDHSUHMIBBROKTEE
13

- X.509 FEEAZEMER/7Y7A— R/ 0- KT

- Y-SR EEORTEES R L. RRREL/ S AR REL/ BB LU MIEROR EEITO

- CWIS A—MU7HEEDREES L. AR/ EDDREEITO
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(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f). FMT_MSA.3(g). FMT_MSA.3(h)
Static attribute initialization (3rIEE#EA1E)

TOE FEAREEETHDIC— L. TUUA—HERE. AFvT—H8E. J7D ARBECH LEF 1) T(B M

DT 74 MEELTLBEREEFRI ZER E T D,

7= D.DOC. D.FUNCICEALtFa)T1BHEDT 74 MEEL T, FRE & AIIERIC. ERLEZFI A

FHHANFREF AR RAEHANIEREERTET S,

72 D.DOC (779 A%E) ICEALEF VT BHEDT 74 MEEL T, 77DAT =R (AREET—H)

EZETIHREBRYIAOMBEEFHANEREZHET D,

(3) FMT_SMR.1 Security roles(t¥1)7/1&=E)

=]

TOE 3t EEE . SA, YVATLEEEORENEH L. ZORIEELGFAECEEMTTY
%o

71.1.5. AARMI—IVIZTEEHIBEH#EAE (TSF_CE_LIMIT)

DA IV IZTPEERIREREL ., DA -IVIZTHR VAT LEBRE 1T EEAE
(TSF_FMT)ICRAT 3R ENS MBSV ERNHEBVLICHANR -IVIZFOVATLEEEE-F
NOEFEHIRT SHERETH S,

COMREICED DA —TIVIZPICLB R ELE RN H KBTS,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥a1U7/H#8ED53F
VOERE)
FMT_MTD.1(a) Management of TSF data (TSF F—A2NEE)
FMT_SMF.1 Specification of Management Functions (EE#EEDHTE)
TOE [FEREESNEVATLEEBEZEDHC, BIE)SRILE CWIS hHHA M-IV IZ P2 EHIBR#EREIC
9% TOE R ET DS REFREL B (HEEOB /B DD 1 —F -1V 3—J1— A% iR H#
335,
FLCOBBECEINE RSN LF 1T EEMAERIRE T3,

(2) FMT_SMR.1 Security roles (£¥a1)T11&%E)
TOE RIYATLEBREDNHENZHIFL. ZOERINZVATLEBEEICEEMTTS,

7.1.6. tF¥aUT(EEOT#EE(TSF_FAU)

TFIVT EEOTHEEL, VATLEBEBICINVATLEEEET - FORENLIEEATERE ICH
L\ TATO TOE MABCH LT, L2, D EDLIBERETODELVIERPEZERAAY F(HIZ
(EREELEREE., 1 -V QL) e, BIRRITILHOF1IT(EEOTHEEERET S,

(1) FAU_GEN.1 Audit data generation(B5&T—34% /)

EET-RDERE. ERSNEEERMFAAY M., BEEOYVI(CEREFSINDIEEREET D,
Table 47 (CEEENT DEFETRT
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Table 47 BE&EOV DA

EEOIRFAIAVME, UTOEERT—AEHICEHIND, :

Log ID: EEEMV#EFIFELTORELES (1~60000)

Date: Bft57—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L3hh)

Time: BZlI7—4% (hh:mm:ss)

Logged Events: 1 XY bR FR (TR K 32 HIDEEXFS)

User Name: fI|i&E & (&RX 32 HIOEEXF3I)

Description: /XY MCEATENANERA (FRX 32 HIOEEXFITHMIEITRSEBOIL)
Status: 1AV FOALIELFERE LTIKREE (R K 32 HIOEEXFIITHMIE TERSRBOIL)
Optionally Logged Items: # @R FE B LSMCEEOTANRESNZ BMER (VT IH MEAITE
H]E)

Logged Events Description Status

TIAADKRREE L

Started normally(cold boot)
Started normally(warm boot) | -

System Status
Shutdown requested

User operation(Local) Start/End

Self Test Successful/Failed
1—Y—-52GE

Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
g Password), Failed

Login/Logout .
Locked System Administrator

Authentication -

Detected continuous (K EIHMERTE)
Authentication Fail

EERNI-FE

Audit Policy Audit Log | Enable/Disable

J3TAT—HA
Print | C leted, C leted
Copy _omp ete ! omplete

with Warnings, Canceled

Scan

Job Status . | by User, Canceled by
ax

i » Shutdown, Aborted,
Mailbox™!
{ Unknown

Print Reports

T ABREER

) ) Adjust Time ]

Device Settings ) . | Successful/Failed

Create Mailbox™!
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Logged Events Description Status

Delete Mailbox™!
Switch Authentication Mode | Successful
Change Security Setting (BREEBLRAF)
View Security Setting Successful

TIA2EHT—INDTHEA

Import Certificate
Delete Certificate

) Add Address Entry )
Device Data 1 Successful/Failed
Delete Address Entry
Edit Address Entry

Export Audit Log

Failed

C icati Trusted C icati =
ommunication rusted Lommunication (FARIVEEE EHERTE)

*1)Mailbox [FFRERYIAZRT

(2) FAU_GEN.2 User identity association(F| & #3150 E1(7)
TOE BEEBINEEEXRAIANY MEEOTI7MIAGEERT IHFC. ZORRELSTFIAEOH
1ERICREE T TTERRERL TS,

(3) FAU_SAR.1 Audit review (BE&ELE1-)
PR IUTAEENT TR BEINLEITATOERE. Sis B BI RT3,
FE"TEARTPANELTRET B "ELOBTRDORIVDHD ., COMBEICEINEF1)T(BEEOY T —4%.
STRUINDTFARTPAIVELT, Aov0—- RT B EN KD, TFIUT(EENTTF—AEAIV0—
R 2H5E. Web 505 EFIBATBHEIIC, SSL/TLS @EEEMICHESNTOEIFNEELEL,

(4) FAU_SAR.2 Restricted audit review([REE&ELE1-)
XA TAEBENTT-A0HH H UE, RSN VATLEBEDHICRET S,
EXIUTFABEBEOTT-AINDTOEAR. VAT LEBEEN Web T50F DA ERTIRET. BE/ IR
ho7HtE2AT3EEHEEBN, YATLEEEN Web 750 & ELTTOEADTA Y LTUWEITNIE.
VATLEBEORI(OTM V) RICERTTEEICES,

(5) FAU_STG.1 Protected audit trail storage({fRESN=EE & FEBIEHH)
EFIVTAEENT T—235kH H UHEEDH T, HlIBREREIS EHM AR FE LB FELBRSAP
RENIRESN TS,

(6) FAU_STG.4 Prevention of audit data loss(BE&T—5#8%0D51E)
X1 TAEEOT T AN ERICE1FF . RVE VI LAV T CRRBRSNEEE T AL EEL
T HULLVEET-INMERTIELGERSNS,
EBXOTRERDIRY ME B4 LAY FTEHKIC NVRAM (LIRFSN 50 #(SELES S . NVRAM £
OOJ% 50 HEALLT—20774 V(AT TEEOTI7MILIEFES)ELT, REBN— RTAADEEA
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REFEELT. &K 15,000 DIV MeRFTHENHES, 15,000 223155, — &S
WAL LRV T CREBRSNTEEEAT I71 I BIEREE LT, #0IR LTI AV MYEEERSNS.

(7) FPT_STM.1 Reliable time stamps(E{E#431 LA%VT)
EENLEBERRINYMEEEOT 771 AR T B, TOE A HE-TWVSIOYDHREIC LS 34
L23V 7 R1TT 2HREEIRIET B,

FFETOEREEEL TSF_FMT (CENVATLEBEEOH N AIEETH B,

1.1.7. AEMFRYI-DT—5{REHEE(TSF_NET_PROT)

RERRY FD—DT - REWEER. VATLEBRE(CLINVATLEREE-FTHRESNIZTERE 4 207
ARVEREDERICED ., AERY NI-DT—S{REHEENRHIND,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF I&{EEFv=RIL)
TOE & TOE F3&EH [T AR TEF 17T 2B ENMRISNIBEFLEE IO MILCTEN.
X &7 —4(User Document Data)bLUHERYDA (User Function Data). %1745
OJTF—ABLU TOE RET—HZRETIMEETIRMTSE, COREBEFrRIUE. thOBEEF I
EREBRICEBIEN ., Z0iH mORIESNEHE NS LURERR BN BIETIERETIENE
T\,
B{RMIZIE TOE ERRAEFDFAT7V b, U= )—FED Web (LLZ:@1E. TVVE— 31 NDEIE.
E-mail ®&E. 2V MI—D2AF vV D@EIE. MIB DBIEZRETIHEETHD,

a) SSL/TLS 7akail

VATLEBECINVATLEEEE— FCHRESNLISSL/TLS BIE IR, Ry rI—DLEE
FNBIXET—I, EFX1UT1EEBEOT TP TOE RET—I5RETE—DOELT. EF17HT—4
BIEMMREEENS. SSL/TLS 7O RIS RE LTV,

TOE W3t/ d B4AEICLD . SSL/TLS H—)\—F7(d SSL/TLS H34 7Y beLTBIET BTN %
3. = SSL/TLS FOMIUCHETBIEICLD. & TOE EUE— MEOT—S@BIE IR . BHEPHER
ORANRET RN KD, BENLORE . TROMBEECIBIET A5 EIL TR
SHOTEHRTD, BHBSRIETIIVDEIIBFRICERIN . MFD RADEREVIETH. 3t
YAVDR T ERBTHERT B,

- TLSv1.0/TLSv1.1/TLSv1.2 7OMIELTE SN EHGE OIS S5
BHFMICE, TROESIEAM— RN IDRIRENS.

SSL/TLS OEES{ER1—F HEREsAX/BY1X NyYa1A=H
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Ev i SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evh SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evhk SHA256
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FWSANLDREEL. SSL/TLS BEF&EE 703D HMAC(Hashed Message
Authentication Code — IETF RFC2104)#4 a5 R T3E(CLOTERT D,

Web 95472 b ET SSL/TLS BIEEBEMICTIE. D47V MoDERIE HTTPS &8 LT, 218
LiinEanialy, SSL/TLS @{ElE. IPSec, S/MIME 2ty b7y 9 %01, FLEVATLERSE
HeF1)T(BEEOV T2 Y0—- R BREIICEMICRESN TN EBLE L,

b) IPSec 7ardlL
VATLEBECINIATLEBEE— FTHRESNEIIPSec BIE IICH L. RERYFI—DEZHR
NIXETA, LX) T(EEODTTAP TOE RET —HERETDH—DELT. 177 —4&
EMREESNS. IPSec 70 FICKIE LTINS,
IPSec 7O U, TOE EVE— MEITED LK IPSec BIEEITONEL VO, R PIES7)LTY
ALBEDNGA—REEETIEHD., tF1)T1T7VII—VaVDHENET D, 7VYII—YaVDFEL
ZIEESNEZHFED IP 7RV ABDOETO@EET L. TOE OFEIR OFF FLFUEYFEN3ET
IPSec D FFVAR—FE—RICENEEBEEND, BHEESRETIIVORRFICERSN. MFD K
KOEREVIE TN, FLB IV TERBFISERT .

-IPSec 70 pJJL(ESP:Encapsulating Security Payload)eLTA RSN 3iEHEEORE S
BAMICE. TROEXERBEESARE \Wwo1AKXOMEHENEORINIIEREND,

HEREs AR/ By X NvYa1AR
AES/128 Evhk SHA1

3Key Triple-DES/168 £k SHA1

c) S/MIME Farail
VAT LEBECLINI AT LEBEE— RTERESNLIS/MIME BE IRV, RERYMI—D6L
USNERY M) —DEERNIXET—HERETEI—DELT. LF17LBA-IILBENMRIIENS.
S/MIME 70U LTV,
S/MIME BEBA—ILDiEZIEMEEICED. HEEBF AN TEIETIIHEDA—IERERFIR L TO
XET-ADEEESE, £t S/MIME BRAA—ILDEZIEBEEICLD, XET-ADZEPRSVERHIE
EE-R
BEESREEA-ILOESLRBEICERIN. MFD XMEADEREVIMT2H. FLEA-ILOES
LT ERBFISERT S,

S/MIME 7O PVELTERENSA-ILEE S LD D EREES A

HARES AR/ B4
3Key Triple-DES/168 £k
AES/128 Evh

AES/192 Evh

AES/256 Evh
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S/MIME JARVELTERSNSA—ILERDTHDNYY1 A K

NyoaA=R
SHA1
SHA256

1.1.8. AVI7AA—=Yay70—tFa1)74#8E(TSF_INF_FLOW)
A7 *A—avI0—tF1)T1H#4EElL. external interfaces(44 &4 VA—J1—A)E
Shared-medium interfaces(R&R%Y tT—D)REICHITEEFRISN B LVBIEZFIFR T HHEETHD.

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE [F. NEAVA—J1— AN o R (TE NS T —AZ NI GNERRY M) —DANERE TR CEZEHIR T

S TECRENEIRILT S,
NERAVB—T1—-2 SMI(R#ERFY kD—5) DB IE TR BE
USB(7/\1R) TIVMT—RRERAVE—TI-ATHN, hDAVE—T1—2AN

DEREFFFRIENTILN,

GE: TV b IR TFAR= TV IAETESND)

7D AR—R/USB(RALR) | EAD USB A VA3—71—2 TV MA—Jih— REEHIN TS T
7HAR—FEREUT TOE [CRECPHEATRIEETET, A%
BEEEBRBERNIRY M) =D TT -2 Z(TESBLDT, &8
REFORZENRZEVLLRERT —AEAEBRY FI—DiE
EICELIEL,

Ethernet TV T —AEZEVZBERMOM A —T1— ANDERE L EF
AIENILN,

D1 —F—HEFREIFATY MY —N—hbZIETEC
t(;tﬁ—rénuwaa EniXehdcEldizly,

GE: TV b IR TFAR= TV IAETESND)
MAZBEBDIM7 M oE R RHRREZELLGE. 1T —
SREEMEREN SV EREREEICER E SN TLVBE. TOE (334851 3R E ¥R
% LDAP H—/\—Zz[x Kerberos H—)\—A#%{E7 3,

BENRI 1RE) f*)bb\B@’fﬁﬁﬁEﬁFﬁ(CIIM\%&%U . uIEb\,Z\%’C H%,
NERETBHEREIR LY,

:L—*J"'—E{’%IE%% EMSEREREEICERTE SN TLVAE, TOE (32551
SREFEHR%E LDAP H—/)\—F7/=(d Kerberos H—/I\—AE{ET
%,
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1.1.9. BETAMERE(TSF_S_TEST)

TOE (&, TSF E£4T0— FHLU TSF T-ADFTEE M EIRAL T H/eHDE S TA MEREERITT 5N
BETHS.

(1) FPT_TST.1 TSF testing (TSF 7AkF)
TOE ($#2EBF(C NVRAM & SEEPROM 0) TSF F—A%SLEEER A L. EERIEMERIUCT
I—ERTT B,
EEVEEDT T4, Bt OBBT—2ENLICESENEBIVEHEEORBELEL,
F7= TOE (F#28)8:(C Controller ROM & Fax ROM OFtvhy LaHE LT EDEE—FTEh%E
HRUVEBREIBENRIVCIS-ERTT5,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. H®&EE (Acronyms)
K ST [EHTBRREEELLTICEREAT B,

iE EERNB

ADF BHEREfEEDEE (Auto Document Feeder)

CC JEV9347)7(Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—17408—2y MF—EA(CentreWare Internet Services)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SFEREEL NJL(Evaluation Assurance Level)

FIPS PUB K EDEFRIFIRLIBIZLED H MR ¥ (Federal Information Processing
Standard publication)

IIT E& A H3—3F)(Image Input Terminal)

10T E{&H H58—3+I)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LT AAEY(Non Volatile Random Access Memory)

PDL R—JgBk E5&(Page Description Language)

PP 70752370774 )L (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR t¥a)TH#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESSE (Strength of Function)

ST t¥a1)748—5v(Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE %17 1##E(TOE Security Function)
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8.2. FHi& (Terminology)
KSTICHITBRABELUTICERBAT S,

& ST COME TENE

[T THIRIRITI ] TOE 0t 1L TOE MORBKIIAN. FEAIRTI-D(FTP/SMTP 7

(Scan / Network ORUL)BET, SYIAVOEFIAIE—, FTP H—)N—, A=)l —\—AE

Seam) WO | mittERANAT e, 21 FIFSC PDF, TIFF, JPEG BAQEHIEEN AL,
FERERYDALZES AREAF U LERTPIANEE TOE NICRET BB

.. DCE.

ARRITA R T BRI TR R A MEN e X EE Ry M= L QT 1—
BNGEDH T CED T BETHD
EHTY MR EEICRE T CRS Y NIEMICED. B R

Tyt SNECENKE , B EEHEEH S LENMS A ICH A F—4% TOE MIc—B

= zziab SRR N ERIIA T BHEE. FHD FE1AY FNEREBCELT
CHEZMEDF U RFFaAY P ANEIRTES,

o5y TOE 10 Web ¥~/ 1—TH0. FIRE)S1 72 +0 Web I35 €A LT, TOE

e [T 2k AERER . B L . CEOINE L/ ERIERNTEZH—EATH
3.

—F WI

TTEACWIS) | (Wis . Windows A= Web F55H T Fi 3oEhTE3.

1—H—55 TOE M4 #EE% T3 A1(C. FIHE OBRIE1T->C TOE OF FREE IR

(User ENMNTBEHDHERETHD.

Authentication) | AMKZBEIEENERREIND2ODE—FH BN, EBLNDE— FTENMET B,

:ﬂ’ial B TOE D1~ F—iE% MFD (L2 8R Uk 1—H—{E 8% F L TR EIRE 35
:E_ Fo

Authentication)

f;:“;“;te TOE 01— H—BEEE S ERREEH— ) (C B8R U 1 —— (S B L T2

a BEETIE—F,

Authentication)

rEEEE . s s o

(Hard Diek Dats RER)\— KT ADEE L LB X EF—AEMIRT B, 207 — 448

. HEREF-AT L EETEEERT,

Overwrite)

B R—JERih S 55(PDL) THE R AN EENRIF— A5 RRAT L. £y F Iy T F—RICE

7 i T B AL,

D FAUK— AHEEICLD . X— UzRih = 25 (PDL) CHER AN = F— S ERRATL . By

7 FOYV TR BT B E,

N = ME _—

(’ZTtLe*n'f FREF | nmimasns MFD OmEEE R AT 3B E— FERRIC. VA5 LEEEY

azynimistrator TOE O FIBEIC&HET. TOE MEDBERTE® TOE 1UT(i%ER

mode) OB/ EHEL ok, BEEOEEETIMEE—F,
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& ST COmE

EHNE

ZA— M7 HRE
(Auto Clear)

BAENRIVBELY CWIS hioflt #EELBLRET—E ORI EA LI
&, BERICEREEN AT 7Y FSNBIERETHD . BAE IR DS BT — U7
Rl DER FE WY AT BE

DAMR-IVIZ7

(Customer MFD OR=F/EBETIIVIZT,

Engineer)

Y WEEHLL, TOE FBREINTVBIEEICREBFRERELTYIEATS

(attacker) BTHd, WBAHICL, KRBSNLRAETIHIN, ZOERKRERLTTIER
IRELEIND,

BRI

(Control Panel)

MFD DZEICRHERRIY, SVT AvFRRIVTAAT VA DERESNZ) IR,

—RMAEDIMTY
|~

—RFABNFRATEIIIMTUL,

VAT LEBE VAT LEBENFRTIIIMATV b, YATLEREF Web T5055 L
eatdls MFD 2% LT, TOE RET—SORBOEERIET.

— Iﬂ: 5A77° S

Uﬂ’fﬂi’ YFBE | TOE OBHEEIS LSS 7Y MY — i8R T

T)R—=FIAN
(Printer driver)

— WA AEDSATY N LOT 5% MFD HNRIRAIRE A — JiEh S 8
(PDL) CHER SN EEIRIF— S ERTBYT MITTT, MIBEDA 7Y MO
Y%,

MFD W IRAIREBA— YEEiR E55(PDL) CHERSNET—4, HIRIT—A(&.

ENRIT—53 TOE OFIVR—A#EETEY by T T —RICE#H]END,
P MFD ’ﬂﬁﬁi_@“é/\— ROI7I1ZY MEITITONSBIED>S. AV FEZDL AR
VAELTEREEINDE T4,
JE—#EEICENFTEHAENTLT A, BLUTUVA—HEEICEDFIAE D17V
EybIvTIT—4 MOEESNEERRIT—3% T IV R— A EETERUET 4, EvMNyTT—

3B AKX TEGEMRU RN FT1ADEECHEHINS,

RERN—RT1 D%
BN H0HIRR

REN—FTAADEENLOHIBREEE LIZIE S . EEFEROBIFROEETR
o TBHE. XETANREN-FTAADEENGHIFRSNEE S WY
PEEFERIEIBRINDLY. SHEBMICHIBRSNEXET AR LTTIEAT
PERHRGMEE, LhUXET-HBERRBDIZENTOGIRELGD, XE
TRBRKE., HEBT AR UBREICEESAFNIT TR RFHXET R
LTHRARN— RTAADEE(TTZD,

(Original JE—HEET IIT NoDERMHAH DRI REBDI N EPIRE . EELGEETRT,
document)

— iR REN MFD OOE—HERE. TUUA—#EEE. AF v —HEEE. J7D A EE
ey ZFIRATIMRIC. MFD Az @B T 22 COEBRIEHREETT 3%, BFRLT

XETHERELTD. XETAQLUTORBYMNEFND,
AE-HEEEEE AT BMRIC, IIT TEdHAFN ., IOT TEIRISNBEY YT T—
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& ST COmE

E RN

)

B,

TIVA—HEEEFIATRMRIC. —RFIABDFMT7Y M DR ESNBIEIRIT—4
BLU. TNETFIVR—AUERERERENZEY YT T4,

AF v —HEEE R AT RMEIC, IIT A oFEH AFNRERN— R4 ADEEICE
BIhaEvheyIT—4,

TPHAREBEEFI AT IMRIC. LIT hoF A A ENEREFHISEIETIEY Y
T7=8. bLU. EHEMAFHNGZIEL I0T THRISNZEY YT T—4,

FREHXETH

MFD ORIER\— 51 ADEBICEREN % . FIANE T LI7ILEIRLE
1, EN— KT 2DEBRICHE ., 7~ SR BEFLTL B REOXET 1,

X1 EEATT

EELERER, 1I- Y- ELBE. TIMARNTRELLEEZEGSERE. 1
DA (GE)AY )L TESLTEL. TEDHER 1ELS R TR RSIICEEE L LD,

—MROFA TPV IBLUY—N-FB—RFIBEDSM 7V MAICERE SN TS,
TOE OHEEICHEDI LN DT 5,

RE Ry FI—DZ7NS TOE DREECHRNDI LN DT—4,

TOE #5E7—4

TOE [C&>THER SN zh TOE [CBIL TR SN 2T —3THN. TOE D1l
TAHREICHE S A RRIEDHIRET o
CNIE TSF T—A0—&THD. BRI TEDT—HTHS:
N=FTAADERET - LEEEHR. \-FTIAVEBERT-IESLER. VA
TLEBEER. DA -IUIZ7RERIRER. AMERIDHOFBFERFD
NAD—-FEAER. 1-F—)IA0—- FOR/NXFHIEH. FIFAE ID £)IAD
— PR, YATLEEERAXMICLEZ PV AERFER. RERYI—-DF
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