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T.DOC.DIS User Document Data may be disclosed to unauthorized
persons

T.DOC.ALT User Document Data may be altered by unauthorized
persons

T.FUNC.ALT User Function Data may be altered by unauthorized
persons

T.PROT.ALT TSF Protected Data may be altered by unauthorized
persons

T.CONEFE.DIS TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT TSF Confidential Data may be altered by unauthorized
persons




3.1.1.2

CRP-C0505-01

BRICHRT 5% 71 #EeAH

A TOE I3, % 3-1 R T BRI L UF O ¥ 2 U 7 ¢ HEEH#HCtHid 5
B, HEX 2V T o EREOFEMIL, 5 HEITRT,

(1) Z® TT.DOC.DIS] TT.DOC.ALT] TT.FUNC.ALT] ~Dx*t1

B IERIEEST —% (User Document Data & User Function Data) (Zxtd"
5 THY ., TOE X, 22—V —FFGH&RE]. [Nh— KT 4 A7 E@ET — & FEX
HEERE] KO TNER Y b U —7 57— X RH#ERE] CTxRHPTT 5,

TOE @ [=——G8GEHRE | 1. FRSIRRGEN KEh L 7= R A% 721712 TOE oF| A

AT D, Fio, WAGRRES N RIAEN, a v —HRE, 7V X —HRE, A% v

F—HERE. 7 7 7 ABERES O MFD O EAMERE 2 T~ 2 BRI2, MFD ARG

;mﬁémtﬁ_fﬂﬂ%%@uﬁkﬁu [z T =7 L, *@BE@&;MI R T EAT

BT 5, X512, MFD ORAMREDOEITEFF ] SN FAED, FAET —
X OBEEET HERCIE, FIAET =2 IS LT 7 B AHERO ® 2R AF I TICT
7 RAEFAIT 5,

TOE 0 [/n— K57 4 %7 $f7 — 5 LEX MBI 13, 087 — 2 BHlR SR
BIIC, LET — 5 BRI S LTI N A— R7 ¢ 2 2 SEB ORI A L% 55
THz LT, BRIFATROBRE LT3,

TOE ® TR >y NU—27 7 — X #RE) 1X, TOE £ 27 74 7 F PC %
Y — L OWBERIC, BEE@ETo haLaEA L, BETF—X 2R LT 5,

PLEOBEEEIZ LV . TOE 1%, TOE OMERIMEHCIBET — X ~DRIET 7 & A
Lo T, RESROFIHET —EZNRAN LIV SA SN0 +5 2 L 2Bk
T 5,

(2) Z@ TT.PROT.ALT] T.CONFDIS] IT.CONFALT] ~Dxii

IRV TSNS T —F kT 2E&BTHY . TOE I,
l—:Lb—"j_“—muniEh%ﬁbJ\ I—:/‘/—(%A%ﬁ%ﬁza{‘l ) %4%@%ﬁ%lx ij;( f~—x
V=T HERIIRAERE ] R OY TR > U — 77— X RERRE ] CXLT D,

TOE @ I—:Lb—‘]j:“—ulunm*f%% l:J L F/ZT-A#@@%_YZV“’EJ ) T{E’?ﬁ%ﬁbj . =
X2 VT AECHEASNDG T — 2O EET %2 | BBIRRIESNTIZ v AT LAEH
FIFIZET 5, 2720, —BAHEFIL AANDONSRZRT — ROEBRIIRRETH D,

TOE @ [ A h~—x2 0 V=T HEHIRBERE | 13, WA h~—2 2 V=7 OEAE
HIBR DO F N5 2 4 DR ET — Z I DOWT, T DB ERELE T 2k IR &S
NIz AT NEBE T2 T 5,

7



CRP-C0505-01

TOE @ TH#EF v bV —2 7 —2(fi#eE] 13, TOE L7 747> |k PC 4%
Y — N E DOWERC, BEES@mETn haLzEA L, BETFT—Z 25kt 5,

LI EDREREIZ L V. TOE iX, TOE OEMRIMEHCET —F ~DARIET 7 & A
LT, REIRDOT = NI/ANV LTV B S A SNV T D52 L2017 5,

3.1.2 HEBOExX1 )T AtEEXa ) T #EERS
3.1.21 HEotxXa ) T4 H8t

A TOE OFHICY 7o CTEREINDIMMEOEX 2V T 4 F#ta £ 3-2 10577,
NS OMEEDOE X2V T ¢ FEHT. PCIPHER 23 EMMENTWD Z & ZFRWT,
PP ENTWALDOLFELTH D,

#®3-2 HHABOL¥Y T HEH
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PUSER.AUTHORIZ | To preserve operational accountability and security,
ATION Users will be authorized to use the TOE only as

permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect corruption of the executable code in the TSF,
FICATION procedures will exist to self-verify executable code in
the TSF.

PAUDIT.LOGGING | To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or

alteration, and will be reviewed by authorized

personnel.
PINTERFACE.MAN | To prevent unauthorized use of the external interfaces
AGEMENT of the TOE, operation of those interfaces will be

controlled by the TOE and its IT environment.

P.CIPHER To prevent unauthorized reading-out, the document
data and used document data in the internal HDD will

be encrypted by the TOE.
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A ACCESS.MANAG | The TOE is located in a restricted or monitored

ED environment that provides protection from unmanaged
access to the physical components and data interfaces of
the TOE.

A.USER.TRAININ | TOE Users are aware of the security policies and

G procedures of their organization, and are trained and
competent to follow those policies and procedures.

A ADMIN.TRAINI | Administrators are aware of the security policies and

NG procedures of their organization, are trained and
competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the
TOE in accordance with those policies and procedures.

A. ADMIN.TRUST Administrators do not use their privileged access rights
for malicious purposes.
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