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1 ST introduction

1.1 ST reference

AHi Tl Security Target (LA T, ST EBET) Ok #z 7tk 92,

ST 4

N—g);
TATH
AT H:
F—T—K:

Canon imageRUNNER ADVANCE C33900KG/C3300KG/C3300 Series 2600.1 model
Security Target

1.04

v /oAt

2016/06/07

IEEE 2600, Canon, ¥ />, imageRUNNER, iR, Advance, 7V Z/VE G, HE
B, ot — TV, Tr I ARG, T2 A RRRE, TR ARE, v S| W
b, X2 T TV Ry I A X 2T 4%V, EX 2T —F b

1.2 TOE reference

ABCLE TOE ORI T 5,

TOE 4 ¥k

IN—g

Canon imageRUNNER ADVANCE C33900KG/C3300KG/C3300 Series 2600.1 model
1.1

W, AN TOE [ ZLL MR Y7 =7 N—Ry =T LT A AN S ILD,

iR-ADV &% =VU7 r—=>h-L1 for IEEE 2600.1 Ver 1.01
HDD 7 —# 5 5fk% >  C
(Canon MFP Security Chip 2.01)
AZ—/3—G3FAX AR —NR - AR1 (F &7 /W IARRIESE)
Canon imageRUNNER ADVANCE C33900KG/C3300KG/C3300 Series
Access Management System (AR HELE ()

HIELA TR
iR-ADV Security Kit-L1 for IEEE 2600.1 Common Criteria Ver 1.01
HDD Data Encryption Kit-C
(Canon MFP Security Chip 2.01)
Super G3 FAX Board-AR1
Canon imageRUNNER ADVANCE C33900KG/C3300KG/C3300 Series
Access Management System (71 & A4 7 v gl ALK H X CIEIARMREE HELE )

2% Canon imageRUNNER ADVANCE C33900KG/C3300KG Series ¥ Canon
imageRUNNER ADVANCE C3300 Series O##[E 58 HE7 /L T,

1.3 TOE overview

TOE %, < Canon imageRUNNER ADVANCE C33900KG/C3300KG/C3300 Series 2600.1 model >& >
YT VANV BE A THDH, B E E T /LD < Canon imageRUNNER ADVANCE
C33900KG/C3300KG/C3300 Series >IZLL T 4 DORG (—ERIEHELE (i) &AL AR— /L 3R E L, &
FERR E&1TH)ZET TOE T#HDH< Canon imageRUNNER ADVANCE C33900KG/C3300KG/C3300
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Series 2600.1 model >M3 529D,
- iR-ADV X =U7 r—F%vk-L1 for IEEE 2600.1

- HDD 7 —# 5 k¥ vk

- I7IAR—=R (F T MIABIELE)

- (Access Management System) : 71 Z AA4 7 g
AAACKHIK TIE, 7 ¥ # VG AR AT 2 i
TUT AT =T HIX TIE, ACCESS MANAGEMENT SYSTEM KIT-B1 2342,

1

iR-ADV t ¥ =2U7 ¢—%vh-L1 for IEEE 2600.1 |Z{X. < Canon imageRUNNER ADVANCE
C33900KG/C3300KG/C3300 Series >l 7y =7 kX 2T 4 —F v b4 ANE £
Do
HDD 7 —# /5 5{bAR—RI1Z, HDD (TSNS T — X 2K (V7 v =T & & te) B 5k T 57200
N—=RT =T ThbH, K TOE ® HDD [TV L— T )NT 4 AT LT ZENFHETH D,
Ty I AR—RIXT 77 ARe 2 E T 5720 ON—RU =7 Th D,
< Canon imageRUNNER ADVANCE C33900KG/C3300KG/C3300 Series 2600.1 model >/%, LA F ™
HAEMH D Protection Profile (UL | PP &I897) , BELOED PP TEEINLTWD 7 @l SFR
Packages CE RSN TN DX 2T HHEZL | SE LRI T HZEMTXS,

Protection Profile

- 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

SFR Packages

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A

- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
- 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

- 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

1.4 B&FE - HIFE

AR ST TIXLL FOlgEE- HiE 2T 5,

Table 1 —H&FE - FFE

W55 - HER Wt
TUANEERE A —RERE, 7 7 7 ABKRE, 77U MERE, 25{5 (Universal Send) FiaE7 e &2 PF &
FoEEHOZE, ZNHOERELE N T 572 RAEED HDD #£F,
HEY 7 v =7 AREN=FY =7 EEEL B 20T RO Z =5V 7 =7 Th D,

1 Access Management System (37 4 > A4 7L a L TH Y, EEOHERERIL, iR-ADV X 2UT r—F k.
L1 for IEEE 2600.1 & L CHRLS N DHIE Y 7 MU =7 ICEFEN D,
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FERNEEE B

B L FIORNAGEREERERR T A N—RT 2T OO THY | BEXF— Xy T/% L
MORERESIL, TUANE A BET DL EIE SN A X —T = —RATH
60

JE—h Ul Web 7T %7055 LAN R L CTF P2V EKICT 78 AL, TUXNVEERE
DOENEIRILOFERCY a7 OFAE, Ry 7 ATk HEME, FFERTREN T
HALHE—T = —ATHD,

HDD TN BT EIND N R T 4RI DL, HilfE 7 T =7 BLOY, fRH#
BPENRATFIND,

17772 T 7 I AL EDEZAZEATIODAL7ZLL T, BablEIFR ClEed, A7 —3
R A — R NI 7T ADI L,

A A= T 7 AV FeRIAIR, TV, ZE R E I Lo TT VANV AN E RSN - Eig T —

&O

TURIFIVAA—=TT
7A IV

A= FUNEOTaT ORPIERLSIL, PaT B T T HENEITRDAA
—T 77 A,

°—/)

77 e AR TR T 52— —DMHERTHY, 2 —HF—I1TITVELHD
n—/LISBEA T BN,

HOENUHERESNTNDT 74/ ba— TNz, HAZ LT —)LELTT 7 4
NEE— VLV TRO DN T 7 Al R EZ 2 B LT O — V23528
WAREChD, T 74N e — LT FOor— L2385

Administrator/Power User/General User/Limited User/Guest User

Administrator =—/L & 3E BIEEREZ T H 3 DME R (& PRAMEIR) 2~ -

Administrator T— /L 3E| )Y CHNT S EMERE R T A5 — W —,
PP TEFHIN T2 U.ADMINISTRATOR,

NEwA

2—+—7% TOE OHEEZFIHL T LELRIET HERD 2 —F —DIE R
ERREIRDILEDT — 5 (BT ICE) A TDETHO,

SCEOBAFICIL, B2, U b, T8 — T7 7RG, R HIRAHD,
2P DEMEIC R Va7 DR, T, 56 T ECO— ORI TS,

TUANEEEN TRV ONG L= —FT =2 THY, A A= T 7 AV L@
TS LD,

AEY—52 15

ZASLIZT 7 I AN T 70 A% TV LR T AT DR 7 AR L TR <ik
HEDZ &,

NS

FIOBNEAIBWTHRIABRL TV, 777 A LT B LR RAT
TAHME, 22— =R IR Tr7I ARV T A AT LR AD 3 FEIBDMFAE
j‘éo

XA TOE Tl 777 AR 7 2ZFIH L2,

=PRI A

TUANEEE TR — Y =D AIAATZE T LEFL, PC b7 U METR
LB LEREDPRAFENDIR Y A THY | B LFEDOT VMR ARETH
50
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W 5E - FHEE B

VAT IR T A T7 I AFEN =GN 77 I ARAE)—Z A5 LT B SUENRGINDSR VI AT
B, BT LEOTNREERENAHETHD,

A= — N — TN ERE THAAATTE T LEE | 777 AEBRE T A—NLVEETD
%/EI\GCLIZ\%@‘H‘“‘/{““O

=P =Y — N | =P —ID RV —RED =Y —FRERFFL, XY =& L Ta—

- P—RAEATI Y — 13—,

Firewall Internet 2>HNES LAN ~OBEEZLH 7200 DIEE T AT L,

BA LY —r— W2 1Bl 2 & TEY. Internet 247 L T, Network Time Protocol {87~
A DRSO RICEZDZENTEDL Y — 3 —,

EXa 77U R XTIV (BEEHEE BT 5EENT-7 VN T AR A i B A8
VeIV EDRE

[ —| o —HREA R E T DB E RV E DR Z L,

[TZ7J7A] 77 ARERE A LB A M E L EDRZ L,

[ 2%y | HCEEFAIAN TR I ANMRET DIERERC T AIA AT B LEEE 1 A—
VT RUAR PC DI T 45 —F KGO i #0328 E L |
DRZ L THHI AT L TCEE ) [ ARy L TR IR Z

[ZfE R A [ZE R A JEITZIE A ~DEE R RV LR,
ZAENALNE, 77V AT T 7 I AAGENT= T 7 ANV e — B AR T DA
THY VAT LRI ARET 77 AR T AD 2 FEEERHVET,

MRIF 7 7 AN DR | Ry I ANMRIFENTZE 1 L ELERET D RE A BN T D8 E XL EOR K

JEHJ :/O

VE—hUI EDOTSZAE | Ry AMEGFINT-E L ELBRIETHHEZE# 75— Ul LR

IRF77A VDR |y

H
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1.5 TOE description

TOE (., 2" —H%HE « 7'V MERE - 5{5 (Universal Send) #§RE 7 77 AMERE 1 7 7 7 AZ(SHERE - = — W
— IR I AEE . R P RSB A TH D, TOE NS5 2600.1, Protection Profile for
Hardcopy Devices, Operational Environment A TIZLA FO IR HBRELAZEELTWD, (7
2600.1, Protection Profile for Hardcopy Devices, Operational Environment A” clause “1.1 Scope”

MHDBIH)

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “Operational Environment A.”

Figure 1 (X . TOE T & %5 7 ¥ # /b ¥ & & < Canon imageRUNNER ADVANCE

C33900KG/C3300KG/C3300 Series 2600.1 model >DOAF > aLm&ieiiesr i HT555 08T
RERETHY, FEHLRVEEEND L5 101E, REREIIERDILGENRHD,

Figure 1 TR ILEE S #E< Canon imageRUNNER ADVANCE C33900KG/C3300KG/C3300 Series >®
HEREMRIIRE

HE

-

: A SASTH N
A Q//Q;?‘ o 1 FREEH—/N
] o ):(5) 2 6 albia

Vi
7N

774 RBIE
* —II7VREE S REEBF AP
RosR | Rysz
BEARER 22 | o2
IR DD \L\ )‘—11/"}— \—
NG
( \ %3_%;2, HERLAN 0
| S B |
RS )
\

Firewall D PC

Web IS4

B LY
Ir}teir—ngt

Figurel |2~ KORMEE R B HEREE CTlE, 7 DXVE ARSI LAN ([ZE > TA— /L — 3 — =
— P —FBEEY—/3— PC, Firewall |[Z#5%i 341 CHRY, Firewall |25 T Internet 7>HNHEE LAN ~D K
BELHNTND, TUXNVEEHIT, B THRAAATEEFLEE 1 777 ARERE A A—VIEEL
720 1 T I AEZAZ LT BT DIT A— L — R — | HEE 4 $7- . PC 2V TETF 2L UL b,
[RA7, 177 I AERIAT BZEITE, Web 7 T 9 PC LIcA v Ab— T BILTF ALK

2 CC Iz T 2T ANREE Tid, Web 777 1% Microsoft Internet Explorer 11 % #/H L 7=,
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E—MRETHIELARETHD, 727-L. PC MOT VU NEATHGANL, @727V 2 —RTA/3—% PC
WAV A=V LT T A0ERHS, USB 77— 7V PC R BT 52T PC O ETFLEY
TV RAET DZELFRETH D, 72721, USB #f5t T7 VX VA EHEND PC R USB 7 /A RIZT —
BEARAF T DI LIL TERWIIC R E R E T D,

EL TOE 13Z ALY —r3—7n %Eﬁﬁfi H Hé‘f%ﬂ& %‘LVCH#*UH%;&"?‘T’J?_D %JK@ZL““H- o uIE'H-“‘
NPT AT L TR E ORMBIGERREZ 2L 720528 &2 IR L CWA, ZO IO E R E
ERHEBREEICR W T, TUXNVEERRIILL T OEEAFIH 322613 T& 5,

- T —pEEE

MELEE AR v T TR ia I, TV RTHIEIZED | RCEAE T T HHERETH D,
- U MERE

T VAN RN OE A CER PCNBIRESNDE A LEAHSCEICTV N 2B Th D,
- 177U AZAGHE R

4’/57%2/%%3_4[\Lf | 77 ALL TCEA L EEZETHHETHD, | 77 VA ESNT=T7 7V
ZEFFZTVARENTIZV AT AR v 7 ARG SN D, RESNTZT 7 A4 0iE, BB
é:éw:j’u Vb, RE, HIBRDATEX S,
- Ty AZ{EHRE

7 7 7 A EI B LELZETIRETHD, 777 AZEINTZT7 74 VI
ZAFHREIZ 7J/FéMﬁ VAT LRy T ARGEEIND, BRESNTET 7 AT, BB
LxIZTY b, EHED HIERNTE D,

- Ty AREHEE

ML FE L AT v L TAERSNIZEF LERVAT LRI AR AFSINTWDEF L EFELT 77 A
EETHHEETHD,

- 152 (Universal Send) #HE

ML EL ATy L TERSNIZE T LERLV AT LR AR FEEIN TWSEF CES TIFF %9
PDF 77 ANVJER TEAFA—/LTRL AR PC OIF T NH — 1 777 AR EICHEE T HikRE
50

- a—P—Ry 7 ARE

ZOMBEIL, 2 — PRI ANA A= T 7 ANV EARAET DR RE L 2 —H — R 7 ZADARAER 7 A
Z R HREREIC KRB TE D,

- AP TR I AN A= T A VAR T DR BE

AR FDOHRBAATE BT LT, PCIT TRy MR AARE U T S0l
R I AR T BHERE T

- 22— PRy T ADLRAFR v 7 AR DhRE
=P Ry J R RAF ST E A SCEITH L CTLL T OBAENTED,
- EFXEFEOTIR
- BTICEOHIR
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1.6 TOE DO&iH

TOE »3i &35 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A ™
BORAERE FZB 5720 LU R D X572 TOE k1%,

TOE o4 BRely 5B L A BERORE RIS LA F D0 T,
1.6.1 TOE D4pHRAy#iH

TOE [3/—RU =T V77 =T INORE RS T AN E AR THD, WEEIELPHIZLL T Figure 2
(ORI ThHD,

Figure 2 TOE M/\—FKx7/V b7

HEY IO T
(TOE:Y7kx7)
T7HYRR—K Canon imageRUNNER ADVANCE
(FE5 LA oz |  CI3900KG/C3300KG/C3300 Series HDD F— & B {b K —F
[TARHELER) AEN—FIzT (TOE: /\—KHz7)
(TOE:/\—F™9x7) (TOE:/\—Fr9x7)

fillf Y 7 b7 = 71X iR-ADV ¥ = U 7 +—=F v | + L1 for IEEE 2600.1 & L Tt 5,
AR N— R =7 & iR-ADV ®F=2U7 r—F v h-L1 for IEEE 2600.1 % & TT ¥ LAEAHEA
wET 25,

TOE T %< Canon imageRUNNER ADVANCE C33900KG/C3300KG/C3300 Series 2600.1 model > (%
TV HNEEEARIZHDD 7 — Z i SR — B XN 7 7 7 AR — REMAEDEZ LD TH
Do

TOE % # ik 52 KK N — KD =7 T& % < Canon imageRUNNER ADVANCE
C33900KG/C3300KG/C3300 Series >ZIXLA FDTA LT w7 D385,

Table2 —8I F A4 T v 7/—&

HASA(2T7vT

iR-ADV C33930KG/ iR-ADV C33925KG/ iR-ADV C33920KG/
iR-ADV C3330KG/ iR-ADV C3325KG/ iR-ADV C3320KG/
iR-ADV C3330/ iR-ADV C3330i/ iR-ADV C3330F/

iR-ADV C3325/iR-ADV C3325i/

iR-ADV €3320/ iR-ADV C3320i/ iR-ADV C3320F

TOEIWZEENLIHA X ZIILLTFTOHE@Y TH D,

(Fnsc4 1)

- imageRUNNER ADVANCE (3300 Series 2600.1 model e~==7"/L CD
iR-ADV &% =UF ¢r—Fvh-L1 for IEEE 2600.1 7RI=AK—&—H AR
iR-ADV &% =U7 ¢—=wh+L1 for IEEE 2600.1 %3V NIRRT B H LTS
HDD 7 —#t55{b¥ vk 2 —H%—XH AR

(B34 FR)
imageRUNNER ADVANCE C3300 Series 2600.1 model e-Manual CD (USE Version)

Copyright CANON INC. 2015
10



Canon

FEITH: 2016/06/07

imageRUNNER ADVANCE C3300 Series 2600.1 model e-Manual CD (APE Version)

iR-ADV Security Kit-L1 for IEEE 2600.1 Common Criteria Certification Administrator Guide
Before Using the iR-ADV Security Kit-L1 for IEEE 2600.1 Common Criteria Certification
HDD Data Encryption Kit Reference Guide

1.6.2 TOE DOiHAYEEH

TOE OimERRI#EFH % LL T @ Figure 3 TR T 5 (22— — 22—V —38FE — /N — A—LH—/—
PC. #A LYW —3—%R<), TOE OtF VT HEREIT A SEX TRTHSS ThHD,

Figure 3 TOE D#SHEIERK

AR —— ALt —N— PC BA L —/3—
[ av—mame |||| szrnme |[[[ wossoy ||| wose |

| tans—smmmee || || cave—smmme ||| cavs—smmme
R H BFXE TTXE B
TOE

| Lans—smmmee

| LANT — SR |

mrxw [
$2TETT Y LA 21— AR HDDT — 45 & H A
oY
USBIE #;
[Avairoexmmme | Berarme || EEAsmE | )
| EEA EE R
‘ i ‘ EEER
E I A
| HDDES S1E#fE |
EmIETEIETTa
UrsRe [ monsme [ wome | HDD
E i —> TADRN
FYEE #xE HxE
v v v
| - |

TOE 1% 1.5 ZCRlBA LSRRI Z LU F O — e 2B 75,
- UI F¥%#E
W= EAE VA VT TOE Z#EL 72D, TOE D38/E/ SRR R LIZD T 5,
- HJItkRE
TOE S CFEAEH 132,
Wt IA PR
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TOE D& CEA A T35,

TOE 1%, L F DX 2T te s A9 5,
- :L““‘H-P‘munﬂz*&
BN D NZE>THETIZ TOE RHSNZ2WIDIC, BN —Y—%23RGET 5,

2 FREIL, TOE W‘(uuuﬁﬁbémnﬁnunftkﬂ‘i[g@n‘—#*ﬁ}gulﬁ“—/\‘—%‘fﬂqb\Tuunijaéﬂ‘
AR AR — 5, SMEREEIC 81T HERFE /7 2 Kerberos #87E%H L< 1L LDAP 8FE %4 HIV 5,

- Vad ZIT T 7 ATIERE

RRRESI A —F =DM RA DT VXNV BB OMREZ EIT TERN DI, 2= —Dr—/1iZ
JEUTHTRBERED AT 27 7] 972,
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1.7 TOE ®=—#—

TOE ®=—+#— (U.USER) %, AFD2fHEDO 2 —H —IZHFETE 5,

Table 3 —Users

Designation Definition
U.USER Any authorized User.
UNORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
% PEIL, User Data, TSF Data, Functions @ 3 fiA T 5,
1.8.1 User Data

User Data |3, =—HV —IZ L > TERESND TOE Dt x =V 7 A BREICITHE L 5 2 70T
— 2 ThH ., LLTFO2fEICHETX 5,

Table 4 — User Data

Designation | Definition

D.DOC User Document Data consist of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Data X, TOE DX = U7 4 EEICHEL 5257 —XThHV, LLTO 2 FEEIC/HH
T% 60

Table 5 — TSF Data

Designation | Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.
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A TOE T#5 TSF Data ZLL T Table 6 (27577,
Table 6 — TSF Data @ E.{&1k
2AF | TSFF—4%& N LRIFSE
D.PROT | = —#—%, 2— Y — RN FRRERE E TRIH T 5 = — — @i | HDD
R
07—/ 772 AR EESRE TR 52—V — OHE[R 1 HDD
By 77KV | vyl T U MEBEOREE®RTHY, vy 7 | HDD
—RXE DOHREFE v v 77 7 MR O E T H
NRAT—=RRY v— | 2 — P —FBiHERE TRIA T 232U — Fo& e | HDD
XTE HTHY, /AT —RE, EHARESCT, A
A IZBT B HIH O ETEH
F— bt 7 TERE BERRZ VDY v g H A LT 7 bOREERE | HDD
15
H /R % HAF & B O 3% E 1 RTC
HDD E&{HERE | HDD 7 — ¥ el EHEER EfF® TH v  EED A | HDD
N/IZHAT BE T 2 5% E 1
IPSec #& & LAN 7 — Z {RERREIC BT 2R EHF M TH Y | #iE | HDD
DA NI 2 5% T IE H
D.CONF | /RS2 D — R o — W — BRI RE TR 9 5 = — % —»FREE | HDD
R
= B JHSRE TR S NS F HDD
Ry 7 ARGRER 5 BANTa7 T 72 AREHERE CRH TS, =—%—7K | HDD

T A VAT AR YT ASNDT 7 AHETH A
O v 7 AGEORREE =

1.8.3 Functions

Table 7 |29 HEHE
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2 Conformance claims

21 CC Conformance claim

Z® ST X, LL F® Common Criteria (LA F. CC LEE) I2@EE T2,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL3 augmented by ALC_FLR.2

2.2 PP claim, Package claim

2O ST X, LT D PP AT 5,
- Title :2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
- Version : 1.0, dated June 2009

Z® ST iZ. LL F® SFR Packages &, BINTH5,
- 2600.1-PRT @&
- 2600.1-SCN

op

- 2600.1-CPY

op

op

- 2600.1-DSR

op

1
1
- 2600.1-FAX jiE A5
]
B

- 2600.1-NVS iEf
- 2600.1-SMI B0

i

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical document
output.

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as scanners, paper-based fax machines, and
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MFPs) that perform a scanning function in which physical document input is converted to electronic document
output.

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a copy
function in which physical document input is duplicated to physical document output.

Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile (fax)
transmission, and a printing function in which a telephone-based document facsimile (fax) reception is converted
to physical document output.

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as MFPs) that perform a document storage and
retrieval feature in which a document is stored during one job and retrieved during one or more subsequent jobs.

Title: 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational Environment
A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for products that provide storage of User Data or TSF Data in a
nonvolatile storage device (NVS) that is part of the evaluated TOE but is designed to be removed from the TOE
by authorized personnel. This package applies for TOEs that provide the ability to protect data stored on
Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such protection is
supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide a trusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied by only the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.
The functions that are allowed, but not required in any particular conforming Security Target or Protection
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Profile, are listed in Table 7:

Table 7 —SFR Package functions

Designation | Definition

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic
document output

F.CPY Copying: a function in which physical document input is duplicated to physical document
output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based

document facsimile (fax) transmission, and a function in which a telephone-based
document facsimile (fax) reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs
F.NVS Nonvolatile storage: a function that stores User Data or TSF Data on a nonvolatile storage

device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over
a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency
wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being performed.
The attributes that are allowed, but not required in any particular conforming Security Target or Protection
Profile, are listed in Table 8:

Table 8 —SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.

+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a shared-medium
interface.

2.4 PP Conformance rationale

TOE %, 7 VXNVAEAHO EERERE CThHLHaE — TV R AX v ) 777 AOMEEIZIN X, SCER
17F%HE. HDD B5 S LARHE. LAN 7 — X OR5 S LBERE A 24l 352 L 5, 2.2 D PP claim, Package
claim (28172 PP IZ/EFE STV 5 9T D SFR Packages (2 &9 22 &35 U) Th o,

PLFIC, 7 fl9-~=T? SFR Packages & L7= PP & 2 ST #H#E L T\ <,

%9, Security Problem Definition {Zf L T, PP & ST ZLbifk3 5L, LLFD OSP 20 & -2iBIL T
WHLIAMIFRIC TH D,

P.HDD.ACCESS.AUTHORIZATION
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Ziud, EHBRBEA T L QA0 TIEeL | TOE ZHil#IL TV 5 OSP Tho,

PE->T, LARDIRRALT D,

- STOEFX VT AR EREW 72T T X TOTOEIL, PPOEF 2T AR ERLI-L 1D

- PPOEF 2T A E R AT 2T T N TOEMBREIL, STO X 27 (BBEERBI 2L TWD

WA, Objective IZEIL T, PP & ST % #cd5&, LLF D Objective & U & -2iBIIL TWDIEN XA
CTHD,

O.HDD.ACCESS.AUTHORISED
ZiUZE, TOE %L TV % Objective ThH D,

PE-T, LU RDIRRAL T D,

- STOTOED X2 UT 4% 5K J7 #1415 72979 X COTOEIL, PPOTOED & =) 7 15t 5 5 #+4,ifi7- L
NQAYS

- PPOIEARREO X 2T 45K G2 7-9 T X COEHARKIL, STOEHREDO X2V T ¢ %f
WGEBI-L 0D

S BT, BEREEEIZEAL T, PP & ST % tbikd 5L, Table 9 DLHIZ 7l SFR Packages &84
RTOEBEEMIZRIRL T, &5IC ST TIFHEREE B INESNTVD,

Table 9 —PP. ST TOMSRRE Xt

PP_Package PP DHBREE {4 ST DHREE
Common FAU GEN.1 FAU GEN.1

Common FAU GEN.2 FAU GEN.2

Common FAU SAR.1 FAU SAR.1

Common FAU SAR.2 FAU SAR.2

Common FAU STG.1 FAU STG.1

Common FAU STG.4 FAU STGA4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACEF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP RIP.1 FDP RIP.1

Common FIA ATD.1 FIA ATD.1

Common FIA UAU.1 FIA UAU.1

Common FIA UID.1 FIA UID.1

Common FIA USB.I FIA USB.1

Common FMT MSA.1(a) FMT MSA.1(delete-job)
Common FMT _MSA.3(a) FMT_MSA.3(delete-job)
Common FMT MSA.1(b) FMT MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT MTD.1(FMT MTD.1.1(a)) | FMT MTD.I(device-mgt)
Common FMT MTD.1(FMT MTD.1.1(b)) | FMT MTD.]I(user-mgt)
Common FMT SMF.1 FMT SMF.1

Common FMT _SMR.1 FMT SMR.1

Common FPT STM.1 FPT STM.1

Common FPT TST.1 FPT TST.1

Common FTA SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)

PRT FDP_ACF.1 FDP_ACF.1(in-job)

SCN FDP_ACC.1 FDP_ACC.1(in-job)
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PP_Package PP DHBREE {4 ST DHREE
SCN FDP_ACF.1 FDP_ACEF.1(in-job)
CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACEF.1(in-job)
FAX FDP_ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACF.1 FDP_ACF.1(in-job)
DSR FDP_ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF.1 FDP_ACF.1(in-job)
NVS FPT _CIP_EXP.1 FPT_CIP_EXP.1
SMI FAU_GEN.1 FAU_GEN.1

SMI FPT_FDI EXP.1 FPT_FDI EXP.1
SMI FTP_ITC.1 FTP_ITC.1
Common - FIA AFL.1
Common FIA SOS.1
Common - FIA UAU.7

NVS - FCS_COP.1(h)
NVS:SMI - FCS CKM.1

SMI - FCS_COP.1(n)

SMI - FCS _CKM.2

NVS - FPT PHP.1

PP TlX, FDP_ACF.1(a)iZE\\ T, +FAXIN ® D.DOC @ Delete, +FAXIN @ D.FUNC @ Delete (Z
x4 % Subject Z# UNORMAL & LTV %725, ST T FDP_ACF.1(delete-job)IZFV T, Subject %
U.ADMINISTRATOR & L, UNORMAL ® Access Control rule %z [Denied] & LT\ %, F7-. PP
T, FDP_ACC.1 (238 T, +FAXIN @ D.DOC @ Read (Z%t9 5 Subject 2 UNORMAL & L T\
%73, ST TiX FDP_ACC.1(in-job)iZ 3\ T, Read (Z%f9 % Subject 2 U.ADMINISTRATOR & L,
UNORMAL @ Access Control rule 2 [Denied] & L Tu\\%,

b3k U7z ST OBERE D EN 0 £11F 1L Delete <> Read FIAE7ZR Subject DO #i[H % 5, UNORMAL D
7 7 & A A[HETR Object 272 < THID 117 TH Y | PP OEREE M L 0 LR T 7 & Al &2 4T
) Tb N é & é%_ éo

PP TlX. FDP ACF.1(a)i=3 T, +FAXIN @ D.FUNC O Modify =54 % Subject % UNORMAL
L LTW5 7, ST Tld FDP_ACF.1(delete-job)iZF T, Subject Z U.User & L. Access Control rule
% [Denied] & LTW5%,

ST DREFEEAEDEN U (T IX MEBEDFIH %2 £ D Subject IZHFF I RNWE T HEI VAT THY
PP OEREEE L 0 LHIRHIZR T 7 B AR Z{T-> TVWAEEZ 5D,

LEOFBA LY, ST TR EN TW5D SFR I, PP TR &N TWA SFR LV TR F-1T LD
HIRE)) THDHEWVZ D,

WE-T, LTSRN T2,
- STOSFRZH /-9 X TOHOTOEIL, PPOSFR{E/-L T\\V5

F7-. ST OREFEEIL PP O EEEEL[FIL Th D,

PLEIZED, 2 ST 1X PP (2kb#LC, TOE (Z[AI% LA EOHIBRAZFRL . TOE O ERELIZFESELL T D
HIPRZFRL TN D,
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Pes>T, 2D ST X PP Zimar & L TV5,
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3 Security Problem Definition

3.1

3.2

Notational conventions

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v™) place at the intersection
of a row and column indicates that the threat identified in that row is wholly or partially
mitigated by the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the objective
in the same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.In specifications of Security Functional
Requirements (SFRs):

Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

Bold italic typeface indicates the portion of an SFR that has been partially completed or refined
in this Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition, but which also must be completed by the ST Author in a
conforming Security Target.

The following prefixes are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity
U. User
D. Data
F. Function
T. Threat
P. Policy
A. Assumption
O. | Objective
OE. | Environmental objective
+ Security attribute

Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b)Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d)Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11—Threats to User Data for the TOE

Threat Affected asset | Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12—Threats to TSF Data for the TOE

Threat Affected asset | Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13—Organizational Security Policies

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF

P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment

P.HDD.ACCESS.AUTHORIZATION To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14—Assumptions

Assumption Definition
A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides

protection from unmanaged access to the physical components and data
interfaces of the TOE.
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Assumption Definition

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4 Security Objectives

4.1 Security Objectives for the TOE

ZDETIX, TOE D=t & X2 U T ¢ xWHEHIE L Ttk 4 5,
Table 15— Security Objectives for the TOE

Objective Definition

O0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
alteration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.

O.INTERFACE.MANAGED The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain a log of TOE use and

security-relevant events, and prevent its unauthorized disclosure
or alteration.

O.HDD.ACCESS.AUTHORISED The TOE shall protect TOE assets in the HDD from accessing
without the TOE authorization.

4.2 Security Objectives for the IT environment

COETIE., ITEEOYX 2V F 4 5HEHFSHCE L TR+ 2,

Table 16— Security Objectives for the IT environment

Objective Definition

OE.AUDIT STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT ACCESS.AUTHORIZED | If audit records generated by the TOE are exported from the
TOE to another trusted IT product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons
OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3 Security Objectives for the non-IT environment

ZOBETIL, FEITEEOEX 2 U T 4 XE NI L TRk T 5,
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Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized
to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security

policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.
OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.
4.4 Security Objectives rationale

ZOETIE, BX2 YT & S#E (Security Objectives) OARHLICE] L CTiEik+ %,

Table 18—Completeness of Security Objectives
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Threats. Policies, and Assumptions |0 |0 | o |o|olo|ololoc|ololo|lo|olo|ololo|lolo
T.DOC.DIS v viv
T.DOC.ALT v viv
T.FUNC.ALT v Vv
T.PROT.ALT v Vv
T.CONF.DIS v vV
T.CONF.ALT vivi|v
PUSER.AUTHORIZATION Vv
P.SOFTWARE.VERIFICATION 4
P.AUDIT.LOGGING v Vi iviv
PINTERFACE MANAGEMENT v v
PHDD.ACCESS.AUTHORIZATION v
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A. ADMIN.TRAINING v
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Table 19—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure

O.USER. AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.DOC.ALT

User Document Data may be
altered by unauthorized persons

0.DOC.NO_ALT protects D.DOC from
unauthorized alteration

O.USER. AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.FUNC.ALT

User Function Data may be
altered by unauthorized persons

O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.PROT.ALT

TSF Protected Data may be
altered by unauthorized persons

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization
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T.CONF.DIS TSF Confidential Data may be O.CONF.NO_DIS protects D.CONF from
disclosed to unauthorized unauthorized disclosure
persons O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization
T.CONF.ALT TSF Confidential Data may be O.CONF.NO_ALT protects D.CONF from
altered by unauthorized persons | unauthorized alteration
O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization
P.USER.AUTHORIZ | Users will be authorized to use O.USER.AUTHORIZED establishes user
ATION the TOE identification and authentication as the basis for
authorization to use the TOE
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization
P.SOFTWARE.VERIF | Procedures will exist to O.SOFTWARE.VERIFIED provides procedures
ICATION self-verify executable code in to self-verify executable code in the TSF
the TSF
P.AUDIT.LOGGING | An audit trail of TOE use and O.AUDIT.LOGGED creates and maintains a log
security-relevant events will be of TOE use and security-relevant events, and
created, maintained, protected, prevents unauthorized disclosure or alteration
and reviewed. OE.AUDIT STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications
OE.AUDIT ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records
OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed
P.HDD.ACCESS.AUT | To prevent access TOE assets in | O.HDD.ACCESS.AUTHORISED protects TOE
HORIZATION the HDD with connecting the assets in the HDD from accessing without the
other HCDs, TOE will have TOE authorization.
authorized access the HDD data.
P.INTERFACE.MAN | Operation of external interfaces | O.INTERFACE.MANAGED manages the
AGEMENT will be controlled by the TOE operation of external interfaces in accordance
and its IT environment . with security policies
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces
A.ACCESS.MANAG | The TOE environment provides | OE.PHYSICAL.MANAGED establishes a
ED protection from unmanaged protected physical environment for the TOE
access to the physical
components and data interfaces
of the TOE.
A.ADMIN.TRAININ | TOE Users are aware of and OE.ADMIN.TRAINED establishes
G trained to follow security responsibility of the TOE Owner to provide

policies and procedures

appropriate Administrator training.
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A.ADMIN.TRUST Administrators do not use their OE.ADMIN.TRUST establishes responsibility of
privileged access rights for the TOE Owner to have a trusted relationship
malicious purposes. with Administrators.

A.USER.TRAINING | Administrators are aware of and | OE.USER.TRAINED establishes responsibility

trained to follow security
policies and procedures

of the TOE Owner to provide appropriate User
training.

28
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5 Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Release 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data

Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and user
data.

Confidentiality and integrity of stored data is important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and user data in the same way. Examples are full disk
encryption functions, where the TSF stores its own data as well as user data on the same disk. Especially when a
disk is intended to be removable and therefore may be transported into an unprotected environment, this
becomes a very important functionality to achieve the Security Objectives of protection against unauthorized
access to information.

Component leveling:

FPT_CIP_EXP.1 Confidentiality and integrity of stored data 1

FPT _CIP_EXP.1 Confidentiality and integrity of stored data, provides for the protection of user and TSF data
stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT _CIP_EXP.1

The following actions could be considered for the management functions in FMT:
a) Management of the conditions under which the protection function is activated or used;
b) Management of potential restrictions on the allowance to use this function.

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly, detected attempts to bypass this
functionality (e. g. detected modifications).

FPT_CIP_EXP.1 Confidentiality and integrity of stored data

Hierarchical to: No other components.
Dependencies: No dependencies
FPT CIP_EXP1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: media used
to store the datal.

FPT _CIP_EXP.1.2 The TSF shall provide a function that detects and performs
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[assignment: list of actions] when it detects alteration of user and TSF data when
either is written to [assignment: media used to store the datal.

Rationale:

The Common Criteria defines the protection of user data in its FDP class and the protection of TSF data in its
FPT class. Although both classes contain components that define confidentiality protection and integrity
protection, those components are defined differently for user data and TSF data and therefore are difficult to use
in cases where a TOE provides functionality for the confidentiality and integrity for both types of data in an
identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity protection
for both types of data in a single component. The authors of this Protection Profile view this as an approach that
simplifies the statement of security functional requirements significantly and therefore enhances the readability
and applicability of this Protection Profile. Therefore, the authors decided to define an extended component to
address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in particular,
storage media that might be removable from the TOE, the authors believed that it was most appropriate to place
it in the FPT class. It did not fit well in any of the existing families in either class, and this led the authors to
define a new family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another external interface. However, some products may provide the
capability for attackers to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly allowed by an authorized administrative role. The family
FPT _FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT FDI EXP.1 Restricted forwarding of data to external interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI _EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities;

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role;

¢) Revocation of such an allowance.

Audit: FPT_FDI_EXP.1
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The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i. e. without processing the data first) between different external
interfaces is therefore a function that — if allowed at all — can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both user data and TSF data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI _EXP1.1 The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces| from being forwarded without further
processing by the TSF to [assignment: list of external interfaces).
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6 Security requirements

ZOFETIL, TOE DtFx = U7 ¢ B (security requirements) (2B L CTRRik 7 %,

6.1  Security functional requirements

ZDETIL, TOE DEFx = VT HAEZLE (security functional requirements) (2B L Crtik 35,
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6.1.1 :L“"‘Hi“"m\\ 1%@!3

FIA_AFL.1 Authentication failure handling

=

Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events].

[selection: /assignment: positive integer number/, an administrator configurable
positive integer within/assignment: range of acceptable values/|
= an administrator configurable positive integer within 1 to 10

[assignment: list of authentication events

» BERIAL LTV E— M UL ZioTom 7o kT

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
=  met

[assignment: list of actions]
» By J7 UL
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: Iist of security attributes]
» a—P—f v

FIA_UAU.1 Timing of authentication
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FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1
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Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is authenticated.
lassignment: list of TSF-mediated actions that do not conflict with

access-controlled Functions of the TOE]

. NN aT Ty IAYaT 1 Ty I AT DA

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedbackl

n k

Timing of identification
Hierarchical to: No other components.
Dependencies: No dependencies.
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.
lassignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]
. NN aT T IRV aT | TV A a7 DA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
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The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: /ist of user security attributes).

[assignment: list of user security attributes)
» a—Y—4 m—L

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

lassignment: rules for the initial association of attributes
= L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes].

[assignment: rules for the changing of attributes]
= L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

Interval of user inactivity).

[assignment: time interval of user inactivity]

= BRSOV AR LR VIREBAS . BRE IR

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

Interval of user inactivityl.

[assignment: time interval of user inactivityl

= UE— b UL ZEELZRUIREENY, 15 4y R

6.1.2 a7 ETT 7 eRHIHEEE

FMT_MSA.1(exec-job) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
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FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)l to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: Iist of security attributes] to
[assignment: the authorised identified roles).

lassignment: access control SFP(s), information flow control SFP(s)]
= 2L

[selection: change_default, query, modify, delete, [assignment: other operations]]
= query, modify, delete, create

[assignment: list of security attributes]
n T—)

[assignment: the authorised identified roles
=  U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(execjob) The TSF shall enforce the TOE Function Access Control Policy,
lassignment: access control SFP information flow control SFP to provide
[selection, choose one of: restrictive, permissive, [assignment: other propertyll
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
= 2L

[selection, choose one of: restrictive, permissive, [assignment: other property/)
= Restrictive

[refinement]
= TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles)
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles)
= Nobody

FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components.

Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(exec-job)  The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
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operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: list of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP.

[assignment: list of TOE functions and the security attribute(s) used to determine
the TOFE Function Access Control SFP|
= objects controlled under the TOE Function Access Control SFP in Table 20, and for
each, the indicated security attributes in Table 20.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other conditionsl].

[selection: the user is explicitly authorized by U.ADMINISTATOR to use a
function, a user that is authorized to use the TOFE is automatically authorized to
use the functions [assignment: list of functions, [assignment: other conditionsl]

= [assignment: other conditions)

[assignment: other conditions]
= rules specified in the TOE Function Access Control SFP in Table 20 governing access

among controlled users as subjects and controlled objects using controlled operations
on controlled objects

FDP_ACF.1.3(exec-job)  The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U ADMINISTRATOR,

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
= 2L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]

= 2L

Table 20—TOE Function Access Control SFP

Object Attribute | Operation(s) | Subject | Attribute | Access control rule

Copyright CANON INC. 2015
36



Canon

FEITH: 2016/06/07

Object Attribute Operation(s) | Subject | Attribute | Access control rule
j 0) L. .
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6.1.3 ®ATVaT TR

6.1.3.1

¥ a THIEREERE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s) to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: list of security attributes] to

[assignment: the authorised identified roles).

lassignment: access control SFP(s), information flow control SFP(s)]
In The JOB Access Control SFP in Table 23

[selection: change default, query, modify; delete, [assignment: other operations)|

37
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= Table21 ®» [#fE] D1

lassignment: list of security attributes)
* Table21 @ [security attributes| DIH

[assignment: the authorised identified roles)
= Table21 ® Tm—)] DIA

Table 21—Management of security attributes

security attributes e "—/,v
a—H—4 delete, create, query U.ADMINISTRATOR
Ry 7 AREGEE 5 modify, create U.ADMINISTRATOR
HE DRy 7 AWGGER S | modify U.NORMAL
APPLICATION NOTE 1. This Protection Profile does not define any mandatory security attributes, but some may be

defined by SFR packages or by the ST Author. The ST Author should define how security attributes are managed. Note
that this Protection Profile allows the ST Author to instantiate “Nobody” as an authorized identified role, which makes it
possible for the ST Author to state that some management actions (e.g., deleting a security attribute) may not be
performed by any User.

FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFE information flow control SFF to provide
[selection, choose one of: restrictive, permissive, [assignment: other property)l
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP information flow control SFH
=  Common Access Control SFP in Table 22
= In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other propertyll
= restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles)
to specify alternative initial values to override the default values when an object or

information is created.
[assignment: the authorized identified rolesl
= Nobody
FDP_ACC.1(delete-job)Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on
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the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objectsl
* U.ADMINISTRATOR (%, 7T D.DOC * D.FUNC DHIERA AT hE
= U.ADMINISTRATOR (%, +CPY, +SCN, +DSR, +FAXOUT @ D.FUNC ® Modify
ANGINTE)

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects]
" L

Table 22—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete UNORMAL | Denied, except for his/her own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete UNORMAL | Denied

D.FUNC | +PRT,+SCN,+CPY, Modity; UNORMAL | Denied, except for his/her own
+FAXOUT, Delete function data
+DSR

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete UNORMAL | Denied
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6.1.3.2 = 77 IEAHIHEEE

FDP_ACC.1(in-job) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
on the list of subjects, objects, and operations among subjects and objects covered
by the In The JOB Access Control SFP in Table 23.

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in
Table 23 to objects based on the following: the list of subjects and objects controlled
under the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
specified in the In The JOB Access Control SFP in Table 23 governing access
among Users and controlled objects using controlled operations on controlled
objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
=  U.ADMINISTRATOR /%, +FAXIN/4DSR @ D.DOC ® read 7° A E

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the
lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects).

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
L

Table 23—In The JOB Access Control SFP

Object Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read UNORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for his/her own documents
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Object | Attribute(s) Operation | Subject Access control rule
D.DOC | +DSR Read UNORMAL | Denied, except for his’her own documents

6.1.4 =ZEVa enkieE

FPT_FDI_EXP .1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles.
FPT_FDI _EXP1.1 The TSF shall provide the capability to restrict data received on any

external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 7 —4Z724&iH EHRE

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components.
Dependencies: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the

resource from) the following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the resource froml)
= deallocation of the resource from

[assignment: list of objects|
= 2L

6.1.6 HDD R 5-{btthe
6.1.6.1 W {b/1E SHkAE
FCS_COP.1(h) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operations| in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes| that
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meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations)
* HDD ~HZIAENDT —F ONF S L#IE
* HDD 7 baiAt s 7 — % OESHIE
[assignment: cryptographic algorithm]
= AES

[assignment: cryptographic key sizes]
= 256 bit

[assignment: list of standards]
= FIPS PUB 197

FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components.
Dependencies: No dependencies
FPT CIP_EXP1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: a Removable
Nonvolatile Storage devicel.

[assignment: a Removable Nonvolatile Storage devicel
= HDD

FPT _CIP_EXP.1.2 The TSF shall provide a function that detects and performs
lassignment: list of actions| when it detects alteration of user and TSF data when
either is written to [assignment: a Removable Nonvolatile Storage devicel.

[assignment: Iist of actions]
= o action

[assignment: a Removable Nonvolatile Storage devicel
= HDD

APPLICATION NOTE 2. Today many manufacturers are looking at hardware solutions such as fully encrypting
disks to meet disk encryption requirements. Some of these drives will not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality cannot be bypassed, detection of modifications is not a useful function
within the TOE and therefore it should be possible to instantiate "no action" in the assignment for the "list of actions" in
FPT_CIP_EXP.1.2, arguing that unauthorized modification is prevented by the design of the system.

Quote from [PP Guide]

6.1.6.2 AKFNIFEFEHERE
FPT_PHP.1 Passive detection of physical attack
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_PHP.1.1 The TSF shall provide unambiguous detection of physical tampering that might
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compromise the TSF.
[refinement] physical tampering — HDD &, )"HDD 7 — 4l 5{bAR— KO3 0 Rz

FPT_PHP.1.2 The TSF shall provide the capability to determine whether physical tampering
with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD & )"HDD 7 — 4 5 5{bAR— KOT 0 Rz

6.1.7 LAN 7 —XZ{R#HkRE
6.1.7.1 IP /X7 v MREE{LBERE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment: list of cryptographic operationsl in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: /ist of standards).

lassignment: [ist of cryptographic operations|
* LAN ~E(ET 2 IP /37 v b OB kiEfE
» LANDOZ[ET 5 IP 37 v b O S5HAE
lassignment: cryptographic algorithml
» Table 24 @ [cryptographic algorithm] DIH

[assignment: cryptographic key sizes)
* Table 24 @ [cryptographic key sizes| DIH

[assignment: /ist of standards]
= Table24 @ [list of standards] DIE

Table 24— IPSec cryptographic algorithm, key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 bit FIPS PUB 46-3
AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197
AES-GCM 128 bit, 192bit, 256 bit SP800-38D

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components.
Dependencies: No dependencies.
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another
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trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the
communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 BT AMERE

FPT_TSTA1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions lassignment: conditions under which self test should occurll to
demonstrate the correct operation of [selection: [assignment: parts of TSFH, the

TSH.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under

which self test should occurl]
*  during initial start-up
[selection: [assignment: parts of TSFl, the TSH]
* LAN 7 —# {R&RE CRIM 7 55757 L= U X L(AES, 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF, TSF datal.

[selection: [assignment: parts of TSFl, TSF datal
- B

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.

6.1.9 BEEnsHE

FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
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Start-up and shutdown of the audit functions;

All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified)
level of audit; and

all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]
= ot specified

[assignment: other specifically defined auditable events|
= L

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in Table 25: (1) information as defined
by its Audit Level (if one is specified), and (2) all Additional Information (if any is
required); [assignment: other audit relevant information].

[assignment: other audit relevant information]

= oL

Table 25—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Type of job

Both successful and unsuccessful use of the FIA UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT SMF.1 Minimum None required

Modifications to the group of users that are FMT _SMR.1 Minimum None required

part of a role

Changes to the time FPT STM.1 Minimum None required

Termination of an interactive session by the FTA SSL.3 Minimum None required

session locking mechanism’

Failure of the trusted channel functions FTP ITC.1 Minimum None required

FAU_GEN.2 User identity association

Hierarchical to:

Dependencies:

No other components.

FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

5 PP Guide @ [14.1 IEEE Std 2600.1 Errata] % &
IEEE Std 2600.1(Z1%“Locking of an interactive session by the session locking mechanism” & & % 73, #55t &

T 5 5 AL
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FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
lassignment: list of audit information] from the audit records.

[assignment: authorised users]
= U.ADMINISTRATOR

[assignment: list of audit information]
» Table25 |[ZRTEARZDU X K

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
= prevent

FAU_STG.4 Prevention of audit data loss
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Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent
audited events, except those taken by the authorised user with special rights”,
“overwrite the oldest stored audit records’]l and [assignment: other actions to
be taken in case of audit storage failurel if the audit trail is full.

» ‘e

[selection, choose one of “ignore audited events”, “prevent audited events,
» i

except those taken by the authorised user with special rights”, “overwrite the

oldest stored audit records’]
= “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
= 2L

6.1.10 EHEERE

6.1.10.1 = —H —EEikkRE

FIA_SOS.1

FIA_SOS.1.1

Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metricl

» AT ERLFUTONRRAT—RE

= 3 TP R S SUFAE G DN

» WARLTA~Z)E | XTULEEDD

» N F(a~z2) B 1 LTFLEED D

= HT0~9% 1 LT EEDD

= TIT 7Ry NSO LTO-@[]5,. T #8%& O=|{+*¥} ><)% | XTU L
XY

= flHATRESCSE
o HIESCTF LS DT O F

FMT_MTD.1(user-mgt) Management of TSF data

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,

modify, delete, clear, [assignment: other operations/l the [assignment: list of TSF
data associated with a U NORMAL or TSF Data associated with documents or jobs
owned by a UNORMAL] to [selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, the U NORMAL to whom such TSF data are associated)].
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[selection: change default, query, modify;, delete, clear, [assignment’ other
operations/)
»  Table26 ® [#fE] DA

lassignment: list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)
*  Table 26 @ [TSF data] DIH

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the
U.NORMAL to whom such TSF data are associated]]
= Table26® Tm—/)L] DIH

Table 26— — ¥ —FHEH

TSF data 72—/l BRIE

a—HP—4 U.ADMINISTRATOR | delete, create, query

u—/ U.ADMINISTRATOR | modify, delete, create, query
IRAT — R U.ADMINISTRATOR | modify, delete, create
HHED/NAT— R UNORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl
=  Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.

6.1.10.2 5855 FREERE
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes| that meet the following: [assignment: /ist of standards].

lassignment: cryptographic key generation algorithml]
* FIPSPUB 186-2 IZA D B S4EA AT LT Y X A

lassignment: cryptographic key sizes)
»  128bit, 168bit, 192bit, 256 bit
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[assignment: list of standardsl
= FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standardsl.

[assignment: cryptographic key distribution method
= DH (Diffie Hellman) 35X OYECDH (Elliptic Curve Diffie Hellman)

[assignment: /ist of standards]
= SP800-56A

6.1.10.3 F /34 R EHERE

FMT_MTD.1(device-mgt) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify; delete, clear, [assignment: other operations/l the [assignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment' other
operations)
= Table27 O [H#fE] DA

[assignment: list of TSF datal
= Table27 ® [TSF Data] DIH

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment:
the authorized identified roles except U NORMAI]II
= Table27 ® e—)L | DOIHE

Table 27—7 /A A EHEHEHE

TSF Data o —J HE
H A/ R E U.ADMINISTRATOR | modify
HDDSERTHE R E U.ADMINISTRATOR | query, modify
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TSF Data o —J HE

[PSec #% & U.ADMINISTRATOR | query, modify
F—rI7VTRE U.ADMINISTRATOR | query, modify
a7 7T NRY L — R TE U.ADMINISTRATOR | query, modify
INAT —RRY Y —&TE U.ADMINISTRATOR | query, modify
= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions

Hierarchical to:

Dependencies:

No other components.

No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
lassignment: list of management functions to be provided by the TSH].

[assignment: [ist of management functions to be provided by the TSF]
= LUF® Table 28 1R 9 & BRAERE

Table 286—The management of security requirements

‘wEAE

BAE

H AT/ B BOE

modify

HDDERHEHRTE

query, modify

[PSec % &

query, modify

query, modify

Ry s T NRY Y —RE

query, modify

—
X AE

query, modify

query, delete

delete, create, query

modify, delete, create, query

INAT—RRY L —3
A=
a4,
°—/

INAT— R

modify, delete, create

R 7 ARERER

modify, create

50
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BERMRE #RIE
HEDO/XAT— R modify
H & DR 7 ARG modify

6.2 Security assurance requirements
This section defines the security assurance requirements for the TOE.

Table 29 lists the security assurance requirements for 2600.1-PP, Protection Profile for Hardcopy Devices,
Operational Environment A, and related SFR packages, EAL 3 augmented by ALC FLR.2.

Table 29— 2600.1 Security Assurance Requirements

Assurance Class Assurance components

ADV: Development ADV_ ARC.1 Security architecture description

ADV _FSP.3 Functional specification with complete summary
ADV TDS.2 Architectural design

AGD: Guidance documents AGD OPE.1 Operational user guidance
AGD PRE.I Preparative procedures
ALC: Life-cycle support ALC CMC.3 Authorisation controls

ALC CMS.3 Implementation representation CM coverage
ALC DEL.1 Delivery procedures

ALC DVS.1 Identification of security measures

ALC FLR.2 Flaw reporting procedures (augmentation of EAL3)
ALC LCD.I Developer defined life-cycle model

ASE: Security Target evaluation | ASE CCL.1 Conformance claims

ASE ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE SPD.1 Security problem definition

ASE TSS.1 TOE summary specification

ATE: Tests ATE COV.2 Analysis of coverage

ATE DPT.1 Testing: basic design

ATE FUN.1 Functional testing

ATE IND.2 Independent testing - sample

AVA: Vulnerability assessment | AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 30 |Z TOE &X=UT4%}K e X2 T BB 2~ T LT D THD, ZILTED,
B2 UT AHEREELEN D72 1 SO TOE X 2T 4 %5F HEHI S L TWAZ LA R LTV,
EE 5t BIRE Bold (K0 (P) THEL, VAR —RL TWD%HGEIFR%E (S) T/RLT,

Table 30—The completeness of security requirements

| SFRs | Objectives
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O0.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
0O.CONF.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS.AUTHORISED

FIA_AFL.1
FIA_ATD.1
FIA UAU.1
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)

FMT MSA.1(exec-job)
FMT_MSA.3(exec-job)
FDP_ACC.1(exec-job)
FDP_ACEF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACEF.1(delete-job)
FDP_ACC.1(in-job)
FDP_ACF.1(in-job)
FPT_FDI_EXP.1 P
FDP_RIP.1

FPT _CIP_EXP.1
FCS_COP.1(h)
FPT PHP.1 P
FCS_COP.1(n)
FTP_ITC.1
FCS_CKM.1
FCS_CKM.2
FPT_TST.1 P
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU SAR.2
FAU_STG.1
FAU_STG.4
FPT_STM.1
FIA_SOS.1 S
FMT_MTD.1(user-mgt) PP | P

NN n nRIRININ Y N YNy
hU

Nl nn
il wnl wn

N " nn

a~

g
g
-
a~
g
-

w1
wn
92
w2
w1
|95

[728R 721 Ra-AR2!
728N 721 Ra-AR2!
nln|N|lwn
i wn|i~iwn
728N 721 Ra-AR2!
nln|iN|lwv

IR TR IR T
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Objectives
a
)
B |8 5
2|5 |5|slgls|S|2(518)¢8
a | j < S 2 < [ % <ZC % 8 5
olo|lolo|Q o |lE|=Z]|% |0 |=
Z|lz|Z2|Z2|Z2|Z2 |5 |4d |23 |4
) ] = <3 - Q = %)
212|812 18|8|= = |8 |3
) S i QR E | E|<|S
©Slo|jo |9 |c |8 |E|o]|& =
c|& |2 a
o |° =
o
SFRs
FMT SMR.1 S| S|S|S|S|S]|S
FMT_MTD.1(device-mgt) PP | P
FMT_SMF.1 S| S|S|S|S|S

6.3.2 The sufficiency of security requirements

AT, EF 27 ARREEID TOE &=l 7 kT2 T DI+ Ch BRI ST
éo

0.DOC.NO_DIS /4, user document data 73Z%52 SAL72VN LT,

FIA UID.1 TO=—%—#BIEHRIZIGT T, FMT_SMR.1 CEHIN/Zo—/L3EID Y THh, Zon
— T HADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
Va7 X v NAREEARNDIIZT 7 AR T 59 212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

ICEDHIRI a7 F O a—H —F —H~DT 7 A R NDIAZHIRLIZD, TN LSOV a7 H D2 —
W =T —H DT 7 RALGEL TERLIEN T HI LTI EBEND,

o, Va7 BRI ARSI user document data DFEAFE #IE, FDP_RIP.1 IZXVSERIHE ESD,
X512, HDD ND2—H'—F —H «TSF 7 —F~Dh X A - BFR IR T

FPT _CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 (2L {RESIL,

LAN 2 5%(5 3 52— —F —% TSF T —H~DUWE A ZFEITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 [z LW iS5,

THBICEE T A E EAEIX FMT _SMF.1 ICX» THRHESh TD,

0.DOC.NO_ALT %, user document data 2328 AZIN7RWN DT,

FIA UID.1 TO=—%—#BIEHIZIGC T, FMT_SMR.1 CTEHINZ0—/L3ED Y Thi, Zonr
— T HADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
DENEE AR NDIZT 7B ARIR S HZ 8LV EB I ND,

X512, HDD ND2—H—F —H «TSF 7 —Z ~Dh X A - BFZ IR T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 |ZL0fRF#ESI,

LAN 2 £%(5 3 52— —F —% TSF T —H~DUWE A ZFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 [z LW iS5,

THBICEE T A E FEEIX FMT _SMF.1 ICX-» THEESh TD,
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O.FUNC.NO_ALT /%, user function data 23X A 72 E9IZ,

FIA UID.l TOZ—H—iBIFEHRICIGT T, FMT_SMR.1 TEHESZn—AnE0Y Thh, ou
—IUIZHADE,

FMT_ MSA.1(delete-job)/FMT_MSA.3(delete-job) , FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
VEAEEZARNDIRZT 7B AFIR T HZ LIV EBI D,

EBIZ, HDD ND—H—F —H - TSF T —H~DL S A - BB Ix LT

FPT CIP_EXP.1, FCS_COP.1(h), FCS CKM.1 (2L {iESI,

LAN #6525 T 52— —F —X-TSF 7 — X ~Dh X A - ZRFRITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS CKM.2 |[ZLY{ S5,

IS EE T DB B REILX FMT _SMF.1 ([2k-> Tt Tna,

O.PROT.NO_ALT /L, TSF protected data /3L S ASI72NEHIT,

FMT MTD.I(user-mgt) C/& H&#172 FIA_UID.1 TO2—H —iBIIIEHIZJET T, FMT _SMR.1 CEH
SNToe— LB Y THIL, £DOR—/VIZHDE,

FMT _SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 {CL5 T A A B HEREIC L EHEN D,
E5IZ, HDD WD 22— —F —H TSF 7 —F~Dh X A - BFZ IR T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 (ZXh s,

LAN 2 £%(5 3 52— —F —% TSF T —H~DUWE A ZFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 [z LW iS5,

O.CONF.NO_DIS %, TSF confidential data 73#& 58 SAL72V N EDIZ,

FMT MTD.1(user-mgt) CEHL 7= FIA UID.1 TO2—H —iBIEHRIZJEC T, FMT _SMR.1 CTEH!
Sz — BN G THIL, EOR—/UIEDE,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 (CL5F /A A& HEREIC L EHEN 5,
EHIZ, HDD NDa—H —F =% TSF T —H~DES A B Tx LT

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 |ZX0fRF#ESI,

LAN %[5 5 52— —F —% TSF 7 —H~DUE A ZLFEITX LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZXW{Ri#ES 5,

O.CONF.NO_ALT I, TSF confidential data 23Z& A SI72W D2,

FMT MTD.1(user-mgt) CEFLEH 7= FIA UID.1 TO2—H —iBIEHRIZSETC T, FMT _SMR.1 CTEHE
ENT-a— A BNE Y THN, TOr—IESE,

FMT SMR.1, FMT MTD.1(device-mgt) , FMT SMF.1 (ZX5T /A AEHBEEE I LV EHIND,
E5|Z, HDD NOD—H—F —X TSF 7 — X ~DUX A« ZLFE IR T

FPT_CIP_EXP.1(h), FCS_COP.1, FCS_CKM.1 {ZXV{fESH,

LAN %5325 7§ 52— —F —% TSF T —H~DUE A ZFEITX LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 [Z XV {RESIND,

O.USER.AUTHORIZED %, FIA UAU.1, FIA UID.1, FIA UAU.7, FIA AFL.1 COBIFRFEAD =
LI EOFERES NI — =28

FIA_ATD.1., FIA USB.1, FTA SSL.3(lui)/FTA_SSL3(rui)liZ kW2 —HF —D vy a FHIN,

FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (2857 7B AFIEIZLY | HERRZ AT B 7-#rexFIH

TXHZEIZEWERENS,

E5Z, FIA_SOS.1, FMT MSA.1(exec-job), FMT MSA.3(exec-job), FMT SMR.1 (Z&VIE Y7 a2 —

—ZEHT D,

O.INTERFACE.MANAGED %, A A ¥ —T = —2&EH I 5% #THY ., FIA UAU.L,
FIA_UID.1, FTA_SSL.3(lui)/FTA_SSL.3(rui)iZ&b 2 —H — A ¥ —7 2 —ADEFL FPT_FDI_EXP.1
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(285 LAN ~Ofsk z R § DI BRI L > THEAS NS,

O.SOFTWARE.VERIFIED (%, FPT TST.1 ® H 2.7 AMEREIZ L » CERIAIND,

O.AUDIT.LOGGED % . FAU GEN.1 . FAU GEN.2 ., FAU SAR.l . FAU SAR.2 ., FAU STG.I .
FAU_STG.4 IZEDEEAE 7 HERBIZL > TEBIND, 612, BEE T +— vy MIbERa—F—fFifs
B 15 A 429572912 FIA_UID.1 & FPT_STM.1 (ZL»> CTHR—hEN 5,

O.HDD.ACCESS.AUTHORISED %, HDD 7 Z7&AH{[IZ FPT PHP.1 (\ZXAARMKTRBIZRIEEREICL > TC

KHIND,

6.3.3 The dependencies of security requirements

AFETIL, ST CHERE T ORI LTV < L B2 B -3k T,

Table 31—The dependencies of security requirements

CC TEXRLTWS

ST THi7zL CWOBIKE

1 7=LCU VR
BEREE {4 . B R RN
FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A (KA AL T D)
FIA_ATD.1 No dependencies. No dependencies. N/A EAFEDOERRL)
FIA UAU.1 FIA_UID.1 FIA_UID.1 N/A (KA AL T 5)
FIA_UAU.7 FIA UAU.1 FIA UAU.1 N/A (KT A 2L TN D)
FIA UID.1 No dependencies. No dependencies. N/A UEAFEDER7RL)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (EAFHEA TR L T0D)
FTA_SSL.3(lui) No dependencies. No dependencies. N/A (RAFEDOER L)
FTA_SSL.3(rui) No dependencies. No dependencies. N/A RAFHEDERARL)
Eop Treas | FDP_ACCI(exec-job)
FMT_MSA.I(exec-job) || oo oo r FMT SMR.1 N/A RAFEZEGT-L T D)
SMR.1 FMT SMF.1
FMT SMF.1 =
. FMT_MSA.1 FMT_MSA.1(exec-job) e
FMT_MSA.3(exec-job) FMT SMR.1 FMT SMR.I N/A (URAFHEZEH =L C1D)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A (FFtE&7-L T\ 5)
. FDP_ACC.1 FDP_ACC.1(exec-job) e ot e
FDP_ACF.1(exec-job) FMT MSA3 FMT MSA 3(exec-job) N/A (RTEMEE 2L TN D)
[FDP_ACC.1 or FDP_ACC.1(delete-job
FMT_ MSA.1(delete-job) FDP_IFC.1] ) N/A (KA AR T2 L T D)
- : FMT_SMR.1 FMT_SMR.1 =
FMT SMF.1 FMT SMF.1
FMT_MSA.1(delete-jo
FMT MSA 3(delete-job) Eﬁ%—gﬁl‘:} b) N/A (RAEMEZE - LTV )
- FMT SMR.1I
FDP_ACC.1(delete-job) | FDP_ACF.1 FDP_ACF.1(delete-job) | N/A ({KfFPEA 7= L T D)
FDP_ACC.1(delete-job
. FDP_ACC.1 ) e o
FDP_ACF.1(delete-job) FMT MSA.3 FMT MSA 3(delete-jo N/A UERIF AR T-L CTD)
b)
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A ETFPEE T TD)
FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) FMT MSA FMT_MSA 3(delete-jo | N/A (&FFMEE 7L T 5)
“MSA.3 b)
FMT_SMF.1 FMT_SMF.1 .
FPT FDI_EXP.1 FMT SMR.1 FMT SMR.1 N/A UERAF AR T-L CTD)
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CC TERLTWS | ST THl/L TV E
] =L TV Ry
HEREZE e 1 IRV H
FDP_RIP.1 No dependencies. No dependencies. N/A URAEEDER L)
FPT _CIP_EXP.1 No dependencies. No dependencies. N/A EAFEDERRL)

[FDP_ITC.1 or

FCS_CKM.4 Z 5L TR WBEH
S8 RAM _EIZAERSHERE D EHZ D, E

FCS_COP.1(h) Egg—gcm/f {’]r FCS_CKM.1 f:E%%%M:HXD Hﬁ‘:éz&iKﬁf REZeRE T L72>TU
FCS_CKM:4 ﬁéof*%%ﬁlééﬁ e %%E&%%Lf£< k%) Hg%fﬁ
- FZECEHEIN TV,
FPT PHP.1 No dependencies. No dependencies. N/A URAFHED TR 72L)
FTP_ITC.1 No dependencies. No dependencies. N/A URAEEDERRL)

FCS_COP.1(n)

[FDP_ITC.1 or
FDP_ITC.2 or
FCS_CKM.1]
FCS_CKM.4

FCS_CKM.1

FCS_CKM.4 Z 5L TR WBEH

5 S8 RAM _EIZAERSHERE D EHZ D, F

f:ﬂ%%iﬁ%ﬁw Hjﬁ‘:?:&ixﬁfﬁéfﬁ%k&@ofb\
%o P THERBHIIC I B8k T2 L7 < &b I Bt

sty ’ﬁ’siﬂ&éﬂﬂ\é

[FCS_CKM.2 or

FCS_COP.1(n)

FCS_CKM.4 % F3EL TRV B |
W58t E RAM _EICAE RS EIREZULEHE A5, £

FCS_CKM.1 FCS_COP.1] FCS COP.1(h) Tl 542 BY Hﬂ“: IERFTREZe A & L 72> T
FCS_CKM.4 - Do PE- THERBIIICIE Ak o4 L 7e b I -4
sty ’ﬁ‘:fiéhfb\é
FCS_CKM.4 ZF =L TRV B :
%);EITTCC; or W5 S8EIE RAM RICE RS EBIRE YIS LEZ 5, &
FCS_CKM.2 FCS CKM f]r FCS_CKM.1 f:ﬁ%%%%:ﬂw) Hja“_k AR AR Ak Vs L7 > TN
&‘iﬂ/ﬁ ’mif!iéznﬂ\é
FPT TST.1 No dependencies. No dependencies. N/A URAEHEDERARL)
FAU GEN.1 FPT STM.1 FPT_STM.1 N/A JERAFEZEGT-L T D)
FAU GEN.1 FAU GEN.1 .
FAU_GEN.2 FIA VID.1 FIA UID.1 N/A (KT TZL TN D)
FPT_STM.1 No dependencies. No dependencies. N/A URAFEDERRL)
FAU SAR.1 FAU GEN.1 FAU GEN.1 N/A URAFEZG 7L T D)
FAU SAR.2 FAU_SAR.1 FAU_SAR.1 N/A RTFHEET-L T 5B)
FAU STG.1 FAU GEN.1 FAU GEN.1 N/A URAFEZEGT-L T D)
FAU STG.4 FAU_STG.1 FAU _STG.1 N/A BRTFHEE L TD)
FIA SOS.1 No dependencies. No dependencies. N/A EAFEDOERRL)
FMT_SMR.1 FMT_SMR.1 .
FMT_MTD.](user-mgt) FMT SMF.1 FMT SMF.1 N/A WA AL TD)
FMT SMR.1 FIA_UID.1 FIA_UID.1 N/A UERAFEZT-L T D)
FMT_MTD.I(device-mgt || FMT_SMR.1 FMT_SMR.1 U
) FMT SME.1 FMT SMF.1 N/A (RAFHEZ 2L T D)
FMT_SMF.1 No dependencies. No dependencies. N/A URAEED BRI )
6.4 Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
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information processing environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that provides
almost constant protection from unauthorized and unmanaged access to the TOE and its data interfaces.
Agents cannot physically access any nonvolatile storage without disassembling the TOE except for
removable nonvolatile storage devices, where protection of User and TSF Data are provided when such
devices are removed from the TOE environment. Agents have limited or no means of infiltrating the TOE
with code to effect a change and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification
COFETIE, TOE ERIHARA LR T 5,

71 — AR
- XTI AHEBEE M. FIA UAU.1, FIA UID.1, FIA UAU.7, FIA ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE 1%, EHO2— —ZiRBERFET 572010, 22—V — N E/E x5 —h Ul IZBWTT V¥
NAE B E BET DRI L:L%%%OD%J@%IJMHEE%EZKT’F%) BL., SV ras Tr oA a7 1777 A
Vaz O AITFF AL TS, [FIA_UAU.1, FIA_UID.1]

a— Y — I, LT O2REO R R AR — T 5,
- AMEREETT A

:L““']j- FRRE— N — 2B RSN TN D — P —FREFIH T 2585 5, 21, = —%—
FRREH—/3—(Z1. Kerberos 734l 52D Active Directory —/3—=<°> LDAP 38 5> LDAP
==L T D,

- Ijﬂ nu pl—‘tjit
T INA A GES I TND L —H — rﬁﬁ&%ﬂ:‘”ﬂqﬁ‘éwu AEH

TOE [T —W =3 LT, 22—V —4 < SAU—R I THAHI /A D A1 ER LT IR/ E
T AR T — =4« RRAT =R REE LA DI — Y — 2 EREE T 5, 72/ AT — b
ATDEED/RAT —RTHF AR T 1%, * THERT 5, [FIA_UAU.7]

TOE 1%, = —W — ik BIFEREI B T 5 &, 22— —T 412 Access Control Token(LAt%: ACT)Z %179
%6

ACT LiE, 22— P —4AXr—LIINA T, a—F—Dr— LT LIZRESNTET T r—va v
BEE~DOT 7 ¥ AN G ENT-AT V=27 FTH D, [FIA_ATD.1, FIA_USB.1]

TOE &, RIERn 7 AL 3AT 2O 72D LA T oy 770 MEREZ 1R 35, [FIA_AFL.1]

- RELIEeYITUNOBFREBIGEL G AT Y 2 — Y —IZ L Ty T REE S, By
ITIROFFREILIL, 1~10 [FIBIRINTE5, (FIHEIT 3 [7])

BRELT-ay 7 7 MERPIE, Y 2 — T — Dl AU 28720, vy 7 7 RMER L 1-60
IINHIRIRTED, (%ﬂﬂ;ﬁfﬁis 7)

TOE (., #{E XX LU —b Ul &2 — ERFMBELLWIRENRBT L0 TV RSH S,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BEME SRRV EEELZRUVREEN A — MU T HEBEIC CRRE SN2 H A LT T R D%,
10 -9 73/ DR &5, (FIHIEIE 2 57)
- UB—h UL Z#A/EL 72 REEAS . 15 4y ERGE,
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7.2 Va TEFTT 7 & XFIHEEEE

- XS AHBEE M FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_ MSA.1(exec-job),
FMT_MSA.3(exec-job), FMT_SMF.1

TOE 1. i RIFRFFS - —H —THITENT- ACT ONEITGU T, Ul FHIY a7 FET7 7B A H|H
MRE A2t 35, 2 —F —ITRITEND ACT Du—LOMWAbe ., 2§k, Binix
U.ADMINISTRATOR DAIZ[RESND, ZDVa7 EITT 7B AHIENC 95 HlER SO @B MEIL 4
HEEEZDLOTHY ., FIZHEE THD,
BAVE RV DGE DY a7 EITT 72 AL ACT Or— WIS T 77U r—a iR o @it
BEIGCCYar7 BITaF LT, ZNUAMIT 7B ARG T 5,
VE—NUIDOBEDYa7 ELTT7 7 EREIEIT. ACTDE— LD BEMHAEIZIGE TYa 7 OETEIESLT,
FNLSNIT 7B AE AT 5,

%72, UADMINISTRATOR (%, X TOVa7 FEITHHETH D,

Table 32— 3 TETOT 7 RAEIHRY o —

UI 751 i ot B &t BiE
BE oL X277V b D | UUSER Ou—R3 a7 FUs b1 2FF | HlE x5 235 Pk
Pointer AEN-e—/LThHD TAHZELETEITHE
[=t°— | Pointer U.USER Oa— L3 [a®— | ZFF RIS | il 4 xh 22 2 75 AL
o—LThh THIETHEITHRE
(2% % LTERE O | UUSER Ou— L3 2% UTEE 1% | #1438 %275 1L
Pointer RSN a— /L ThD TAHZLTEITHE
[ 7527 2| ® Pointer U.USER O — LR 2 LTI % | I 6 G2 275 Ak
RSN T-r— /L ThD T AL THEITARE
(%154 1D Pointer | UUSER O — LS EIET 7 AL ORI | | #4860 6 5 % 1& P4
BRI ENT-r— /L THD TAHZLTEITARE
MRIEZ 7ANV ORI | UUSER O — L3 HEIEZ 7 AL OFIA | | #4850 5 82 % 7% AL
@ Pointer PEFRENT-r— L THD TAHZLETHEITHRE
(2% % L TIRTE] D | UUSER DOu— Lin[ 23 UTRAE] & | 480 % 52 2 15 PR AL
Pointer A& ii-a—LThD TAZETHEITHRE
UE—h Ul [ZEMRIET 74V D | UUSER ®E—/L73 Administrator @—/ V2L | FE{TART]
FIH | D Pointer A

7.3 ATV a 777 & R HEBRE

TOE %, 22—V —DALZ TV NIt —/ A% v /FAX DA a7 U TLL T O T 7' A ##
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DX a7 ez it 2,

7.31 Pa 7 DFx v ViR
- X AHEEREE 4 FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_ MSA.1(delete-job) ,
FMT_MSA.3(delete-job), FMT _SMF.1

TOE %, at™— /7 Vo NAX Y [T 7 I AEEDO a7 Z L FOFETERYy BV TES, ZRHDYar
Da—PF —Z I AT a7 EREICF DO a7 B ER L2 —P—4& T bS5,

- UNORMAL i, H53Dv a7 OHIERDFIRE
- U.ADMINISTRATOR /3, §°_XTOVa7 DYAMFRLALE DY a7 OHIBRD A HE
Va7 DR, VaT IR T BRI HIBRS S,

7.3.2 D a THOBEBFILE~DT 7 & A HERE
- XH)E 3 5 H Bk = {4 : FDP_ACC.1(in-job), FDP_ACF.1(in-job), FMT_MSA.1(delete-job),
FMT_MSA.3(delete-job), FMT_SMF.1
TOE X, ENZEhDVa7 HOEFLFITH L TLL N7 72 fil#llz gt 45, Zhbnya7 oa—
P —ZNITATa7 AR E DOV a7 B AR LT — ) —4 THIHH LS TV d,

[ —/AF Y /T 7 VARG DV a7 HOE A LE~DT 7 AH|EHEEE
- TOE X, at—ra7 HOE - LECKH L TGELZ R TN TE20,
=170, T #E B LU ADMINISTRATOR 1%, ELAMESLE TV AT LN TE D,

- TOE 1. AFX X /77 AEEDOT a7 HOEA LEIIKHLT, 73315 a 7 — M E1F%
Bl DG A ERRE, HELSIRTHIENTEA,

[V a7 HOEA LE~DOT 7 A HEHEEE |

TOE %, KFREE 5 aft G ani=7V a7 AL E, ZOFEF VM METIC—RRGFT 5, &
W2, IV b aT it B ENT - a— =4 TEOT VA a T DT EEZ L. LA O T 7 & A
ZEELTND,

U.USER &, —BHRIFLI=Z Va7 OB LECHLT, BHDOZ—F—Z LTV a7 Da—
P =N LT AT, LA T OEENRATHE,

- VUM TA,
- PUNOESEEEET D,
- HIBRT 5,
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