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HO . BB HTT 2720 Db 0 HOWTHEEO X2 T4 F# A2 FEIRTH720 0L D THD,
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T.DOC.DIS X X X
T.DOC.ALT X X X
T.FUNC.ALT X X X
T.PROT.ALT X X X
T.CONF.DIS X X X
T.CONF.ALT X X X
P.USER.AUTHORIZATION X X

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE.MANAGEMENT

P.STORAGE.ENCRYPTION

P.RCGATE.COMM.PROTECT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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DL, & X207 45K F BB Bifedctl. L OO 27 0 F# &3 Oz b
FRALE 7R,

T.DOC.DIS

T.DOC.DIS %, 0O.DOC.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJL>TxIHi T
%o

OE.USER.AUTHORIZED |21V, MFP & BREEF 1T DB 2V T 4R —LFIEIHEO R A E (2%
L. TOE ZF i+ 24R%Z 5 -2 . O.USER.AUTHORIZED (ZXV TOE (3F & Ok BIFREE 2 ERk L, &
F =27 4RV —ZhE> T TOE FIFHFF A7z - TR B 3 FRAES 115, 0.DOC.NO_DIS (240 TOE I
WEE v A a—P—ZELTINE | BHDONIE, vl A= — £ TS T DN ZE B D LA
DT 78 ZMERRE S T2 WE I L TR REN D Z LD # T 5,

INHORFIEHZEY, T.DOC.DIS IZ/HHTTED,

T.DOC.ALT

T.DOC.ALT X, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&L>TXHL T
&2,

OE.USER.AUTHORIZED |21V, MFP & BREEE 1T/ DB 2V T 4R —LFIEIZHE R A 126
L. TOE ZF i+ 54EfR% 5-% . O.USER.AUTHORIZED (2 XV TOE I3 & Ok B8 E2 Bk L, &
X 2T ARV —IZfE>T TOE FIHFFAIIZSE7E > TR D FdiEE s, O.DOC.NO_ALT (2XY TOE
I, XERT A= =L 5L TR0 E BN, BT A = —Z T > T DRZE D ILEA~D
T IR AMERE S T2 WF I Lo T EESN DB IR# T 5,

ZNBOXFITEHZ LD, T.DOC.ALT (2R TED,

T.FUNC.ALT

T.FUNC.ALT /%, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2L CTxffiL
TE%,

OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
FRIHEY a7 B, v/ a—PF—Z 20T nE HDONIE, n/ A a—F =4 TR TWDLRZED
FIHE a7 ~DT 78 2R ab 12 WE I L > THESNHZ LT,

ZNHORE ST EHTIY, T.FUNC.ALT (ZH L TED,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5 [R% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFFEAZ EsR L, &
F 2T AR —IZHE->C TOE FIHFF AN e > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE
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1L TSF REETE A, nr A a—P—L &bl HDNOE, e/ A2 —V —Z 13> TODENRFD
TSF (R ERA~D T 7w AMERZ L T2 N E I L > TR AESNAZ LT,

ZNHDOREFEHILY, TPROT.ALT I TX B,

T.CONF.DIS

T.CONF.DIS %, O.CONF.NO_DIS. O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJ > Tx$H1 T
x5,

OE.USER.AUTHORIZED (259, MFP E B E(EE 1T DO X207 4 R) o —FNEIHEO R # 1 26
LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
I TSF BB TE A, n /Ay a—P =4 &b 7700, HDHWIE, v/ A a—HF =L 13> TODRZED
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P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ-> TxIHiCT&
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OE.USER.AUTHORIZED |Z&Y ., MFP B HL B FE TR OB 2V T 4R o — L FNEIZEF 1ot
L. TOE #f A3 5#ER% 5 % . O.USER.AUTHORIZED {21V TOE IZF| A& OB Z Bk L . &
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B0 LY, P.USER.AUTHORIZATION ZJESFCTX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION /%, O.SOFTWARE.VERIFIED (2L T T&5,
O.SOFTWARE.VERIFIED (Z£V TOE I TSF ® 3 72 —R%& B CRGECE D FRA T2,
ZOXIR I EHZ LY, P.SOFTWARE.VERIFICATION % JIESFT& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING =g . O.AUDIT.LOGGED . OE.AUDIT.REVIEWED
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3%, OE.INTERFACE.MANAGED (ZXY, TOE DAFA L X T 2 —A~DEBEIN TWRNWT 72 A% S
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O.STORAGE.ENCRYPTED (ZJY, TOE |3 HDD (Z#&iAte 7 —# &M 5L, HDD LIZI3sS{ksh
TGS RSN D T LA RFET D,

ZOXREF LY. P.STORAGE.ENCRYPTION ZJESFTX A,

P.RCGATE.COMM.PROTECT

P.RCGATE.COMM.PROTECT %, O.RCGATE.COMM.PROTECT (2L TEH T,
O.RCGATE.COMM.PROTECT 24V, TOE % RC Gate LD iE{E 128 T, TOE & RC Gate D E 7% 1%
FIChDEET —2EMWEL WS AT DI LA RFET D,

ZOXHRITENTEY P.RCGATE.COMM.PROTECT %JH~F CT&5,

A.ACCESS.MANAGED
A.ACCESS.MANAGED (3%, OE.PHYSICAL.MANAGED (ZJ~>TiEH T2,

OE.PHYSICAL.MANAGED (ZXW, HAZ L AZHE->T TOE 2L TEMR FTICBITAGATICREL ., HE
FRZ 7= 72N I BRI T 7 B RS A A TR T4,

ZOXERFEHZEY, AL ACCESS.MANAGED % EE TX5,

A.ADMIN.TRAINING
A.ADMIN.TRAINING %, OE.ADMIN.TRAINED (Z&»> TiEH T2,
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A.ADMIN.TRUST
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OE.ADMIN.TRUSTED (ZXV, MFP FHEE(EH 1L, TAX L A TEDRFMERTEA LW IO E B
HER(TT D,

ZOXFE ST EHNZIY . AADMIN.TRUST 2#EHTE5,

A.USER.TRAINING
A.USER.TRAINING |%, OE.USER.TRAINED (2L~ TiEHT %,

OE.USER.TRAINED (ZJ9, MFP EHIELE L. FIAF IO X 207 4R — R RIEE T2
IOHAE L A THE L FIHE IZFNLDOR) S —LFEICIR > TV,

ZOXFE I OE.USER.TRAINED ZEH Tx5,
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ZLOBMLE G OINBA L X7 = —ATIHEREZEL, ZOHFREMOINT AL 27 2 —ADDIEE TS
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FPT_FDI_EXP.1 #MNHA L 7 = —A~DHI RS- iR E L, ERSNIAMNBA L Z 72— A TEZAFL
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DREREMEA TR T2, — HDOINRA L X7 = — AN TT ~D T —Z OEHER LT, §F S-S s &
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CC X FDP /ZAIZBWCRBMICE AR HE T —4 7 n—%2EHE L CD, —FHTZO ST Tk, fIHET
—&& TSF 7 —#3%2, BIEICEZ D6 ORDIZE A &S PRI D6 A R BT 502013 85, FDP_IFF
& FDP_IFC ZFEAIEL T2 BT ZEIIANEY) THHEE 2 HiLd, 16> T, ZOMREIEZ WO 720
YRR R — R N ERTHIEELT,

ZOYERa L AR — R NIRNHE T — 2L TSF 7 — Xl Fa R L, ZD7=% ., FDP &5 NI FPT 77 AD
WP IVNTE ED, 20 BN TOE ZEHAMNGIRET 228 THDHIH | FPT V7 RIZE O LD )3 i T
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BICBITDBFEED IP TRVR, XERMA—NLVEFBICBITDFHEEA—NVTRVA RC
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6.1.7 YV 3RXAFTA:TOEF7Y+X
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A TOE OFFliRFEL /L iX EAL2+ALC_FLR.2 Th 5, TOE OffFEa R — R haeF 28 1RT, 2
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PRAES 7 A fRAET R — R b
ADV: ADV_ARC.1  &F¥al747—%T77/F itk
Bk ADV_FSP.2 b3 =lF ¢ EHaksheftiE
ADV_TDS.1 L YN
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PLFIORTINNC, T X TCOEX 2T AEEBEN N 2SN 5 A, T4 X207 4% R FE ) TERL
7= TOE O&X 27 xR G HHTERSND,
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FAU_GEN.1 X
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FAU_STG.1 X
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FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X
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FIA_UID.1(b) X X
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FMT_SMR.1 X X X X
FPT_STM.1 X
FPT_TST.1 X
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FTP_ITC.1 #4524 T O.PROT.NO_ALT ZEHL TE5,

O.CONF.NO_DIS TSF &S DB~ %
O.CONF.NO_DIS 1%, TSF B E RO RE, £ 2V T4 DHERF CE ORI HE S35 X2 T
ARIRITE T D, ZOEX 2T 43RG #2FB T DI, Freox A £+ 20 E13 55,
(1) TSF R E#MOE B
FMT_MTD.1 2k T, —FIHEDar AL AT — Rkt DE% MFP & BRE & 24 5% — % Fl

Copyright (c) 2014 RICOH COMPANY, LTD. All rights reserved.



Page 68 of 87

RE TS D, A/ 8= AP —=Dra s (L7 RAT — RISk DR A A—/ S S — (R AT
5, MFP EHE Ol A2 _RAT —RIZH T B8 EE A— /S — AP — L Y3 MFP B BRE [ ZFF A9
%, A7\ Tk D8 Fa MFP & BB 7200 27 Al %, HDD W 5826 958 F 4 MFP & BilE
ol iy = O s S

(2) EHREREORFE
FMT_SMF.1 (21~ T, BX a7 (HERBICRT L CHERE BRI I E SN T D,

(3) HEIDFE
FMT_SMR.1 |28~ T, fptEE R ORI B /R 95,

(4) TSFREEHROEZEICEEET Yy VERHT
FTP_ITC.1 (2L~ T, TOE 7’ LAN #2H Tik5215 9% TSF B E I R#ESND,

INHOXRICHLER X 2 )T AR E L Ti%Y 55 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
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